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Software require an update to resolve
a security vulnerability

PredatorSense and NitroSense Software require an Assistance by Acer
update to resolve a security vulnerability

A security vulnerability has been identified that J, u

requires users to update their PredatorSense and —J

NitroSense software to the latest versions.
Drivers and Acer Support

Acer PredatorSense 3.x (before 3.00.3196) and Downloads Videos
NitroSense 3.x (before 3.01.3052) contain a Local

Privilege Escalation (LPE) vulnerability. The

programs expose a Windows Named Pipe that uses

a custom protocol to invoke internal functions. This

Named Pipe is misconfigured, allowing any

authenticated local user to execute arbitrary code

with NT AUTHORITY\SYSTEM privileges and to

delete arbitrary files with SYSTEM privileges.
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By leveraging this vulnerability, an attacker can

execute arbitrary code on the target system with STAY COVERED,
. 4 g y ' STAY UNSTOPPABLE
elevated privileges.

Power through every level with
protection that keeps your
setup battle-ready

Resolution:

Acer PredatorSense version V3.00.3198 and
NitroSense version V3.01.3056 contain a resolution
to this vulnerability. Please go to the Acer Support
website, Drivers and Manuals section, to download
the latest PredatorSense or NitroSense version for
your device.

Update Instructions:

1. Visit the

2. Enter your serial number or SNID and
press Enter.

3. Click on Application, then click on
the Download link next to the PredatorSense or
NitroSense Application.

4. Locate and unzip the file you downloaded.

5. Run the Setup.exe file to install the software.

Credit to:

Artem Domarev, University of Hradec Kralové

Disclaimer

THE ABOVE INFORMATION IS PROVIDED "AS IS" IN
CONNECTION WITH ACER PRODUCTS AND THOSE
OF OUR SUPPLIERS. YOUR USE OF THE
INFORMATION OR MATERIALS LINKED FROM THIS
PAGE IS AT YOUR OWN RISK. ACER RESERVES THE
RIGHT TO CHANGE OR UPDATE THIS PAGE AT ANY
TIME.
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