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This security update includes the following HUAWEI patches:
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28553
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Vulnerability

Description

Vulnerability of

improper

permission control

in the theme

setting module

Permission
bypass
vulnerability in the
LBS module

Impact

Successful
exploitation of
this
vulnerability
may affect
service

confidentiality.

Successful
exploitation of
this
vulnerability
may affect

availability.

Severity

High

High

Affected Version

HarmonyOS4.3.1,
HarmonyOS4.3.0,
HarmonyOS4.2.0,
HarmonyOS4.0.0,
EMUI 15.0.0, EMUI
14.2.0, EMUI 14.0.0

HarmonyOS4.3.1,
HarmonyOS4.3.0,
HarmonyOS4.2.0,
HarmonyOS4.0.0,
EMUI 15.0.0, EMUI
14.2.0, EMUI 14.0.0
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Race condition

avallaulluy.

Successful

exploitation of

CVE-2026- vulnerability in the this et HarmonyOS6.0.0,
edium
34850 notification vulnerability HarmonyOS5.1.0
service may affect
availability.
Successful
Race condition exploitation of
CVE-2026- vulnerability in the this ) HarmonyOS6.0.0,
o - Medium
34851 event notification vulnerability HarmonyOS5.1.0
module may affect
availability.
Successful
exploitation of
Stack overflow )
CVE-2026- o this )
vulnerability in the N Medium HarmonyOS6.0.0
34852 ] vulnerability
media platform
may affect
availability.
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34855

CVE-2026-
34857

CVE-2026-
34858

CVE-2026-
34859
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confidentiality.

Fortfahren X

14.2.0, EMUI 14.0.0

VVIILC vUuIliIcCl aullll_y
in the kernel

module

UAF vulnerability
in the
communication

module

UAF vulnerability
in the
communication

module

UAF vulnerability
in the kernel

module

Vl-JIIICIaUIIIl_y Medlum
will affect

availability

and

confidentiality.

Successful
exploitation of
this )
- Medium
vulnerability
may affect

availability.

Successful

exploitation of

this )
vulnerability Medium
may affect
availability.
Successful Medium
exploitation of

this

Liannuvi IyU\)“f-\)-U,

Harmony0OS4.2.0,
Harmony0S4.0.0,
EMUI 15.0.0, EMUI
14.2.0, EMUI 14.0.0

Harmony0S6.0.0,
Harmony0S5.1.0

HarmonyOS6.0.0,
HarmonyOS5.1.0

HarmonyOS4.3.0,
HarmonyOS4.2.0,
EMUI 15.0.0, EMUI
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34860 | will affect HarmonyOS5.1.0
memo module o
Smartphone[/en/phones/]Wearable[/en/wearables/|PC[/en/laptops/]Ta
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enl/|
Support[/en/support/]Community[/en/community/]
o Wuu exploitation of
vulnerability in the ]
CVE-2026- this )
thermal N Medium HarmonyOS6.0.0
34861 vulnerability
management
may affect
module o
availability.
. Successful
Race condition o
o exploitation of
vulnerability in the )
CVE-2026- this )
power N Medium HarmonyOS6.0.0
34862 . vulnerability
consumption
o may affect
statistics module -
availability.
Successful
exploitation of
Out-of-bounds ]
CVE-2026- ) - this ) Harmony0S6.0.0,
write vulnerability N Medium
34863 ) ] vulnerability HarmonyOS5.1.0
in the file system
may affect
availability.
CVE-2026- Boundary- Successful Medium HarmonyOS6.0.0

34864 unlimited exploitation of
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[NALSACTIV TN

34867 multi-mode input vulnerability HarmonyOS5.1.0
system may affect

availability.

This security update includes the following third-party library patches:

CVE Severity Affected Version

Harmony0S4.3.1,
Harmony0S4.3.0,
Harmony0S4.2.0,
Harmony0S4.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0

CVE-2024-43766 High

Harmony0S4.3.1,
Harmony0S4.3.0,
Harmony0S4.2.0,
Harmony0S4.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0

CVE-2025-48567 High
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Harmony0S4.0.0, EMUI

2 HUAWEI
len/

CVE-2025-48582

CVE-2025-48619

CVE-2025-48645

CVE-2025-48646

High

High

High

High

HarmonyOS4.2.0,
HarmonyOS4.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0

Harmony0S4.3.1,
Harmony0S4.3.0,
Harmony0S4.2.0,
Harmony0S4.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0

Harmony0S4.3.1,
Harmony0S4.3.0,
Harmony0S4.2.0,
Harmony0S4.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0

HarmonyOS4.3.1,
HarmonyOS4.3.0,
HarmonyOS4.2.0,
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Fortfahren X

HarmonyOS4.3.0,

2 HUAWEI
len/

CVE-2026-0015

CVE-2026-0025

CVE-2026-0026

High

High

High

Harmony0S4.3.1,
Harmony0S4.3.0,
Harmony0S4.2.0,
Harmony0S4.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0

HarmonyOS4.3.1,
HarmonyOS4.3.0,
HarmonyOS4.2.0,
HarmonyOS4.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0

HarmonyOS4.3.1,
Harmony0S4.3.0,
Harmony0S4.2.0,
Harmony0S4.0.0,
HarmonyOS3.1.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0, EMUI 13.0.0
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Deutschland

Hinh

Fortfahren X

riarnnuvi I_yU\)"I‘.L.U,

HarmnnuNCA NN ENLITT

2 HUAWEI
len/

CVE-2026-21385

CVE-2025-38618

CVE-2025-48621

CVE-2025-48639

High

High

High

High

14.2.0, EMUI 14.0.0

Harmony0OS4.2.0,
HarmonyOS4.0.0, EMUI
14.2.0, EMUI 14.0.0

Harmony0S4.0.0,
Harmony0S3.1.0, EMUI
14.0.0, EMUI 13.0.0

Harmony0OS4.3.1,
HarmonyOS4.3.0,
Harmony0S4.2.0,
HarmonyOS4.0.0,
HarmonyOS3.1.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0, EMUI 13.0.0

HarmonyOS4.3.1,
HarmonyOS4.3.0,
HarmonyOS4.2.0,
HarmonyOS4.0.0,
HarmonvOS3.1.0. EMUI
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HarmonyOS6.0.0,

CVE-2026-1757 Medium
HarmonyOS5.1.0
Harmony0S6.0.0,
CVE-2026-0989 Low
Harmony0S5.1.0
HarmonyOS6.0.0,
CVE-2026-0992 Low

HarmonyOS5.1.0
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