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Required CVE Record Information

CNA: Canonical Ltd.

Updated: 2026-08-20
Published: 2024-01-08

Description

It was discovered that a nft object or expression could reference a nft set on a different nft table, leading to a use-after-
was deleted.

CWE 1Total

Learn more

o CWE-416

CVSS 1Total

Learn more

Severity Version Vector String

5.3 MEDIUM 3.1 CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C

Product Status

Learn more
Vendor Product Platforms
The Linux Kernel Organization  linux Linux

Versions 7 Total

Default Status: unaffected
Affected

o affected from 3.16 before 4.14.316

Credits

+ Team Orca of Sea Security (@seasecresponse) working with Trend Micro's Zero Day Initiative  finder

References 13 Total
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o https:/lubuntu.com/security/notices/lUSN-5565-1 > third-party-advisory

CVE Program

This container includes required additional information provided by the CVE Program for this vulnerability.
References 14Total

e https:/lubuntu.com/security/notices/lUSN-5564-1 & third-party-advisory ~ x_transferred
¢ https:/lubuntu.com/security/notices/lUSN-5560-2 & third-party-advisory ~ x_transferred
e https:/lubuntu.com/security/notices/lUSN-5582-1 & third-party-advisory ~ x_transferred
¢ https:/lubuntu.com/security/notices/lUSN-5567-1 <& third-party-advisory ~ x_transferred
o https:/lubuntu.com/security/notices/lUSN-5560-1 & third-party-advisory ~ x_transferred
¢ https:/lubuntu.com/security/notices/lUSN-5566-1 & third-party-advisory ~ x_transferred
o https:/lwww.openwall.com/lists/oss-security/2022/08/09/5 & issue-tracking  x_transferred

o https:/lubuntu.com/security/notices/lUSN-5565-1 > third-party-advisory  x_transferred
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