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Required CVE Record Information

CNA: Apache Software Foundation

Updated: 2026-06-01
Published: 2026-06-01
Title: Apache Fesod (Incubating): Improper validation of user-supplied URLs leading to SSRF

Description

Server-Side Request Forgery (SSRF) in the UrlimageConverter component of Apache Fesod (Incubating) fesod-sheet
incubating allows attackers to cause outbound network requests to internal or otherwise restricted resources via a user
URL. Users are recommended to upgrade to version 2.0.2-incubating, which fixes this issue.

CWE 1Total

Learn more

o CWE-918: Server-Side Request Forgery (SSRF)

Product Status
Learn more

Vendor Product

Apache Software Foundation  Apache Fesod (Incubating)

Versions 1 Total

Default Status: unaffected
Affected

» affected from 0 before 2.0.2-incubating
Credits
e XuHan finder
References 4Total

« https:/igithub.com/apachelfesod/pull/917 & patch
« https:ligithub.com/apachelfesod/releases/tag/2.0.2-incubating @ release-notes

« https:lifesod.apache.org/docs/download
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