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Command injection in logcat processing

CVE: CVE-2026-114355 ~
Product: DJI CrystalSky ZS600C

Severity:

Published: 21.10.2026

The hardware_monitor helper, which runs as root, reads lines from the Android log (logcat) and passes a field from each line to a shell
eval. Any process on the device can write to logcat, so a local unprivileged attacker can inject a command that the root helper

executes.

Affected firmware: v0.3.9.7 through v0.6.6.9 (last release; device is EOL/unsupported). Verified on device (uid=0).
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