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OverviewOverview

An issue has been identified in some Arm-based CPUs which may allow writes to resources owned byAn issue has been identified in some Arm-based CPUs which may allow writes to resources owned by

a higher exception level, potentially allowing privilege escalation.a higher exception level, potentially allowing privilege escalation.

CVE DetailsCVE Details

This issue has been assigned the identifier CVE-2025-10263.This issue has been assigned the identifier CVE-2025-10263.

Affected ProductsAffected Products

Arm C1-Ultra, C1-PremiumArm C1-Ultra, C1-Premium

Neoverse V3 & V3AE, Neoverse V2, Neoverse V1, Neoverse N2, Neoverse N1Neoverse V3 & V3AE, Neoverse V2, Neoverse V1, Neoverse N2, Neoverse N1

Cortex-X925, Cortex-X4, Cortex-X3, Cortex-X2, Cortex-X1 & X1C, Cortex-A710, Cortex-A78,Cortex-X925, Cortex-X4, Cortex-X3, Cortex-X2, Cortex-X1 & X1C, Cortex-A710, Cortex-A78,

A78AE & A78C, Cortex-A77, Cortex-A76 & A76AEA78AE & A78C, Cortex-A77, Cortex-A76 & A76AE
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To work around this issue, any software which performs TLB invalidation applying to stage 1 or stageTo work around this issue, any software which performs TLB invalidation applying to stage 1 or stage

1 & 2 information must perform an additional TLBI and DSB. Further details of the exact sequence1 & 2 information must perform an additional TLBI and DSB. Further details of the exact sequence

required can be found in the erratum for each affected CPU.required can be found in the erratum for each affected CPU.

Arm has submitted patches to the Linux Kernel and Trusted Firmware-A to mitigate this issue forArm has submitted patches to the Linux Kernel and Trusted Firmware-A to mitigate this issue for

affected CPUs.affected CPUs.
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