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OverviewOverview

An issue has been identified in some Arm-based CPUs which may allow writes to resources owned byAn issue has been identified in some Arm-based CPUs which may allow writes to resources owned by

a higher exception level, potentially allowing privilege escalation.a higher exception level, potentially allowing privilege escalation.

CVE DetailsCVE Details

This issue has been assigned the identifier CVE-2025-10263.This issue has been assigned the identifier CVE-2025-10263.

Affected ProductsAffected Products

Arm C1-Ultra, C1-PremiumArm C1-Ultra, C1-Premium

Neoverse V3 & V3AE, Neoverse V2, Neoverse V1, Neoverse N2, Neoverse N1Neoverse V3 & V3AE, Neoverse V2, Neoverse V1, Neoverse N2, Neoverse N1

Cortex-X925, Cortex-X4, Cortex-X3, Cortex-X2, Cortex-X1 & X1C, Cortex-A710, Cortex-A78,Cortex-X925, Cortex-X4, Cortex-X3, Cortex-X2, Cortex-X1 & X1C, Cortex-A710, Cortex-A78,

A78AE & A78C, Cortex-A77, Cortex-A76 & A76AEA78AE & A78C, Cortex-A77, Cortex-A76 & A76AE

RecommendationsRecommendations

To work around this issue, any software which performs TLB invalidation applying to stage 1 or stageTo work around this issue, any software which performs TLB invalidation applying to stage 1 or stage

1 & 2 information must perform an additional TLBI and DSB. Further details of the exact sequence1 & 2 information must perform an additional TLBI and DSB. Further details of the exact sequence

required can be found in the erratum for each affected CPU.required can be found in the erratum for each affected CPU.

Arm has submitted patches to the Linux Kernel and Trusted Firmware-A to mitigate this issue forArm has submitted patches to the Linux Kernel and Trusted Firmware-A to mitigate this issue for

affected CPUs.affected CPUs.

HomeHome DocumentationDocumentation

Version: 1-0 (Latest)Version: 1-0 (Latest) 

    ContentsContents





Back to searchBack to search

Arm CPU Security Bulletin: CVE-2025-10263Arm CPU Security Bulletin: CVE-2025-10263

By clicking “Accept All Cookies”, you agree to the storing

of cookies on your device to enhance site navigation,

analyze site usage, and assist in our marketing efforts.

Reject All

Accept All Cookies

Cookies Settings

6/24/26, 8:35 AM Arm CPU Security Bulletin: CVE-2025-10263

https://developer.arm.com/documentation/112137/latest/ 1/3

https://developer.arm.com/
https://developer.arm.com/documentation/
https://developer.arm.com/documentation/
https://developer.arm.com/documentation/112137/1-0
https://www.arm.com/
https://developer.arm.com/


AcknowledgementsAcknowledgements

This issue was identified by ArmThis issue was identified by Arm

Version HistoryVersion History

Legal DisclaimerLegal Disclaimer

This information is provided subject to the This information is provided subject to the ..Arm Security Legal Notices and DisclaimerArm Security Legal Notices and Disclaimer

I Develop ForI Develop For

AIAI

AutomotiveAutomotive

Edge AIEdge AI

Embedded and MicrocontrollersEmbedded and Microcontrollers

Laptops and DesktopsLaptops and Desktops

Mobile, Graphics, and GamingMobile, Graphics, and Gaming

Servers and Cloud ComputingServers and Cloud Computing

LearnLearn

Code-AlongCode-Along

DocumentationDocumentation

Learning PathsLearning Paths

On-Demand VideosOn-Demand Videos

Community and BlogsCommunity and Blogs

CommunitiesCommunities

BlogsBlogs

Developer EventsDeveloper Events

DiscordDiscord

ForumsForums

GroupsGroups

SupportSupport

Open a Support CaseOpen a Support Case

My Support CasesMy Support Cases

Product Support ForumsProduct Support Forums

DocumentationDocumentation

DownloadsDownloads

LicensingLicensing

Support and Training OptionsSupport and Training Options

CPU and HardwareCPU and Hardware About ArmAbout Arm

1-01-0 June 9th, 2026June 9th, 2026

VersionVersion DateDate

ContentsContents





Back to searchBack to search

Arm CPU Security Bulletin: CVE-2025-10263Arm CPU Security Bulletin: CVE-2025-10263

By clicking “Accept All Cookies”, you agree to the storing

of cookies on your device to enhance site navigation,

analyze site usage, and assist in our marketing efforts.

6/24/26, 8:35 AM Arm CPU Security Bulletin: CVE-2025-10263

https://developer.arm.com/documentation/112137/latest/ 2/3

https://developer.arm.com/documentation/109802/latest/
https://developer.arm.com/
https://developer.arm.com/ai
https://developer.arm.com/automotive
https://developer.arm.com/edge-ai
https://developer.arm.com/embedded-and-microcontrollers
https://developer.arm.com/laptops-and-desktops
https://developer.arm.com/mobile-graphics-and-gaming
https://developer.arm.com/servers-and-cloud-computing
https://www.arm.com/developer-hub
https://developer.arm.com/code-along
https://developer.arm.com/documentation
https://learn.arm.com/
https://developer.arm.com/video-tutorials
https://community.arm.com/
https://community.arm.com/
https://community.arm.com/arm-community-blogs/
https://developer.arm.com/events
https://discord.com/invite/armsoftwaredev
https://community.arm.com/support-forums/
https://community.arm.com/subgrouplist
https://developer.arm.com/documentation/
https://developer.arm.com/support-hub/cases/search
https://developer.arm.com/support-hub/cases/viewCases
https://community.arm.com/support-forums/
https://developer.arm.com/documentation
https://developer.arm.com/downloads
https://developer.arm.com/support/licensing
https://developer.arm.com/All%20Support%20Services
https://developer.arm.com/Processors
https://www.arm.com/company
https://developer.arm.com/documentation/
https://developer.arm.com/documentation/112137/1-0
https://www.arm.com/
https://developer.arm.com/


ArchitecturesArchitectures

Compare IPCompare IP

Compute SubsystemsCompute Subsystems

CorstoneCorstone

Memory Model ToolMemory Model Tool

Performance AnalysisPerformance Analysis

ProcessorsProcessors

Reference DesignsReference Designs

LeadershipLeadership

Arm OfficesArm Offices

CareersCareers

Contact UsContact Us

NewsroomNewsroom

Trust CenterTrust Center

    

Cookie PolicyCookie Policy GlossaryGlossary Terms of UseTerms of Use Privacy PolicyPrivacy Policy AccessibilityAccessibility Subscription CenterSubscription Center TrademarksTrademarks

Copyright © 1995-2026 Arm Limited (or its affiliates). All rights reserved.Copyright © 1995-2026 Arm Limited (or its affiliates). All rights reserved.

ContentsContents





Back to searchBack to search

Arm CPU Security Bulletin: CVE-2025-10263Arm CPU Security Bulletin: CVE-2025-10263

By clicking “Accept All Cookies”, you agree to the storing

of cookies on your device to enhance site navigation,

analyze site usage, and assist in our marketing efforts.

6/24/26, 8:35 AM Arm CPU Security Bulletin: CVE-2025-10263

https://developer.arm.com/documentation/112137/latest/ 3/3

https://developer.arm.com/Architectures
https://developer.arm.com/compare-ip/
https://www.arm.com/products/neoverse-compute-subsystems
https://www.arm.com/products/silicon-ip-subsystems
https://developer.arm.com/Architectures/Memory%20Model%20Tool
https://developer.arm.com/Performance
https://developer.arm.com/Processors
https://developer.arm.com/Tools%20and%20Software/Arm%20Reference%20Design-1%20AE
https://www.arm.com/company/leadership
https://www.arm.com/company/offices
https://careers.arm.com/
https://www.arm.com/company/contact-us
https://newsroom.arm.com/news
https://www.arm.com/company/trust
http://www.facebook.com/Arm
https://www.linkedin.com/company/arm/
http://www.instagram.com/Arm
https://x.com/Arm
https://www.youtube.com/user/Armflix
https://www.arm.com/company/policies/cookies
https://developer.arm.com/documentation/105565/latest
https://www.arm.com/company/policies/terms-and-conditions
https://www.arm.com/company/policies/privacy
https://www.arm.com/company/policies/accessibility
https://engaged.arm.com/Preferences-center.html
https://www.arm.com/company/policies/trademarks
https://developer.arm.com/documentation/
https://developer.arm.com/documentation/112137/1-0
https://www.arm.com/
https://developer.arm.com/

