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OverviewOverview

In 2018, Google disclosed research findings identifying a new class of security attacks named In 2018, Google disclosed research findings identifying a new class of security attacks named  and  and . The attacks were based on cache. The attacks were based on cache

timing side channels exploiting processor speculation. Following the publication of these original findings, other (primary) variants were also identified bytiming side channels exploiting processor speculation. Following the publication of these original findings, other (primary) variants were also identified by

the security community. This web page contains the latest information from Arm on those attacks, including a list of affected Arm processors and theirthe security community. This web page contains the latest information from Arm on those attacks, including a list of affected Arm processors and their

potential mitigations.potential mitigations.

Cache timing side-channels have been a well-understood concept in the area of security research for some time and were therefore not a new finding.Cache timing side-channels have been a well-understood concept in the area of security research for some time and were therefore not a new finding.

However, the Spectre and Meltdown attacks showed that this side-channel mechanism could potentially enable someone to extract some information thatHowever, the Spectre and Meltdown attacks showed that this side-channel mechanism could potentially enable someone to extract some information that

otherwise would not be accessible, from processors that were performing as intended. This is the issue discussed here.otherwise would not be accessible, from processors that were performing as intended. This is the issue discussed here.

It is important to note that these attacks are generally dependent on malware running locally on the device. Practicing good security hygiene by keepingIt is important to note that these attacks are generally dependent on malware running locally on the device. Practicing good security hygiene by keeping

software up-to-date and avoiding suspicious links or downloads is therefore imperative for users.software up-to-date and avoiding suspicious links or downloads is therefore imperative for users.

What are the attack mechanisms?What are the attack mechanisms?

There are several main variants of the issue:There are several main variants of the issue:

Variant 1: bounds check bypass (CVE-2017-5753) and bounds check bypass store (CVE-2018-3693)Variant 1: bounds check bypass (CVE-2017-5753) and bounds check bypass store (CVE-2018-3693)

Variant 2: branch target injection (CVE-2017-5715)Variant 2: branch target injection (CVE-2017-5715)

Variant 3: using speculative memory reads of inaccessible data (CVE-2017-5754)Variant 3: using speculative memory reads of inaccessible data (CVE-2017-5754)

Subvariant 3a: using speculative system register reads of inaccessible data (CVE-2018-3640)Subvariant 3a: using speculative system register reads of inaccessible data (CVE-2018-3640)

Variant 4: speculative bypassing of stores by younger loads despite the presence of a dependency (CVE-2018-3639)Variant 4: speculative bypassing of stores by younger loads despite the presence of a dependency (CVE-2018-3639)

Spectre-BHB: branch history injection into the victim software context (CVE-2022-23960).Spectre-BHB: branch history injection into the victim software context (CVE-2022-23960).

For more information on these attack mechanisms, please see Arm's For more information on these attack mechanisms, please see Arm's  and the  and the ..

Affected ProcessorsAffected Processors

The table below contains a list of affected Arm processors.The table below contains a list of affected Arm processors.

YesYes  indicates the processor is affected and requires software mitigation to protect against attacks. indicates the processor is affected and requires software mitigation to protect against attacks.

No No indicates the processor is indicates the processor is NOTNOT  affected and no software mitigation is required. affected and no software mitigation is required.

This determination assumes that relevant hardware features have been utilised where available.This determination assumes that relevant hardware features have been utilised where available.

Note that some Cortex-R CPUs may also be vulnerable to these attacks. However, the common usage model for those CPUs is for non-open softwareNote that some Cortex-R CPUs may also be vulnerable to these attacks. However, the common usage model for those CPUs is for non-open software

environments (where applications and processes are more strictly controlled). In these conditions, the cores are not considered vulnerable.environments (where applications and processes are more strictly controlled). In these conditions, the cores are not considered vulnerable.

Arm licensees should contact Arm licensees should contact  or their Arm support representative if they require information on Arm processors that are not listed. or their Arm support representative if they require information on Arm processors that are not listed.
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Cortex-A8Cortex-A8 AllAll YesYes YesYes NoNo NoNo NoNo

Cortex-A9Cortex-A9 AllAll YesYes YesYes NoNo NoNo NoNo

Cortex-A12Cortex-A12 AllAll YesYes YesYes NoNo NoNo NoNo

Cortex-A15Cortex-A15 AllAll YesYes YesYes NoNo YesYes NoNo

Cortex-A17Cortex-A17 AllAll YesYes YesYes NoNo NoNo NoNo

Cortex-A57Cortex-A57 AllAll YesYes YesYes NoNo YesYes YesYes

Cortex-A65Cortex-A65 AllAll YesYes No*No* NoNo NoNo NoNo

Cortex-A65AECortex-A65AE AllAll YesYes No*No* NoNo NoNo NoNo

Cortex-A72Cortex-A72
Prior to r1p0Prior to r1p0

r1p0 and afterr1p0 and after

YesYes

YesYes

YesYes

No*No*

NoNo

NoNo

YesYes

NoNo

YesYes

YesYes

Cortex-A73Cortex-A73
Prior to r1p0Prior to r1p0

r1p0 and afterr1p0 and after

YesYes

YesYes

YesYes

No*No*

NoNo

NoNo

NoNo

NoNo

YesYes

YesYes

Cortex-A75Cortex-A75
Prior to r3p0Prior to r3p0

r3p0 and afterr3p0 and after

YesYes

YesYes

YesYes

No*No*

YesYes

NoNo

YesYes

NoNo

YesYes

YesYes

Cortex-A76Cortex-A76
Prior to r3p0Prior to r3p0

r3p0 and afterr3p0 and after

YesYes

YesYes

YesYes

No*No*

NoNo

NoNo

NoNo

NoNo

YesYes

NoNo

Cortex-A76AECortex-A76AE AllAll YesYes No*No* NoNo NoNo NoNo

Cortex-A77Cortex-A77 r1p0 and afterr1p0 and after YesYes No*No* NoNo NoNo NoNo

Cortex-A78Cortex-A78 AllAll YesYes No*No* NoNo NoNo NoNo

Cortex-A78CCortex-A78C AllAll YesYes No*No* NoNo NoNo NoNo

Cortex-A78AECortex-A78AE AllAll YesYes No*No* NoNo NoNo NoNo

Cortex-A510Cortex-A510 AllAll YesYes NoNo YesYes NoNo NoNo

Cortex-A520Cortex-A520 Prior to r0p2Prior to r0p2 YesYes NoNo YesYes NoNo NoNo

Cortex-A710Cortex-A710 AllAll YesYes NoNo NoNo NoNo NoNo

Cortex-A715Cortex-A715
Prior to r1p1Prior to r1p1

r1p1 and afterr1p1 and after

YesYes

YesYes

NoNo

NoNo

NoNo

NoNo

NoNo

NoNo

NoNo

NoNo

Cortex-A720Cortex-A720 AllAll YesYes NoNo NoNo NoNo NoNo

Cortex-A720AECortex-A720AE AllAll YesYes NoNo NoNo NoNo NoNo

Cortex-A725Cortex-A725 AllAll YesYes NoNo NoNo NoNo NoNo

Neoverse E1Neoverse E1 AllAll YesYes No*No* NoNo NoNo NoNo

Neoverse N1Neoverse N1 r3p0 and afterr3p0 and after YesYes No*No* NoNo NoNo NoNo

Neoverse N2Neoverse N2 AllAll YesYes NoNo NoNo NoNo NoNo

Neoverse N3Neoverse N3 AllAll YesYes NoNo NoNo NoNo NoNo

Neoverse V1Neoverse V1 AllAll YesYes No*No* NoNo NoNo NoNo

ProcessorProcessor RevisionRevision Variant 1Variant 1 Variant 2Variant 2 Variant 3Variant 3 Variant3aVariant3a Variant 4Variant 4
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* Protected against cross-context attacks only.* Protected against cross-context attacks only.

Cross-context: Training in one hardware-defined context and prediction (and exploitation) in a different hardware-defined contextCross-context: Training in one hardware-defined context and prediction (and exploitation) in a different hardware-defined context

Same-context: Training and prediction in same hardware-defined context.Same-context: Training and prediction in same hardware-defined context.

'Context' refers to the hardware-defined context as specified in the Arm ARM under 'Restrictions on the effects of speculation from Armv8.5'.'Context' refers to the hardware-defined context as specified in the Arm ARM under 'Restrictions on the effects of speculation from Armv8.5'.

Recommendations for Firmware and Operating SystemsRecommendations for Firmware and Operating Systems

Arm recommends that software mitigations described in the Arm recommends that software mitigations described in the  and the  and the  are deployed are deployed

whenever protection against malicious applications is required.whenever protection against malicious applications is required.

This guidance is summarised below:This guidance is summarised below:

Variant 1Variant 1

Where vulnerable code sequences (as described in the Where vulnerable code sequences (as described in the ) have been identified, the action required is:) have been identified, the action required is:

Impacted kernel/driver code should be reworked to use the cross-architectural 'nospec' accessors. These accessors implement suitable Arm 'CSDB'Impacted kernel/driver code should be reworked to use the cross-architectural 'nospec' accessors. These accessors implement suitable Arm 'CSDB'

sequences and ensure the compiler generates speculation-safe code sequences for bounds checks.sequences and ensure the compiler generates speculation-safe code sequences for bounds checks.

Userspace code implementing software privilege boundaries and software that interfaces with software in another privilege boundary should beUserspace code implementing software privilege boundaries and software that interfaces with software in another privilege boundary should be

reworked, using the approach discussed in the reworked, using the approach discussed in the ..

Variant 2Variant 2

Arm recommends that the following mitigations are used on a context switch. We also recommend they be used on an exception entry from an exceptionArm recommends that the following mitigations are used on a context switch. We also recommend they be used on an exception entry from an exception

level where code could be used to attack a higher level.level where code could be used to attack a higher level.

The specific mitigation required varies by processor micro-architecture.The specific mitigation required varies by processor micro-architecture.

For Cortex-A8:For Cortex-A8:

Invalidate the branch predictor using a BPIALL instruction.Invalidate the branch predictor using a BPIALL instruction.

Set ACTRL[6] to 1 during early processor initialization.Set ACTRL[6] to 1 during early processor initialization.

For Cortex-A9, Cortex-A12 & Cortex-A17:For Cortex-A9, Cortex-A12 & Cortex-A17:

Invalidate the branch predictor using a BPIALL instruction.Invalidate the branch predictor using a BPIALL instruction.

For Cortex-A15:For Cortex-A15:

Set ACTLR[0]==1 from early initialization of the processor.Set ACTLR[0]==1 from early initialization of the processor.

Invalidate the branch predictor by performing an ICIALLU instruction.Invalidate the branch predictor by performing an ICIALLU instruction.

For Cortex-A57, Cortex-A72 & Cortex-A76, do one of the following:For Cortex-A57, Cortex-A72 & Cortex-A76, do one of the following:

Cache Speculation Side-channels white paperCache Speculation Side-channels white paper Spectre-BHB white paperSpectre-BHB white paper

Cache Speculation Side-channels white paperCache Speculation Side-channels white paper

Addressing Spectre Variant 1 (CVE-2017-5753) in Software White PaperAddressing Spectre Variant 1 (CVE-2017-5753) in Software White Paper

Neoverse V2Neoverse V2
Prior to r0p1Prior to r0p1

r0p1 and afterr0p1 and after

YesYes

YesYes

NoNo

NoNo

NoNo

NoNo

NoNo

NoNo

NoNo

NoNo

Neoverse V3Neoverse V3 AllAll YesYes NoNo NoNo NoNo NoNo

Neoverse V3AENeoverse V3AE AllAll YesYes NoNo NoNo NoNo NoNo

Cortex-X1Cortex-X1 AllAll YesYes No*No* NoNo NoNo NoNo

Cortex-X1CCortex-X1C AllAll YesYes No*No* NoNo NoNo NoNo

Cortex-X2Cortex-X2 AllAll YesYes NoNo NoNo NoNo NoNo

Cortex-X3Cortex-X3
Prior to r1p1Prior to r1p1

r1p1 and afterr1p1 and after

YesYes

YesYes

NoNo

NoNo

NoNo

NoNo

NoNo

NoNo

NoNo

NoNo

Cortex-X4Cortex-X4 AllAll YesYes NoNo NoNo NoNo NoNo

Cortex-X925Cortex-X925 AllAll YesYes NoNo NoNo NoNo NoNo

ProcessorProcessor RevisionRevision Variant 1Variant 1 Variant 2Variant 2 Variant 3Variant 3 Variant3aVariant3a Variant 4Variant 4
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Disable the current stage 1 MMU, execute an ISB, re-enable the MMU and execute an ISB. This must be done in an area of memory where the VA andDisable the current stage 1 MMU, execute an ISB, re-enable the MMU and execute an ISB. This must be done in an area of memory where the VA and

the IPA (or PA if there is only one stage of translation) are the same.the IPA (or PA if there is only one stage of translation) are the same.

Do an ERET from EL3 where SCTLR_EL3.M==1 to S-EL1 where SCTLR_EL1.M=0 followed by an SMC back to EL3.Do an ERET from EL3 where SCTLR_EL3.M==1 to S-EL1 where SCTLR_EL1.M=0 followed by an SMC back to EL3.

For Cortex-A73 & Cortex-A75:For Cortex-A73 & Cortex-A75:

In AArch32: Invalidate the branch predictor using a BPIALL instruction.In AArch32: Invalidate the branch predictor using a BPIALL instruction.

In AArch64: Switch into AArch32, then perform a BPIALL - this can be done by calling Secure EL1 code, which is typically using AArch32, to do theIn AArch64: Switch into AArch32, then perform a BPIALL - this can be done by calling Secure EL1 code, which is typically using AArch32, to do the

BPIALL.BPIALL.

As some of these mitigations are only available at high exception levels, an SMC workaround (As some of these mitigations are only available at high exception levels, an SMC workaround (SMCCC_ARCH_WORKAROUND_1SMCCC_ARCH_WORKAROUND_1) has been created for use by) has been created for use by

normal world privileged software. The specification also enables the normal world to discover the presence of this firmware service. Please refer to thenormal world privileged software. The specification also enables the normal world to discover the presence of this firmware service. Please refer to the

 for more details. for more details.

If the system uses Trusted Firmware-A, developers should also refer to the Trusted Firmware Advisory If the system uses Trusted Firmware-A, developers should also refer to the Trusted Firmware Advisory ..

Variant 3Variant 3

Ensure your kernel implements Kernel Page Table Isolation (KPTI) or Kernel Virtual Address Shadow (KVAS). This variant impacts software executing atEnsure your kernel implements Kernel Page Table Isolation (KPTI) or Kernel Virtual Address Shadow (KVAS). This variant impacts software executing at

EL1/EL0 which share a translation regime. KPTI/KVAS is used to unmap the kernel from a process address space when that process is running.EL1/EL0 which share a translation regime. KPTI/KVAS is used to unmap the kernel from a process address space when that process is running.

Variant 3aVariant 3a

In general, it is not believed that software mitigations for this issue are necessary.In general, it is not believed that software mitigations for this issue are necessary.

Variant 4Variant 4

The risk of Spectre v4 is now considered to be lower than was initially thought. Arm recommends that developers consider whether mitigations areThe risk of Spectre v4 is now considered to be lower than was initially thought. Arm recommends that developers consider whether mitigations are

necessary before implementing them.necessary before implementing them.

Mitigating this issue can be achieved by disabling memory disambiguation at boot by setting the relevant control register bit. The specific bit varies byMitigating this issue can be achieved by disabling memory disambiguation at boot by setting the relevant control register bit. The specific bit varies by

processor micro-architecture.processor micro-architecture.

For Cortex-A57 and Cortex-A72:For Cortex-A57 and Cortex-A72:

Set bit 55 (disable load pass store) of CPUACTLR_EL1 (S3_1_C15_C2_0).Set bit 55 (disable load pass store) of CPUACTLR_EL1 (S3_1_C15_C2_0).

For Cortex-A73:For Cortex-A73:

Set bit 3 of S3_0_C15_C0_0.Set bit 3 of S3_0_C15_C0_0.

For Cortex-A75:For Cortex-A75:

Set bit 35 of CPUACTLR_EL1 (S3_0_C15_C1_0)Set bit 35 of CPUACTLR_EL1 (S3_0_C15_C1_0)

For Cortex-A76:For Cortex-A76:

Set bit 16 of CPUACTLR2_EL1 (S3_0_C15_C1_1)Set bit 16 of CPUACTLR2_EL1 (S3_0_C15_C1_1)

Alternatively, a dynamic approach may be used to enable the mitigation during EL3 initialization and disable it at lower exception levels, when the risk isAlternatively, a dynamic approach may be used to enable the mitigation during EL3 initialization and disable it at lower exception levels, when the risk is

deemed low enough. deemed low enough. SMCCC_ARCH_WORKAROUND_2SMCCC_ARCH_WORKAROUND_2  has been created to allow callers at lower exception levels to temporarily disable the mitigation in has been created to allow callers at lower exception levels to temporarily disable the mitigation in

their execution context. For more information on this approach, please refer to the their execution context. For more information on this approach, please refer to the ..

If the system uses Trusted Firmware-A, developers should also refer to the Trusted Firmware Advisory If the system uses Trusted Firmware-A, developers should also refer to the Trusted Firmware Advisory ..

Spectre-BHBSpectre-BHB

To protect against attacks across exception levels or security states, Arm recommends discarding the branch history on exception entry to a higherTo protect against attacks across exception levels or security states, Arm recommends discarding the branch history on exception entry to a higher

exception level. The way this is achieved varies by processor micro-architecture:exception level. The way this is achieved varies by processor micro-architecture:

On Cortex-A65, Cortex-A65AE & Neoverse E1:On Cortex-A65, Cortex-A65AE & Neoverse E1:

Disable and re-enable the MMU at the highest implemented exception level.Disable and re-enable the MMU at the highest implemented exception level.

For Cortex-A73 & Cortex-A75:For Cortex-A73 & Cortex-A75:

In AArch32: Invalidate the branch predictor using a BPIALL instruction.In AArch32: Invalidate the branch predictor using a BPIALL instruction.

In AArch64: Switch into AArch32, then perform a BPIALL - this can be done by calling Secure EL1 code, which is typically using AArch32, to do theIn AArch64: Switch into AArch32, then perform a BPIALL - this can be done by calling Secure EL1 code, which is typically using AArch32, to do the

BPIALL.BPIALL.

SMC Calling Convention specificationSMC Calling Convention specification

TFV-6TFV-6

SMC Calling Convention specificationSMC Calling Convention specification

TFV-7TFV-7
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For all other vulnerable cores:For all other vulnerable cores:

Arm recommends inserting a loop workaround with an implementation specific number ('K') of iterations that will discard the branch history onArm recommends inserting a loop workaround with an implementation specific number ('K') of iterations that will discard the branch history on

exception entry to a higher exception level for the given CPU.exception entry to a higher exception level for the given CPU.

If the core implements the Speculation Barrier instruction (SB), then the following sequence should be used:If the core implements the Speculation Barrier instruction (SB), then the following sequence should be used:

Otherwise, the following sequence should be used:Otherwise, the following sequence should be used:

MOV x0, #K // core specific numberMOV x0, #K // core specific number

loop:loop:

        B PC+4B PC+4

        SUBS x0, x0, #1SUBS x0, x0, #1

        BNE loopBNE loop

        SBSB

MOV x0, #K // core specific numberMOV x0, #K // core specific number

loop:loop:

        B PC+4B PC+4

        SUBS x0, x0, #1SUBS x0, x0, #1

        BNE loopBNE loop

        DSBDSB

        ISBISB

Cortex-A15Cortex-A15 88 NoNo NoNo

Cortex-A57Cortex-A57 88 NoNo NoNo

Cortex-A72Cortex-A72 88 NoNo NoNo

Cortex-A76Cortex-A76 2424 NoNo NoNo

Cortex-A76AECortex-A76AE 2424 NoNo NoNo

Cortex-A77Cortex-A77 2424 NoNo NoNo

Cortex-A78Cortex-A78 3232 NoNo NoNo

Cortex-A78AECortex-A78AE 3232 NoNo NoNo

Cortex-A78CCortex-A78C 3232 NoNo NoNo

Cortex-A710Cortex-A710 3232 YesYes NoNo

Cortex-A715Cortex-A715 3838 YesYes r1p1 and afterr1p1 and after

Cortex-A720Cortex-A720 3838 YesYes YesYes

Cortex-A720AECortex-A720AE 3838 YesYes YesYes

Cortex-A725Cortex-A725 3838 YesYes YesYes

Cortex-X1Cortex-X1 3232 NoNo NoNo

Cortex-X1CCortex-X1C 3232 NoNo NoNo

Cortex-X2Cortex-X2 3232 YesYes NoNo

Cortex-X3Cortex-X3 132132 YesYes r1p1 and afterr1p1 and after

CoreCore K valueK value FEAT_SBFEAT_SB Protected against X-Context AttacksProtected against X-Context Attacks
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Note that the mitigations for Spectre v2, which involve flushing all branch predictions on every context switch, will also mitigate against Spectre-BHB. ForNote that the mitigations for Spectre v2, which involve flushing all branch predictions on every context switch, will also mitigate against Spectre-BHB. For

cores vulnerable to Spectre v2, the Spectre-BHB workarounds above are the recommended approach for exception entries that are not protected by acores vulnerable to Spectre v2, the Spectre-BHB workarounds above are the recommended approach for exception entries that are not protected by a

Spectre v2 workaround.Spectre v2 workaround.

Where a local workaround is not feasible, a Rich OS can invoke the SMC (Where a local workaround is not feasible, a Rich OS can invoke the SMC (SMCCC_ARCH_WORKAROUND_3SMCCC_ARCH_WORKAROUND_3) to apply the workaround in compatible firmware.) to apply the workaround in compatible firmware.

Please refer to the Please refer to the  for more details. for more details.

Note that environments like eBPF and cBPF augment the risk of this class of attack as they run in the same context as the rest of the Linux Kernel. GivenNote that environments like eBPF and cBPF augment the risk of this class of attack as they run in the same context as the rest of the Linux Kernel. Given

the broad range of attack vectors and the high-performance requirements, Arm strongly recommends that only trusted code is run in these environments.the broad range of attack vectors and the high-performance requirements, Arm strongly recommends that only trusted code is run in these environments.

If domain isolation within a hardware-defined context is required, Arm recommends discarding branch history after executing untrusted code. This adviceIf domain isolation within a hardware-defined context is required, Arm recommends discarding branch history after executing untrusted code. This advice

applies to any Rich OS offering similar functionality.applies to any Rich OS offering similar functionality.

If the system uses Trusted Firmware-A, developers should also refer to the Trusted Firmware Advisory If the system uses Trusted Firmware-A, developers should also refer to the Trusted Firmware Advisory ..

What about future updates?What about future updates?

Arm's Security team continues to research new attack vectors and potential mitigations, and will continue to work closely with our customers and partnersArm's Security team continues to research new attack vectors and potential mitigations, and will continue to work closely with our customers and partners

in this regard.in this regard.

For details on updates to affected CPUs, as well as descriptions of mitigations added to Armv8.5-A and Armv9, view the For details on updates to affected CPUs, as well as descriptions of mitigations added to Armv8.5-A and Armv9, view the 

 document. document.
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