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Manager utility to apply hotfixes. We regularly release hotfixes every Thursday, with possible exceptions in the case of serious bugs, no bugs reported and around
holidays.

The hotfixes are cumulative, meaning that every hotfix contains all previous hotfixes for the same version. We recommend that you apply the latest hotfix available for
your Kentico Xperience version.
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Latest security patches

e DescriptionFixed in version
o 'follow-redirects' updated to v1.16.0 Moderate

Description

The hotfix updates the 'follow-redirects' package used by Page and Form builder client scripts to version '1.16.0". The update addresses security vulnerabilities from
previous versions.

Details

Issue type:

Update of third-party dependencies
Security risk:
Moderate

Found in version:
13.0.204 and lower
Fixed in version:
13.0.205

Fixed date:
4/16/2026
Reported by:
Kentico

Recommendation

Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
highly recommended to upgrade to the latest version.
13.0.205

¢ 'axios' updated to v1.15.0  Informative

Description

The hotfix updates the 'axios' package used by Page and Form builder client scripts to version '1.15.0". The update addresses security vulnerabilities from previous
versions.

Details

Issue type:

Update of third-party dependencies
Security risk:

Informative

Found in version:

13.0.204 and lower

Fixed in version:

13.0.205

Fixed date:

4/16/2026
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Reported by:
Kentico

Recommendation

Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
highly recommended to upgrade to the latest version.

13.0.205

reCAPTCHA v2 validation vulnerability = Moderate

Description

Under certain conditions, reCAPTCHA v2 validation performed by the 'rTeCAPTCHA' form builder component could fail and incorrectly accept submissions. This
could enable spam submissions through forms or increased load on form-based workflows.

Details

Issue type:
CAPTCHA bypass
Security risk:
Moderate

Found in version:
13.0.0

Fixed in version:
13.0.205

Fixed date:
4/16/2026
Reported by:
Martin Brown of Crafted

Recommendation
Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

highly recommended to upgrade to the latest version.
13.0.205

Latest functionality patches

DescriptionFixed in version
Application dashboard - Welcome tile reappearing after dismissal

In versions 13.0.197 (Refresh 14) or newer, the welcome tile on the application dashboard could reappear after being dismissed, even though it did not display any
new messages.

13.0.204
Continuous integration - ContinuousIntegration.exe fails after updating to hotfix 203

A "Could not load file or assembly" error occurred when running the ContinuousIntegration.exe utility. The issue occurred only after installing hotfix 13.0.203.
Hotfix 13.0.204 resolves this automatically for new installations only. Existing projects require mandatory manual steps — see the 13.0.203 section of the Hotfix
instructions in the documentation.

13.0.204
Application dashboard - Missing welcome tile resource strings

The Welcome tile on the application dashboard providing the latest news about Xperience by Kentico displayed unresolved resource strings when the data source
was unavailable.

13.0.200

Hotfixes for 13.x

Type to filter

Bug DescriptionFixed in version
Application dashboard - Welcome tile reappearing after dismissal

In versions 13.0.197 (Refresh 14) or newer, the welcome tile on the application dashboard could reappear after being dismissed, even though it did not display any
new messages.

13.0.204
Continuous integration - ContinuousIntegration.exe fails after updating to hotfix 203

A "Could not load file or assembly" error occurred when running the ContinuousIntegration.exe utility. The issue occurred only after installing hotfix 13.0.203.
Hotfix 13.0.204 resolves this automatically for new installations only. Existing projects require mandatory manual steps — see the 13.0.203 section of the Hotfix
instructions in the documentation.

13.0.204
Application dashboard - Missing welcome tile resource strings
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The Welcome tile on the application dashboard providing the latest news about Xperience by Kentico displayed unresolved resource strings when the data source
was unavailable.
13.0.200

e Kentico Xperience 13 Refresh 14

Hotfix 13.0.197 is the Kentico Xperience 13 Refresh 14 release, which represents a larger update than a standard hotfix and includes new features. For detailed
information about the introduced changes, please refer to the Refresh release notes linked at the top of this section.

13.0.197
o Images - Image recognition failed on large uploads in the rich text editor

Image recognition failed when large images were uploaded through rich text editor fields, including those on the Content tab of the Pages application and in Rich
text page builder widgets.

13.0.196
¢ Microsoft Azure - 'Clean Azure storage cache' task not removing files

The 'Clean Azure storage cache' scheduled task failed to clean the local Azure cache if the paths provided via the 'CMSAzureTempPath' or 'CMSAzureCachePath'
keys used the /' (forward slash) separator.

13.0.194
¢ Pages - Redirect on unpublish field not persisted in some cases

Saving a value in the 'Redirect on unpublish' field on a page's Content tab did not work for projects based on Refresh 12 (version 13.0.142), which had their
database recreated using the database creation wizard (e.g., when installing the database after the installation process).

13.0.192
¢ WYSIWYG editor - Double URL encoding when editing links in the editor

When inserting links into the Rich text editor component for the page and form builder, URLSs containing encoded characters (e.g., spaces encoded as “%20") were
encoded again, which could break the URL in some cases.

13.0.190
¢ Performance - Unnecessary SQL queries for routes outside content tree-based routing

Using content tree-based routing generated unnecessary SQL queries when 'URL format for multilingual sites' was set to 'Language prefix'. The database was only
queried when a URL was accessed for the first time; all following requests for that same path were resolved using the cache.

13.0.188
e General - Internal infrastructure updates

Hotfix 13.0.187 contains internal infrastructure updates, and does not directly impact Kentico Xperience projects.

13.0.187
e Staging - Descriptive error messages

Staging task error messages displayed by the system after hotfixing to 13.0.181 now provide more details about the source of the issue.

13.0.186
* Staging - Staging not reflecting certificate-related configuration

The new staging logic introduced.as.part.of the authorization bypass.vulnerability. fix.in-hotfix.version.13.0.178.did not reflect the 'CMSAcceptAllCertificates'.and
'CMSStagingAcceptAllCertificates' configuration keys.

Hotfixes for 12.x

15.0.185
Do;vrllz orglndcferll}ggﬁ%st ﬁ];(rror when uploading files into forms with a 'fieldset' tag

If a form's output code included the '<fieldset>' HTML tag (for example added via a custom form builder section), an error occurred when attempting to select a file

12.0.183a form field using the 'File uploader' component.
View Instructions for 12.0.x

Relea: or Kentico 12 Service Pack
¢ Event log - Unhandled event log exceptions on application startup

Download older hotfix
During startup, if the application failed to load a referenced assembly whose full file system path was longer than 100 characters, the application raised an

12.0.18808nsllesbeven e grelriEshss R YasecanaeiDe naenthan 1 6hdharactso Baysimetes @vepteeris ) dusroas @f 10ggine the 8 EH1916859.8412.0.8312.0.8212
Fixed Bugs,  Security Bugs

Type to filter . .
TP ot oo~ warore when accessing files on Amazon S3

* RESEP&EQ%@%@@%%&E@&%%&W S3 occassionally resulted in unhandled IO exceptions, which could, for example, cause broken links to images and other

ESR8IF Ee!%é)frlléh—e Y A1 for SMTP client configuration

0,175, . , . . . , . X . , . .
i%ﬁelgl)ﬁ?elx 1g1rﬁg§lc]%s%% AFMS'EmallEngtH\I/f?oIr%?n (tlol%entFac{gsr}XSAPI that enables developers to modify the configuration of the system's SMTP client. This API

I - Ct OWS Service n SOIPE
1S prlmarlly intended for advanced environments with SPEecCIIiC requirements.

ﬁl(?rf(ﬁ occurred when executing certain scheduled tasks (e.g., 'Recalculate time zone') using the external Windows service.
* Fapajbgngine - OAuth support for email servers

¢ ngﬁybgﬁllgl s'eyvaf%%sa E‘Qe%%%Fe?EHSérs‘dBB%? of %%{gtggtﬂggﬁrég 1051 Via a username and password (for example Microsoft Exchange Online). The hotfix introduces

j t i i - izati support covers both SMTP servers and mail servers for monitoring
e B

OP3 ult, the system inclu p r Microsoft Exchange Online - other services require implementation of a
qustory provider. The hotfix adds the 'MailKit 3.1.1' NuGet package to both the administration and live site projects, which may cause conflicts if your projects

- RGeSO PRato BRItk Y0i RIBSF¥aBIANS O BRAF kARS R agdlotiix instructions for details.
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1220ph@e type with inherited fields was imported without the parent type, the originally inherited fields were deleted when the imported type was configured to

o Bdwmmitfiel Bohtsrmapnbhes cyipe. | bpply mgdite doofiz3rérhoves the issue from the import process, but existing page types that were affected are not fixed. You need to
import them again to ensure that fields behave correctly in this scenario.
Th®Bootstrap JavaScript library used in the administration interface was updated to v3.4.1 due to security vulnerabilities contained in the previous version.

e On-line forms - Forms not loading on pages in RTL cultures
12.0.100

o (iniac foarngemeddedertoreaeiof paptabtiithas widieastitageenarateghdatbepeculture (for example Hebrew), the form failed to load after the live site

anlication was restarted.
If the application had a separated database for on-line marketing data, running mass actions for contacts in the 'Contact groups' or 'Scoring' application caused the

4@stemyto generate large and ineffective queries. This could lead to performance issues on sites with a large number of contacts, for example after starting an
o Satoralion Brdwesslterwihdonvaaisriviéegiouporking

TROWGAdows service that could be used to execute system scheduled tasks externally did not work after applying hotfix 13.0.130 or newer.
o Form components - eCAPTCHA validation could be bypassed

13.0.170
« PagmbuilidatioN povinedpstatie Arefos BESKA A ferbu tldemnsnimis emdvVEVdesites could be bypassed in certain scenarios.

UB@%he 'MapStaticAssets' feature introduced in .NET 9 prevented the Page builder and Form builder from working. After applying the hotfix, the feature is
* Hspporedrce - Buy X Get Y' discount performance

Thohotfix improves the performance of 'Buy X Get Y' discounts with buy conditions based on product sections. The evaluation of such discounts was slow for

o FpppmgpoireaentaitiogiedecEaraumbeoéaliaduesrule error messages

TROS8tem incorrectly HTML encoded certain special characters, such as characters with an accent (&, §, ...), in error messages of form component validation rules.

* $easdbsublonpostibleetbafent igply thouke$eanch Gasicerhusiiag domain

§t3veas 7@t possible to change the domain name suffix of requests generated by the system for Azure search services (e.g.,

« myailureséandhserReeisderch adaedvosthetdlGBag opajorityiof abenmeleaialsaafiddservices are hosted on the 'search.windows.net' domain. However, certain Azure
subscription types, such as Azure Government, host search services under different domains. The hotfix introduces a new 'CMSAzureSearchDnsSuffix'
Dwlétgngationrheil feet(lhewslytrartorsprwflydhmpaiga) r avserkayyuresapiehtsewlioes are honstddcobedittiog the dpfmificfseecbhavine. Geritisetibedxiastralitions for
detakisting emails and appear in the email marketing opt-out list. Applying the hotfix prevents the issue from occurring when deleting email feeds, but does not
correct the unsubscription status of recipients that were affected.

12.0.97

o P3gr bilder - Saving large page builder configurations could fail

o WYSIWYG editor - Quick insert not working with custom rich text editor configuration
Saving a page with a large amount of page builder content could fail in certain cases. The problem was caused by deadlocks that could occur when saving large page
bvibletert lve mfi e atiolmd weatodisableet- fiptheaisngerf adjtoclthvnogh mpiestsconfiguration, the "Insert image" button in the "Quick Insert" toolbar did not work.

13.0.969
o KemntidmlgerieFoen 2 ®efrenbrit3election dialog displayed incorrectly in long forms

Hoeffrrhd Sohtpoisethiesklention HipéoipmreHafBefrénhilidrakastaoalvak pepitsantd ineogeatiydateethanldisgifitddd hotfexy Fongl¢mites theforenatiied sboot] ihg.
introduced changes, please refer to the Refresh release notes linked at the top of this section.
12.0.96

« E3rflaibéngine - Emails stuck in the sending state in special cases

¢ Email marketing - Changes in email A/B test variants not included in the winning email
The system stopped sending emails in rare cases when an SMTP server did not return any response. Emails remained stuck in the email queue with the 'Sending'
fyditer Eheirtstanacsawitht anlsheivei SMIT Fosenvey/Borefipd edn ailisdrrmgesoncadédifulihyghhrclesendinfggof ativailo the variant's 'Preheader’ property or 'Plain text' value
weren't included in the email sent to the remaining recipients outside of the test group.
12.0.96

o E3rifberce - 'Remove from inventory' value not saved when creating new bundle products

* Hotfix - Category-related errors when hotfixing projects with version 13.0.141 or older
When creating new products representing a 'Bundle’, the 'Remove from inventory' property was always saved with the 'Remove bundle only' value, even if a
Witferenpdpting avpsojeldiesin version 13.0.141 or older directly to 13.0.161 or newer, an error occurred during the hotfix procedure if the project's data contained
one or more categories (defined in the Categories application). Such projects weren't updated correctly, and various category-related errors could occur.
12.0.96

o P3gr Hiblder - Certain page and form builder actions not working in the Chrome browser

¢ Media library - Wrong dialog tab preselected in media selectors in certain cases
Actions in the page builder and form builder interface that opened confirmation dialogs did not work when using version 92.0.4515 or newer of the Chrome
brawsedi & selexaon|ffey theamnpbdearpagefirdd wdieg thedéNfegliaisierst immd feati com too ) fseoreahaelinp gh fnges dmeedie pibtiey divtoga$ketftd loseidg et athasalog geab
plawehd bextemeat smemge, ' sudiffar it origift Abdrersotrige] thesed e tojsvdiaogtiddogedyldispls yed] gk aldweentsid abagbéachpented instead of the 'Media
libraries' tab.
12.0.95

o APDA%kerInfoProvider.GetUserName' method causing a null reference exception

¢ WYSIWYG editor - Incorrect Insert image dialog positioning
The 'UserInfoProvider.GetUserName' method could cause a null reference exception in certain scenarios where the processed user did not exist. This could lead to
Witen thieeriatathingedicoiretatgrbAdtiwas ssigwed e fopegamhpikltrewi figeRmiepefoP e des e ieteldebdRd ted ol ediodr could open outside of the visible area on
the screen if the field’s content spanned more than the viewport height.
12.0.95

o E3¢hiGRnagement - Emails to event attendees not sending correctly

¢ Contact management - Form submissions can no longer modify the current contact’s email
Sending of emails to an event's attendees on the 'Send email' tab in the Events application did not work correctly. In certain cases, emails were not generated for all
Wikba esent'suittentdasaavid erforsnceutidhdssion, this data can be mapped to the fields of the associated contact. After applying this hotfix, such actions can no longer
be used to change the email address of the current contact. If the contact already has an email address stored in Xperience that doesn't match the new email value, all
1&&&Hfield updates are performed for a different contact. Either an existing contact that matches the submitted email value is used, or a new contact is created. In

o Ihecel izadonthdnepirecissalilne darsraneirayisien @mataged, but any subsequent actions, such as "Form submission' activity logging and marketing automation

grocesses are performed for the “other” contact that matches the submitted email address.
ystem emails based on the 'Membership - Change password request', 'Membership - Password reset confirmation' and 'E-commerce - Automatic registration' email

191plages were sent with an incorrect culture in certain scenarios. Localization macros placed into the templates were resolved into a default culture (English)
o Installdwbrihelnsensistereniatabsentwhbimiesinpthedditional database installation'

DA@Bases installed from Setup files hotfixed to version 13.0.155 or newer (via the advanced mode in the hotfix utility) were inconsistent with databases installed
* Mis@isotiienmbershipschions swheiisies & ranetonh de fedilise dnptiig et/ pessidiepl nptiem installer. Most importantly, databases installed via this method were missing
certain columns, which could lead to runtime errors in the application. Older versions of the Setup files are not affected. Applying the hotfix SQL script repairs the
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Edivigistensee's foeudtaisisgs dretitechfimimististiiom 13t6ridde SettefiMerToefshthetabstfl tig o sefraeap plitabase fothe $edtfitedhsite inappéiedyt octhe Sedimgiles
(adnemstipodmintheibetfiadiadsighed diitothet1yiteppLie githiddmtéix rebuolduthw héiemeGibEss Hippe wiarimeds igieed imtlyecddiembardeiE aipplibisiorewrwill be lost.
a8tOnhéfically by purchasing a product associated with the membership.

o Antheatication - Some browser extensions caused authentication problems

o Search - Pages crawler index incorrectly reusing connections on HTTPS sites
Some browser extensions could interrupt the authentication process between the administration and live site application, which prevented users from viewing certain
Pagesofriheled semistranidex asididan dheeprseveewneciidensfquagestinditid BigsSsitédeFor éommpld)deisincerdfdcause SNAT Port Exhaustion errors to occur when
rebuilding indexes on sites hosted on the Azure App Service, leading to missing page results.
13.0.161

o (2@@&aries - Updating category display name affected other categories across sites

« E-mail engine - Unresolved relative URLs in emails sent from the administration
When multiple categories (site or global) had the same name across multiple sites, updating the display name of one category incorrectly affected the
KiamiosyNafrmBath dGeabbemmailiteb df the dintdiénoéitheapihlécatioegoridse 'Mass email' tab in the 'Users' application did not resolve relative virtual URLs to their
absolute form correctly. For example, this could result in broken links to pages on Portal Engine sites. The issue occurred only after applying hotfix 12.0.79 or
h8Wet58

¢ General - Application startup issues when using automated tests
12.0.92

o Impsitymgiprarémasascebelaliopufornargdastpgisappent pitevidediple thmegstem could prevent the application from starting.

VBHed 3He same site was imported more than once to the same instance, the site root pages had the same values in the 'DocumentWorkflowCycleGUID' field, which
* Esuleridadioaters aeploy CcPdd dphaafier. dpl pingdpefixréadtthgTbw pages could result in page template retrieval errors. Applying the hotfix ensures unique GUID

values for future imports, but does not fix existing sites with this issue.
Hotfix 13.0.153 introduced an invalid 'Content Include' reference into the 'CMSApp.csproj' file, which prevented project deployment. Applying the hotfix removes

e drovalid reference from 'CMSApp.csproj'.

. llzgr(r)nl%%ntrols - CSS classes lost on postback for 'HTMLS5 input' fields

* PagmfidldstonReprab ey iimed using ehaaHEM L5 input' form control lost CSS classes assigned through the field 'CSS styles' properties when a postback

occurred on the page (for example after the form was submitted and validation failed).
When more than 12 widgets were available in the Page builder widget selection dialog, widgets without a defined 'IconClass' had their names incorrectly trimmed.

12.091

« P3dk WRilder - Media files selector folder tree design
o Installation - Database installation error

The folder tree area of the 'Media files selector' dialog for page builder components was too narrow, which could make it hard to read long or nested media folder

AHEIEOTREQBTRS Wﬁ@&’t@%?éla&i%ﬁ Setabasalg annisdvaEifigmseramsites thak were updated to hotfix 13.0.80 or newer. This hotfix must be applied to the
Setup files (switch to advanced mode in the hotfix utility). If you wish to fix the issue for a previously installed project, apply the hotfix to your setup files, and then

¢opy8be 'SQL.zip' file from 'Kentico\13.0\Webinstaller\Web\CMS\App_Data\Install' in your setup files and overwrite the same file in the project's
o 1GVESbipinkgadizsial Cfelges in Facebook permissions

DhO-tHbhanges in the Facebook API and related permissions, the functionality for publishing content to Facebook pages may stop working. To use the feature, you
* Medieolipply thEhorboaildinlenlinkedipividaasinbrab obkheppummaneél timegeur app has the 'pages_manage_posts', 'pages_read_user_content' and 'read_insights'
Eermissions, upgrade the Facebook API Version to 'v8.0', and generate a new page access token for your Facebook app in Kentico.
inks to thumbnails of videos in media libraries incorrectly linked to the video files instead of the thumbnail images.

12.0.90

o A8aPkkethg automation - Processes stuck on Wait steps
o Import/Export - Import/Export API updates

Marketing automation processes could get stuck on 'Wait' steps and licensing errors were lo$ged. The problem occurred in cases where the background scheduled
R haHixirepliaess dhtestisg apanfoceiatn iRl tesedruxing: Hryper WEapT WS BORT i I4vee tRERAEINES. (bhisrhangss dorn natinacthe fung igrmioneficense
ety xport in any way.

13.6.854
s Bogpst datmossiblecoupRiReRAge AR veREMials with attachments

AfsenARpHERES I Qrdts hetdivadhuanant MRS IS 1ACPRICHE RAECOIEYISH AR NS MPISERIaBut issues if the database contained a large number of archived
emails with an attachment.
13.0.152

¢ Ongigg forms - Not possible to download files uploaded via forms

¢ E-commerce - PayPal payment error in certain gift card scenarios . L
After applying the 13.0.147 hotfix, files uploaded through a form couldn't be downloaded on the Recorded data tab in the Forms application.

Payments using the default PayPal provider resulted in a validation error if the order used a gift card with a value higher than the total price of all purchased items

lies to cases where pa%ment was still necessary after calculating the order's final price with shipping and tax).
¢ E-commerce - 'DefaultDeliveryBuilder.SetFromCalculationRequest' ignores the 'itemSelector’ parameter

R iﬁﬁ@g@ﬁ@mmﬂﬁm%ﬁmpﬁmﬁ&'M@pmﬂggsmeliveryBuﬂder' implementation of the 'IDeliveryBuilder' interface did not reflect the

'itemSelector' parameter in its implementation.

Runnin% an MVC site with the Small Business license edition resulted in license limitation errors. After applying the hotfix, Small Business licenses support web

- Syfichronization and the errors no longer occur.
¢ Media'library - Error uploading assets to media libraries on Azure

. éégﬁgﬁ_ﬂgﬁpa lpad Bffﬂfewim@s%{lgﬁﬁeﬁﬁé}'ﬁﬂa GHists dpiba piedia ]ﬁ@éasrys{gﬁllllted in an error if the original file had a thumbnail attached. This issue occurred

only in'media libraries mapped to Azure storage.

If the system was configured to store file binary data on the file system, staging tasks did not synchronize these files for object-related meta files. For example, the

lentt could affect product images assigned to SKUs.
o Users - Cloning users does not clone role assignments

12.0.87
o Eloningnsers Wil it GlRite £bite phieg gRtion enabled didn't clone the user's role assignments.

D I8APTCHA' form control and MVC form component only processed the current content culture as a 2 character ISO code, which could cause the

Y / { nl
* MisgsotAats dig'ﬂ?%rﬁgt}@@tﬁé[%fme[t%ﬁﬁ)ﬁ.ffle‘ %Rﬁfjef?l‘ézﬂ‘l%ﬁ?ﬁa&?uld occur on sites using the 'zh-HK' Chinese culture, which displayed the eCAPTCHA

in the 'zh-CN' culture instead. . S . o L
Megla ﬂ})rary files mappe%lato Azure blob storage could show incorrect file timestamps (creation and last modified dates) under certain circumstances.

499 . . .

S s i s s s oo

The hotfix updates the WYSIWYG editor used by the administration interface to version 4.24.0.
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Pagdr i4filate staging tasks generated after adding or modifying a related page from another site did not synchronize the relationship change to target servers. After

o Afpllyihgwhé Ritfiox, thiegih g cnpportsaspgeimentzat sy nf redaidon stdge between pages on different sites.
12.0.85

o ThadlVi&Page-Gonvexieitse ghssiwasentiodngeceiinig thekpalbdic dabl. The class’s PropagateCurrent’ and 'ResetCurrent' methods allow developers to propagate or
clear the system’s ambient context, such as the database connection, when executing asynchronous or parallel code, for example using 'Task.Run'. See the hotfix
#ntrmbionsdmthd ddmmesitg e fodvaore dndrporitfeature for email marketing link click statistics with the 'Export raw database data’ option enabled and all data
columns selected.
13.0.148

o Ch6ki6s - Blocking of third-party cookies

o Web analytics - Invalid exit page candidate data breaks analytics log processing
When running the Xperience administration and live site applications on different domains, 'SameSite=None' cookies must be configured to enable 'preview mode'
ihd webeatdyeatlogSiikédheyiagapeitdedidited otiikaemsdies/tidsys teral frokedsdatad foodtes g Yidledendepreverted Pagdiignefl'adt tvibbtersey (Tdsi statagtidse A fter
ppetiangritedbotfik renddififenatodel dredrmdspre chssibfpok ohinet-paaty tiookies. domtimenple, the Google Chrome browser plans to block third-party cookies in Q3
2024.
12.0.84

o P3gr itfes - Error when rolling back parent page types

¢ Security - NuGet dependencies update
An error occurred when rolling back to a previous version of a page type with one or more child page types (i.e. page types that inherit fields).
The hotfix updates the '"Microsoft.Rest.ClientRuntime' dependency to version 2.3.24 and 'Jquery.Validation' dependency to version 1.19.5.
12.0.84

o Rjfottfig - Printing of reports not working with Base or lower license editions

¢ Page builder - Custom HTML around widget zones removed
The 'Print' functionality in the Reporting application did not work on sites with the 'Kentico CMS Base' or lower license editions.
Custom HTML elements surrounding Page builder widget zones in the administration were incorrectly removed in certain cases. The issue was present only after
aggh8ag hotfix 13.0.43 or later.

o Page builder - Unable to load page builder for certain pages when using output caching
13.0.145

« Bébanigachinghedeptmdeaictantisdlae actions using the ASP.NET output caching, the page builder did not load in the 'Pages' application for pages displayed through
the cached actions. Instead, only a preview of the cached page was displayed. This problem occurred in special scenarios, for example, when caching based on

e it franzpaatesstiefINegén PhekWain® yRmemdepryprtyersion 5.11.6.

132.0.824
o RESTsoHRER#01 Ndumaléssi grathg dath wienRESTII characters caused errors in Azure

Retsiewitpdad i ARBS Omhehidla pavemsetpraxyheeveatiam emdriesdng ¢He A He wdsansistvat foel dst fof aadmihestratevelsg tpiageerinHeeva bwaysod otk FagePbialider
foinpagkeniviedyeanddegfied pathltoefererdenencepSiGhl tohdraeteent The. virtual context URLSs used by these features had escaped characters when obtained from the
remote server, resulting in a non-matching hash.
13.0.144

o F21d82omponents - Missing default 'Options value separator'

¢ Licensing - Web farm licensing issues when using domains with port numbers
The semicolon character was not set as the default value of the 'Options value separator' setting in the Form builder for the 'Radio buttons', 'Drop-down list' and
Doumttajrie choieiveder porfarombenparentst correctly registered as belonging to the domain for which a license was issued. This caused issues with the system's
web farm functionality.
13.0.144

o WYSHWYG editor - Styles removed from rich text content in certain cases

¢ E-mail engine - Cleaning of archived emails fails in certain scenarios
The HTML sanitizer in the Rich text editor component for page and form builder removed all entered CSS '@media’ rules. Additionally, if a '<style>' tag was added
64 eanahlgy wedrEhiMdd. eagaatsdcoohdefati bintlea seditoh éoe thehstehediibédswas comfizueedi totherpageeoufstrhdved den dhaid thie admgnisastinoveddid nothe cesvdtingular
HAfNH. Ehitenuld lead to buildup of sent emails and cause intervals of heavy database load.

12.0.823
o BéNSTHY Y Pagditod-Hustebattdinde pendencideortdgerabHatydled correctly

Whed editingrpbgitfididtheaBad oant & intbtekd eddepefulendestrol, the system incorrectly handled virtual URLs in the 'poster’ attribute of 'video' tags (added
through the editor's Source mode). After saving such a URL into the content, subsequent edits loaded a relative URL resolved according to the application path of
il Qudéinistration application. Re-saving the field could cause the poster URL to become invalid, for example if the live site was running with a different

* Boghduitdepath epaacaied dnuiaison@yants replacement

Usage®f deprecated DOM mutation events triggered warnings in the browser console in certain parts of the Page builder Ul The events were replaced by the

. Nm@qﬂ@@serp@ffﬂﬁﬂﬂ@haﬁgqmgsmgkiﬁm the existing public API.

Th&-lidbility condition and validation rule components of the system's "Form builder' feature contained a memory leak. Sites making heavy use of these components
o Kegiinn&absiengelishRefkieshetPmemory utilization, eventually resulting in an application crash.

Hotfig013.0.142 is the Kentico Xperience 13 Refresh 12 release, which represents a larger update than a standard hotfix and includes new features. For detailed
« infgerpailderabBubkea iDROGLcegghabgekldyleaseaiefen kptaeaRefisesh release notes linked at the top of this section.

180443t added through the page builder (for example using a text editor widget) included absolute URLs with a domain matching the current site's Presentation
* BRI chenpRienisecRersisionen afiseleciadiaptinaceansainingeseysienlavsolved such URLS into internal virtual context URLSs ('/cmsctx/...") to work within the
administration interface, but this value was incorrectly saved into the database on subsequent edits. After applying the hotfix, such absolute URLs are modified to

AnEREOREERE- B Mubdpinaheicyselestes e AMRIBS Th o R Rersisie R theskseibistheRprgniseai comaned s, SmiGalPBroken links - these

need to be fixed and resaved manually.
13.0.141

¢ Fomnyeomponents - Semicolons in options text

e Form builder - Form widge 'id" attribute configuration support . . . . . . . . . .
Selector form components (e.g., 'Radio buttons', 'Drop-down list' or 'Multiple choice") didn't display their options correctly if the option text contained a semicolon.

T W e sesusesenmitol astia e Ao tortiReHagHT e AN eEaBhRERASHRSTHI A ABEPENE RGP HAE BEPAIOF oreHtiNdBdD Bl BT il dRe (YsHsigltbays
BEMerRAAUEREIRIUESARAEAQT BraPestp rediei ading1edisingsCRIP OMERi R [RIRfiers from being placed on a single page. After applying the hotfix, you can
ilépgress this behavior by setting the 'id' attribute via the 'FormWidgetRenderingConfiguration.FormHtmlAttributes' property. However, note that this sets the same

q didBute for ALL form widget instances. As a result, having more than one form per page is not supported under this configuration.
o Files - Image file request protection

12.0.79
o ERCOLREBRtSiX P&?PQPE%?&&?ﬁtHfﬁ)mﬁﬂBﬁg hiepretsgiion of image file request endpoints. See the hotfix instructions in the documentation for more information.
</p>
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Payirletlds using the default PayPal provider resulted in a validation error if the order contained a note longer than 165 characters. After applying the hotfix, order

o Hoten thuif decetdidiiionahbenppidgdivtelsmemtsinferd beforedlomwitht dosRhidehlQuery
12.0.78

o RA-tomnseide relpadiiersebshipginmg wakcrdpaaiedly wrapped by an additional 'div' element after each refresh (form submission or a failed field validation). This
occurred only when the use of JQuery was disabled for the form and page builder by setting the 'CMSBuilderScriptsincludeJQuery' key to 'false'.
Free shipping offers with a 'Minimum order amount' were incorrectly evaluated without subtracting any applied order discounts from the checked order price. Note
fisaDake& applying the hotfix, orders will no longer qualify for free shipping if their price does not meet the minimum amount after subtracting an order discount.

o WYSIWYG editor - CKEditor security notification
12.0.77

. magdgotﬁxthemgefagiin byggs[msmﬁqyau@rﬁgcation displayed by the WYSIWYG editor used by the administration interface.

C#Aald8cenarios did not work correctly if the 'URL pattern’ of page types on MVC sites contained a page path macro that could resolve into a value with multiple
* URL sewmriting,&uthQs-tHernedd Mias Peit! ¢jetdy Boirganiplecdareetion of alternative URL conflicts did not work for the resulting pages. After applying the hotfix,

the system handles such macros if they are the only value placed into the URL pattern.
Accessing a former URL of a page with a query string parameter caused a loop of redirects and resulted in an error.

12.0.76

« P34d38.anguage version comparison error for users with special characters in their name
¢ Page builder - Unavailable scroll bar in Page selector

An error occurred in the language version comparison mode of the Pages application for users whose username contained certain special characters, such as a
Bhaseael @ﬁm@ﬁy%pﬁgﬂé@g&éhe\,}’@ggtﬁ tanaflifneaemponent used in a widget when the page selected as root had a large number of subpages.

13.0.788

s Sesiity shufeebsrnendensigferdsteror product page types
The besfiripdssescrifriioning Mutresdarendrnsinss Mirsqenfeddryiadadstilien \Welpksvsntprevisiensid-Opjovefeve ety Modeb dokenmad wiol Teas Phis
BctnlleP¥SIaNTEIPas e hdianc bk ik desipR et OselN e anBackag g HRpLY teovais IR fid 1ute apskdMiigranatidsh Nalsldamisy QuiteHhsn pap gRision 2.2.4.
aréogi{ig%tion that processes all pages related to the product.

3 Egéy:jgmplates - Not possible to pass certain data to page template view

. Paﬁes - Special characters in usernames causinig errors when viewing pages in the admin UI . . . X
When implementing page templates with a custom model, it was not possible to manually pass data to the template view using ViewBag or ViewData.

Users created via external authentication whose username contained certain special characters could encounter an error when viewing pages in the Pages

%ﬁp(iiégﬁon, for example in Preview mode or in the page builder edit mode on the 'Page’ tab. After applying the hotfix, the virtual context URLs used to display such
Bt RUSSE T ERAD ¥yl ene U frstish!BY G RIeHRRHY.

Yigdgpis with very long names were displayed incorrectly in the page builder widget selection dialog after applying hotfix 13.0.131 (Kentico Xperience 13 Refresh

o Bblm builder - Checkbox form component localization issues

ﬂ@’éﬁl@;ckbox‘ form component's 'Text' property did not support localization macro expressions.
« Page builder - Incorrect serving of 'systemFormComponents.min.js' in page builder

. ﬁﬁgh%%&%h@x’fl DpLSEINe %M&@Eé&ﬁﬁﬂ%ﬁ%&‘?&ﬁ{ﬁ@%fﬁm{hﬁ% lgglrlrs»ectly in the page builder scripts for the Form widget.

FhOsl3%em did not generate a valid callback URL for external authentication providers if the site was running on a domain with a non-standard port number

¢ P&%ﬁﬁ%@beﬂﬁéWﬁW)ﬂ?ﬁﬁ (bR e Gdless chain of redirects between the application and the authentication provider.
Thg Sajesforce integration was extended to support OAuth 2.0 authorization flows that require the Proof Key for Code Exchange (PKCE) Extension. This option

. PAOBHbeenahled B bsacantissvationl Be sansesteSpleHatces thiog
18 ck3tbm form corgé)onem using the React JavaScript library was assigned to a property of a page builder component (widget, section, etc.), click events (onclick)
* Aotk SR & {ﬁﬁﬂg‘f)“rblﬁ §§§%%40%2After applying the hotfix, click events of React components are triggered correctly in page builder property

nfjguration dialogs. . - - . . . . .
The HOtEx up(flates e WYSIWYG editor used by the administration interface to version 4.22.1 as a prevention against vulnerabilities present in older versions.

é?vgaj%s%o& -C{ncorr tc ltu&e for registration emails on Portal Engine sites

editor - Froala editor update

]E,ﬁgiﬁtrattion emails enlt_T whfn anew user re isE’frfﬂ op.2 Portal Engjne s&te th.rou§eh the 'ﬁ{e 'stlﬁltion,form' 1 'Custo re%istration form' web part did not have the
Qufix ipdates the. roala editorto version 4.1.4, or example, the ediioris i dJlrltte%c ex [ﬁ%e%ul er Widger - tion' or' . Lo

correct cultufe in Certain scefiarios. LocallZation Tacros placed into registration email templates (€.g. ‘iVfembership - Registration' or '"Membership - Registration

(igrﬁii?gtion‘) were resolved into a default culture (English) instead of the user's current content culture on the site.

3 ]135553 %Jﬂder - Incorrect recently used widgets displayed after searching

¢ lfgssﬁgci‘le%%lr}}oﬁs%rg %?ggcqures%tcl ici>P1 g}aﬁ%egaf.leelasl}ll“fg}er{lv{/(f(lfjg%rtsselection dialog could display incorrect results after using the dialog's search feature.

m]i older was mapped to another location using the file system provider API, moving or copying of files from the local file system into the mapped folder did
ﬁgi gvgr &grrr_egtel&inncggta}%n s(]_?ﬁn gioes lfrtl)croer)r(g&ﬁl%iié_laar{lﬁ ia librabré(rfé)}der was mapped to Azure Blob storage, the system did not create files when using the
Import feature to add media files into &le given tolder.

Bl%sf,ogtion selection dialog in the Page and Form builder interface was displayed incorrectly if the total number of available sections was more than 12.

€ nuiml sections

o {Ph-§entext API not working in async code

¢ }Q@ég%\ggﬁ ﬁlljall%orrel_igje %lr%lgt tﬁ:ng S?elxntst}jgurclﬁhage‘ﬁtnféégnetggp,r‘glgn?gétmg(aég%%%tg&ontext', or 'CMSActionContext', did not work and returned empty values
WBGDiR) e ALiR R R A TH A YRE RO RS SIS AXtRD ARRIMING e ot R RS RIS XFe G Thec U RSTS RL S5 SRS Y IR ATy ReFOScorrectly hidden
ﬁteor %;plying Refresh 10 (hotfix version 13.0.115 and later).

* $tagipgy Break ACL inheritance' tasks not logged after incoming synchronization
¢ g? eiItl)é_l ltladsfll{s-ovatllqg%gelg]l(oﬁgf%%ggteligggn{%%ngll‘tehnao%alléggeggarggﬁ%gt ;rN %\f/]ﬁgrtlsthe change was triggered by incoming synchronization from another server
EHRIGAHY eI ERARR RIS ¢tk P B IR SRRRS BN L P& NR5Yed incorrectly if the total number of available widgets was more than 12.

%{%gézé%ﬁgpgﬁgﬁ%ekgm@fpr domains shorter than four characters not working

Hisanee 5qy1 SPNLHRINR ARTEAIX PamS P R HRBH Q4T EhaTaS S VR T PRI ALSNIAESk PY ARG Y a standard hotfix and includes new features. For detailed

information about the introduced changes, please refer to the Refresh release notes linked at the top of this section.
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132.0.731
o EBeconityertipdftbdppitigSptiitiveel ewtisioweb part error after choosing '(Please select)'

Wiechatfikizipdates tBleipimdSmptitnest epmndenely péithimFentlrer Kparppoce A spiNeRootel Wahihppsitn diKemtc o peréenife A spidendvl vels gpad kageip friog opticion
5rBeol &6: Z2dtched back to the default '(Please select)' item. After applying the hotfix, the web part no longer displays the '(Please select)' item after selecting
and saving a valid shipping option. The problem occurred after applying hotfix 12.0.35 or newer.
13.0.130

o MafkPting automation - 'Move to specific step' action not showing all steps

¢ E-mail engine - Cleaning of archived emails fails in certain scenarios
When managing contacts within a marketing automation process that had a large number of steps (15 and more), the '"Move to specific step' action did not display all
itvailiatg @ depbasersetier with relatively low-tier performance (for example an Azure SQL database with 400 DTUs) and sending extremely large numbers of
emails, cleaning of archived emails could fail and potentially lead to buildup of sent emails, and even performance issues or crashes on the website. To fix the issue,
431 36ale up the database, increase the database connection timeout, or lower the batch size for archived email deletion by adding the new

o omsEmsillietdieBmahisindippriongPagesect's web.config file. The key's default value is 2000.

Theerpor "Could not load file or assembly 'Microsoft.Extensions.FileProviders. Abstractions, Version=3.1.0.0, Culture=neutral,

. Buigiﬁgemhmdm%ﬁﬁgaﬁMl@c@m&m@ﬁi@@gmﬁh@ﬁ@ﬁmh@wfe@ﬂw importing pages with certain configurations using the 'Kentico Xperience
Import Toolkit'. To fix this issue, you must apply the hotfix to Kentico setup files.
If a page type had a field based on the 'Department roles selector' form control, the field's data was not correctly synchronized through staging tasks when a page
Waddrdted or updated.

e Upgrade - ASP.NET Core 3.1 support removal
12.0.69

o Phechgipis regievesn . PHEE fedsInl coipgrntieme aid< enliaorbibsaiestyped to develop ASP.NET Core live site projects. When upgrading ASP.NET Core live site
projects that target NET Core 3.1, you must first retarget to .NET 6.0 (the current minimum supported version) and then update the Xperience NuGet packages.
If a page type inherited a system 'Page field' from a parent page type (for example the 'DocumentShowInSiteMap' field), code generated for the page type
icBrt@dly included a property representing the system field (such properties are redundant, as system fields are already available in the base 'TreeNode' class).

* Infiegesppliiiog weenorebiziyg@ihifiwigesare never included in classes generated for page types.

iPa0gd file was retrieved and resized on an ASP.NET Core live site project, the image was not displayed and an error occurred. After applying the hotfix, resizing

o Mg inages rstBlinohsuppaseriniifsheieriBiasédibeiindisRlay editvepeviaen ligsizeapgrameters are applied.

Th&!1L2% site’ button in the application list did not work correctly if certain special characters were included in the 'Presentation URL' of an MVC site.

¢ Contact management - Incorrect contacts displayed in contact groups with an account
12.0.68

o H-asomtect ol hiad ane/ahimooa mcguytx&égnedim&gmndﬁr‘ tﬁiaqay fadontact groups application could display contacts who did not actually belong to the
group. The issue only affected the contact group UI, not features working with the contacts in the group (e.g., automation or email marketing).
On sites running under heavy load, evaluation of Buy X Get Y discounts could result in an error, leading to incorrect or inconsistent results. For example, such
P2oBIeAEs could occur after adding discount-related products to the shopping cart on a high-traffic website.

o Translation services - Macro error in the translation package Instruction file
12.0.68

« FheolnsharedomBrbtithfitatprovides-wythisagkdgo sybotitied foitlamnsiatima did not contain information about the user who submitted the request. This also resulted
in event log errors when working with the submission.
The 'Preview' tab in the 'Products' application on MVC sites was incorrectly displayed for products without an available live URL (for example products whose page
fyp0.d&¥not have a URL pattern configured). The problem occurred after applying hotfix 12.0.53 or newer.

¢ On-line forms - Form display name not localized in the 'Form' widget selector
12.0.67

o Ufselocalizarifullexpressinmomestiyldedanid thecdreain disptay name' field of a form, the value was not resolved in the form selector displayed by the 'Form' widget in
the page builder UL
Updating system user objects via the MVC site (as part of account detail updates, password resets, and similar operations) automatically generated the user's
FuiN3rhe’ property by concatenating the existing first and last name values. For example, this could override all customizations made to the user's full name on the

o LB ofethiei dd g &isELd oMilbeentiiiee Adge bplypegiorenaodedsawesull name is automatically generated upon user creation and only updated if the system detects that

the original automatically generated full name is still being used.
On projects that contained a very large number of pages and had the alternative URLSs feature enabled, performance issues and timeouts could occur when adding

12w pages or alternative URLs. Applying the hotfix improves the performance of the alternative URL collision check, which mitigates these issues.

3 lfgrénlcz%ntrols - Form field selector not working in the macro rule designer

o Sheurnrm Jdrbbelgrmckage vl didaét work when creating conditions in the macro rule designer. For example, it was not possible to select a field when

configuring the parameter of the "Contact has filled in form field" macro rule.
The hotfix updates the SkiaSharp dependency of the 'Kentico.Xperience.ImageProcessing. KX13' library from version '2.88.3' to '2.88.6".

12.0.66

. E3r931125ng1ne - Priority headers incorrectly set for certain outgoing emails
o Time zones - Incorrect daylight savings time shift calculation for certain time zones

Certain emails that were sent directly without going through the email queue incorrectly had their priority (importance) headers set by the system. For example,

Iheristinsaaesty calulaiedydadighy savingsdims et fRrdme popeimibBsenthars bamispheradessr orabsu b iosmsISydney). The issue impacted,

for example, scheduled publishing of content.
12.0.66

o 3P4 Unpublished p %es could cause incomplete search indexing
e URL rewriting & SEO - Former URLs always redirected to the main site domain name

When creating or rebuilding smart search indexes of the 'Pages' type (local or Azure), not all pages were Correctle;én.clqded in the index if a processed batch of
Haovirlsmerssaesmy oapes BRIl RagpabIRKHE brithenr esmoreslamainiasks shevipsieralavarsurssd e sigmmaigedemibnaamswhoadgdigesting to the
eBHaMHR InoddtRe Angibepaidixsifermpar iR dedikects preserve the currently active domain name.

13.0.683
s Wulilingual vassaatm Visikarsawesa antahlade dhangesthe e erihabome page

Migisnrs whedwssa @éﬁ&@mﬁltmala@g%Eiﬁ@mfeﬁhﬁsrfherﬁiaﬁ'éedﬁa%&ﬁﬁmr@hﬁwmés%n Hathrewseh WatRRSbabIPtR changsdhecolues o becipmaaigeander
spseial pligumakmErsARRg RIed ep e ERgcbashsl aomiinedansuagR ik e bidifoamag hiddenianauagmnafixeritandatylusagiVRbsBIEs SHIBE b
ﬂH@B@ﬁE‘ﬂﬁally a buildup of web farm tasks in the database. To fix the issue, either increase the connection timeout for the database or lower the batch size for task
?glgti&nzby adding the new 'CMSWebFarmTaskDeleteBatchSize' key to the project's web.config file. The key's default value is 500.

¢ Fompggontrols - Drop-down form control didn't refresh depending fields correctly

o Ul personalization - UI personalization preventing "unsaved Chanées" warnings for Pages .
Depending fields of a field with a drop-down form control that had the 'Allow edit value' property enabled were not refreshed when the value in the drop-down

Sisgedkions about unsaved changes did not work in the Pages application for users who had the 'Properties' tab hidden by the UI personalization feature.
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12.0.632
o Earshocdumnieggtivion FOObpeulfidetinpt it wnddngetbnepttingjuehgecaitypddress values

Biyjebo tikteritipficicatipar eroP ontaldirpittisigskdid amd fespesettireg Reqeg yintiypes nses emabisisg g essd ¢ moid e yrertiohacnmet sheitly stesamigama fd ddiags as
directistengargmt imgt heespsobijecssfinr egyitogyteemfigfifilesich conflicts result in the creation of a Kentico user account with an empty email address.

13.0.630
o Eonalizatlder—[Ridernpdo boleal izati pomeifdionnpsepbertiesion MEVES sites

Itoeakizioigpm $sitmhéstofdmtlie o éonmi conbairitteg] toe 'Bilbmitl baderh comxiposiag nedenrdeestongsdieenthe 46 eaeas] Retwifr édé fodmtsthdisargd ntaréaei)did pawisibility
coneitibn fiafatepeddsol ayethervAli¥ G S ites theinfi¢hd 'Form' widget. The live site always displayed the English version of the text instead of using the current page's
culture.
13.0.119

o (2t management - Contact import failed for values with the maximum allowed length

o Translation services - Error when translating linked pages together with the original
Import of contacts from a CSV file in the Contact management application failed if an imported value exactly matched the maximum allowed length for the given
AmtarofiettuFedewimpleettmgratitans acnnmsbmiesidmmt i tatertvalirksd phgentigethengvithohid il aigiotl ke i diewhpriiyalgwiseShot fiagartarslation
submissions filter out link duplicates and only include the original page.
13.0.119

o Dafd@éhgine - Exception when working with Info objects

o Page builder - URL fragment lost for links stored in component properties
In certain rare cases, an error (null reference exception) occurred when deleting Info objects with enabled hash table caching. Such an error could interrupt the flow
biRhreatlseestoRat fxdmepiegpeetipoblepagmbld]ldecwiidgees) sier timses ovltemiateyeithen¢hged ghrttelpletpeityanmfiguration dialog or an inline editor) lost their '#'
fragment component after resaving the page multiple times. This could result in broken anchor links.
13.0.118

o $2Hediler - Dependency conflict error with the external scheduler

* A/B testing - Page visit conversions not logged correctly for tests on MVC sites
A dependency conflict error occurred when running scheduled tasks using the external Windows service. The issue occurred only after installing hotfix 13.0.110 or
Regewisit conversions for A/B tests on MVC sites were not logged correctly for sites running on a URL without a virtual directory (i.e. hosted directly in the root of
an IIS website).
13.0.117

o Pagpbhilder - Limited performance of the media files selector

o Workflow - Selection of roles from multiple sites not working in step security
The media files selector for page builder components had limited performance due to loading all files within a folder every time it was opened. After applying this
Betéiotj oneali a dlbssfaoencanhketb ndiffeg et sore swdislinatodockd torenfiyove the jSedcuoritiditab. of workflow or marketing automation steps. Selecting roles for one site
incorrectly cleared the role selection made for other sites. After applying the hotfix, the site selector no longer appears above the role listing on the Security tab, but
isfdd 6s part of the role selection dialog.

¢ Page builder - White images not visible in selection dialogs
12.0.60

« Mlie iBagksmidhavealisparenbaaciedouss wede neieriphivienthgzssheadon dialogs of the media files and attachment selectors for page builder components. After
applying the hotfix, images are displayed with a subtle border in the selection dialogs.
If a project used bundling for CSS files and was compiled with a 'Release’ configuration (i.e. the <compilation> element's 'debug' attribute set to 'false’ in the

Web.ddffig file), links to assets in the CSS code (fonts, images, etc.) with a relative URL became broken when viewing pages in preview mode or the page builder
o kentigeeXperience 13 Refresh 10

Hotfig013.0.115 is the Kentico Xperience 13 Refresh 10 release, which represents a larger update than a standard hotfix and includes new features. For detailed
« inigerbaildarabuatile otreldied dhamges ipteaseagiesperthe RefFadfarlease notes linked at the top of this section.

180ph%% builder component's property (for example a widget property) used the 'Text area' editing form component, pressing the Enter key to add new lines within
 BRagecbuilidgr plopenyvbenfiamatignwiidgess didnsaimng knvatie HFMdx browser. The problem also affected any custom form components containing a 'textarea’ tag.

Ylesattempting to copy any widget in the page builder interface containing invalid or deprecated HTML (e.g., a 'Rich text' widget with HTML inserted using the

. Kﬁggﬁ]gi.em‘efegmge)f gt[@maﬁegelj@ggemnghﬁ)ﬂ.gyaﬁhﬁmiggﬂsole and the widget was not copied. After applying the hotfix, the widget is copied, but a preview
thumbnail is not available when inserting the widget.
Staging tasks generated after deleting all alternative URLSs from a page on an MVC site did not work correctly (only if there were no remaining alternative URLs
4Bd}-1Hé deletion). In these cases, the alternative URLSs remained on target servers after synchronizing the corresponding 'Update page' staging task.

e Form builder - Long form field labels displayed incorrectly
12.0.58

« Pigldbuilden vEnplongdahebidsgwiene thispagediilcenéothi tothpdimmesbuilder interface. After applying the hotfix, long label texts break to a new line instead of
appearing under the field's input component.
The system did not provide sufficient information for developers about errors originating from MVC form components when displayed as part of the widget
poPdrties dialog. After applying the hotfix, such errors are logged with full exception details into the system's event log.

« Authentication - MembershipContext. AuthenticatedUser incorrectly returning the public user
12.0.58

o GalbipgrilembsyishinonigieAvalhéationths theerC wstdrin e divaisite fopplicasiopaeuld have returned the anonymous 'public’ user instead of the currently signed-in
user. The issue occurred if the 'KenticoEventLog' application logger's 'LogLevel' was set to 'Information’ or lower (more verbose) via the application settings (e.g.,
WhithiGagtpsettagististion form' web part did not validate the entered username value. If the specified username contained an invalid character, such as an apostrophe,
an error occurred on the website.
13.0.114

o ([Ohdin? forms - Values of hidden fields cleared on the 'Recorded data' tab

¢ Continuous integration - SQL error after adding a page type field
After saving a form data record on the 'Recorded data' tab in the Forms applications, stored values were always cleared for hidden form fields (e.g., fields with their
Wis ibdiigiteetonot ANk )vaiyi sarge sedribsirdaf p agas ¢rarsosf whrnsdniddeaf forerfahdp agerty fig) extlting mg ewsfimid ¢codheopaghety frermitdowpuiienoas integration
enabled resulted in an SQL query that was too complex and an error occurred. After applying the hotfix, the system generates less complex queries for such
4&efiaklds, which minimizes the chance of SQL errors.

¢ General - Error when installing NuGet packages into the CMSApp project
12.0.57

o P-depemdency Eprdliilarmoadiiagreedewhsroiscaldingieay dsioe i pabkape torshe g1vEdAP' administration project. The issue occurred only after installing hotfix
13.0.110 or newer.
When managing products in the 'Products’ application on a Portal Engine site, switching the language selector to create a new culture version of a product caused an
&:8k1TBe error only occurred after applying hotfix 12.0.53 or newer.

¢ Form components - Not possible to dynamically update values of component properties
12.0.56

¢ Users - Redundant database calls when updating or resetting user passwords on MVC sites
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i pedatingt qroseibiing dymapaissallyrdst am d/1dasit eh € wsihp Kehtooip AdeRNTEdp R tiet tyakee gra oy rrpsaptedias redpndieritagab dep epdane f vl dhe ladfe thedabee of a
phyeet:ti ped pindeghenkletfiy mrmgesstee tpel et komsnng ities| floelthorelinfgratenital. database deadlocks occurring in this scenario.
13.0.353

o BRiateneding Birfdein Adrapmtivprofile smatagenkéng nohenorking minimal APIs

Dhne 'tdlcharagbsei VB J . inkedionaltegiatibe Relytite’ nokdeddidaoon vaask prdiite usiargpn gemiena FlrRis doaliiyi ati A€ eh applitanomwork. After applying the hotfix, you
additionally need to obtain the 'rw_organization_admin', 'r_organization_social' and 'w_organization_social' permissions for your LinkedIn app, which requires you
ia3dpplZand be approved as a LinkedIn Partner. You also need to 'Reauthorize' all LinkedIn company profiles in your 'LinkedIn' application in Kentico. See the

o RegbiritderctiDeprecatechitsnKeyPress' events replacement

Uraess of the deprecated 'onKeyPress' event were replaced with the 'onKeyDown' event in the code of the system's page builder components. This change does not
« Popacedheporisting PROB@pIBAder' form component error with the integration bus enabled

Ah@Ab2 occurred when submitting an MVC form containing the 'File uploader' form component if outgoing synchronization using the integration bus was enabled.

o A/B testing - Page A/B test variant selection dialog not opening
12.0.55

o FheoMBdast variaﬁua@qm@nééaﬂpgﬂgaﬂle&ages ag;dﬂﬁfgi@nej@mmki&?he issue occurred only on new projects created using the updated installer released for
Kentico Xperience 13 Refresh 9 (released March 23, 2023).
For products that were used within an existing order, deleting one culture version of the product page incorrectly disabled the 'Allow for sale' property of the given
PPodidiZ(SKU), even if there were other culture versions. After applying the hotfix, products are disabled only if no remaining culture versions exist.

o Salesforce - Error when retrieving empty values of non-required Salesforce fields
12.0.55

o fRIneawegniges: §#d ofacrateptared obijectildonekeminte acSeleitordenend)load ardbrqty value, an error occurred when retrieving data from entities of this type.
For example, this could occur when synchronizing data from Salesforce leads to Xperience contacts or when retrieving data using the 'SelectEntities' Salesforce
IhtegioDARIt page' setting was configured to the 'Use domain root' option, the redirect to the root did not preserve the values of any wildcard parameters
contained in the home page's URL. After applying the hotfix, the domain root redirect URL includes wildcard parameters in the query string.
13.0.111

o WYSMWYG editor - HTML sanitizer removed tags from the content of the editor

¢ Page builder - Error on page builder pages with components using ECMAScript 5 features
The HTML sanitizer in the Rich text editor component for the page and form builder, introduced in hotfix 13.0.89, removed HTML tags from the content even if the
tigspageetnlilder ddmimnedit (surdndiganaittget T hisIndefixsoripostiticas usss certfiguF(EhvbAGyEpo T isatméze dheeserpfisHawathtegsanihattribm seer@emthwhenflnading
edntidderfernipreinfagemtiontaining the component. For example, the error could be encountered after installing the Kentico 'Rich text' inline editor widget.
After applying the hotfix, the system no longer provides minification of page builder component scripts by default (we recommend adding custom minification of
4&ipklh your project).

¢ Pages - Links to unpublished objects resolving incorrectly when previewing pages
12.0.54

. S‘(&gﬁ@r.ep‘@mij@gigﬂpghﬁﬁ]@eﬂ@age@ uséngﬁl@é&hmgmgemgwa&atme on the 'URLS' tab in the Pages application, links to other unpublished objects (e.g., page
attachments) did not resolve correctly.
If a user only had permissions to manage certain types of staging tasks (page, object, data), without the 'Manage all tasks' permission for the Staging module, they
¢30dLh6t view the details of a failed task on the corresponding tab in the 'Staging' application.

e On-line forms - Forms with field dependencies not working in preview mode
12.0.53

« Reposiwith &validabion uslegrepisibilitc eampbtionshai dapendeshgasanother field did not work correctly in preview mode or when using a 'Show preview' link.
When the form was refreshed due to a field dependency, it disappeared (on sites using the ASP.NET Core development model) or the "Antiforgery token validation
fhlepdreimgraocnpoeenfor(sASIR. A EieF RispwyRle pdi @s6xsiten)trol) were used within custom pages, an error could occur while loading reports in certain scenarios
and life cycle configurations. The errors occurred after applying hotfix 12.0.14 or newer.
13.0.110

o Mediadibrary - Media files usage tracking not working for files on external storage

¢ E-commerce - Preview not working in the Products application
Media files usage tracking did not correctly track files from media libraries with the 'Use direct path for files in content' setting enabled. The issue only occurred if
hieert Rk éilvt da forsprogped i thedBrelstosigpplication did not work on MVC sites due to incorrectly set Content Security Policy headers. The problem occurred
only after applying hotfix 12.0.29 (Service Pack) or newer.
13.0.110

o $2HAB- Azure search tasks generated even without existing Azure search indexes

¢ Authentication - Editor cookies not set correctly in certain authentication scenarios
Changes made to content always generated Azure search tasks even if no Azure search indexes existed in the system.
If the 'Default cookie level' setting was lower than 'Editor', the system did not correctly set certain editor cookies for administration interface users who did not pass
#d®ulB9he default sign-in page (for example when signing in via external claims-based authentication, Windows authentication, or directly on the live site and then

* Ragssbinidder adeiolbngtionlieRpgeBrteaiivsiliglogoiaeppkiagtedpactdyof the administration interface from working correctly, such as the marketing automation

and advanced workflow designer.
Scrolling did not work correctly in the Page selector dialog for page builder component properties. The issue occurred after applying hotfix 13.0.105 or newer.

12.0.53

. M;\ﬂClO?mproved error logginifor page builder components
¢ On-line forms - 'Redirect to URL' form setting did not allow URL fragment values

The system did not provide sufficient information for developers about certain types of errors originating from MVC page builder components (widgets, sections,

hitge iﬁﬁéﬁg batfirs! 3.9 IrarnaustpibenB edinart (eRdvatiald ofsherAfierdhafonmrissubmiiss pRtispconadreanfennaral rhdlidiyallomonbiessiERg
widrshe Bégf(_ragﬁﬁpfﬂlp@@@@ﬁﬂ-).dfkgﬁp;ﬁy,g]@ﬁ%dss,g@é;ﬂq%%ﬂt%ific anchor on the page containing the form, using e.g., #success' as the redirect value.

13.0.808
s nisthimimR esizediwagasaoidigplrysdsosrthaliggsiégration bus tasks

Resizeddnpaasir do vatsieviee deommdnsdiailirasteshiner e pehdisn ég?éhﬁﬂiﬁﬁss'tﬁ%i@ﬁ#m@xlﬂﬁé?é{iﬂm&Jfa@_?ﬁ’éﬂﬁ@h@f&ﬁiﬁﬂ?‘f&%ﬂ&ﬂeﬁPEVfaK}Wé%%:error
ggﬁeéwﬁgt}%M@b%gﬁgglgo.Xperience.Image rocessing. KX13"NuGet package into the live site project. The package uses the 'SkiaSharp' library to

process Images. Deployments on Windows servers are not affected by this issue. See the hotfix instructions for details.
12.0.52

o 3880k integration - Facebook Insights reporting
e Media library - Media files usage for custom tables without an 'TtemID' column

Due to breaking chanﬁsejs in Facebook's API, the Facebook Insights reporting feature in Kentico (accessible via the 'Insights' tab when editing a paés in the

Wedipdiesenge sraphingdishnetsprifetpriastion whiesNitewese ceateduring absxisiiigdatabase rable mithRPHIpark ey 1cabunpmamaddiiereatbyshan, but
HsmiPreBBRa LR wriet uhersthe custom table's items were added or updated.
13.0.307 , .

s Aafesierneg Seleshrsae ARy B eeking QM NS MEREPRIERS application in certain cases
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It was not possible to usevthd/Batesfaemilstégyatite RS thpplodt iohlinepsiléi sppdi parti et sw(ithi niget S RINRASZ € ArBdest | bpttemy. model. A 'NotSupportedException’
®d2du52d when creating the 'SalesForceClient' object.

o TBadsfd6mations - 'IsLast' transformation method not working correctly for paged data

¢ Macros - 'BizForms.Items' macro collection not refreshed after the form data changed
The 'IsLast' transformation method did not return correct values in scenarios where the data used pagination. For example, the method did not return a 'true’ value
Whe'Ghebatdbfents dbik evassi e d bas sheakaet |ifeemd i splayed-byhid (Ree ferte d e bvipdrow ithipgging corabledache dependencies. As a result, the values in the
returned collection were not refreshed if the form's data records were updated between resolutions of the macro.
12.0.51

o $Bék Hd@correct current site selection if multiple MVC sites had the same base domain

¢ Media library - Error when saving metadata of unsupported image files
If an instance had multiple MV C sites and their presentation URLs contained the same base domain (for example with differences in the application path, e.g.
demainsopmored idongeitypentéappBatB'Y, Eheiky)steas ipleatkd nsembttietibedyynandethersivasdispiayed thiede sdifing findaavidgmiaérde'she etadettt Gite, Thedfile's
afferted thothr defanipfiom)tiAnkditigreddlytseagmg taffs Site €ibestetid Gutreni$ite Ad lapgly iimgctiet drot fiod such ipes blermtdt notredppdstedtes apphdsghnotfiitins b fike
nestadata and staging works correctly.

13.0.505
o Atdhatients Iloomeedy plefirissi aserhéekinetenhiplogutiig detadinvems tdtation pagpss

Péaenissiets foedipdblelingpdgepattaiMineteveetintagdriBabdei noapticdte s Athe wWederts Ha lyothEnXgre ierage dat abediainkitd Hgtioassasgat s ovaplnad defanhdentsewthyld n
raratinges,ithis pegtd bafereaheephizsweasshyrddonl dudafirsg wniee marketing activities.

13.0.505
o EiRbirenarikirtgn -SB6)ndodmaiai ledivesrmmkiisguesth OAuth and an empty Password setting

Borertetheraséh nioe tpsiam didhiteeteda éies BOP 3rs endogeha d shealA dilint iFati endyppdesef tositAustd 20T TS thiR Pas ewfond exeieint g fvespemapeyd defteinafolying the
bolfixe sherph s ardésmeon atigerwith daspe difitds VieitarioyKimes, ithis woongddifgn4yA versintherssadispiayed when a page was accessed under the culture-specific
domain. The problems occurred only after applying hotfix 12.0.35 or newer.
13.0.105

o K2fitd® Xperience 13 Refresh 9

o Campaigns - Incorrect contact demographics reports for certain campaign conversions
Hotfix 13.0.104 is the Kentico Xperience 13 Refresh 9 release, which represents a larger update than a standard hotfix and includes new features. For detailed
I fonmaviensishowbsheeifop dweed peigngesipthestarsféoptidie feééresh inldasecanfiguiatied fahexemplethitSsdutiniption to a newsletter' conversion for 'Any’
newsletter), the contact demographics detailed report for the given conversion displayed empty data.
13.0.104

o Page4fhilder - Images added to the Rich text widget using CSS attributes not displayed

e API - Incorrect 'CultureSiteInfoProvider.IsSiteMultilingual' result for first call
Images added in the 'Code View' mode of the 'Rich text' widget's editor using the 'url()' CSS function were not displayed on the live site or in the page builder.
When the 'CultureSiteInfoProvider.IsSiteMultilingual' API method was called for the first time for a site, it always returned a false result (subsequent calls worked
&3rbetlly).

¢ Pages -%)review in Pending pages did not work for usernames with special characters
12.0.49

o [RherReniding RagBOapDlicationaliag MaiigaienmpageopkmgeforlURes dittinoheviort s oeiratly for users with certain special characters in their username (e.g., an
'@' sign). The action resulted in a 403 error.
If a Portal Engine site had a domain alias with a 'Redirect URL' value containing the '{%protocol%}' macro, the redirection did not work correctly for URLs using
i Oht@?' scheme.

¢ Object versioning - Error when emptying the recycle bin
12.0.48

. Mx@wﬂdﬁd@g@mﬁ@n(f@g 1me¢n31rpag&d;@gd@f mi&pmpwingzqhg Objects recycle bin. For example, the issue could occur when emptying a recycle bin that
contained items deleted by a user that no longer existed.
The administration interface URLSs internally used in the Pages application for the preview and page builder editing mode of pages on MVC sites incorrectly had
UB16h1ided validity. After applying the hotfix, these URLs contain a timestamp parameter and expire after 8 hours by default. The expiration time can be adjusted by

* PaginpuldecMsres/iwhdniakEsssingipagk @pntexs peanficusiomanisidhemares in the web.config file of the Kentico administration application.

Thoepntext of the current page was not preserved correctly if it was accessed via the 'TPageDataContextRetriever' service within a custom middleware component,
«  Which chialvi paeialg ethethamgsianalino that HelledoonphieepagewedtetodgtisagomedieasWRD invalid page builder requests and prevent certain functionality from
working, e.g., switching page templates.
When viewing pages on MVC sites through a preview URL (generated in the Pages application on the 'Properties -> General' tab), links to other pages incorrectly
PPeSet0dd the preview mode and the generated user context. After applying the hotfix, the 'href' attributes of such links no longer contain preview URLs and the
* Rage sldet opagethuliidesinddges mempthcconperptinge.

OnASP.NET Core sites, page builder widgets that had output caching disabled consumed unnecessary memory, and the application did not clear this memory
o Cureetlly- Kentico.Libraries NuGet package containing unnecessary DLLs

Th&:k@htico.Libraries' NuGet package contained unnecessary libraries (CMS.Synchronization.WSE3.dll, Microsoft.Web.Services3.dll and DotNetOpenAuth.dIl).
* Tieefitbrddesf traiidifpaddingaseneefssanparejegtthidepmdtudeso version 12.0.46 or newer.

Thohmfix utility incorrectly added file references ('Content Include' statements) for sample site assets to the project file of the Xperience administration project

o WVEIADP Gspioir To.fiskstedssumdhisdhwsfinothust Perepipliadite ieeSestprhiled (Audtebctdyadvanced mode in the hotfix utility). After applying this hotfix, the utility
no longer adds the unnecessary references. However, if the CMSApp project already contains the references from previous hotfix applications, they will not be
Hehdtedrdaracaningnibe edioe xeraregerefdesdmacmatytlysdetheel it fiar ges twetipa gerom fadifiirent Portal Engine site. The problem occurred only after applying
hotfix 12.0.41 or newer.
13.0.100

o Hhffi45 Hotfix utility not working for command line deployments

¢ WYSIWYG editor - Fragment component lost when editing links in the editor
When using setup files with hotfix 13.0.94 (Refresh 8) or newer applied, attempting to run the hotfix utility from the command line with the '/deploy' parameter did
Tioa Vinkkveardaresuéie dripageecomtehio it eliesedit driait i fragnerd ppied doethte( 8 grugnfibes (inki)cvas ordvaratbyl adddd imdsaledio thdityRL, the fragment
component was ignored when opening the link dialog again and lost upon subsequent save.
13.0.100

o $24clb- Content of the Rich text widget not indexed correctly in certain cases

e Search - Search settings not reflected for certain page fields
Search indexes did not index the content of the 'Rich text' page builder widget correctly. The last word of a paragraph and the first word of the next paragraph were
bieseysteate ibanded eemin eseetdngg édrepagediiel seostb (ireg, thiastdinst i i ndtedid gétsland adidatiestégions ('‘DocumentContent' and 'DocumentWebParts'), which can be
customized in the 'Modules' application -> 'E-commerce' -> 'Classes' tab -> 'SKU' -> 'Search' tab.
13.0.99
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o Pagp4milder - Prevent collisions of CSP directives in system controllers

¢ Form components - 'U.S. phone number' form component console errors
After applying hotfix 13.0.81, 'frame-ancestor' CSP directives set in custom code (e.g., via a custom middleware) could collide with the CSP set by the system. After
el ih§ . thiohetfivgnibers fotamcantporatitadiy averidescly dfostoa USRediittive phdtle thembguiraddbodgedrations into the browser console when rendered as part
of a form.
13.0.98

o $2t€idds - Decimal values processed incorrectly in certain cultures

o Users - Newsletter subscription information not updated in the '‘Users' application
Decimal values set for the eCAPTCHA v3 'Score Threshold' or the 'Minimum confidence' setting for Image recognition were interpreted incorrectly in certain
hleuresysleiendirig anptierculistetsi deieriblseepaapili cdtionaver t o tSetmnppej ghe' pabhiém sededdegraventive€ ABTcoH Actlylidpdiae daftervthekingr corsabdgribedefrom
saeethettstrold value was set under a different UT culture than the content culture of the page containing the resulting form. After applying the hotfix, stricter
requirements are applied to the format of 'double’ type setting values - thousand separators are no longer supported.
12.0.44

o P3geWnilder - Users with limited permissions unable to create pages in certain cases

¢ Search - Redundant search indexing tasks
Users with limited permissions were not able to create MVC pages with page builder support (i.e. page types with the 'Use Page tab' option enabled) in certain
#ctipndpplying' Aatfexsl3. dlfiedieesystemaoundd getierateeseaadhsirfiexéng pesksi shiiny enel pdoredpei reditepn atrpd sdéxsdthismotfiere phinpage thapbetegscoégedetatingmt
fenalh padextipggesks to limit the number of redundant tasks.

13.0.9%
¢ General - AARSTARE erepest bdger fardvid/EDKebsites disabled by an 'App_Offline.htm' file

Trenhut ¥ € wpelasite masydppahbed fijeadditte SDKpgtyfflimadttithid e hanige prdjeaffeds, ewstionrerprestiusnecessaoiy prigigetedSaitthlézstioneofdte Ketfticmstructions
appdiratiabo(iedipptentdiinipact ARBSTARKebanes in the system event log).

132.0.92
¢ Oinlegd - Padembhnvernsmoreson fiagevsetnigs dialogs

The Wetepprelcesobdt papdibRdyeihefiiviegiyetdted listvegsitaonfhagecfelketBy stmtnde xe-fsonwhed Aopyexgoremssegminlenking pages), which could lead to
performance issues. For example, such issues could occur on MVC sites if the pages listed in the dialog had URL patterns containing resource-intensive macros.
13.0.97

o $2tfidek - Error when searching for reCAPTCHA settings

¢ URL rewriting & SEO - 'RequestContext.IsSSSL' property not working correctly
An error occurred when searching in the Settings application if one of the search results belonged to the TeCAPTCHA v2' or 'reCAPTCHA v3' settings category.
Fhenasios edrereedafstompplyimd hodior W0 9k (Refsesh)'RequestContext.IsSSL' property did not work correctly (for example when handling HTTPS requests in
environments with a reverse proxy server and TLS/SSL acceleration). The problem occurred only after applying hotfix 12.0.35 or newer.
13.0.96

¢ F2ifiaiBengine - New API for SMTP client configuration

o Search - 'Optimize local search indexes' scheduled task not working
The hotfix introduces new 'CMS.EmailEngine.ISmtpClientFactory' API that enables developers to modify the configuration of the system's SMTP client. This API

EheriOyptityi petboddd éardudimdeees baotircuieentasi ididspet ifiorfequirements.

13.0.98
¢ Bitge biDhieninGemématidativecd SRisitivityasslesd correctly in the page builder

Witen vabike's fAdnMiV < atidg et pnape g etz n edtthRthsainl ed stumb e el prisec foenbett earac dhith pr&pé o eviasveelicadeaiR dlis platyatpa sives @ndhlidt HelitdomiaenURdssetere
netagnidvddiuerecdyeveithipatisgugehicl dreirerddaeetoaintfedPags’ inlitef ahenPaisesatippl irationy otkRigs Fothiraropltentlenpiwblive siffewtedethetPafected dudm
berildireot fillecPievdbw functionality of pages.

132.0.98
o UhidgétinuKorin subrnnstarmoesvehenunteted rex cep tiomsnhedd getcesithgnfd eifitom Anidgaon S3

Keht defdphriEoomingtdgeesmasstadsted invixhénvd omtoenty/ 80l dvedget(dispdayeftisinsgitheriRiendesihgtrenb Hittas Hedpe it meAlma) pa 434 Fhisrveculdredcwhdor
sbmjitengvtimresuttisig garmd iEHebpeob lfite ostorsd dnothly Aftezapp®ping hotfix 12.0.30 or newer.

13.0.93
o BearcintePige HHMD valjtlatioot éndexdad cheradtiyriisirariaininteeface

Bides oertaiwessnditiat, thesspgescmdst nocinaire edvwaiys pacsxefdt lecakdneitipubtisieth driages te pagn dariletrheshtead idati ono didreeltra phesy e HEdHp togha edit
thepederiatidesoe qifegtébindérewelh (e Pageetigedidioge Thatpsohiam forcindediog] watt et pplaithgHbI TNV 2dhigiibionéBeth’ (where a web crawler was used to
index HTML content).
12.0.42

o MBad195 - Error when re-signing macros

e Scheduler - Scheduler in local environments not working correctly in certain cases
Re-signing macros in 'System -> Macros -> Signatures' resulted in an error on instances installed as ‘web site' projects and on precompiled deployments. The error
dheuscbe duller f6@mapplbadghiytthe IA:0Bdemaeweame and presentation URL of a site when attempting to process scheduled tasks in local environments. This
caused the scheduler to not function correctly for applications run using a specific port (e.g., when launched using IIS Express), making it difficult to test custom
d2@diled task implementations. The hotfix introduces two new configuration keys that facilitate local scheduled task development. See the hotfix instructions for

¢ Heggitgmerce - Incorrect tax exemptions for customers with a tax registration ID

Onorgsances with hotfix 12.0.12 or newer applied, customers with a filled in 'Tax registration ID' value were incorrectly exempt from tax for products with a tax

o HassidnXpdidiedeBoRafréflag ID is supplied' property disabled. Note that applying this hotfix corrects the default tax exemption, but also reverses the changes
from 12.0.12 - custom tax exemptions added using an 'ICustomerTaxClassService' implementation apply only for products under a tax class with the 'Zero tax if tax
HyifixuihliaH proped§entiabl dpdfigpoehby Re frestofira rasee mhiidnrepdesdnis to lavgid tpiddselthuivg ghraderddmafixKedtinelndesarew features. For detailed
information about the introduced changes, please refer to the Refresh release notes linked at the top of this section.
12.0.42

o WBYSHIWYG editor - Incorrect editing of links to content-only pages on different sites

¢ WYSIWYG editor - HTML sanitizer removed 'mailto’ links
Editing a link to a content-only page from a different site using the WYSIWYG editor's 'Insert link' dialog incorrectly opened the "'Web' tab and displayed an external
Web HIRVIA ftanippyinglthRiochfizxseditdinksrappoentetolytkdipag @ artt € (Conentd eshremoved 'href' attributes containing 'mailto’ links from <a> tags. The issue
occurred after applying hotfix 13.0.89 or newer.
12.0.41

o Veb.parts - Collapsible panel not displaying the expand/collapse image

e Search - Search results highlighting memory optimization
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The Moo apsphin jrased plpkioati ovenparo e d sagegehditusin glidpd spdhehineag ks heghfigrthtimg gl the 'Collapsed image' and 'Expanded image' properties.
132.0.93
Uaehingldningret tseching p hibowest dtesglobphgdsminintrdtdisite instances

Dhnei {iIsarseapplintativng meariecthyond] siesdvoithythe esame tnthert(;thbal Gxtirespis st aetprividegftdeve essitgne URTs thgwellhanp erf evtistOh pagetioas'jrmrectly
eapoetng hksradstidraaplyiespthesbotfigltbe sictionhare avgebleifbitladl sasmes Wih shiff eteistqrbrmissions or at least the 'Administrator' privilege level.

12.0.93
PaYSPhWEr edifonsd berttoacadlibmsircbeieatbe gt ppagaedrinhn fdgediappdication

Chetdiiontent¢dhiitothe¢ Hagesthaipicativedindtriratdy dalodipliegstise thenitdg abtilldmaired than genil dimogrrehty Ffein ghth épegacventsiderothire dietegio actual
Shecgiicatpape tootewuf miiue osedored' wivars eheupege evatts nedrenprop azggiees soothe widhog i ipp et aieteenisiside rich text content.

13.0.92
MY SIWAYicheditioks i tahanded atoritratéy il prevdeiw HiGNélandnpegatinrlder

Hiotixtd 3IRES ininoaiiming B FMiagamtizatiopofienngery. iandieoR 1ohkiexwedéton thaptiad mofve cHy pagerevidwomo deiHdertiEhpagartitidddoincarf aesul pomddikiegpr
buokdmK eHd codnybdide kiRl ereshérirglitithedftbrtraia the editor's Code View option (see the hotfix instructions for details). After applying this hotfix, the
sanitization additionally allows 'ID' and 'data-*" attributes.

12.0.40

Medi@2ibrary - File renaming not synchronized to other web farm servers

User interface - Missing title of the file selection dialog

When a file in a media library was renamed on instances running in a web farm environment, the system did not log synchronization tasks, so the file rename did
bedidandihmlide sateetsod Heapogblers notpdisield yeddietibrayietuert dviVifli sitrg, resnohcetiliing febefamptie syhehsmientingahgefi o file £ ile wyktem odnheMiViGidive
Sioermppdittacismpplication.

132.0.90
Botfire fémms wikediretfiting Ritabmsessetiting didfercemmaativas 'dbo’

Kaplplas wg e hiotfi mdatebexpressipsreselted jecsedeasanifalié vahget attdetase theeRediiffercat§Ricnizitaf tiodAfter defafdtmcisesnbritttEdmpeiodatahasés)rThe
Creapddats rehisdfireewd2 dh@Se@osntiatiditiSerivice dack] aftep dpbbyaty Modfix d3Alvéddnmewesr versions.

12.0.90
liBthltetioit in€ @arsdeGonimeapy et oy aiat b e vedied tatooncmidingrarS Qlcaptured error

Ifistal¢srtgriie detibecevdisecdyfigimed\forehs (lestireenpplitd iesu(eig. avdariSaiothe¢ithestst fitejrafod tdbasedidosmaithdolwee perfiongavaeenabled, but the
destination domain was not configured for the target site on the 'Domain aliases' tab in the 'Sites' application, attempting to access the site resulted in an uncaptured
ISO19kror message being displayed to the visitor instead of the system error page.

Authentication - MembershipContext.AuthenticatedUser always returning the public user

12.0.39

EattingoivrinbatshiplententlAnddnideteddsioriviFiia tpedivesiferapiiiddgon always returned the anonymous 'public’ user instead of the currently signed-in user.
The problem could also affect other parts of the system's functionality that used this API internally. The issue occurred after applying hotfix 13.0.86 or newer.

After uploading a file into an MVC form field using the 'File uploader' form component, attempts to delete the file before submitting the form failed and resulted in
a3.8:E8).

API - IPageDataContextRetriever. TryRetrieve unhandled exception

12.0.39

CattingutidéPageatbioaee xidteriekend wyikeiréeveranegheid beswliedonanivnhandled exception if the page data context could not be initialized, instead of returning
a false value.

Globally enforcing authorization over the entire MVC front-end (using the 'Authorize' attribute) resulted in errors when accessing the 'Form builder' tab of the
FbfhPY application in the administration interface.

Installation - Reintroduction of .NET Core 3.1 support to Xperience NuGet packages

12.0.39

Hothienii3 464 inquizeg dpriigmsanedsuppoissioduNiEd Cores3bhdedniwhe Xaetienge d¥iga et packages. The change made it impossible to upgrade projects targeting
.NET Core 3.1 to the Refresh 7 release. This hotfix returns support for .NET Core 3.1 back into the Xperience NuGet packages.

On Portal Engine sites using claims-based (WIF) authentication, URL query string parameters were lost when a user accessed a secured page, was redirected to sign
iBABthe external identity provider, and then returned after successful authentication. After applying the hotfix, handlers of the
NadutingiwdinenanheddarespResios siteslvbith sopardieciiadaatns fdf quitretring within the event arguments that provide the redirection URL.

©nosgtilingual sites with content tree-based routing enabled and the 'URL format for multilingual sites' setting set to 'Domain', the system incorrectly cached the
Wdmesponseuet loakdviifieativisiconAts esseseattiRih sheg phafinas fopteaibabledor any page in the selected culture. The cached 404 response was then returned
when accessing the same URL slug under the domain of a culture where the page existed. The problem persisted until the application's cache was cleared. This issue
tictheréfba ftie gpphanfphosfix By 4ettingweas enabled, the system did not send notification emails to users whose account was locked due to password expiration
or reaching the limit of invalid sign-in attempts. As a result, users could not access the password change or account unlock link in the email.

13.0.89

C€¢hids - Content updates not reflected for linked pages

On-line forms - Error on the Code tab for MVC forms with a 'File uploader" field

Cache invalidation didn't work correctly for the data of linked pages retrieved and cached using the 'TPageDataContextRetriever' API. As a result, changes made to a
Hagdoveren et MVes thoc ditthiatefag feltisithe dpplick ioploadelidovas cdeapehent, an error occurred on the form's 'Code’ tab in the 'Forms' application. It was not
possible to generate item and provider code for the given form.

13.0.88

AXSP.BET Core - Live site crash for .NET 6.0 sites using the Thai content culture

Macros - Object collection manipulation methods not working correctly when combined

For projects targeting .NET 6.0, using the Thai (th-th) content culture for a site caused the live site to crash with an unhandled 'OutOfRangeException' error.

Macro expressions where multiple chained methods modified the data of an object collection did not work correctly in certain cases. For example, if a collection
W39 BBt modified by the 'Filter' method and then the 'OrderBy' method was added, the original filtering was not applied to the resulting data.

Page builder - Selectors did not preserve the order of the selected items

12.0.38

Pageadtath, MedimangehicadhuerV 60 lrgiers fod agedusifderedonpsrione dilaroEMeserve any order of the selected items. After applying the hotfix, the items are
stored in the order in which they were selected.

For instances with the Kentico 12 Service Pack applied (hotfix 12.0.29 or newer), a licensing error occurred on pages created using the MVC page builder if the
43 8itense edition was lower than EMS.

Multilingual content - Default content culture set incorrectly after application start

12.0.38

Form controls - 'Form field selector' form control not working correctly
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Trheeftaimstietd ek i ' firatmerpresohfted antapplikatiorestiyt Tiwonecttyl setvwhy s teedahiefirsufiake odithabdeopeenforisii oeg ftiddesalofrthevastimddiied dtbe ldeteateih
el serched] dhagedlownhiés A ccept-Language' request header). For example, the problem occurred for the site's default culture when using content tree-based routing
W2th. Bhguage prefixes and the 'Hide language prefix in default culture URLs' setting enabled.

e APD-8Kentico automated test API not compatible with NUnit 3.10 or newer

¢ WYSIWYG editor - Rich text editor sticky toolbar not working
When using the 'Kentico.Libraries.Tests' NuGet package to create automated tests, an error occurred when running tests if the 'NUnit' dependency package was
hiahe&lyhipetateditovfositre padgeduikdeeh# terappiyingolibehoofifignrhtipdatiity the "Hebiad dlibearipsidiesiss paldd gnabli2gtB8 'twalbarStitdsys apeionrdpdnibleork.
Wihith tnevber vikitnembthelBillayt packageop of the editing area when scrolling down in the content.

13.0.88
« MagdindibFaifedNmgissstiagksinisabbe iyedeiedsd filanubige searcudndeins

OméenvetSettisgsthr Goltipht tarddestiagindseivier spetirchilen uatigm ttaskingesetimegrvert [in dekited dnhittimsaeesitqzodaihim toydisatdritin griedis filed isagesedseith
thdéal Yisgitlomngstedredein dine sepeveetrrfonnmsés foeprjtotctelpeed foewihgenvedsaefita ifdhe synohregizatidn was only successful for one of the servers.

13.0.83
o Niediadifoans - ValidatisargrArunessages isovHispleyedvi ftgmfierdia féfeestR Ls

Betting- thatbiRils mfgatheeM ¥ {1l éarsimiguthd e f Mietlindf ite & iR evdbidatiBeteivve mMd3b agem yogentraiadctreafil ss¢ Mirant Phth' i0Rh. veaerubvihmttét wad watidatioredrooused.
Tvéusa geonivgy erdidpl fjled, sheAe une stageg al idajspestdded iem tne fossary ae qefistshedA forexample after further input triggered re-evaluation of a field's visibility
condition).
13.0.85 .

o Pagediilder - Selector dialogs broken with the 'CMSMVCResolveRelativeUrls' key

¢ On-line forms - Uploaded files not included in email notifications for MVC forms
When the 'CMSMVCResolveRelativeUrls' configuration key was set to 'false' for the live site application, selector dialogs for page builder component properties did
Rorwditl dBarsexg iyl & ifeaplidgdeh ddranpropryon enimm M \Pa g tesl eavok et imponett| wtteitipforgnt astfécatigprgmditp] Syeth fiekdnpliyl diatalisplay the name of the
uploaded file in the email content and the submitted files were not included as email attachments.
13.0.84

o K2AtR6 Xperience 13 Refresh 7

¢ Licensing - Licensing errors when re-signing macros
Hotfix 13.0.83 is the Kentico Xperience 13 Refresh 7 release, which represents a larger update than a standard hotfix and includes new features. For detailed
Réeripningnmbordstie Sysoeiuced Mamngss; peaseatefes tachklRedrbsh liekasingeentiniethatehentolp g fithd s seatidmmacros (for macro expressions related to features
for which the instance's current license edition was insufficient).
13.0.83

o 12¢nBZation - Overriding system resource strings with formatting parameters

e Web parts - Layout web parts uneditable when located in hidden web part zones
For system resource strings containing formatting parameters (e.g. 'Hello, {0}."), overriding the string in the Localization application or a custom resource file
taysnat evedrpaf thtonated e Hiald endiéfér gt nnoneewofef oomgiting] p dnavisebdesin’te reappiyg igtenfabet fTheseditimgnigaisdlies efach g wed tpatie Waehiddgnyhed thevas
apitpossitvéertptedit thersuch resources.

13.0.88
o Msdileson Pafersowjeen typeilimcgmertprojecigured for the 'Edit role' UI element

Rhnee'ftarentabjedt tyipe propitiyheve Rojestsafiphicsgapsikai theteveie alpoert wahatfiorie:0y86eotd 3AIMB tesid din. Hixtdstile] Hissdotiihavestbeseppdiedrsowhen
Sddipgithsl (s Witelememtvancbe hddernlehel qotfint. Wipily)ing the hotfix sets the 'Parent object type' property to '(automatic).' Note that this will also overwrite any
customizations made to the 'Edit role' element in your project.
13.0.82

o WYSISVYG editor - Froala editor update

¢ Dialogs - Unable to upload new media files using the Media files selector JavaScript API
The hotfix updates the used Froala editor to version 4.0.14. For example, the editor is used in the 'Rich text' page builder widget.
It was not possible to select or drag and drop media files from the file system after opening the media files selector modal dialog. The problem occurred when the
‘BBlOvBdE xtensions' property was not specified in the 'options' parameter object of the 'modalDialog.mediaFilesSelector.open(options)' function.

¢ Page builder - Wrong header name in the cookie policy detection response
12.0.36

o Wb daekie palicyirdelaciionoheahandsim; whigHshowe aawidissdbRanaskage inhdases where page builder content cannot be displayed due to blocked third-party
cookies, had an incorrect 'X-Frames-Options' header set for the response. This combination of the header and its value is now deprecated in modern browsers. After
Eppheaiglthedest fixe gystennteutipeaintey-pedinyd dreadeoidds deyl iepeatedly facvigetthdedatedseerivydn éasmrehe 'CMS_WebFarmTask' database table.

13.0.8%
o K@il egitecoMApNesiiyipot NoGetpackageincorrectly modifying the web.config file

Mstaylmgait sexvacesateed prptiatngspippoh of BNsIG etipaelkt gat iotd edaaa esapgriteMiSCpassvetioh Sioingg atagite> Miiemsof t & sheh wogm EmilonS)rigs teetfiominotheces
webltamtigviel eyaf itowamnetatoeada presenrsTikmegoOld wtn2edetolen ihasadain theenaatosn f6) Antnpippeitecovsirsghante $tef ikl stonpectind strigdilespfaifindnitorting
momfigSloenwdl s (@iing:POR33aBy gedbliémthosld mmuinalsddéonth® Apps pitongdesdoti M iwioh o dexiibdrigerDigloe rcetherthemevibesNagidt éristgilatien twtismddiag the
MGH gebSideg SdHe hppisetdus. tWerMaisK 2. B.3Dahil Gewpadfape pabkageroadmgeisadd dnearmd piy e G STojaest iwhfithi ngl pnd MBS R stS tifi yg S Prelietsnts
wdmnithelsonfi gEnatics) alitrihisin g giteseneisi ohsio parenpaektige. Seethe hbHitemstheonbig somdegitkevelopers need to manually specify the
'CMSConnectionString' connection string and the 'CMSHashStringSalt' app setting in the external config files.
13.0.80

o 1R 3nterface - 'Screen lock' not working after session timeout

¢ General - Running Kentico Portal Engine applications behind a proxy server causing errors
If a user's screen was kept locked past the session expiration configured for the administration application, the 'Unlock’ and 'Sign Out' buttons did not work, and a
Twhemgeerifeetirovapplécetisarywas running behind a proxy server or some other service that masks the application's original domain (e.g., Azure Application
Gateway), it generated certain requests with incorrect URLs. This caused errors in parts of the application (e.g., when uploading files into Media libraries). When
h3s8iA8 the Kentico application behind a proxy server, developers need to set the 'CMSUrlHost' web.config key (added by the hotfix) to the 'host' component of the

* pesuyitervBooWURIphwaiarnhbibpsh apidiiachivecdyt denerates request URLs. Please note that this configuration currently applies only for Portal Engine projects.

See the hotfix instructions for more information.
The Bootstrap JavaScript library used in the administration interface was updated to v3.4.1 due to security vulnerabilities contained in the previous version.

12.0.35

o E3@fnerce - 'Customer detail' web part incorrectly validating email addresses
¢ Event log - Canceled task errors in the event log

The 'Customer detail' web part did not validate the uniqueness of entered email addresses for signed-in users. If the entered email address was already registered in

Eﬁ%g%mﬁsqé%gw iHeihe BeeomEiS e iPEavheasagests iverashoripdibidatient {idresbendhe apalicarignanseiedptasishdiHs sopidiresilhiBadaigh with
)

R AAEECSB§aEY) erTors in certain environments. The issue occurred after applying hotfix 13.0.68 or newer.

https://devnet.kentico.com/download/hotfixes 14/230



4/23/26, 10:04 PM Hotfixes

13.0.38
o Eampuneraragshippingdepioomimcerodatbn ] nmes foti erstavitlordseparated database

If theregipleastismisehasdpzingeth d svabapafobanedinkataoke fngodasap mibaited Ermginectitess oprevivasly isethettdaitippigpopsicr ifcoriagflyppdisixied avesedithiple
pydten) evegenkoatgh algeandindffentiveantarieanYlsisippabdd étetits. fpanforenamre isshen onisigesustiomaskirge ngirteieo fproutdets, fermwmg i hftdppatténigeans from
antordetiaftgractsipfongléptnmbes ibeegsmipcted resulted in an error in certain cases.

13.0.38
o Phges - NwerienProvidembedhiphikngfmnpigtiwitdppara URL

Kenpiagés AgideHRdd entieydiak egitahiove fidre MR pfegaats erebiigh ttrecBopléetwiith dhdddfeta §€erppdidembdishipyldderhupagscdngnthenpes) avalte tipsetdass
tegureetl el feesappl ping ¢hedsaifiad ditimsah gegixp teiming die fitliseiom)d etisltatecnindtdae entire ASP.NET Identity integration. The hotfix expands the Kentico
membership API by introducing the 'KenticoUserManager', 'KenticoUserStore', and 'KenticoSignInManager' types, which allow developers to seamlessly integrate
&ds@ord user types derived from the default 'Kentico.Membership.User' class. See the hotfix instructions for more details.

¢ Data engine - Custom 'IDataProvider' not used for all operations
12.0.34

. E@ﬁ@ﬁbHB@I@Pmmtiﬁeémwamt@inhmg@nnspmﬁmaﬁgi@mhﬁsqmrg@imglperformed by the system. For example, certain activity logging actions did not
reflect such customizations. After applying the hotfix, all database operations use the custom data provider, with the exception of actions that occur when separating
Whejoirsing the dmkge selekitingadat dbksdia selection’' form controls for the fields of pages under workflow, validation of the fields was executed incorrectly in
certain cases. For example, if the field was set as required after an existing page was already published, the validation prevented users from subsequently creating a
h8wW-Vérsion of the page.

¢ Marketing automation - Multiple non-recurring processes for the same contact
12.0.34

« HuitimatioevpreebssesjedidinBrosesk g afitencw gexiog Iheheesaméiprpcess is not already running' or 'If the process has not run before' could incorrectly start multiple
times for the same contact if actions that triggered the process were performed repeatedly within a short time period.
After applying hotfix 12.0.29 or newer to the Kentico setup files, new web projects created using the hotfixed installer did not run or compile correctly (due to
i843iAg updates of the NuGet package 'packages.zip' archive). To fix the problem, you need to apply hotfix 12.0.33 or newer to the setup files.

¢ Form components - 'Radio buttons' form component not working for certain numeric values
12.0.33

. Geh@aiumeﬂﬂig{ajlngs}ﬁbai(ﬁiﬁﬁmgﬁbbmphqéhﬁ(«digip(@ggmm&tﬁﬁﬂfﬁw) in the 'Radio buttons' form component's options generated input elements with identical
IDs. As a result, users were unable to switch between the options. After applying the hotfix, a unique string is appended to each input's ID. The issue occurred after
Epplad mphpokisiile. Go7frecarapide and publish (e.g., via the Visual Studio 'Publish' wizard) the Kentico project hotfixed to version 12.0.29 or higher due to incorrect
file references. Applying the hotfix ensures no incorrect references exist in the project's .csproj file, allowing the publishing process to proceed without problems.
13.0.75

¢ APD3Bequired columns not ensured for the 'WithPageUrlPaths' DocumentQuery method

* A/B testing - Context menu for adding pages incorrectly offered an A/B variant option
If the 'WithPageUrlPaths' parametrization method was used for DocumentQuery API calls together with a restricted list of retrieved data columns (e.g., using the
Tl liiNews' thetntd) thesysterthePages appiicaticnl ipdoctaddyaftéred dodwoptiofiraocthetPrged iiBethasablB tebticladents deaMtdErfoontent-only) sites. This option
was not relevant, as the A/B testing feature on MVC sites does not use separate pages for variants.
13.0.75

o P2rficdthance - Performance issues for non-page requests

¢ Portal Engine - User widgets not saved on the live site
On sites with content tree-based routing enabled, the system encountered performance issues when executing multiple requests to non-page routes (e.g.,
yétettachegestérer 'geamaded diddiregjoeston fidisi ngsvidgietsabiethio PexahBleg iwh éiv disipéa yiran gesmiadd ingidb ¢hm édiefipe selnalima e’ peidganaocesissaes nogre
sauedd Yyrexoetdivepiaiehasetiseissaifdycachesealiedshe hotfix version 12.0.30 or 12.0.31.

13.0.32
o Kentienperidrietds3Refrdsheforms losing focus

Hatfiix 0 taiteel Kiehdicw lp erirditeols RefuesteGaleletisey nehidherkpremerds pdstigeckifedgte fileddsavsitnttdad Hepinding fielddenabledpdostefodisratethdedirrently
sefectadtfoel dladter the ifurodueedreluarses, Aftasapelying the RefliesHieldsstauvien Haksiststiheugh pbsthiadestion.

12.0.33
¢ Sanegaigns ‘WPsezextisits neeridggedood gy o mdustomsisghtthited kisksonsent web part

Vheeeditirigi intenfrive doat custonp aiged bed inglpageveiadispidy edritaiUise EXthirpdrsenetees praperiepted cookies via the 'Cookie law and tracking consent' web part,
the visitor's cookie level and UTM parameters were not evaluated correctly. As a result, a page visit activity was not logged for the campaign's landing page.
13.0.72

o (C2¢hR - Unnecessary 'cacheurltopagemapper' cache keys for A/B tested pages

e Search - Field search not possible in smart search indexes when using 'SearchParameters.PrepareForPages'
Views of pages with a running A/B test generated an unnecessary number of 'cacheurltopagemapper' keys in the application cache when the page URL contained
diffei®emehiathmetensyRiteprge Adtageplyieghte dretfied thiSeacheBergmerriholjrly thetfageed RIspettifimtethel qfenypgtoimed smart search syntax for search queries.
This interfered with the smart search functionality, for example not allowing exact field searching to be performed (i.e., the syntax 'field:"searchquery" was
ieBr7ectly processed). The hotfix introduces overloads for the 'SearchParameters.PrepareForPages' method that allow users to configure the levels of supported

* PpifexmencearbPhrfeqmansetesuescnite tnedadiit patlagherers’ object. See the hotfix instructions for details.

©neises with content tree-based routing enabled, the system encountered performance issues when executing multiple requests to non-page routes (e.g., media

o JibBiysfiles oPagstonriAmb endpifintsk IdrisunasioNIvable/Boeeample, when displaying thumbnails in the media file selector. The performance issues were caused
by excessive database queries and cache entries created for each non-page request. Note: This fix causes page builder errors in certain cases, for newly created pages
trwitenamginky pagdeiRiddNa dedeletmpad @pplidng @ hewerihgthiBVEE feflesdsts. Deleting page variants mid testing could lead to loss of data and result in
skewed test results.
13.0.72

o Medidllibrary - Media files usage performance issues

o Workflow - Unable to restore pages under certain types of workflow from the recycle bin
The media files usage tracking feature used up a significant portion of the available memory on sites with large amounts of data that could contain media files

(ragesprostomreablebenrtoting sysesoobpegey. fideissadaincyped ofttvoemed dinglaildwifdannig che dylddibifil@s tsagebitchd weatitivaddea instdpsyothet épatime olits).
hotlfiexisnprpeesi she foropegemgrpetédinedore tredhedicesahappbetryomsagedfdhmandaity delete scheduled tasks related to the given workflows in the 'Scheduled

tasks' application on the 'System tasks' tab before restoring the pages.
13.0.71

o it Potection - Consent agreement status cached incorrectly

e REST - Error when setting GUID values using JSON data
When consent agreements are added via the 'IConsentAgreementService' AP, the system caches the agreement objects. If an agreement was then revoked using the

Aarsentprgreeatentiefolsing dbe RPE Tirengreemest stetusivesafat €hisied fritn the GidHo datretthe FlihdoetjneshsiatasvwastertlmdBONValidmtion for
'IConsentAgreementInfoProvider' actions, however in most scenarios we recommend adding and revoking consent agreements via 'IConsentAgreementService'.
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13.0.30
o Portal Hrkiee-Widgetthyog savetedt®asperting dhe' lileatitéhimenother browser tab

URirg apding ior thenviduemgfetic R aditgbtstionsid dageappbivaniogearrBedad [Emgints sitich, dbawgetainidg kpdvesyidgitpropktiedihdbhEMiebespet Hivatdn. skétearios
ik hsdroofiensgabeslive séfelicethbthenteoseseesdh. element IDs.

13.0.30
o DPagedmibdenageiversite @M eGoitdet@rompidieappdicatennis ywithonte ghgfault speteal cases

Bagpedrdatadessireg dhm M@ pagedhoi ldedaieed ynamioingnsect igrsupsd-aviskrb g ph dpl dye dden tyorodnrtie (fviesity ifahy M€ 'GipliGoonsttordepidéetien did not
datethise tgbher Onlsfmsl twithteewjthenvyrttedtier dnd aotitthlpathtmererr Tlhevprniolemmt comed fterepphyiagded: fix cbhA9sfSeps coitecky. The problem occurred in
cases where a contact group condition contained a custom macro rule with a registered macro rule translator returning a query with an OR operator.
12.0.30

* MBVBI CORS policy error when creating new pages

¢ Performance - Heavy memory allocation when serving non-HTML content
When running an MVC site and the Kentico administration application on different domains, an error could occur when creating new pages of a content-only page
tpe sy stlerthén Shoec RPugerebheet in g enabléd. dfip imatowareenaountheedsHithaglsaREEbMEeShaténg WhisAdnlthisadtion@afsameemery aloeatibledvimnthetiiiiy
gl ditésmraothemtypetevfaggthying biiofie dsh B2 F (8 exdnepPacibe Wyithl botfixclizréd oothe wefa e fiiobaodigin, mson e greirisg deacinnd' groneatiaably fen ahietdm
todphiM3/Gapnejentsed file content. The hotfix optimizes this type of memory usage for ASP.NET Core projects. Additionally, the hotfix introduces the
'DisableUrlResolutionAttribute', which developers can use to disable memory allocation for custom controller actions that return non-HTML content (e.g.,
PRysiAIFileResult).

o Kentico 12 Service Pack
13.0.68

o WMot Q:28isahe Elentics pd1hegvies Reckermduiet represents a larger update than a standard hotfix and includes new features. For detailed information about the
introduced changes, please refer to the Service Pack release notes linked at the top of this section.
The 'Check Spelling' feature in the 'Full' toolbar of the administration's rich text editor no longer works and causes the editor to freeze, which can lead to lost content
tRa28. The hotfix removes the option from the editor, as the third-party plugin responsible for the feature is deprecated and has reached end-of-life. The SCAYT

o Mpdlh diheakyAd Yerregpa)ddimfitersitmins without changes.

Thogystem incorrectly retrieved and displayed the file size value as OB for very large media library files (for example in the 'Media libraries' application and media
o Mletiddibdialogdliedia file URLs with the direct path displayed incorrectly

WHeR&iewing files in the Media library application, URLs containing the direct file path were encoded incorrectly and the displayed URL was invalid. For
o Attaapiegttie ploblunecffackingiles dtadbdianipeimeissising Azure Storage. The issue occurred after applying hotfix 13.0.64 (Refresh 5).

i3ch@gking of page permissions was enabled for attachment files ('System -> Files -> Check files permission' setting), the result of the permission evaluation was
« taddtineobiect ynEhiagonlb cavaechsefetaincgreecsty kil asved ¢arrasahte) to access attachments based on the cached result.

12tRe28dministration application was unexpectedly restarted while processing an integration task, the task was indefinitely evaluated as running, which prevented
* Emdhineimagketiog tabkgfract Hitiey Ipgsteddadhe administration interface for MVC sites

D13i66s built using the MVC development model, 'Page visit' and 'Landing page' activities were incorrectly logged when viewing pages in the 'Pages' application of
« Uk peisunidivatiion inMidacei Ad tenteppdying 'herhatiix vegemelatedoaairaitieg are only logged on the live site.

12tRe2P1 personalization feature was enabled, the 'Contacts' view mode on the 'Process' tab of a process in the Marketing automation application was not accessible
* Fonademankeiing tHeending ofsemailsgriocleed détesl delating ahel lstatsrestesingdaswiflgrint permissions and the corresponding element allowed in the UI

Personali;atiqn settings). . ) . » . . .
f an email widget used in a marketing email was deleted, the email was then modified and saved, and the widget was later restored, it was not possible to send out

txorsgketing email (the system did not detect the restoration of the widget and update the email to a sendable state).
. I}gegig;ibrary - Thumbnails could not be uploaded for media files on Azure storage

* Pagedhiddeim Brakenute ady d&ilsdaedafe buékdler]dorignfiles when using Microsoft Azure Blob storage. The issue occurred after applying hotfix 13.0.10 or

newer.
If content added through the page builder (for example using a custom text editor widget) included URLSs in virtual relative format, the URLs became broken after
1658vé3g the content on the "Page’ tab in the 'Pages' application. Relative URLs ('~/<resource path>") are resolved into virtual context URLSs ('/cmsctx/.../<resource

o MaghréYiiggviorkmdtion teradesieisattoniniesbaee, tlidhis valid wasstnerrectly saved into the database on subsequent edits. After applying the hotfix, virtual
context URLs are reversed back into relative URLs before being saved. The fix does not address any existing broken links - these need to be fixed and resaved
Manketiyg automation processes with 'Time-based' triggers could get stuck when the trigger started the process for a large number of contacts. A stuck process
remained in an action step (such as 'Send marketing email) and did not continue for the given contact.
12.0.26

o MBW5 Page links incorrectly created with absolute URLSs in rich text fields

¢ Caching - IPageRetriever didn't automatically configure default cache dependencies
The 'Insert link' dialog, available in the editor for rich text fields on the 'Content' tab of content-only pages, incorrectly created page links with absolute URLSs,
Defadingadtesieyendearies doemaincdnmbafiglicad antpaaticellthevhice'd CRisenpagen GERIG YHENIP agelkdraeserbsekeindiitks aste wirars fher gy elopienebablesbnaching
dififeoen teaqplicithyrssttin gahe xBrepéadsmgestagity APegefpthoByibdenoefiprate edidfteregipdypagethnhotfiiththiteabietative idR Ica [y /addsktipattefyufidditionally,
tephodindies ddndes enahetpdafil (elefhal adeperedaratigsrasolives Hik nelaiove Bdgesnittethide pgheypBe)C live site (based on the environment where the site is

actually running). See the hotfix instructions for more information.
13.0.65
o A2tfctinents - 'Check attachments permissions' changes not reflected on the live site
¢ MVC - 'EditingComponent' attribute triggering redundant validation
Changes made to the 'System -> Files -> Check attachments permissions' setting were not reflected on the live site until the application's cache was cleared.
Properties of page and form builder components annotated with the 'EditingComponent' attribute were incorrectly validated against the database column size
¢33®5ints specified in the constructor of the corresponding editing component's properties class. After applying the hotfix, the database column size constraint
o FaidigeoX peperfearhdRehigsivhen submitting values via a form composed using the 'Form builder.'

Hotix613.0.64 is the Kentico Xperience 13 Refresh 5 release, which represents a larger update than a standard hotfix and includes new features. For detailed
« InfponABopoiboRohednsmaticrdlinngts pldnsedeftrioithp Reirgsireltsisesotes linked at the top of this section.

WBHaH4 package containing site-specific data was imported, the system forced the rebuild of all smart search indexes. This occurred for all imported objects and
* RJUSd retlashrpirameiet anteeeticatorbailedojerbtiohb $oetfrestindexes. The hotfix disables the forced index rebuild and introduces a new 'Rebuild site search

indexes' setting in the 'Objects selection' step of the import wizard, allowing users to determine whether an index rebuild is necessary for each individual import.
Authentication hash parameters generated for REST service URLs with the HTTPS schema were invalid. The resulting requests failed to authenticate and returned

tlre@t0& Unauthorized status code.
¢ Reporting - No data in report subscription emails for reports with parameters
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1320u68r subscribed to an entire report that had parameters and a filter, the resulting report status emails did not contain any data.

o Iyfo26toolkit - Incorrect import of new culture versions for existing pages

o Page builder - Checkbox component not working in personalization configuration dialogs
When using the Import toolkit utility to add a new culture version to an existing page, the import incorrectly replaced one of the page's existing culture versions
Ihstendefbiate dfingr knext cersponetivo tiasthesigned theprtfperyusf hepeppdieal ittation Swimgi fibes tigyei (cis itvgattheaibichid mgottmipohedtbafixibtiléy the checkbox did not
work correctly in the resulting configuration dialog when the condition type was selected while personalizing a page builder widget.
13.0.63

o FE200i2mnarketing - Inconsistencies between email open statistics and activities

¢ Email marketing - 'IsInPersona’ macro for contact group recipients of email campaigns
If a marketing email recipient viewed an email in a client that blocked images used for open tracking, and then clicked on a tracked link in the email content, the
Witemnal oggéa ting epeai kiat i erfori t fieeshudi thbuEdidil chogpthie O pge dontrinstdngh erisif Retivity’ foache gidewaoseactolhtontmtd deadpotheankatingtiatys returned
mdomeistaheéefobetiveentdm eindlestaintics grulithéfaet ipiey logs 14 feleappdyi AR hotfix, fexedi tlopsametivities bue dogg ddrveheai ket iohtierdéewnletdittizpegh a
link click (depending on the site's consent requirements and the cookies stored in the browser where the recipient opens the link).
12.0.25

o E3mdib3narketing - Context specific macros not displayed in the plain text email editor

¢ Dialogs - Media selection dialogs not working correctly in special cases
The 'Insert macro' dialog within the plain text editing interface for marketing emails did not offer context specific objects (for example 'Recipient' or 'Email'). The
Srdbdeimgor diteréd amhpdifteredprtipingdihbifixhb?2 WAYlimitewden. a specific media library made it impossible to select files in other media dialogs that were limited to a
different library. For example, the problem could occur when editing pages with two fields based on the 'URL selector' form control, each with a different media
1iB:@3bselected in the form control's 'Available site libraries' setting.

e Web parts - Custom filters not working on precompiled sites
13.0.63

o Cuslem bdieisgreNedffeatbeskibiettwabaped weredistdisragdedrveicdy on precompiled sites.

F3:0p&&es with fields based on the 'Rich text editor' form control, notifications about unsaved changes were incorrectly displayed twice on the 'Content' tab in the
 Pagedaplsleratiiotocol-relative links broken in the page builder interface

i3a0s68pt or other resource was linked in the markup of an MVC page using a protocol-relative URL, the link URL was incorrectly modified and became broken
o Whehi blze-TeRs g prgeeedi dn praviewhmodig nialhsapage fevitdéreinteiiace within the Pages application.

MeRidrs a page to another location in the content tree did not clear the page's original parent from the cache.

¢ Form controls - Enabled condition not working for the 'HTMLS5 input' form control
13.0.63

o H-adommefield wsed ke WitMibhdnmutidonn slayealiiberbadhl ad tenCitders agpaieeibfield setting did not work. Such fields were always enabled even if the
specified condition was not fulfilled.

Products (SKUs) with very long names were displayed incorrectly when creating or editing orders in the 'Orders' application.
12.0.24

o $BBi63 - X.509 certificate authentication not working for Azure App Service instances

¢ Caching - 'Cache content (minutes)' setting handled incorrectly by the [PageRetriever API
Staging service authentication using X.509 certificates did not work on instances hosted as an Azure App Service (the system worked with a different certificate
Whren asinignhh 4P tige Retreisedt ' byRietoi foed emidnpattehaige donteay, the caching did not work in cases where the expiration period was not directly specified in the
code, and the system's default 'Cache content (minutes)' setting had a value of 60 or more minutes.
12.0.23

o E3n@ibnarketing - 'IsInPersona’ macro evaluating incorrectly for contact group recipients

¢ Licensing - Incorrect web farm behavior in localhost environments
When a marketing email containing the 'IsInPersona’ macro was sent to a contact group, the macro always returned a 'True' value for all contacts in the contact
Praeptain cases, the system licensing incorrectly evaluated web farm availability for localhost environments, causing synchronization issues. The problem could
occur in setups containing only domain-specific licenses.
12.0.23

o E3ddmimerce - Authorize.Net payments failed in certain cases

¢ Authentication - Virtual context errors with external authentication on the live site
Payments using the default Authorize.Net provider could fail due to an exceeded maximum length of requests generated by the system (in cases where the payment
AR NEFd loregspesamiterss teunhl @uthe macacoof(shipphrgepA BserahJed\ fixti tiemahiyy¢eHevey sitnadidth et catioly elidnalizationexpctdys fomsvinttaé pantexeteiRDS in
the admipaytra¢ivrdaAs. a result, related parts of the administration, such as the Preview mode of pages and the page or form builder interface, did not work unless
users were already authenticated on the live site.
12.0.23

o Cafitfidls - SelectPath control not working with the 'EnableSiteSelection' attribute

e Web farms - Deleting web farm servers in 'Automatic’ mode
The '~/CMSModules/Content/FormControls/Documents/SelectPath.ascx' control's selection dialog did not work if the control was placed into the markup of a web
TWimrongisey dentAoitanthits' BebblaSitef ettt tmle frgpertfeatth geons ammtitibmieg' web farm server via the "'Web Farms' application caused synchronization issues
within the environment. After applying the hotfix, it is no longer possible to delete 'Healthy' and 'Transitioning' web farm servers if using the 'Automatic' mode.
OhBZ3rvers with the 'Not responding' status can be deleted.

¢ Media library - Unable to select certain folders from Azure storage media libraries
13.0.60

o Y¢hedihe URIskeldiigrefeaptismmndlewaa aaiganeé ©chisplior heidedis sabvane a media library 'Starting path' was also specified, it was not possible to select
media files from subfolders if the given library was mapped to Azure storage.
In rare cases, an exception that occurred when launching the Scheduler Windows service masked a different exception, resulting in a misleading error message
Ic8etlin the Windows Event Viewer. To fix the problem for new installations in the future, also apply hotfix 13.0.60 or newer to your Xperience setup files.

¢ E-commerce - Shipping or billing address changes not saved during checkout
13.0.60

. Iﬁmgggmmg@hh@thaheéhmmg gyﬁ@i&}ﬁtgwdﬁrdmmgmmﬁ@mmtmgortal Engine site (via a page containing the 'Customer detail' and 'Customer address'
web parts), and then later returned to the given checkout step to update one of the addresses, the changes were not saved.
Automatic generating of alternative text for images using the Microsoft Azure Computer Vision image recognition did not work for images inserted into the content
b2 0:R2ch text' widget in the page builder interface. The problem only occurred when the 'Enable on-line marketing' setting was disabled.

¢ Authentication - Password reset emails not sent in special cases
13.0.60

o Dhelsystioaaid noccanrd Prsalierditgsof dmailpinsaaesswhere the user's email address matched the address of another user account that was disabled.

L3&B2ation of a form's 'After the form is submitted' values ('Display text' or 'Redirect to URL') using resource strings on the 'General' tab of the form's editing
* Integfnttodi®uot Woplicatedudeesshing ehéniegration tisktayed on the live site using the 'Form' widget, the English version of the text was always displayed instead

of using the current page's culture.
When utilizing a web farm setup together with the integration bus, a single integration task could be processed by multiple web farm servers (usually when the

¢Bviregment experienced heavy load). For example, this could result in duplicates of the processed object being created in the connected external system.
e API - 'NodeSIteID' column not ensured for the 'WithPageUrlPaths' DocumentQuery method
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12the2WithPageUrlPaths' parametrization method was used for DocumentQuery API calls together with a restricted list of retrieved data columns (e.g., using the

o Kiphmostmkthddydhs stesteritd ik leot it ovhaticadipg b RefheedNpaesitéddhoodnmal, which is required for certain scenarios. For example, this could lead to errors
when retrieving the absolute URL of the loaded pages.
Yétesghe 'Allow switch sides' setting was cleared and a 'Relationship name' was specified in the advanced editing control settings of a page type field that used the

o Ralgpd/yagesdfem chntel jthepesutond fiielehdidaoteat ediradimgcef teglated @ages from sites other than the current site.

12tRe2Rich text editor for the page builder had a custom toolbar configuration with the 'toolbarInline' and 'toolbarVisibleWithoutSelection' options enabled, the
o Emngol puankeidngetPuangdny erigrod canfiimmatiof gmaidkitisr adiemalvorking with multiple editors on the same page. For example, the problem could occur on

%ages containing multiple 'Rich text' widgets. The hotfix updates the used Froala editor to version 4.0.8.
ouble opt-in, subscription, and unsubscription confirmation emails were sent with 'low' priority, which could cause long delays for subscribers on instances that

4810 6@ a large number of other emails. After applying the hotfix, the priority of such confirmation emails is set to 'normal'.

¢ WYSIWYG editor - Dynamic text not working in the Rich text editor in certain cases
12.0.21

o Trandhatinmterdgesdidibigiosofe RiohstasarctiesorABnppartedffiome\page Widilder didn't work in certain cases. The problem occurred on pages containing multiple

editors (e.g., several 'Rich text' widgets in the page builder), if the 'Enable on-line marketing' setting was disabled.
The hotfix updates the Microsoft Translator Text API from Version 2 (V2) to Version 3 (V3§, because V2 will be discontinued on April 30, 2019. In addition, the

‘Bpeak8method of the 'MicrosoftTranslatorService' class, which could be used in custom code for text-to-speech functionality, is no longer supported after applying
o thethgifiMissing items in the live site cache debug

Th&ELhe debug did not correctly process certain types of cache items related to objects available only on the side of the live site application. As a result, these
* SadielireasiavetiRhishiogamng « dupingieacessivk thPthtbaddebug in the administration.

Yéles&sing URL shorteners to process links in text posted to social media, the application consumed excessive resources on the server (CPU) if the link URLs
o ABPIVET Gurain Speciebchanaciesskihei protianbalserojuatsred when calling the 'URLShortenerHelper.ShortenURLsInText' method in custom code.

Mufbathted unit tests created using the 'Kentico.Xperience.Libraries. Tests' NuGet package did not work in projects targeting the latest .NET 6.0 release. Running
* Rertainbegineg fdittie €m 9/deperudidiestsdispay lksesesonteniimapeesl cases

Y@@ page with a workflow applied contained an 'Editable text' web part, the latest version of the web part's content was not displayed in 'Preview' mode when

o APWirRceile pagtamhdadoinhiwiied dur ditginitippges noRht (Ve agente3tiag andtHirl Page placeholder' web part).

12tRe2@ithPageUrlPaths' parametrization method was used for DocumentQuery API calls together with a restricted list of retrieved data columns (e.g., using the

* Flagingns Bredictpagessyitbrasdat inceddHatiel bageduderregilyréd gageinclasasns, which could lead to errors.

Yel@s 7 page with an associated SKU was under a workflow, modified fields of the SKU that contained ID values (such as the 'SKUDepartmentID' field) were not
« yagsiwonEceitdrihe\llasoweré didesdilebatmeen thetssagngickiy e, dispthpetlode®kdID' field was identical.

12ded 9r audio multimedia files inserted into rich text page fields were not displayed correctly on the website. The problem affected pages fields based on the 'Rich
* fontléderdertasm Woablel twhemanedfieldssviddbd Formhduilder tahie Renaédinghneqiteskly insert media’ button. The generated markup contained the deprecated

'<object>' element, which is no longer supported by current browsers.
When editing forms on a Portal Engine site via the 'Form builder' tab in the 'Forms' application, removing or cloning of fields did not work if the field's 'Label' value

¢groaised an apostrophe (single quote) character.

o Pages - Generate preview link button not working
12.0.18

* Whactoendvierpredicay prdpdrtigsw bartd! Prigeetiesot Ufifaringlsantere-pageiipphiledion did not work correctly and could not be used to invalidate the previous

Freview link for the page.
f an email widget property used the 'Macro editor' form control, context specific objects were not available in the macro autocomplete feature and 'Insert Macro'

dmngslt was still possible to enter such objects manually.
. i’ggoe 1b;lilder - Template property changes not reflected for pages under workflow

* BEdren ednirgshelfnbpeleoonatpugeking stareefolyptaresalugemitbriprsialdiaraseets-in/check-out enabled, the changes were not displayed immediately on the Page
tab in the Pages application after the page was saved. The problem was caused by incorrect clearing of cached tern%late property values, and the page was dis&)layed
's

Theekhny sslesonveuncepurbdidmatsavsseleaiediismsisoriestly if the returned value (determined by the control's 'Return column name' setting) containe
special characters. The problem occurred in selection modes that utilize a dialog, such as 'Multiple'.

13.0.55

o MeRibZibrary - Validation of long media library folder names freezes the interface
e Form builder - 'FormFieldRenderingConfiguration.GetConfiguration' event

The validation Erocess for media library folder names was too complex and could cause the administration interface to freeze. The problem occurred when creating

The1digrmEi HBringGonfiguiensrstGonIRNRHAR CysRiAddedwvaRrEnafdhe form builder markup customization AP introduced in hotfix 12.0.14 was
incorrectly invoked in certain scenarios. After applying the hotfix, the event is only triggered for forms rendered by the 'Form' widget. All documented

(8seoB3ization scenarios remain unaffected.

¢ E-commerce - 'Buy X Get Y' discount performance
12.0.17

* EreonoriprdenpEanpsythieqtirfstivatues bfcBugckyGomchthadsed & evitlusary tadstiemelsased on product sections. The evaluation of such discounts was slow for

shopping carts containing a large number of products.
For users with an associated customer, setting the 'First name', 'Last name' or 'Email' property to an empty value incorrectly cleared the corresponding value for the

¢B8s00B3er entity. These are required fields for customers, so this type of synchronization caused an invalid state. After applying the hotfix, only non-empty name and
o URdilrealiemar &sgmhronizechfitove USRIS tosaustafi@rapdating an ancestor page's URL slug

MNibrhAtive URLSs of a page didn't work correctly after the URL slug was changed for one of the page's ancestors in the content tree. The original cached alternative

* Paeduiddenobimedling edtconddng, ku desprebiapopenitsiadiniidgenppoieriies' sigloge was cleared.

Yél@sasing custom form components in the configuration dialog for page builder widget properties, scrolling functionality was incorrectly disabled. As a result,

o fagm coniposiis wilesandd keblleecderoeriey (o gnacbiapes srop-dhwmontinniididdaes week when used to edit widget properties.

Th&ddault value of form components was initialized incorrectly. This caused an error for form components that had a non-nullable data type (e.g., value types such

* Risdlegsr boodyliRiekegs fwhetion tefeningdteerRaramshipighedm client code

Yéles4alling the 'modalDialog' JavaScript function in custom client code within the administration interface, the function's 'otherParams' parameter was ignored in
o Pertginmmases (i1:ﬂ@@a@qﬁﬁ)pfénr@sthglﬁmQrb@@l@mé@foadm@gimdaﬂdiaéqg);sé@@ result, developers could not control parameters such as the resizability of the
opened dialog.
If a product had multiple culture versions, certain properties, such as the 'Product name', 'Description’ and 'Short description' couldn't be cleared to an empty value
f@:@htbnon-default culture. The product incorrectly used the value from the default culture version instead of the empty value.
o Campaigns - utm_content parameter not logged or displayed for campaigns on MVC sites
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W 3unning a campaign on an MVC site, the value of the 'utm_content' parameter used in the campaign's links was not logged correctly for conversions or
o Hisptiye&pethmceni BaReftesbpbrts.
12.0.16
o HpifixHes0ibRds thad{efsineXpererasslaiBefiendist reddase, retuglingniesensraclargendpdate than a standard hotfix and includes new features. For detailed
information about the introduced changes, please refer to the Refresh release notes linked at the top of this section.
The 'ResourceStringInfoProvider. TranslationExists' method returned an incorrect result in certain cases (after the system's cache was cleared).
13.0.52
o UhikMGinux - Issues saving Page builder widgets when deployed in Linux environments
e Web parts & controls - Error when reselecting a linked file in the 'Javascript' web part
It was not possible to edit widget properties via the configuration dialog (cogwheel icon). Attempting to save any changes resulted in an HTTP 403 (Forbidden)
émoerBhis dssurednbshen atteatpithgrtaleeléve sifd eviastiepldpkddifildmpropesiyafritentsavascript’ web part if another file was already specified.

132.0.3%
o GimeaisihgxpBrrertiviatientresding chetirirenneace s kfsploragiquort

VUfider naieg theAdtancey] expendi fignthee' Focermet ketpsimppdi Cacoacegritegsimpplécaoio mwiin ghie {Exmoxi baev d atetvesgedatatoptibnesedested, it was not possible to
select custom contact fields for the export.
13.0.51
o F2rnléomponents - eCAPTCHA form component not working with TLS 1.3
¢ General - Requests containing query string parameters without a value causing errors
The system's reCAPTCHA form component did not support communication via the TLS 1.3 protocol. If the live site application was configured to use TLS 1.3,
Rroosssimgainireg) tlestse€of RTIGHE s aqpraposeim g pald metdrevsithmitted ahe the doasp@pardrits el dubduresad taiiTae enGA IEHAS scennitosn iroaitadaliel plal it ien@rsor.
could occur for requests that loaded files and other resources.
13.0.51
o $2Lclh- Not possible to configure Azure Search service hosting domain
¢ Form controls - 'SKU selector' not working with the 'Allow multiple choice' setting
It was not possible to change the domain name suffix of requests generated by the system for Azure search services (e.g.,
Hinea'SiléS esmleleservioemecontroliditbnot nedjk Thit sriAjdovy mfittopheneroiakb seattth g evascenavteiosted on the 'search.windows.net' domain. However, certain Azure
subscription types, such as Azure Government, host search services under different domains. The hotfix introduces a new 'CMSAzureSearchDnsSuffix'
¢3lighration key that allows you to specify the domain where your search services are hosted, overriding the default system behavior. See the hotfix instructions for
¢ Heggiigmerce - Image saved incorrectly for product variants

if3thesproduct variant editing form (i.e. the 'Variant properties' alternative form of the 'SKU 'class) was customized to display the 'Image' field (SKUImagePath), the
o (ielstsreferdorRioduisimagersel eciop oiosth fopreed dligl paticoresibiitenayptsrmation about uploaded image metafiles. This resulted in incorrect behavior, for

example when displaying or staging the variant and its image.

Dependency injection was not supported when developing personalization condition type classes for page builder widgets. After applying the hotfix, the constructor

&2 &hdition type classes inheriting from the 'ConditionType' base class can have parameters (e.g., instances of services registered in the project's DI container). The
* Mebipddes dobadd depéhaentayimjeceieh pappaet IHddamedleeciyssasspesidnpieeaent custom configuration dialogs for personalization conditions (inheriting from

'ConditionTypeController").
Tabs displayed by the "Tabs layout' web part were not hidden correctly in certain cases when their content was empty, even when the web part's 'Hide empty tabs'

PBPSLy was enabled. For example, the problem occurred if a tab contained a Repeater web part with an empty data source and the 'Hide if no record found'
« Brogagy-a0ahleding event log entries when staging roles

M@rldrole with assigned users was updated and synchronized through staging, the event log on the target server contained confusing 'Remove user from role'
* Bepiegingie Pacblecteonilidifdordules entnytokingd ohaepertswiselaved dyiakgbreaicvved from the role.

i3a0regort had parameters with defined validation rules, the validation did not work when the report and its parameter filter were displayed on a website page using
o Pagpditidgewel patbwiowidgrived from script tags in builder components

$21ipt4ags placed in the markup of page and form builder components (for example widgets) were rendered without attributes in most cases when the component
* Ragadisplapbdenakelbailaenl memedbeedd Rle thdireeriooneg ehe per el aleting dinkeed Pagesould break scripts using the ' type="module" ' attribute.

Yél@emgleleting a linked page from the content tree in the 'Pages' application, it was not possible to select an alternative page to which old URLSs could be redirected.

. l;ggoe ﬂlilder - Unnecessary warning about changed widget zone names on new pages

* HoawldgiddeonEomameakdunatiomiagtidided or changed in the code of a page builder section, new pages with the section displayed an unnecessary warning, even

though the page didn't contain any widgets that could be affected by the change. The problem occurred if the updated section was the default option for an editable
Cﬁpg@qp}@t&?&gﬁ AdditignatAPI that enables more extensive markup customization options for forms built using the 'Form builder' feature. See the hotfix

instructions for details.
13.0.49

o B2&Qherce - Redundant SKUs after copying product pages with multiple culture versions
* Web analytics - Tracking of visitors from the Seznam search engine

Copying a producthflEge with multiple culture versions incorrectly created a redundant copy of the related SKU object for every culture version. After applying the

iR BRRIHIRER ngineAeding tibthrodserph gagipssanaplicatan padian rbselets domain configured in its 'Domain rule' property. As a result, visitors from the

Seznam search engine (seznam.cz) were not being tracked accurately. After applying the hotfix, the system correctly tracks all visitors that access a site from the
‘Beonag' search engine.

. ?ZPE) -1]3)ependency injection of services with a Scoped lifetime in Core projects

* REAIP-NRied RE Hilojerihsniicaiion docnassiwehids g diajsk Hik-aoloin daiaaies get instances of services with a Scoped lifetime within the constructors of certain
Xperience API classes. For example, the problem affected General selector data providers ('IGeneralSelectorDataProvider' implementations), Object selector Where

SonbansicpionialrequenisdonoKanticoBERTnsarvics frdled Ebp reNidadepasan@riteRMainedhe sapnerbaragad:)-

13.0.48
s MNC--Harranieheniaflding: widgaiseorfornsnmpenen iy ik Lartbnidaes barcufixaes

If anMiC1wideptrae e prsempanapeniesrainierdonihsaridensitiereeonipiti Rgm Ceatias s e mrematelitga Raskad AL Bk ensienmeuch 83 'Tasouesshaient
LSHEIMAR L RS AhQseBFrachw pesbilagn sepavastasiigdan shepagmerherdmtder. Core development model.

13.0.43
s MVCreResaigce Bleonodappiesdas gasr-phihe publistingRERASURL rewrite on Core sites

When phlishinsanaldy GRIF eoite sipp Weafific(eshd Yinddeatiatel siudioUib ishhwieandhehanvblishing ﬂﬁ%@édﬂﬂg{%@l&v%%i&f}\ﬁ%&&?égﬂﬁﬁﬂgesx) files.
Risesaltedrin dmrasoheed FasYUEHSE g iPaRad teeos . the peblished application S ha aichismeseied oubepHSRE N ATS i de=QalxtD d2dh R difdBgon loop

entig AspNet. Mvc' NuGet package. From package version 12.0.13, all necessary resource files are copied during the publishing process.
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13.0.48
o Pages bulden- imvadid cHagomrsalkaived pagest of the 'Name' property of form fields

Chersgssenfi dito'vhdvinvelitbahaflagers shepdtapfethieNaiNavpgatiertytalh fifrpa g dseiadyt savdd . vid ehisRiopertiese bl th& & Mp lyomgmtintfidet B. O B8 roappwierg the
hotfix, the 'Name' property must begin with a letter or an underscore ('_") character and may contain only letters, numbers, and additional underscore characters.
13.0.46

o Pagr Bhilder - Border overflow of image thumbnails in the media selector

« Event management - Event attendees removed after deleting a culture version of an event
Image thumbnails in the 'Media files selector' for page builder component properties could overflow the borders of the selector field due to incorrect CSS z-index
wdluegent attendees stored for an event, represented as a page of the 'Event (booking system)' page type, were removed when one of the page's culture versions was
deleted. After applying the hotfix, event attendees are removed only after the deletion of the event's last remaining culture version.
13.0.46

o PAgrk Hhilder - Editors could select items over the set limit in page builder selectors

o Page builder - 'GetPage' method causing errors for widgets without properties
Under special circumstances, it was possible to select more items than allowed by the set limit in certain selectors for page builder component properties. The
piadbifegnte ik tRage’ ihathes petherindéx e telecfam WhilCaddigenalittoms angrprdperbids ddfiadeldréonpedimtneimthesetedtorwidget was displayed.

13.0.48
« HeenintenfperenBef diet tvailer{ @fmorin rookss dheldstevt ] ivsitived @oatectly

Titee thatfiior vean plasetiério(ivh defatelt nestnictibr fillded/ith the "Dete e five' nd atarypn ém @ forothel & VaSsHomit bAilidenadiftefapply ithe: te hotfias the cbsohardr limit is
byrdedtyl is¢heordsaltiag indnmmnistmabiemah ehd paet éosal fow eddry thithiadeniyErggtistalbikewdolwenn. However, note that this change is only reflected in form fields
created after the hotfix was applied. See the hotfix instructions for details.
13.0.45

o $2hclR- Failed JWT token validation for the search crawler when behind a proxy server

¢ Email marketing - Incorrect sending of unsubscription confirmation emails
On sites running behind a proxy server or another service that masks the application's original domain (e.g., Azure Application Gateway), the smart search crawler
Tedsiotaagditypes seitt adhfTiM At mut punaits tolrelsii sptsreehdid motbsaibedfrecty Jwgle ekeailvid edaoibth éafeda ilvhachpaigrtedha laddidomatiys andfomtzationtent
emulbbleeier ipubliectiyrsewanindetedd . CEbestaftiixuisab sheibimgef form S PANTAT! Fradsefemdil( bMdMiGaigsitendhoewstRMNE), GhielsitenoF omtearttetiidbastios. Middleware
needs to be set up for the project. See the hotfix instructions for details.
12.0.12

o E3dddmmerce - Custom tax exemptions for customers not applied correctly

¢ Page builder - "Missing page" warning not displayed by Page and Path selectors
If a tax exemption for customers was created by registering a custom 'ICustomerTaxClassService' implementation, it was only applied for products with a tax class
ihftehadpdye' Zhosenxinftiex PREis supplid'spteqtenty emgivirdni feeasapplation filoerhtiéi xite) ¢ lproplationatompet iatfiytsemstoed taxvethempdispd(yinle smyhiedoechiti dre
édtler ey ing thmHotfileeateiecthrs display a "Missing page" warning in this scenario. The issue affected instances with hotfix 13.0.43 (Refresh 3), which allows
selection of multiple pages for these selectors.
12.0.12

o 1R0.4Bwriting & SEO - Custom "Page not found" page not displayed for POST requests

¢ Page builder - Improved tooltip of the 'Select all' button in page selector dialogs
If the default CSRF security token functionality was disabled using the 'CMSEnableCsrfProtection' web.config key, custom 404 error handling pages assigned
Hire B hgehse Ragerhdidlmgntbi fRigesettilde maem pon el piaypet tidsehaa RQSE neiqilsmisketdihg tookéx ifving diRitt ¢hytllef aalectedsaihpagd I 15140d pagewdswlibpldeed
hwttéad)pdates the tooltip to provide more accurate information.

132.0.4%
o Pbediblibdary Fiives wyithhwicigeterking éotinmdisilibracyi dileotdreCthasipdex’

Widestingrmediahibthay ity ediag thesdither flarpitiddid (for wxainpbeithe subntieativscehdhiod efiasitéF amin gritz Aty BN o tGovekdevalopiinant caridil. SEhaasmse
dheupred lenhycaftbd epplyiifghe ¥y apgdcation's route collection did not contain a general route with a controller and action parameter, or if a different route with
a custom controller and the 'Index’ action matched the page builder URLs.
13.0.45

o $2litdent analysis - Error in the Dancing Goat sentiment analysis demo automation process

e MVC - Page builder and preview did not work on pages accessed through MVC redirects
When working with the marketing automation process generated by the sentiment analysis demo on the Dancing Goat sample site, an error occurred if the 'Analyze
Pagérbeild enstohpsespewafumation Hlytadtddnint thegkocepagtheviee poeneoltied fudlentiwpnkdn d0esigrdithdeufglr tnofireicassion using an MVC redirect method (for
example 'RedirectToAction').
13.0.44

o F2@himerce - 'Remove from inventory' value not saved when creating new bundle products

¢ Form controls - Error when saving fields using the 'Form field selector' form control
When creating new products representing a 'Bundle’, the 'Remove from inventory' property was always saved with the 'Remove bundle only' value, even if a
Aiffelitdt ptiemovaxcseleetbdvhen attempting to save a field with the 'Form field selector' form control if the control's 'Field data type' setting was set to the 'All'
option.
18.0.44

o AtAchiments - Redirect files to disk with a custom folder not working on Core sites

¢ MVC - Missing preCondition for the CMSApplicationModule on MVC sites
On ASP.NET Core sites, page attachments that were stored on the file system in a custom folder (configured as a virtual path in the 'Settings -> System -> Files ->
Rifees fiokdatliseg tomg)peatatin g ah éoddead imodAs piveed/Av40M INoe tHenokd gey ah éf @6l SAfi gsatto Syboetnl e>rRedidminitbe M REdirejedilesvebdiskfsgtfitezdidinenabiedin
the 'preCondition' attribute, which could have a negative performance impact on the application. Versions 12.0.10 and newer of the package ensure that the
pee@dddition is correctly set to 'managedHandler'.

« Kentico Xperience 13 Refresh 3
12.0.10

o Bladingl 310:dceks ederdskatien Pepesient¢rdbtRRéresipinetpasae ihidhrepreseads a larger update than a standard hotfix and includes new features. For detailed
information about the introduced changes, please refer to the Refresh release notes linked at the top of this section.
If multiple staging tasks were synchronized in a single batch, and the synchronization failed for one or more of the tasks, the entire batch remained in the task list
(i38¥ding tasks that were already successfully processed).

¢ Unix/Linux - Database issues with isolated integration tests on Linux
12.0.9

o Bewashnownpssibpe iatiom cfperdeneespeedicassilaged fnlkgrdeom pekite(derived from the 'TsolatedIntegrationTests' class) in Linux environments due to database
connection issues. The hotfix introduces a new 'CMSTestIsolatedAltConnectionString' configuration key that allows test projects to connect to databases running in
RAimpvemnprvatitentn Semtisethof fingasmmdepan Aruetadarch index redundantly updated all pages in the corresponding index. This could result in very long
indexing operations on sites with a large number of indexed pages.
13.0.42

o $Bdufity - Screen lock not working with certain locking intervals

¢ General - Error when processing bundle requests
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Piocessirg bddeduastidonatityudidpachadeifiatedi bshthecharrdeokt iMGPVNET d/ebridigimeit a6 anpErimdelengky theh 45 favaS@spt or CSS bundles, resulted in an error
(i3ull42ference exception). The errors occurred only for requests handled by the Kentico web project (not in MVC applications using the Kentico API).

¢ E2iid] engine - Emails stuck in the sending state in special cases

¢ E-commerce - Inventory availability check may fail for concurrently placed orders
The system stopped sending emails in rare cases when an SMTP server did not return any response. Emails remained stuck in the email queue with the 'Sending'
HradnOn ihataseeinwititanyl yreokiSgyERH $evetlwoifeghoedy tifi st smenaviailabiédfrdpetiioehastedingyfinmaite cases be sold even when the inventory is depleted if
multiple customers place orders concurrently. After applying the hotfix, the system logs a warning into the event log if such a situation occurs. Additionally, the
h3tbi42ntroduces the 'CMSUseStrictInventoryManagement' web.config key, which you can enable to prevent the system from creating such orders. If you enable the

o WéY alWhaGeeshitvl v Ersite whew rep IBeigis érsiges iat ded tonthehdehdex tedipuneads, yisivneed to ensure that your custom code handles the resulting

'InvalidOperationException' and displays appropriate information to customers.
If an image tag was manually inserted in the 'Code View' of the Rich text editor component, an error occurred when using the 'Replace’ option for the image. For

¢zample, the problem occurred when editing the content of the 'Rich text' page builder widget.

. Sta%in% - Pages with an SKU not staging correctly in certain cases
13.0.4

* WS WpageeditbranRisdn ceateddSI preassied Brsivpeizavicn e trubisgitionk dilbget to a future date, fields of the SKU were not staged correctly (except the

name and descr(ijption fields).
The Rich text editor for the Page Builder did not allow customization of the 'Insert Link' dialog. The 'linkAttributes' toolbar option was not reflected by the system.

12.0.8

3 Q@igiﬂé - Relationship between products and a%(s broken after synchronizing pages
MVC - Invalid 'Url.Action' and 'Html.ActionLink' link URLs on pages using templates

Synchronizing pages with an associated }%roduct (SKU) could break the relationship between the page and the product on the target server (in cases where the IDs of

Tnaksaapsrigd iy dln tdrbA GiowandHdwnl hsiandankegyethods on MVC sites had invalid URLS for pages that used page templates. The problem could occur if
the methods were called directly in a page template view or in the code of a layout used by the page.

12.0.8

o 3Bl Certain transformation methods not working correctly for search results
o User interface - Overflowing radio button or checkbox lists in the administration

The 'DataltemCount’, 'IsFirst()' and 'IsLast()' transformation property and methods did not work correctly for data returned by the smart search (for example in

RadiecRHitemAs ﬁbsﬂlﬂgomﬁsmﬁ@eﬁééﬂiféwﬁgiquﬁgﬁ%Wa@@qﬁﬁgeeh@qxé@ﬁslyMep&é@ﬁ{&lﬁmﬁ&i@%ﬁyﬁs thueyREs BHBD s ofertinRsn fipiesIaRle,
Pugproplegnieguld occur when displaying filters based on E-commerce product options.

13.6.40
s DeRiiRSNt WAlRaAGR s iscnas e idnafas g et caneptithoun H TML tags

The sontimeaicnabain fparus didmeh work iscatsatrehere b apring SETIME tagaveaadensverd Bomothe icomempabamaseadjnlddnsgd on the Rich text editor'

form control.
12.0.8

o bided - Image resizing not working correctly in certain media selection dialogs
¢ Form builder - Argument null exception when accessing the Form Builder on Linux

When selecting or uploading an image file in certain types of media selection dialogs (for example in a page field using the 'Media selection’ form control), resizing

TheEorR Guiider perkeeospedy cerfinrad o dekeebhedgfault invariant culture when running on Linux environments. As a result, attempts to access the Form
Builder interface resulted in an error in certain cases (ArgumentNullException). The issue occurred only after applying hotfix 13.0.14 or newer.

12.0.8

o B&4kerface - 'Order by’ pr(agerty of UI selector components
e Files - File handler errors on Core sites with certain default content cultures

The 'Order by' property of the 'Selector' UI web part did not work, and also could not be set through the properties of UI elements that used the 'Listing with general
SUIeREERT PEsHRESApREN AgtEie g fiesHaing i ReEeniee aNdpsmen 4 BRNEIGRIe wtsp il saTiiN wﬁ%&l@e@@éﬁsﬂwe@ﬁw Gulfresfeigurddapiougivh new

, the issue occurred for permanent URLs of media library files based on the 'getmedia’ handler, such as '/getmedia/0140bccc-9d47-41ea-94a9-
ca5d35b2964c/image.jpg'.
12.0.7

. F%[Qﬂ‘@omponents - Unable to set a default value via the 'EditingComponent' attribute
o Attachments - Image resizing settings not applied for page attachments in certain cases

The 'DefaultValue' property of the 'Editi_ngComponent‘ attribute did not initialize_f(_)rrq compone;gﬂi_e.é., in forms or wi(éget properties dialogs) with the specified
dbRimagaUesiing spRE ﬂ@élBHfﬁSI,liheS@é’ﬂ&&lﬁlﬁb{féeﬁ}@pgﬂﬂﬁ%ﬁﬁﬂaﬂf JEEIZNGr N IS HPbAPRICd dR iMmAagandRIRadatkas Rage attachments using the

'Attachment selector' or 'Rich text editor' component. For example, the problem occurred when a file was uploaded through a page builder widget property using one
ob e given form components.

. }'\éo[r)kﬂ]ow - Saving multiple pages under a workflow could cause a deadlock

* UlheersnulilizletisnteRrantiroes aublapigdtions sile padie Rangles appbicktlownatihedbleds application, a deadlock could occur in certain cases.

iPthesUI personalization feature was enabled, the 'Properties > Navigation' tab in the Pages application was not accessible even if the corresponding element in the
« DPHgeerppaglizadonsettibngevorsnelo felli§ananiserisoadlage types

1340 3isting page type inherited fields from another page type, and a new field or category was added to the parent, the position of the new field in the inherited
* Mpdicokibidsy mbpage redizingdsettingnantadpndied forthdiMdadiahiilasiraleetorype's own additional fields). After applying the hotfix, such new fields are always

added directly below the inherited field that precedes the new field in the parent page type.
The image resizing settings configured in 'Settings > System > Files > Image resizing' were not applied to images uploaded using the 'Media files selector' or 'Rich

texpeglitor' component. For example, the problem occurred when a file was uploaded through a page builder widget property using one of the given form
o Pamponsafs. Default value of page type fields always loaded in the editing form

Th&:Bfefault value' of page type fields was always loaded in the editing form, even for existing pages that had a different value specified. Saving such forms could
* Faise bydiden-rhhsupporteddiahigninggle gothensiags dattha Réghrebieetites introduced by applying hotfix 12.0.5. However, applying hotfix 12.0.6 reverts an older

bug fix, and prevents the default value from being applied for the following system page fields: DocumentInheritsStylesheet, DocumentShowInSiteMap,

We%mhﬁtmwﬁéﬁﬂdmnm@at%ﬁdm@ﬂ@ﬁﬁ@x%mpmﬁme@frnrai%%&hfeﬁmrdéﬁﬁamlaﬁammmmtghe 'Select' option for links and

'Replace’ option when editing images. These options are not supported in the form builder and caused an error when clicked. After applying the hotfix, the
upsupported options are hidden when the rich text editor is used within the form builder.

. 11\/:[3\6(]35-9 Page builder not working when initialized in an MVC Area

o N/BdgsaingbuilBriesayisiiidigeedr arcommadkedofisipense located in an MVC Area, an error was displayed instead of the content on the live site and when
previewing the page.
On instances wgh%‘notfix 13.0.25 or newer applied, A/B tests incorrectly logged visits of the tested page and conversions for visitors who had not given consent to be
tiaaked as contacts (did not accept on-line marketing cookies). This could impact the conversion statistics of A/B tests in a misleading way. After applying the

o Inifdproisicsiend eenvensionstaredoggad vl fdpidwnidiessiochidednn tpeAdBdestalfaryisitor gives consent after viewing the tested page for the first time, visits and
conversions are logged only after they revisit the page.
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WeR®rasing personal data from the system in the 'Data protection' application on the 'Right to be forgotten' tab, data subject identifiers (e.g. an email address) that

o dbatadsedMetromrepecidtohorkitey s amehthy 1f 9 paremeteplocki8edcdy ditld wdpitibrrould result in data not being removed.
12.0.6

o Mabrpargdes idichttecoBseosrdathysduhey batka ipatsenataominlspeFigl dgapion’ that contained the ‘&' character. When such rules were added to a condition, the
condition was only saved as macro code without the rule interface. Additionally, any macro rule translators registered to optimize the rule's performance were not
dpelitthers data source' web part did not order data correctly if the 'ORDER BY condition' property contained multiple columns with different order directions (ASC
or DESC keywords). The last order keyword was incorrectly used for all columns.
13.0.38

o Hnffix - Hotfix 13.0.37 not applied correctly

e Search - Operations with indexed pages resulting in an unresponsive user interface
When installing hotfix 13.0.37, certain files were incorrectly marked and detected as customized, which prevented the hotfix from fully applying changes (manual
fesritdd g\afithsedfehtaddeadegtaske qrare rokppydheyficht 38 yrwkichrdaoutdmesily ifiaissmeedpons e psevioterfratfige.g., when manipulating indexed pages in
the content tree). After applying the hotfix, created Azure search tasks are processed asynchronously in one-minute intervals (if not customized otherwise).
13.0.38

¢ APD-5Dependency injection not supported for page template and form component filters

o Scheduler - High memory consumption by the Windows scheduler service
Dependency injection was not supported when developing filters for page templates or form components. After applying the hotfix, the constructor of filter classes
thplerterni gV iRagee sepld teHidterbion iHgpsuhE dnpd naskF dier hoandl ewsepaliareted nferggrinstaees g fineceiten registerethiicht hesptwid drishiidheomemioey )c Snsinfiltios.
must be registered into the corresponding filter collection using the 'Add<FilterClassType>' method, with the filter class as the generic type parameter.
12.0.5

o P3grk3Ppes - Certain macros not resolved in required fields when creating new pages

¢ Page builder - Certain page and form builder actions not working in the Chrome browser
If a macro expression was added into the 'Default value' of a page type field with the 'Required' flag enabled, certain types of macros, for example {% EditedObject
Podtiover emidteeyagedied dermat Yoand beildee dierfdt e aha¢ ofeeredreanifigmetio patiesops thilgivenvnbewhen using version 92.0.4515 or newer of the Chrome
browser. For example, the problem occurred when deleting widgets and sections, or after canceling changes in a properties dialog. The following error was logged
i@ the browser console: "A different origin subframe tried to create a javascript dialogue. This is no longer allowed and was blocked."

¢ MVC - Page and form builder errors for MVC sites with URLs converted to lower case
13.0.37

o UaniMe Vérsise v phnfigured jd convesildRIyssublewer caskl by beeringdiigs RouteCollection.LowercaseUrls' property to true in the code of the related MVC
project), errors occurred in certain parts of the page builder and form builder interface, for example the widget property configuration dialog.
When using the 'Display text' option in the 'After the form is submitted' setting on a form's 'General' tab with localized text, the entered text was incorrectly
d@jeated to HTML encoding before being displayed on the live site (e.g., the '<' character was transformed into '&It').

o Import toolkit - Issues when using the Import Toolkit with continuous integration enabled
13.0.37

. Sfmgiﬁg)o(1ﬁgagihjﬁamﬂimedi@ymn}mﬂﬂgggppltga]@almimgg@@/ﬁlxQﬂhﬁ&ﬁle of the related Kentico project. For example, this caused incorrect behavior when
importing data with continuous integration enabled and a custom repository path configured in the target project's web.config. Additionally, serialization of
Soagingmysititeguiniod ks keafoincostent]sa ke ficeme dverteeal ways hggp sihfolaédsitep ont the dytstémtlevani Mehieldlfex the issues, the hotfix must be applied to the
Selvaf Sthesiighuiighs tobadObjeetsMnldor AssigtéiSitatitygnfiguration key was enabled. After applying the hotfix, the tasks are logged only for sites to which the
parent custom table of the modified item is assigned.
12.0.5

o E3o@iBmnarketing - Email links not tagged with UTM parameters in certain cases

¢ Pages - Modify permissions incorrectly required for the Page and Preview tab
The 'Process domain prefix' setting was not taken into account when tagging links in marketing emails with UTM parameters. If the domain prefix in an email link's
T Kkt diPfegehadtbnPtérei prefiabin ah ehm Pingds mpphi seti for itheosites e gduére i nkewivbodfytapeed ivsittnt herspegefi ¢ ./ Thé [(Aommeettrnodule or specific page
types). These tabs displayed blank content for users with only 'Read' and 'Browse tree' permissions.
12.0.5

o $803b- Indexing errors when working with page categories in certain cases

« Content personalization - Object and General selectors in widget personalization dialogs
Updating or assigning page categories caused indexing tasks for Azure indexes of the 'Pages' type to fail if the index was newly created and not yet rebuilt, or if the
Jiltssebpdcthancbgeert ateretedberindaxwa et s peitifindibtiipda itedess's] oderedi d ontentd thhgatid atdy yetpagetbiildey padeet personalization dialogs. If one of these
selectors was assigned as the editing component of a personalization condition type property, selecting a value for the property resulted in a broken personalization
g,

3 Licenésing - Page builder license error for editions lower than EMS
13.0.35

« Apicensedimfobmyiieei0rasdeggachforl ichpsecedisinpsal auler diereidd Sxwhprionorking with MVC widgets in the page builder. After applying the hotfix, such
errors only occur if there are personalization condition types registered in the system (which require an EMS license).
The 'UserInfoProvider.GetUserName' method could cause a null reference exception in certain scenarios where the processed user did not exist. This could lead to
&8¢ when calling user-related API in custom code, for example the "UserRoleInfoProvider.DeleteUserRolelnfo' method.

e Staging - Staging tasks not logging into appropriate task groups in certain cases
13.0.35

o Wihsimwydveaized wopdiesd tioikkainitig aRiahyeshratieisisiepdedd withovaitliifignd email step) was applied to a page in a staging environment, changes to the
page past the asynchronous step were not logged into the selected staging task group.
Editing and saving a link within the content of the Rich text editor component did not work unless the existing link was cleared beforehand. For example, the
B2eBI3m occurred when editing the content of the 'Rich text' page builder widget.

o Search - Invalid surrogate pair exception when indexing page attachment content
13.0.34

o Whsiwdegingdinage hitaghmaitscetidracabsed bydinvabich Upieode Richgaia pditsin PDF files terminated the indexing operation. Since such invalid surrogate
pairs can occur in otherwise valid PDF files, the pairs are now stripped during the indexing process.
When adding a link to images within the content of the Rich text editor component, the link URL could not be typed manually. Pasting the link or selecting an item
21k worked correctly. For example, the problem occurred when editing the content of the 'Rich text' page builder widget.

¢ Email marketing - Newsletters could not be sent with lower than EMS licenses
13.0.34

. S‘éhggf@muiir&m@e@teggdth@p‘lmﬁﬁg&iﬁdrrf@ﬁwmkl\é@w@]@qtylfﬁﬁﬁ@gag'mﬁ@md" error was logged in the event log and the newsletters were not sent on sites
with lower than EMS licenses.
With replication of contacts into SalesForce leads enabled, data was not correctly transferred to SalesForce for merged contacts (when a merged contact was updated
b2 Hriew contact was created and merged into an existing contact). The issue also incorrectly prevented such contacts from being replicated in the future.

o Chat - 'Chat support request' web part not displaying in certain cases
13.0.34

o Foe{dahpoppars remegsthuaicpart; didi oot gypsiel for 0 aestalschsenigia Praidd@yor pages).

BaPehdency injection was not supported when developing data provider classes that load and prepare items for the General selector component. After applying the
* Rattirentieationstrivbedid Jadem prdeidéeationenlidieinserval AGtemizi8idactorDataProvider' can have parameters (e.g., instances of services registered in the

roject's DI container).
he system disregarded all multi-factor authentication validity interval customizations (via overriding the 'ClockDriftTolerance' property).
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13.0.34
o WahSInty GReelittad- fRigds tdispéalyiet withotineZ Repeateot wadylpang ordered incorrectly

ChesttRIDERD Yorfpgasatoomifitdd tvaRioh taxereditoraveoe mowvdyepl did pldyen ghe kenadppages wsingishd Reppage budll pavei ddet. dEfauprobliemafdherethadtbpages
aplpinghedispldyed®1 or 13.0.32 (Refresh 2).

13.0.33
o BlRichewhitprg Sed &by AdtmitingwelHdR Inreditegtpaig elaptiichtadnfurontetring parameters

When inplegéng qsgecetsedh medes, o' drk ematedebly Rial foitin edeassesthm erainfoguead (e. gedineat it the codimghegedtird), dinpl ayvedyissrifigopema dhebeiggings emfomrthe JAR L
Beftenepplyiligatieel otfix, Merersonressage temsfimsithd INaithmnsoofdtreatkiiitmesbuacsigie exception.

132.0.33
¢ Béeenhing z Priodeatate lasld dmostaon sitenen$ik Base ggdradarineerssagitivdsx updates

Bertrirs epetaiindexvwipld grodsks gendrhteddbo ti by deat] bok staratsabonsi S K Withndwr tKethyi corEaitfe dBdaea ehdowaulHeeigpeediniomdex update for a page with an
identical ID as the stand-alone SKU. Such index updates were unnecessary, since stand-alone SKUs are not tied to pages and updates never lead to changes in any
pade dbjects.

e Groups - Incorrect permissions required for accessing Group forum groups
13.0.33

o Wéisifaensssing fimman gedupsdiel fregingling dpecif e grerspwaihsniieimmsbtébrafsthe 'Group' application, more strict permissions than necessary were required.

121b3ting environments that dynamically adjust the number of instances (e.g., autoscaling in Azure App Services), deactivated web farm servers always remained in

* fherypstemandgemerNoUnableridingt shaSuesidinnnafs fiEldsfopakteunte ipeefstabacesgsroblems and heavy database load due to large numbers of unnecessary
synchronization tasks generated after scaling down the number of servers. The hotfix adds the option to adjust the interval for which web farm servers stay in the
Whenespisinanbestuhsdiasyobclisdientbe. Gorar g helRiraneoHr LN SORARSIARIBEHEN @PRY WEoPathNGISteSp S HUTRIESEY C I RS SAMUSRISF o hif
the PREN IRASEIS fYARRIeCted Vig theotmatg jfems. .. )’ dialog window.

13.6.32
s DuplinaMarketibgec BRI SEhedIbElCIORIb Ak droame s URi SR AGH Vitiasi pTe MY e sites

ﬁqgégswlﬁ& 3 &lﬂ&iﬂsﬁgﬁaﬁyma&eﬂfé@g viitheRiNcRIREGo iRt Yaliesorecoieninfele (MY Gl sibes. i figepivng e dinshi o sustbigtivities
apningaad ME&F’@%&E Saredlisplainge ey oF fREBelector. The issue occurred only after applying hotfix 13.0.25 or newer.

13.0.32
s BygatlegdePeletingofildieienshif WRKSE broken in page builder dialogs

Whenrleggig senoevesmspsieibaryeadaghthprexsamndlidaes st midrevanswhcording ta thpdimisnacifiehinthachveatlog $is seiife assigned as the
?gignfg component of a widget property). The issue only occurred after applying hotfix 13.0.31 (Refresh 2).

¢ Fmgibnarketing - Incorrect subscriber data after merging contacts from different sites

¢ Media library - Error when ordering the list of media library files in special cases . . .
On Kentico EMS instances hosting multiple sites, subscribér data was processed incorrectly when automatically merging contacts who subscribed to newsletters

foredlifterenvisitae dihisrandlepthironprkaipecamils nas esg ek esthseiiern anidpssob i cribensbatin sqiBei fesefistomers) was set to true, ordering the

lligt 6)I11 the 'Files' tab of the media library editing interface based on the 'Modified' column resulted in an error.

Type to filter
e Form controls - Calendar fields incorrectly resolving datetime macros in special cases
e Security bugsFixed in version
If an administration form field used the 'Calendar' form control and had a visibility condition depending on another field, datetime macros placed into the field's
* Bduhashing securifvompedyernesiised Yiotorelee English (en-US) culture instead of the user's selected UI culture. This could lead to inconsistencies or date format
errors. For example, if a page type field used the Calendar form control, with the '{%DateTime.Now%}' macro as the default value, the problem could occur when a
Isescwiphiore 'English - United Kingdom' UI culture created a new page of the given type.

TROMfix introduces an additional laﬁer of security for URLs containing hashed strings, which prevents attackers from reusing hash values.
« Content editing - Missing tooltip for the Sentiment analysis button

Petailicon for performing sentiment analysis of rich text or text area fields didn't have a tooltip (on the Content tab of the Pages application).

ISwe33pe:

o Korptogidphyience 13 Refresh 2
Security risk:
Motderatd.0.31 is the Kentico Xperience 13 Refresh 2 release, which represents a larger update than a standard hotfix and includes new features. For detailed
Fdomhanioesbont the introduced changes, please refer to the Refresh release notes linked at the top of this section.
12.0.102 and lower
E3x@Bin version:
¢ URd,re9riting & SEO - Page URLSs not redirected based on 'Use URLs with trailing slash’

Fixed date:
Fhepilyseg URLs with trailing slash' setting for sites with content tree-based routing only applied to URLs generated for pages by the system. Page URLs with a

tidfrypatpyiling slash state were not redirected based on the selected option.
External Company
13.0.30

. ﬁa&e builder,- Puilder interface error on sites with an Administration domain alias
ommendation

On sites with a defined Administration domain alias, an error occurred when viewing parts of the administration based on virtual context URLSs, for example the

Instalbvhembodesohpiiiss Yau daa speieaddheldeshlnifiddromeoventpad seciiamon bk Eea Neipectal Wi olotse a8.0lderoressigrrafpatico Xperience, it is

highly recommended to upgrade to the latest version.
13.0.303
o Deniahbf Builiter davsed dyyempropleeispritohilidatioss hastedaon a shared application

Dast ggs containing multiple sites hosted on a single application with shared resources (e.g., using the same Azure Web Apps service or a shared application
pool on an IIS server), switching between sites in the administration caused errors for virtual context URLSs, for example when viewing pages in Preview mode,

%%BE&RB?Q&M%ngge%?qg%e%gf&égmﬁmw ﬁgﬁmlﬂsgﬁrﬁgE@fS'launch a denial-of-service attack. The vulnerability was fixed via input

validation.
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DRl
e Security - Virtual context URL authentication update

Issue type:
Phaodibcepdates the authentication functionality for virtual context URLs used in the administration interface when previewing or editing live site pages. The

gg&gﬁshggggs ensure a higher level of security.

Important
%‘%&gaan vgsi&n: ich ditor fields displaved i 1v when disabled for editi
. YE%S}% 18 EqI—RlC text editor fields displayed incorrectly when disabled for editing
ixed 1014E"5A28A on the Rich text editor' form control were displayed incorrectly in cases where the field was disabled for editing. For example, the problem could

ﬁ%%la %tg_le 'Content' tab for pages under workflow with the 'Published' status.

482942

. B?g)?/rﬁﬂlgy : 48_4 errors when retrieving files from external storage
Federico Girardi

Attempting to retrieve files hosted on external storage via Xperience handlers (e.g., 'GetAzureFile.aspx') resulted in a HTTP 404 Not Found error. This issue only
Beaamethend®RINET Core applications hosted on Linux.

Irkhil The latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

* KBhyaweiing &aiQo kissraae WRhdedisectrepgbpreserving the query string
. @%ﬁ?@iﬁ%;ﬁ&?%gﬁgﬁrMF@ﬂ?lﬁ%fﬂgl%§ Hfé?sﬁgssmmf&ﬂﬁfl%t tree-based routing, the system did not preserve query string values when redirecting

visitors from former URLs to the current ones.

P;{pz'g)tion
o API - 'WithVariant' extension method for 'IPageAttachmentUrl' returned the wrong URL
If an error occurred when rendering a Portal Engine form control, the error message displayed on the live site included stack trace information.
Getting URLSs for image variants of page attachments by calling the 'WithVariant' extension method for 'TPageAttachmentUrl' objects did not work, and the original
Durgiltified attachment URL was returned.

S _ o
. }ﬁ%&}ﬁﬁ{&gﬁgﬂh{)@ge alias values in special cases

E%%u%g??%ih a name longer than the maximum allowed alias length of 50 characters, the system could in certain cases generate a page alias value ending with the

ie&?ﬁaelment character for forbidden URL characters (a hyphen by default). This character was removed on subsequent saves of the page, which could lead to

%?C nasrllﬁrtl ngies, for example when staging the page to another server. After applying the hotfix, page aliases are always generated without the replacement character
1)t<e8 i Version:

13:6:

. %fgel ()I28(.)Er - Object and General selectors not working correctly in multiple item mode

B%Bﬁﬂ@éf‘ component properties using the object or general selector with multiple item selection triggered the evaluation of visibility conditions after the
E%?Qéﬁ&ls@f:ﬂ{é[fﬁ@%’ém. As aresult, it was not possible to select multiple items and the dialog did not close properly. The issue occurred only after applying hotfix
13.0.23 or newer.

Recommendation

13.0.25

* (penalade QheoleistSysteon EantdsamlostmbliaiasticorelmndsiaowhiBadcddetion on the DevNet portal. If you use an older version of Kentico Xperience, it is

highly recommended to upgrade to the latest version, . . . . .
The) ¥perience administration project contained an old version of the 'System.Text.Json' assembly in its Lib folder, which could cause assembly version conflicts.

. éﬂBlfyﬁ*P&§Q§Mi&?9$ﬂﬁﬁ§%ﬁgﬁ%ﬁ@rﬂ§ésm@llﬂe@lﬁ§%% ger%@lready provided via an installed NuGet package).

13.0.25 .
3 RPBCFe‘mh‘g‘- Page variants displayed inconsistently for untracked visitors

Theee witte severdhgclvBeasedioplayedss Ainscrimting stdndsabilitis indrerwthe hdtinisgntiondatiesface dsplaykddaeemitaes(aid nontiatng enaligtonmHsetibgput
Coollgsyt Afmeapplyinisshe hosikixd By swenitinsignp agpabehvarieeradisplopediinithe diaoremesNESVarAB<name>' cookie even for visitors who are not tracked as
contacts. This cookie is only used to keep content consistent and does not enable any tracking or logging of conversions.

Details
13.0.25

. R%%%stylg?anges in Rich text editor page fields not saved in special cases

Cl% ¥ Irﬁl]ggﬁon. The problem occurred only if the editing form was refreshed after the changes were made in the rich text editor, for example by uploading an

e
%%%?lérilﬁr{}efrislfoiﬁno a different page field.

%B?g and below
. Xﬁrglgf‘(%%ll?r%:- Error when retrieving media files from Azure storage on Core sites

ross-site scriptin . . . . . . . . . .
‘gg; ages. cigr w%rkﬂow with content locking enabled, fields using the 'Rich text editor' form control did not save changes in certain cases after performing a
)]

Hixeddt8ecurred when retrieving media files from Azure storage on ASP.NET Core sites hosted in environments where the live site and administration applications

i Fres with different date and time formatting (e.g., 'en-US' for the administration and 'cs-CZ' for the live site).
Reported by:

Keptixo Security Team
¢ Media library - Pages in the media file list not displaying data in special cases
Recommendation
When the 'CMSMediaLibraryDisplayOnlyImportedFiles' configuration key (an internal key provided via support to specific customers) was set to true, the list on

therdiilase BRAf hemedialibrrasditingd e facserbidisnlaxet diedisaanaseioh bleth meodditionrhPagsiotonteina b e PR disbefi€lgtico Xperience, it is
lf hly recommended to upgrade to the latest version.
K@&%%H%@SH 1SRRI B% SOMRANGRIA L Rk digplay a tooltip

If a Tooltjp was specified when assigning an editing component to a property used in the page builder, it was not displayed in the resulting property configuration
I&sSEIPSIR tain types of editing components (e.g., selectors or Rich text).

13.0.23
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o DhnelimeéoerssveFatocclasematsastignedswmsitpstejptimentaibfarmblid fermefitidsystem resolved URLs whose relative part contained a special sequence of characters.
The vulnerability occurred in the administration interface, as well as controls that could be used on the live site. The issue was fixed by filtering out these characters.
The input elements of form fields generated by the system's default 'Form' widget did not have the 'input-validation-error' class assigned when the submitted value
Waorhkatroatid (fi thal dGerttideiled sisldation rules or an empty value in required fields).

M3rfazitial workaround for this issue is to add URL sequences from "/(A(" to "/(Z(" to the <denyUrlSequence> web.config element. The web.config should contain
o (herfalibwiystem. Text.Encodings.Web package updated to version 4.7.2

Tterhddfis agdeneeshe 'System. Text. Encodings.Web' package to version 4.7.2 for NET Framework (MVC 5) projects.
<add sequence="/(A(" />
134hdd sequence="/(B(" />
o Page builder - Selectors not triggering visibility condition re-evaluation
<add sequence="/(Z(" />
Ragenbuilges ggent properties using the object or general selector did not trigger evaluation of visibility conditions. When the property value was changed, the
visibility conditions of other depending properties were not re-evaluated. To ensure that this functionality works properly, apply hotfix 13.0.25 or newer.

Petads

o Page builder - Object selector displayed incorrectly when focused without clicking
Issue type:

CresstjierssalpetBe for page builder components was displayed incorrectly when the field was focused without clicking, for example by using the 'Tab' key to
Re¢iEite Fikividget properties dialog.
Important
F3im@2n version:
o FA&s 74 akdabel divectory operations not working with UNC paths in certain cases
Fixed in version:
FA@ai directory operations (media file manipulation, attachment upload, etc.) sometimes resulted in an error if the manipulated resource was stored on a UNC
pitledalgte)\host-name\share-name\file-path). The issue occurred only after applying hotfix 13.0.10 or newer.
6/26/2020
Repo?ibd by:
* Ragfscoetusegrdieamthe Pages application displayed all pages

R%% (?ﬁ'i‘ﬁ%@ nl& atgslg’ages application did not work correctly when using the '(SQL search)' option. The results always displayed all pages regardless of the search
phrase.

Insgpl the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

. tlz'&z&%ﬂgig@&eﬂlmﬁﬂea UpgiRdade darlaes) Mersithails

* Syl shaios ied o e dicClobalbrdshipistrakangegsass wondanquest', 'Membership - Password reset confirmation' and 'E-commerce - Automatic registration' email
templates were sent with an incorrect culture in certain scenarios. Localization macros placed into the templates were resolved into a default culture (English)
Desexdpdfahe user's current content culture on the site.

llt}aé@rg%vith the 'Administrator' g{ivile e level were able to send requests that modified other users with the higher 'Global administrator' privilege level (this was not
* hashibg atashe e tRerdinsyre f&’céi% Kgihar 888 seRiii¥tie the global administrator to lose their privilege level, which could also impact the live site by

e S el B e B S AN R ST S Yoy R Yec e MOt PEitP e o B ALSEGISS S5 28 touched even if it was already
f’;ﬁﬂé in the application's cache). After applying the hotfix, the cache key parameter processing is no longer case-sensitive and existing cache keys are detected
y.

Igeaype:
o Whssingamesessegentioh - Error when restoring data after switching the routing mode
Security risk:
Ifnpmntamtous integration was enabled and a site's 'Routing mode' setting was switched to a different option, an error could occur when restoring the updated 'Page
BRingathvelsjieats to the database.
10.0
E3x@2th version:
¢ $pay@d0- Missing 'User account for crawler' property for Pages search indexes

Fixed date:
Fhwg/Wgepaccount for crawler' property was not displayed when editing smart search indexes of the 'Pages' type (for both Local and Azure indexes). The issue

ridpereddmspances with hotfix 13.0.16 (Refresh 1) or newer applied.
]133er(1)is1 9Styopochkin - Security Engineer, SoftServe

. fﬁg%% Iypes - 'l 0slilng default images for page type icons

When editing a page type in the Page types application on the General tab, the default 'Small icon' and 'Large icon' images displayed after switching the 'Page type
lestlpibpdatesbhnifise¥Yan saa Wernlaadifie latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

highly recommended to upgrade to the latest version.
13.0.69
o RISWNEVIINE: typenatidesibrefoenploddepkikests targetimg .NET Core 5

ﬁ]gg@mﬁﬁgﬁests created using the 'Kentico.Xperience.Libraries.Tests' NuGet package did not work in projects targeting ASP.NET Core 5. Running tests inheriting
from the provided base classes, such as 'CMS.Tests.UnitTests', resulted in an error.

g locations within the system allowed uploading of files with a spoofed Content-Type that did not match the file extension, which could lead to XSS

. Wég a‘iirbr%llsltyWeb farm task processing stuck in certain cases

Retailscases, web farm task execution became stuck due to a deadlock that occurred during cache invalidation. This caused synchronization issues between the
administration and live site applications.
Issue type:
C3d¥d8ite scripting
* BagasityMissing template selection for pages representing products

Important
Fhamystevedignot display the page template selection dialog when creating new pages in the Pages or Products application for page types representing a product

Gwhen atgleast one page template was registered for these product page types).
Fixed in version:
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13.0.38
o Pigeddatder - EditableAreaAsync error when called without 'EditableAreaOptions’
11/29/2019
meddseurred when adding page builder editable areas to views on an ASP.NET Core site via the 'EditableAreaAsync' extension method, if the
‘Kditebkeyaea@dptions' parameter was not specified. The issue occurred only after applying hotfix 13.0.16 (Refresh 1).

E@Qo mmendation | o . . .
¢ Localization - Requirements to select an existing resource string in localization dialogs

Tysial iheatassnshedineYavicamdamniond e datsst. bestixfmamDnuploas secden on ihe RecNriPRER o plbANRS G slesivsrian of LK rntism iRe igpeat it is
%ﬂggﬁ%%ﬁ%ﬁ%@%@ﬁé? PR IRIRS! He"BIMix, the option can also be used by editors with the 'Localize strings' permission for the 'Localization’ module.

o VargiaBcontext URLs leak via the HTTP Referer header Moderate

¢ Licensing - Error when changing a site's default content culture with a Free license
Description
For sites running under a Free edition license, attempting to change the 'Default content culture’ on the General tab of the site editing interface resulted in an
E‘Iﬁlﬂg%ﬂlﬁﬁ{gl}o third party domains leaked virtual context information via the HTTP Referer header. This occurred, for example, when a user editing an MVC
%gg iré the page builder clicked on a link or displayed an image loaded from a third party domain.

o {verilapatkransr Maksting aepiidrewser links not working when shared on Facebook

The workaround for this issue is to add the 'meta referrer’ tag to the HTML output of your MV es, i.e. set: <meta name="
URLs generateg gy tf}e $V?eweln rowsertUrl' macro gﬁat allo»% recipients to vievg mar }éting em:%lg E111% a browser did not work w

Blg&fﬁgns, for example Facebook or Facebook Messenger. Opening the URL resulted in an "Access denied" error.

1heferr "' content="qrigin">.
en shared on certain external

13.0.18
» [auRitipeWidgets with enabled output caching causing errors on Core sites
Information Security Disclosure
Heapdge thsiitder widget on an ASP.NET Core site had output caching enabled (using the 'AllowCache' property of the 'RegisterWidget' attribute), and the widget's
vhpdementation was not based on a view component, an error occurred when rendering the widget in an editable area that allowed caching.
Found in version:
13.0.43
o RREd Uiitetessimg of page template filters

12.0.48
Antaimpied unit testing of page template filters was not possible due to internal API. Applying the hotfix makes the constructors of the 'PageTemplateDefinition' and

‘PagermplateFilterContext' classes public.
Reported by:

tidd Security Team . .
¢ URL rewriting & SEO - Page type 'URL pattern' values without a starting slash

Bﬁ%@QﬁME@‘Custom‘ routing mode, setting values without a starting slash (/') for the 'URL pattern' of page types resulted in invalid URLSs for the given pages.

For example, such URLs could cause errors in the administration's page selectors. After ap]glying the hotfix, the system automatically grocesses URL patterns with a

gmﬂgma@qqtm@(nxgg{@wmg@e,ﬂ&@t hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
highly recommended to upgrade to the latest version.

13.0.48
¢ Daygesyjeied PdgapjpedinmaléVi€ofiemas displayed on the General tab

Pieripdiong a page type in the Page types application on the General tab, the 'Page type icon' property was always initially displayed in 'Font icon class' mode,
even if the 'Images' mode was previously selected and an image file was uploaded. This could cause users to unintentionally overwrite the icon when saving the

P%gefit}@qleBR&EH%rough forms on MVC sites using the 'File uploader' form component, it was possible to change the recorded original file name on subsequent
g after the initial upload was successful. This allowed upload of any file types to the system. Only users with the 'Read data' permission for the 'Forms'

. %Oge uilder -aB%iegE:‘obélllclfggls‘ glseuseesf%«lf?lsén configuring the 'LogLevel' of 'KenticoEventLog'

m@ the logging verbosity (‘LogLevel' property) for the 'KenticoEventLog' application logger in ASP.NET Core projects to anything lower than 'Warning' (i.e.,
"Trace,' 'Debug,' or 'Information’) lead to errors when editing pages in the page builder interface.
Issue type:
Uhfkdfficted File Upload
¢ Beniiiy Xipkrience 13 Refresh 1

Important
Hefig ik3v&8dis:the Kentico Xperience 13 Refresh 1 release, which represents a larger update than a standard hotfix and includes new features. For detailed

iforomtion about the introduced changes, please refer to the Refresh release notes linked at the top of this section.
Fixed in version:

13.8:36
o PRIgrauiting & SEO - 404 error when accessing certain administration URLs

8/30/2019
By %;[%w ses, the system incorrectly returned a 404 (Not Found) error when attempting to access administration URLs ending with an extension (e.g., custom
ke b

Fﬁg&%&ﬁemplates). The issue occurred only after applying hotfix 13.0.10 or newer.

13.0.15 .
. Bﬁé’ﬁﬂﬁﬁ@fi?@?ﬂecessary reloads of forms in page builder dialogs while typing

Tygpadotie fitkds hathin Yage danldewptopdrthes|diato gotfigdeord Duvenbsadryerstionadsiothth®ediNagpioral. Thyouaise aawdddpserdi entefdd ¢ntit oh¥pntierscand asher
highlaxperoenmeeisdedsopapgcaderty theletessyerzbawer connections.
12.0.37

o UB&:Widget properties disclosing system object information Moderate

¢ Localization - Page and form builder UI text not resolved correctly on Core sites

Descrjption
Ifa (c:ll{%&rlent UI culture than English (‘'en-US') was selected for the administration on an ASP.NET Core site, text within the page and form builder interface was not

I solveﬁi correctly in certain cases. . . . o Lo
n authenticated user was able to view certain system objects through the live site widget properties dialog.

13.0.14
« Demails] - Assemblies not using a fixed patch version number

Issue type:
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TrifecXpeioemSe assimnblisslaswoerectly used the specific hotfix number in their patch version, for example '13.0.10'. This could lead to compatibility problems for
fefeneityinglcustom assemblies and require generating of unwanted binding redirects. After applying the hotfix, the assembly version is fixed as '13.0.13', including
Moderhttfixes.

F81thdldn version:

Geiedadnd loeload zip files blocking administration application deployment

Fixed in version:

Thesyatem incorrectly handled locking of zip files (for example the \App_Themes\Default\Images\Images.zip' package), which could block certain deployment
sigadribgdor the administration application.

7/26/2019

RéPottkd by:
Renilbmediqing Thipgupported 'Email' macros displayed for certain email template types

he JInacrg ty aebabnd autocomplete help incorrectly offered macros under the 'Email’ entity, even when editing marketing email templates of a type other than 'Email'
U%SCI‘IP%%H, nsubscription, Double opt-in). Such macros only resolve in the content of marketing emails based on templates of the 'Email' type, and are hidden

for other templates after applying the hotfix. . . . . . .
Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

higblyzecommended to upgrade to the latest version.

&4iukés - Error when changing the culture in the Pages application

Unauthenticated Remote Code Execution through .NET object deserialization in staging service Critical

Switching the culture in the Pages application caused an error if the selected culture used a Presentation URL with a different domain. The problem occurred on
Dedtitipgion sites where the 'URL format for multilingual sites’ setting was set to "Domain’, and a matching "Visitor culture' was assigned to one of the site's domain
aliases.

to deserialize us_er—con_tli?lled inputI The deseriali,zati?n of th]e user—fcontrolled input then led to remote code execution on the server where the Kentico
COTROTEISq Options with empty values disappearing from selector form components

g%rsﬁ B&’HH‘ SIMReAeR gmple 'Radio buttons', 'Drop-down list' or 'Multiple choice', was assigned in the code of a form field using the
Bdlingta

el

13

u§ to an error in the Microsoft.Web.Services3 library, it was possible for a specially crafted request on staging service to bypass the initial authentication and
E 0

Core sites.

AR A BUGARRBS b K ePaif BRiEGORHeRaRad 8P ke \ilHe-fird - SOane)s thisoptiatives ankditelits afifh g tor aties form was
ﬁ%ﬂ fgien R ABRIRYL LY a%&s {1 &ggiﬁg%zsﬁe St BA b

der the 'Staging service' section set 'Staging service authentication' to 'X.509'

Yy occurr

User m%‘e/lefa[gg £ E%‘fé?éar selector background styling issues

Prtailiendar date and time selector in the administration interface was displayed with incorrect background styling when used to select a time range between two
dates (for example when the 'From' and 'To' selector was opened above Web analytics report graphs).

Issue type:

R¥Mdtk Code Execution

SliurItinkigk- Filesystem handling fixes for Core applications on Linux

Critical

Fhadptfixadgsasses a number of filesystem-related issues encountered when hosting ASP.NET Core live site applications in Linux environments. The issues were
priyuarily gapsed by a dependency on Windows-like filesystem conventions, so mostly impacted features reliant on Input/Output operations. The following is a non-
exhedsHveHsbaf affected features: media library operations (insert, modify, delete), smart search (running indexing tasks, index rebuilds), web farm
gynghrpnization, scheduler functionality run on the live site. See the hotfix instructions for more information.

Fixed date:
94819

IIt'éHLBSI’ Errors when rendering resized images on Linux
n Ccyber Solutions . . . - . . . , . . L
en accessing pages that contained resized images (e.g., from media libraries), it was possible to encounter 'System.ArgumentException: Parameter is not valid

errors when rendering certain resized images. This issue only affected Linux deployments of ASP.NET Core projects.
Recommendation

13.0.10

Bustdhthg datest botfisu¥aioeorgwniorbibddatesybeyhasiionh Bewnlbdeaaten on the DevNet portal. If you use an older version of Kentico Xperience, it is
highly recommended to upgrade to the latest version.

The®!$6arch fields' tab in the Page type editing interface was only available for page types that had the 'URL' feature enabled. After applying the hotfix, the search
configuration is displayed for all page types that have either custom fields or the 'URL' feature. The change allows searching for page items that hold content, but do

Hot s ¥85 PR

13.0.10

Dowilgadlitest Retfixces containing special characters not loaded

11.0.4%iles or other resources containing a special character in their name were not loaded correctly when viewing content within the page builder interface, preview mode
View Risthectashs byildergin certain cases. The system incorrectly calculated the hash for the resource's URL. For example, the problem could affect files with special

characters in their name added through a page builder widget using the media selector dialog.

Dowrlli)&(}oolder hotfix

« Page builder - New li i t lling in the Rich fext edi
11.6.45785 19D 0 e SRS et B3gS r T e i e o 5 5e11% 2811.0.3711,0.3611.0.3511.0,3411.0.3311,0,3211,0,3111.0.3011,0.2911,0.2811,0.2711

Mﬁ—‘}gﬁgmwmﬁple paragraphs) was entered into the Rich text editor for the page builder, adding a new line caused the page to scroll down to the bottom of the
Type to filter 10tfix resolves the issue by updating the used Froala editor to version 3.2.6.

B3 DescriptionFixed in version

Page builder - Incorrect styling of radio buttons in ga%e builder dialogs

Social media - URL shortening causing excessive CPU load

The 'Radio buttons' form component was styled and displayed incorrectéy when used in a page builder configuration dialog (for example assigned as the editing
Whepowsingol Rly gt rocess links in text posted to social media, the application consumed excessive resources on the server (CPU% if the link URLs
contained certain special characters. The problem also occurred when calling the '"URL ShortenerHelper.ShortenURLsInText' method in custom code.

13.0.10

bhgb4hilder - Custom plugins for the rich text editor were ignored

E-commerce - Undetected breaking change for custom tax calculation implementations

Custom plugins registered for the Rich text editor page builder component were ignored due to incorrect initialization.

Applying hotfix 11.0.39 or newer introduced a change in the e-commerce API, which could cause undetected broken functionality for sites with a customized tax
¢alod@ion process. After applying hotfix 11.0.47, such cases now clearly result in a runtime and compilation error. Any custom code that prepares
TakGalsulaionieselt abjacts sarp uptivigesnsetewsitier of ghanliotéTof quispessy, and must instead set the new 'TtemsTax' and 'ShippingTax' properties.
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Thédilture selector in the Pages application did not display all options on sites with more than 13 assigned cultures.

o E3dritnerce - Product related errors on sites with Base or lower license editions

e On-line forms - Maximum length of the 'DB table name' not validated when cloning forms
Certain operations with products could lead to SQL deadlock errors on sites with the 'Kentico CMS Base' or lower license editions.
When cloning forms, the maximum length of the new form's 'DB table name' was not validated correctly and allowed values that were too long. This could lead to
idcBrikistencies with the resulting form.

e Search - Improved error handling in page attachment content indexing
13.0.9

o Mbén nbexing Pags ailachmenisngrivesicalibedris makioapgiaigaberient 3ondent (e.g., invalid Unicode characters) displayed insufficient debugging information.
After applying the hotfix, the error message now contains the ID and name of the attachment causing the exception.
An error occurred when creating a new media library after applying hotfix 13.0.4 or newer. The problem was caused by incorrectly signed macros, and can be fixed
b¥-8pfflying hotfix 13.0.9, or alternatively by re-signing macros in the system.

o Email marketing - Incorrect subscriber data after merging contacts from different sites
13.0.9

. @m&ﬁmm&mm@lmhgaﬂqgmu{ihglmhﬂm@mbmdatgwmﬁsddgmctly when automatically merging contacts who subscribed to newsletters
from different sites. This could lead to marketing emails not being sent to subscribers and loss of subscriber data in some cases.
If a product bundle was automatically added to a customer's shopping cart as part of a 'Buy X Get Y' discount, the system incorrectly inserted two of each item
idcluded in the bundle.

e Form controls - Selection dialog for '(more items...)' not opened in certain cases
13.0.9

« Maskeainglropodeativnel erorcisrsmesnsiols/felse theptwhseel ections mifitngleeiapigigars list' selection mode) were placed into a form that was displayed in a dialog,
such as the web part configuration dialog, and the field's settings also used an 'Enabled condition', clicking the '(more items...)' option in the list did not work
Wherdynaad ehin g dditoonati oal petiors sl iwhmpawasmati cpibp éditiated by a trigger of the 'Time-based' type, contacts going through an 'If/Else' step got stuck even
though they met the step's condition. The process remained in the 'Pending' state for the contact and could not finish.
11.0.45

o E3dd@imerce - 'OrderDiscount' property not set for shopping cart objects in custom code

¢ Hotfix - New installations not working after hotfixing the setup files
When writing custom code that obtained a shopping cart object for an existing order using the 'ShoppingCartInfoProvider.GetShoppingCartInfoFromOrder' method,
thpplyity'@pderissommsipropahy thiastn dhee end adwaysrienomeet Op(fided dldelsdppampecanewsionscal aelatid hysedlktigrthilEsvahdite(piaedsod) a result, new
projects created using the hotfixed installer had an invalid database and did not work correctly To fix the problem, you need to apply hotfix 13.0.8 or newer to the
ddOpifiles.

. Dagp‘:)rotection - 'Contact has agreed with consent' macro rule not evaluating correctly
13.0.8

« Dhea €npinet-tReragreeenvichichnbestgobalo bjde twastaphpphyiageboronresly. i certain types of conditions (for example in marketing automation process triggers),
and always returned a false value.
Changing the order of certain global objects resulted in an error after applying hotfix 13.0.7. For example, the issue could affect custom object types or custom

dbkdwith an order column.
o Import/Export - Page type and custom table permissions not imported
13.0.8

o Bdmrdmporiegapagei palozaelsiont IHe ProtectishBrey Mbewnthpgiverngbject did not exist yet, role permissions configured for the page type or custom table
were not imported.
On ASP.NET Core sites, an instance of the 'TDataProtectionProvider' service was always required on application startup. This could cause slower application start
dddetfors when developing isolated integration tests if a mock instance of this service was not created for every test.

e Facebook connect - Facebook authentication not working
13.0.7

o Duthenigeatiorfadled/hdiensdgning dietordsvelfsite) daroughrédeiiFacehook fGonnkanlegen’ web part (a JavaScript error occurred due to changes in the Facebook
SDK).
If a custom object type was stored outside of the default database (e.g., in a separated database for on-line marketing data), the system used an incorrect database
¢bithédiion when updating the order or ID path for the given objects, resulting in an error. For example, the problem occurred when displaying such objects in the

* Edeeimigieacion Bsinp ohepthe Giideeisigasdvideinidnpasseden forthadrdidalle olsdents

Aq@rror occurred on pages that displayed product details using an ASCX transformation containing the 'ShoppingCartltemSelector' control, if the control's

o SénavhilangVadaniefoRdaklad aeperavasenablakandibe dispiayresl siresluct did not have any defined variants.

Phdbd4rawler search indexes did not reuse connections correctly on HTTPS sites. For example, this could cause SNAT Port Exhaustion errors to occur when

* fuputldinkoadesesrch Midexessied vivrking nursqalss! Sariviceyie dpAPPaissing page results.

L®mbsearch indexes did not work when running Kentico as a scaled out Azure Web App with the 'CMSSharedFileSystem' web.config key enabled (this key was
o ipeduneiden-hoidotrbtidy2dkplayed warnings about blocked 3rd party domain cookies

Th&&bbkie level of the system's 'KenticoCookiePolicyTest' cookie (used to detect the 3rd party domain blocking policy of a browser) was too high. This could result
* RagesorReghs disghaywakdloviasorgestly thbNsheibafentesioistiaridipm ghenrdey legdeibuilder interface.

A3tergpting to publish a page under a workflow after restoring it from the recycle bin worked incorrectly. This happened only if the workflow was applied to an
o GdfdRg pAginafiestitioegiiofect not working after applying hotfix 13.0.4

ANpBl¢dng hotfix 13.0.4 caused errors in the administration application and prevented the project from compiling.

o Import/Export - Unable to execute certain scheduled tasks imported from an older version
13.0.5

« MidakaMerabershigdieminddia fRepatt coheariptiion derderfior JdsergRelete non activated user' scheduled tasks were imported within a package from an older
version, the given tasks could not be executed due to an incorrect assembly and class name.
The hotfix allows media libraries to use the direct file path in URLs when adding links to files in Xperience content (instead of permanent media file URLs). For
dthrple, direct file URLs may be desired for media files placed in external storage, such as Microsoft Azure Blob storage. The option can be configured when

* Edingralisdpadual exedianibiningsspectd Genestrsapaifoered fipibedekRri¢driles applies when adding links to media files in the rich text editor (using the page

builder widget or when editing rich text page fields) and via page fields based on the 'Media selection' form control.
When using the general export feature of listings in the administration interface (export to Excel, CSV or XML files), text data containing special characters, such as

dorics, could be malformed in the exported files.
. lﬁl%ei :-g Certain characters in URL slugs caused pages to become inaccessible

* HocialaMediaradiecslitokeiniagihiion fratuesaoityaddngsed in the 'URL slug' of a page, the value could no longer be changed and an error occurred when viewing

the page in the administration interface and on the live site.
Due to changes in the Facebook API and updated security requirements, the initial Facebook authentication and page publishing functionality in Kentico no longer

wWhks. To use the features, you need to apply the hotfix, and manually set 'Valid OAuth redirect URIs' for your Facebook app, and ensure that it has the required
« Peamdsimpriaphabaehoek ApaiReviewrSeeatl hodtixenstructions for details.
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AkzOrdZearch indexes of the 'Pages' or 'Pages crawler' type did not update after a page included in the index was updated (and a corresponding search task was
o Praceksed)zure Search indexing blocked after updating an excluded page
13.0.5
o Opesifesvsingemiipsifecraasdivindes dpdacihsyhaagdithag hadiibeUBaeluaspiioat aarch’ option enabled (on the "Properties -> Navigation' tab of the Pages
application) resulted in a failed indexing task, which blocked further processing of Azure Search tasks (until the failed task was manually deleted).
Editing a user's memberships in the administration interface on the 'Membership' tab of the 'Users' application for a selected site incorrectly removed any
fdefhBeérships that the user had assigned on other sites. The problem did not occur when memberships were assigned in the 'Membership' application or

* Raganatlénbavbe phankesimesspgsddispiayedisnedmvatilshfom&mbseaiisor' page fields

A3wabning message about not saved changes was displayed after editing and saving a page field using the 'Uni selector' form control (on the Form or Content tab of

« HwRdgesmpileaina) Shecvdndagnestagrwaodisntdied el eftrhgpildahangestavere correctly saved.

Ch&nids made to the 'Enable smart search indexing' setting (‘Settings' application -> System -> Search) were only reflected after application restart.

* Pages - Incorrect deleting of page templates shared by multiple culture versions
13.0.3

o Hagegulgbnged pagesusitinn addheepagehtenplaia sharedbablecitasre versions, deleting a culture version of the page also permanently deleted the page template
(this caused the remaining culture versions to display blank content). After applying the hotfix, templates shared by multiple culture versions are deleted only after
@l eAifiB. NiE Ta€loralsites vhationedfcoptee. tree-based routing, pages configured to require authentication did not redirect public visitors to the site's sign-in page. The
401 Unauthorized response was returned instead.
11.0.42

* MBWG3- Output caching not working on MVC sites for registered users

o Page builder - Mouse button events not propagated in properties dialogs
Output caching did not work correctly on the pages of MVC sites for registered users due to unnecessary cookie operations performed by the system. The problem
dtfeqredpestinsvdialss Rrdfe mabedeniidier facer tadaupet vern edt oo (defmila)idfon exsedplenidutioregistntedrasarpropagating. As a result, any form components that
registered listeners for such events did not work correctly in the dialog when assigned to properties.
11.0.42

o FE30@i3 marketing - A/B testing variants of emails not evaluated correctly by some macros

o Page builder - Filtering not working in the 'Media files selector' dialog
Certain macros related to email marketing did not take A/B testing variants of emails into account. For example, this could lead to incorrect evaluation of conditions
fhia¢ searcthin"GeriMedim Sibgresele atan'lditi g diva jdgaduriddedl ebmponents did not work in certain browsers (for example Firefox), and the displayed media files
were not filtered.
11.0.42

o $8dch - Page crawler search indexes not working for content only page types

o Localization - Errors when localizing projects targeting .NET Core 5
Smart search indexes of the 'Pages crawler' type used incorrect URLs for pages of content only page types, which prevented content from being indexed (for
ExamiptatoonNBVL, sitedhe system's ResHelper class) did not work and resulted in an error in projects targeting .NET Core 5.

13.0.31
o Pilge tylyled fobmfalilinkal te staicafipdsedniderspraeisys tmmdeage €eldssites

VhASRNEE Satersitpagthfisldit¢emagpageatgdentfikfhisned hi the i sld tiyfel esetltop Ragel fiialdt), phevidefantidea{ire thea Pagesippylpitani dreae svltin gy edditedgviaran for
gertaiateyspeay fteldsRb).ekhmisk Dormnredt Mdyulefi lsdelad¥dvigttida'the application's web root (/wwwroot folder). Most commonly affected were media library

files, which are by default stored in a dedicated site folder outside the application's web root.
11.0.41

« E30@i3 marketing - Incorrect detection of existing subscribers with double opt-in

o Import/Export - 'Rebuild site search indexes' option in the import wizard
If a contact was already subscribed to a newsletter with double opt-in enabled and attempted to subscribe again after the double opt-in interval had expired, the
Bistatvhinigc e tReboritd tfieers abimit ithéesetstipgisubir i 6ihjBotsitetbyt bl istephef ThSubspoihediZARl didthotd worke defectlty;] Smibshe pipocioSeairices s persisiad asde
ancdntert € ftee awited in faloeavdiliferenthesiecasesegory.

13.0.21
o Pagwil dngireectvakisalved oflatisegeRibspagerfiaitn feeldfrom the administration

WheilsaspagdrfisldhedS eddt ednanl thebRarthe dBmihguieagespphtiatiinomtith Madsenhail'dibrint theedd shestegpiientionsdid avatation relktj vepdated] subthis sooth e
dhsalatte (fopy mmosartgito cheenext workflow step) incorrectly resulted in successful validation (while the original data was submitted).

13.0.20
o EohedutmrkdtingrreNenekttroduiierfordeskfauBming omsketific days of the week

Kdderhedipdsbtaskithemcomfigluetdan videorflyr shesfaidit mayketfrtheapphkatin’Next run' time was calculated incorrectly under certain circumstances.

13.0.29
o EmaillmagdintingV ddifyliperenisaitetingoernatly sequined ¢d fefrestntyieemaehueue

DhesTenailmpingempplichtiomi rromertiperquupdi ciee Whpdetyvearaidentemet fermssitionoRedveskétthe quemnildoenppigyergatle hotixtathecRead email queue’
permission is sufficient to refresh the queue.
11.0.39

o A3tichments - Incorrect resizing of attachment images according to device profiles

Type to filter
Resizing of attachment images according to device profiles did not work correctly. Resizing was performed according to the device profile active when the image
« BasuiegnbsigsHigethi fsisibRe. The result was cached and incorrectly served for all other profiles until the cache expired.

o FbilMredirects' updated to v1.16.0 Moderate
¢ E-commerce - PayPal payments failed when prices included tax

escription . o . . . R . . .
Payme ts using the default PayPal provider failed if the site was configured to include tax in prices. If you have customized the tax calculation process by creating

our own 'ITaxCalculationService' imELementation, you need to manually update %pur code after appl_yinglthe hotfix. When preparing 'TaxCalculationResult'

i ' " i i ; ts to version '1.16.0'. The update addresses security vulnerabilities from
gﬂ%?&?ggg%g%%ﬁs@ﬁw HTSHpPRFTSE PO &R bt hat et

11.0.39
o Betails - Documents' macro not returning columns of specific page types

fEshe thgcuments' macro was used together with the 'Columns' macro method, the returned pages did not contain coupled data columns of specific page types (even
whendthst WitaARytdcpesrriiyivgs added to the Documents collection, and the given columns were specified in the 'Columns' method).
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SedniBy risk:
¢ MadeateThe 'RelatedDocuments' macro returning incorrect pages
Found in version:
The RedasedDowmmnents' property available for page objects in macros did not work correctly (the macro is used to retrieve a collection of all pages related to the
gixed pageihimigh a relationship with the specified name).
13.0.205
Fixddlate:
o Kiel}lxglitpr - Error when creating Binary type fields

Reported by:
ﬁgp ndﬂed error occurred when creating fields with a data type for which no form control was available (e.g. 'Binary' type fields in custom module classes). After

applying the hotfix, the error no longer occurs in these cases and the 'Form control' selector is disabled. However, it is still necessary to implement a custom form

ﬁ)enctg(l)lll lllfl I(l)&la‘fﬂ)sl}ll to display fields of the given type in forms.

11.0.38
. mfﬁﬂcﬂm&@@gémﬁx. ANetbgai ggm@}@agh@lgé@mg@tﬁm Revoiardsratigeanibebiaubet portal. If you use an older version of Kentico Xperience, it is

highly recommended to upgrade to the latest version.
ThOpmary or secondary contact assigned to an account was removed if the corresponding contact was merged with another contact (for example with a new
hd hminy‘rnpdatedIm@gJS.O Informative

Dlefedfption
¢ Form controls - reCAPTCHA generating invalid HTML

Vereefré?:g%f‘eﬂ?géfﬁé e RRPREAIRE 550 B RASE IR TR RETSrSlieRS SCHRR g MARAN AP« e ARFRLe Addressis seSH R neraARIINSS, Biom BXpdous
appslymg' the hotfix, the rendered <span> is replaced by a <div>.

Petpils
¢ Form controls - 'HTMLS5 input' control only allowed integer values for certain attributes
Issue type:
mgﬁaﬂ&s@wﬁ@@@@m@ly accepted integer (whole number) values when configuring the 'Max', 'Min' and 'Step' attributes. After applying the hotfix,
gﬁmﬁmpppspf values, such as decimal numbers or dates, can be saved into the attributes.
Informative
&/in version:
o P (tagla Querélow error when switching sites

Fixed in version:
Imspogial cases, switching between sites in the header of the administration interface could cause an error (stack overflow exception) and a possible site crash. The

problemyecurred only on instances with customizations performing certain types of actions within handlers for the user update event.
/1 /%gZG
eported b
o Licen
entico

sing Y1 icense error when using certain cultures

Licenses were not loaded correctly when using cultures with certain calendar types (for example the Persian calendar).
Recommendation

11.0.36
o Dugell lindatesthotfier Yopagemadionasl evdhtlveildtestdhdtficefraim daseenload section on the DevNet portal. If you use an older version of Kentico Xperience, it is

highly recommended to upgrade to the latest version.
Page20mses containing wildcards were processed in an incorrect order in certain cases. For example, if a page had two aliases with paths like '/page/{param}' and

o pageP{TdBAp2) valedesing thedddbilipgth Vpageivaluel-value2' resulted in the first alias being selected instead of the second (the value of the 'param’ parameter
was 'valuel-value2', and the 'p1' and 'p2' parameters were not set). After applying the hotfix, you need to resave all page aliases where this problem occurs.

De%cr%ption
11.0.3
o WYSIWYG editor - Options dial t working for SCAYT functionalit
{Ynder c:ertaiI;3 c{)gﬁitiogsforga&l%%éﬁ% \Vyzogaﬁn%at%n per ormgcrl1 ;rotl}lael‘r)e]CAPTCHA' form builder component could fail and incorrectly accept submissions. This

aodd enablsmspamstmpissions Hwaugh fesmedpeisrsashiond on darmabesedhwepdlnydialog (languages, dictionaries, etc.) did not work correctly.

Dietaild
¢ Personas - Personalization based on personas not working correctly on web farms

Issue type:
@Apif@mapgﬁglég a web farm environment, content personalization conditions based on the visitor's persona were not evaluated correctly in some cases, which

g@@@ﬁﬁyﬁs@gporrect personalized content to be displayed.

oderate
ﬁ@n n version:

* Goptpuous integration - 'PathTooLongException' errors with insufficient information

ted JOATTZat0n of an object by the continuous integration solution failed because the resulting file's absolute path exceeded the maximum limit of 260 characters,
1?( s}[s&g logged a 'PathTooLongException' error into the event log without any additional debugging information. After applying the hotfix, the error message
?{12% le absolute path of the file.
BfBOEEFd by:
. = S ex files on shared file systems
Ylartin Browredf Ehaliethdex files on shared fil

Recommengdationt search indexes on a shared file system (for example Azure Blob storage or on instances deployed to Azure Web Apps), the index files could
become locked if an application restart occurred while building or updating an index. This blocked further index operations, such as index rebuilds. After applying
thethhitfire, e sylstafixisyblectmalsombsicathe lesolv h dufist feanabowidbuddbeetionked ind®xefidst Hoyelr Bystamisbraadyl dentaingdndsiiteaki fdes seeatedehefase
hpghyyng cbmbethided oo megrhte matualliadelesesibemn from the file system.

13.0.205

o 14hs and 'lodash-es' updated to v4.18.1  Moderate
e E-commerce - Incorrect total value in 'Sales' and 'Number of orders' reports

scription . . S . cp
]Pﬁecglzﬁelso and 'Number of orders' e-commerce reports displayed an incorrect "Total" value when filtering with a specific 'To' date was used.

Thehptfix updates the 'lodash' and lodash-es' packages used by Page and Form builder client scripts to version '4.18.1". The updates address security vulnerabilities
. W[B‘Sﬁ‘éioﬁl‘fﬁr WhBH selecting queries with SQL Server 2008 R2

Details
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Bruinstgreces with a database hosted on SQL Server 2008 R2, an error occurred when selecting a query in the configuration dialog of a custom query web part (for
bpdapd of thitfth pArtyrgepeméeprogerty of the 'Repeater with custom query' web part). The issue only occurred after applying hotfix 11.0.12 or newer.
Sedniidy risk:
o Bhdeldiatee - FormatException when loading an empty field value in the Salesforce API
Found in version:
Yélenagiagaheweentico integration API for Salesforce in custom code, a FormatException error occurred after executing a SOQL query that returned an empty
Faked farvefied.:
13.0.205
Fh@ddate:

o lJagydmegface - Incorrect selection dialog behavior when using filtering

Reported by:
Wé%ﬁ]cgsing a selection dialog to select items with a specified filter (e.g., adding applications filtered by name to the default system dashboard for individual roles

via the 'Roles' application), the filtering operation was also applied to the existing selection of items, often causing the loss of a portion of the selected items.

ﬁe&)ﬂmendation

¢ General export - Export menu not working in Contact demographics
Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

Tiighlyeragpronidideddaapgpse optivnsadedtnsrsionk in the 'Contact demographics' report accessible from the 'Email marketing' and 'Campaigns' applications.
13.0.205

o bidddfatch' updated to v2.3.2  Important

¢ Email marketing - Error when creating email feeds with multiple sites on a single domain

Description
In an environment with multiple sites running on a single domain, an error occurred when a user tried to create a new email feed in the 'Email marketing'

'ﬁPel Cgtt e uipdates the 'picomatch’ package used by Page and Form builder client scripts to version '2.3.2". The updates address security vulnerabilities from

ﬂg&i%ls versions.

¢ Form lcontrols - Country selector form fields not displaying states in special cases
Details

The 'Country selector' form control did not display the state selector element if used for a field in a form that was placed into an editable text area through the 'On-
Tinedaypeinline widget.
deate of third-party dependencies
risk:
3 ﬁﬁ_ggﬂg}ﬁrce - Displaying invalid coupon codes in the shopping cart
Found in version: . . . . .
S upon codes added to a customer's shopping cart, it was not possible to adjust the appearance of codes that are no longer valid (for example after
Yéhsn gisplavigese des added t t 's sh t, it t ble to adjust th f codes that 1 lid (f le aft
it ice falls under the value required by the coupon code's discount). After applying the hotfix, coupon code transformations provide an 'IsApplied' data
&&ATVeLaig
PEOpeIsY which can be used to evaluate whether codes are still valid.

i ate
. reapnos %rc{rg;\}gons - Access denied for hierarchical transformations in the Pages application

f‘}S&‘ Svithout the administrator privilege level encountered an 'Access denied' error when attempting to edit hierarchical transformations from the web part

configuration dialog in the Pages application, even if they had sufficient permissions for the 'Design' and 'Content' modules.
Recommendation

11.0.28
o Hisesl} SicelstegipedtfiftelYsaviag diowinbaaly theeththsmantfitificom Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
highly recommended to upgrade to the latest version.
Adterxaempting to save a domain alias with a domain value that was already used by another alias (on the same site or another site), the edited site was stopped.
¢ 'MimeKit' update to v4.15.1 Moderate
11.0.28

3 ﬁgg&cﬂkﬁzgﬂort - Error when exporting data of all page aliases

When using the Advanced export feature for page aliases in the 'View all aliases' dialog in the Pages application, an error occurred if the 'Current page only' option
Whe hatdiidypdates the 'MimeKit' NuGet package dependency to version '4.15.1" to address security vulnerabilities from previous versions. As a result of the update,

the 'MailKit' NuGet package dependency was also updated to '4.15.1".
11.0.28
« Peeailfog - Missing user name data for events logged under impersonation

When B@dministrator performed actions while impersonating another user, entries created in the system's event log did not contain the administrator's original

opnsosthems of e dmpsronated user).

Security risk:

odgrate . . . . -
* Bl W@&{Bﬂ:’ Sending error with bounced email monitoring and a sender name comma

1%)?216121?%2 of, r%%?rl}’,\é?fng emails failed if monitoring of bounced emails was enabled and the sender name configured for the email feed or specific email contained a

199905 aracter.

i % ate:
3 g/-% ce - Users unable to manually create or edit coupon codes for gift cards
Reported by:

56BticRithout the administrator privilege level were not allowed to manually create or edit coupon codes for gift cards, even with sufficient permissions for

managing gift cards.
Recommendation

11.0.28
* Dataienging ebniepones uiouorendiannin sha i MsHtiQueni HBlvnload section on the DevNet portal. If you use an older version of Kentico Xperience, it is

highly recommended to up%rade to the latest version. . . . . .
T@@&Bé incorrectly allowed 'Union', 'UnionAll', 'Intersect' and 'Except' operations to be used with IMultiQuery objects (most commonly 'MultiDocumentQuery'

. qﬂﬁﬂ§mgpql}ym({etgi§§6%Qag%&ﬁapgultiple types). These operations are not supported for such objects and generated incorrect queries. After applying the
hotfix, such operations result in a "not supported" exception.

Pfﬁc.ﬁ'g)tion

¢ On-line Marketing - Geolocation support for Maxmind GeoIP2 Databases
The hotfix updates the 'HtmlSanitizer' NuGet package dependency to version '9.0.892'. The update addresses security vulnerabilities from previous versions.
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Bytdékault, the geolocation feature uses MaxMind's GeoLite or GeoIP Legacy Databases, which will be discontinued in the future. The hotfix allows you to
manually integrate the newer GeoIP2 Databases. To do this, you need to apply the hotfix, then install the 'Kentico.Geolocation.Update-v11' NuGet package, and add
tbsuegypred database files into your web project. See the hotfix instructions for details.
UpBaté of third-party dependencies

* Mlaiketingsiutomation - Incorrect newsletter unsubscription in automation processes

Moderate
] seResiEgm newsletter' action of the 'Newsletter subscription’ step in Marketing automation did not work correctly.

HAZE ooy

1
* Faqomperce - PayPal payments failed for orders with certain types of advanced discounts

ng%%;teﬁsing the default PayPal provider failed if the order had an applied Buy X Get Y discount or Product coupon discount with a certain type of additional
&Oer[l) dition ]g,qr example a discount available only for registered users).

Keptsp
e Web farms - Page URL paths of the 'Route’ type not synchronized correctly between servers
Recommendation
When a URL path value of the 'Route’ type was modified for a page, the changes were not synchronized correctly between web farm servers.
Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
highi3Brecommended to upgrade to the latest version.
¢ @epepgbexport - Error when exporting activity data with non-default columns
e 'axios' updated to 1.13.5  Important o . o . .
When using the Advanced export feature for the activity log in the 'Contact management' application, an error occurred if the "Export raw database data' option was

abled fzmd columns that are not included in the activity list by default were selected.
escription

11.0.26

« Ehahadirndases theorsiasherstaseorsestby Pogriaa ¢ FarmiPwildgr chirseerdgts to version '1.13.5". The updates address security vulnerabilities from previous
versions.
Default values of email widget properties were incorrectly applied whenever empty values were saved to the properties.

Details
11.0.26
. B;zillgg;ﬁeMissing notification message in page content tree dialogs

g‘eﬁgefrr{l%)ggﬂql{rrﬁ?éag ggeg()eﬁlt%%?(f%g% actions in a modal dialog (for example moving a page), the interface could be confusing after switching to the listing mode that
ows all sub-pages of a specific page. After applying the hotfix, a notification message is displayed to inform the user about the change of listing mode and to

padble them (o et back to the original listing.

1§8§e0 and lower

. %ﬁg eSBlY%i(?g‘éts disappeared on pages under workflow with content personalization enabled

ffiﬁﬁﬁt‘éﬂ?personalization was enabled, adding a widget with the 'Skip initial configuration' option enabled on a page under workflow could cause other widgets in

%é%ﬁ%@one to disappear after the page was saved.
Reported by:

Keotim
¢ Email marketing - Email widget properties incorrectly reflected the UI culture
Recommendation
Email widgets did not reflect the selected UI culture when storing their properties which could lead to an error when editing the widget. After applying the hotfix,
roydieedetoampanatiyceveavedhasaigaatienpbafferied widgesnnied €Bibh on the DevNet portal. If you use an older version of Kentico Xperience, it is

hig lé/arecomrnended to upgrade to the latest version.

138381 ‘
i gy g VR gV vidos

Ehe system incorrectly resolved URLs of videos inserted via the "YouTube video' web part or widget. The issue only occurred after applying hotfix 11.0.22 or newer.
escription

11.0.24
o TUkethotfirfargelatéd¢he bodasis imthdodaehs ey phichtigesnoted bykBage and Form builder client scripts to version '4.17.23'. The updates address security

vulnerabilities from previous versions.
When clicking the 'Clear’ button next to the 'In roles' and 'Not in roles' fields in the advanced user search on the 'Users' tab of the 'Users' application, the textbox

feldjieas not cleared.

1.0.24
. %ﬁz}l esfgte%hhservices - A“ranslgtions.com submission failed under certain circumstances
pdate of third-party dependencies

FecHEiLYiES com submission could fail when a page was submitted for translation into multiple cultures, but was already translated into some of the target cultures

w&@%gh the 'Skip already translated pages' checkbox was selected).
ound in version:

13.6.240 and lower
. ?;ﬁg%%!ll VERgiect parsing of double numbers with a group separator
Tixedydaéea did not accept values of the floating-point number (double) type that contained a digit group separator (thousands separator), but did not have a decimal
Bak2/IB26problem occurred only after applying hotfix 11.0.22 or newer.
Reported by:
Kefititzb
¢ General - Web bots generating event log errors on pages with selectors

Recommendation
Errors were generated in the system's event log when web bots, such as search engine crawlers, processed pages containing certain types of selector components (for

Reap ]t%g l%?g&t%gﬁ%g%rl}'can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

ighl arecommended to upgrade to the latest version.
D '%p tect&on - Imfroved performance when searching for personal data
it o .

. ated to 4.0 Informative
Searching for personal data in the 'Data protection' application was inefficient. Applying the hotfix improves the performance of the personal data search.
Description
11.0.24
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TChehgtfinerapidates] theldift queckegerased for Piegd dascHptinimiivddr nbehineccipasactarsrsion '4.0.4'. The updates address security vulnerabilities from previous
versions.

Code generated for page types, custom tables, forms or module classes was invalid if the given object had a field with a description containing newline characters.
Ptiigs the resulting code could lead to an error on the site (the code could not be compiled).

11.0.24

%}@Eﬁl S - .Isasues with web farm task generation on shared file systems
pdate of third-party dependencies

ﬁ%ﬁﬂﬂ%ﬂ@lﬁieb farm synchronization tasks were being created and processed in environments where multiple web farm instances shared a single file system (e.g.,
M@H‘i‘ﬁﬂﬂﬁlg_Kentico in Azure Web Apps). This could lead to unwanted side effects, e.g., when synchronizing smart search indexes. The hotfix introduces a new
HaMdPiPESystem' web.config key that notifies web farm instances they are operating over a shared file system and configures them accordingly. See the

13t8r2 00 AHRNE Mocumentation page for more details.

Fixed in version:

13.0.201

Fbeedidatrsn - Resolving of resource strings not working with Async customizations

2/12/2026

Raperted D SPages\Portal Template.aspx' page was customized by adding the Async="true" attribute to the 'Page' directive, resolving of resource strings in page
Kamtdnodid not work correctly.

ReBotimendation

General - Error when using .NET Framework 4.7.2
Lg%gﬂ TR R sl R P el ones BRI ISR KR iR

bt i

R SOt d BRI e doraked 1nstaﬁr1§11§ "NET Framework 4.7.2 if live site debugging was enabled on the live site.
'/ jipgated to 6.14.1  Moderate

General - Access denied page in the administration interface showing a generic error
Description

The access denied page of the administration interface did not work correctly when running on certain types of domains, and a generic 403 error was displayed
niseead whesidi vistepiéadaied (BedtassRupadmildsiraonPaga biihdert diereGetipdspramissidansd to version 6.14.1, which addresses security vulnerabilities from
ﬂe(\)fi%ls versions.

Pafagpgotection - Incorrect culture for page links inserted into consent text

%inkstto pages inserted into consent text in the 'Data protection' application did not always reflect the culture selected in the 'Language of consent' selector.
ssue type:

Yipdats of third-party dependencies

BoRIEYCHS Nt - Cookie law web part disabled access to the admin UI

Moderate

Toua dieversidaie law and tracking consent' web part was placed on a page and the 'Default cookie level' setting was set to 'System', users were repetitively signed

datdr8 enddambristration interface after attempting to view this page in the Pages application.

Fixed in version:

13.0.239

Eixetdrdates integration - Custom table data not restored in special cases

1/8/2026

Répeartadhbing continuous integration configured to not exclude any object types, or using the object blacklist (i.e. having objects specified under the
KEmebadedObjectTypes>' element in the 'repository.config' file) and restoring a new custom table type already containing some data, the corresponding data was
restored only after the second time continuous integration was run. After applying the hotfix, new custom table definitions together with their corresponding data are

festUshinfdingls run of the continuous integration application.

%ﬁ}g%lﬁ?’t]@ﬁ&tgﬁ&g&fﬁmaaéh%?‘ﬂég](%q’qﬁgealﬁt&s}&%tw(afm Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
1 ed t e to the Tates 1

ighly recommen 0 upgra version.
}b&lglﬁg% site-specific role to a user on the Roles tab in the Users application caused all global roles to be removed for the given user.
‘express' updated to 4.22.0  Informative

11.0.22
Dastiripditarketing - Incorrect processing of on-line marketing activities in certain cases

The rgsessingof arviing peadstigeotopyiiios aned Balfrechppantblog R Hpliercnb dagHNder &8t FCIMs s ddresses security vulnerabilities from
Eieglﬁ)ﬁls versions.

Senejial - Failed evaluation of validation rules in special cases
etails

Evaluation of form field validation rules could fail or lead to errors in special cases.

Issue type:

WUlp@a2e of third-party dependencies

Becnritymisdts - Macro security warnings logged when validating text area form fields

Informative

Houfiglidh usingontext area form control (e.g. 'Text area' or 'Rich text editor') had a specified maximum text length, the system logged macro security warnings in the
¢3emt e alidn the text length was exceeded in the resulting form, even if the text did not contain any macros.

Fixed in version:

13.0.298

Emall aageketing - Errors when sending emails to contacts merged from different sites

12/11/2025
g}{giqugontacts who subscribed to newsletters from different sites caused data inconsistencies, which could lead to errors when sending the newsletters.

freptsp
Web parts - gag_e templates containing certain web parts could not be checked in
Recommendation

If object locking of page templates was enabled, templates containing the 'Customer address' or 'Customer detail' web part could not be checked in while displaying
TnebaPathe tatesi @it dYDegign doyelond Hagbstepphieditoffom Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
highly recommended to upgrade to the latest version.

13.0.298

Miadeofordevapithtedmd B Versipneshtransformations after re-signing
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Blesurippianed in the code of transformations could become invalid in special cases after re-signing macros in System -> Macros -> Signatures. The problem
occurred if the macro expression contained certain characters (e.g. '<' or >'), and object versioning was used for transformations, for example when undoing check-
TheOR SeElFTRRL e Alclervecasisendbadyassipagabader and 'Form builder' client scripts was updated to version 1.3.2, which addresses security vulnerabilities from
pielidhs versions.

« Continuous integration - Error when restoring objects with a 'Not required' reference

etails . . . S . . . . . . .
Rn or occurred when restoring continuous integration files if the data contained an object with a field representing an optional reference to another object, and the
referenced object was deleted (for example, the TtemCreatedBy' field of custom table data items referencing a user object). After applying the hotfix, such objects

UGHVE&d successfully with a null value in the given reference field.
Update of third-party dependencies

Pequnify risk:

- bope ration - Invalid code generated for text fields with certain default values
Found in version:

Cd8e19hengtdavier page types, custom tables, forms or module classes was invalid if the given object had a field of the Text or Long text type with a default value
Eiwedimingersionin characters (for example newlines or quotation marks). Saving the resulting code could lead to an error on the site (the code could not be
¢ofpifl).
Fixed date:
12/022025
o Répgetisd Brror when selecting the '(more items...)" option in the widget Layout selector
Kentico
When selecting a layout of a widget in the 'Widgets' application, an error occurred if there was a large number of available layouts and the '(more items...)' option

Redshlsttiation

1.0.20 . . . . . . .
E?_staﬁ [trlllgrlcaetgs&}&ﬁgnﬁ é{)o Leand v%l(e)fg%l) ﬁh% lamtglsé ]ﬁ%g% Iflrc%nilnDc%nglR%% Sgction on the DevNet portal. If you use an older version of Kentico Xperience, it is
1gl% y recommended to upgrade to the latest version.

b%&&%% coupon codes could be applied more than once during checkout in certain cases.
¢ 'microsoft.codedom.providers.dotnetcompilerplatform’ update to v4.1.0  tmportant

11.0.20
o Beslipfiahia - LinkedIn functionality updated to use OAuth 2.0

Piferive MpadtdardiSdhrbanksdiadit hrsi dnderesecompnibihearginaiQdeh Jdsmplementatiomindgeatice sEbghgtlxnpdantibe sy s ionsss

Ay 2.0 authentication for LinkedIn company management and authentication functionality. After applying the hotfix, you need to add appropriate 'Authorized
Redirect URLs' for your application in the LinkedIn developer portal, and also 'Reauthorize' all LinkedIn company profiles in your 'LinkedIn' application in Kentico.
D ,{lﬂ‘; hotfix instructions for details.

11.0.19

. éﬁuﬁﬂXHﬂ’arketing - 'Log on-line marketing activity' value reset for pages under workflow
Update of third-party dependencies

?ﬁ@lﬂbgféikline marketing activity' property was reset for pages under workflow every time a new version of the page was created.
mportant
Foddin version:
o E3iflaibdmgiddeweiled email sending if an address value ended with a semicolon
Fixed in version:
$8riigs of emails failed and an error was logged in certain cases if one of the email address field values (e.g., email recipients) ended with a semicolon character
figpidalbyeused as a separator between addresses). For example, the problem occurred when sending form email notifications.
10/16/2025
Rbfottbd by:

o {dsescoUser search incorrectly returning users from other sites

hen a user %vgi[ggut the Global administrator privilege level searched for users in the 'Users' application, the results incorrectly included users who were not
asmgne(rlnto %e current site.

Instplighe latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

. %&abliﬁgg&@@maésﬁi@dlpmd&tﬁam%@mm in PayPal data

o Ibxias napdaseofopyddlid, optisreategories, product options, or product variants were localized using resource strings, the names were not resolved in the order data
sent to PayPal when making payments through the default PayPal gateway. After applying the hotfix, localized product names are resolved into the content culture
Mesariptictive for the customer during checkout.

+ho ﬂ&ﬁx uEdates the 'axios' third-party dependency used by the Page Builder feature to version 1.12.2, which addresses security vulnerabilities in the previous
o (nbime Marketing - Users with sufficient permissions could not start automation processes

Bue [.(l) an incorrect permission check, users with the 'Start process' permission for the 'On-line marketing' module could not start automation processes.
etails

11.0.17
o Beneitiypess integration - Complex queries generated for certain actions with CI enabled
Update of third-party dependencies
Bébanigonigkuous integration was enabled, certain operations that affected a large number of related objects caused the system to generate extremely complex SQL
Medies;twhich could lead to incorrect behavior or logged SQL server errors. For example, the problem could occur after changing the 'Page alias' of a page.
Found in version:
10.0.192 and lower
o WAL Yépsestitor - Setting the 'EnterMode' properties of 'CKEditorControl' in custom code

13.0.193
¥hea awerking with an instance of 'CKEditorControl' in custom code, setting the control's "EnterMode' or 'ShiftEnterMode' properties did not correctly adjust the

HTaHgoytput generated by the resulting editor.
Reported by:

i
¢ Security - POST requests to non-existing pages logging CSRF exceptions in the event log

Bﬁﬁ%m‘l’&uration of the system, POST requests missing a CSRF token leading to nonexistent pages on sites with a configured 'Page not found URL' setting
resulted in a 'CSRF' exception being logged in the 'Event log' application. After applying the hotfix, the system logs a standard 'PAGENOTFOUND' exception and
Tegiafsttieel seesehotdisfa¥nuoanéspenbead the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
highly recommended to upgrade to the latest version.
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13.0.163
¢ EnsaiigmiketiotgraClpehédrermtdinaidselickedibinksenot tracked in certain cases

ﬁgg@ﬁi,ﬁ]gﬁﬂs and links clicked within those emails were not being tracked when the recipient's email address contained a plus ('+') sign.

. f[‘élég%ﬁ%m ﬂ;ggl%slfﬁgﬁéa i{&k@sﬁmﬂghgaéﬂgﬁg%ﬁﬁge}hgf B&%‘a‘?f%'&l to the administration UI via external authentication.

Bgiling the hotfix changes the license limitations on the maximum number of enabled products. The limit is removed completely for 'Kentico CMS Ultimate'
license editions and increased to 500 products for 'Kentico CMS Base' editions.

Issue type:
1d£6rimational
* Gaehing ribkeorrect output cache expiration for pages with a 'Publish to' value

Moderate
FherxpiratRgdime of output cache items was incorrect for pages under workflow that had a 'Publish to’ value specified (in cases where the 'Publish to’ time

965yre0 lalanthae the expiration time determined by the 'Cache minutes' set for the output cache).
Fix§d in version:

:0;191
* Plagigataging tasks not logged for the 'Settings' application

g/tézil%rflt% 2 l;s were not logged for changes made in the 'Settings' application.

Keptige

e Campaigns - License limitation error when using UTM parameters without an EMS license
Recommendation
If a page with output caching enabled was accessed with UTM parameters in the URL query string, a license limitation error occurred if the site had a lower license
eddtioncamieMSotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
highlil recommended to upgrade to the latest version.
13.0.141

s ShaseRaint n&ﬁ&r Mly;ghlpadmgrﬁh,arePoint list data without the 'Title' field

611 error pccurred when retrieving SharePoint list data that did not contain the 'Title' field.
escription

11.0.13
. @b&hﬁdigrméhg)Mggsﬁ@gaégg{Welﬂa@%@g@q}p%&ﬁ,gg&g’gh addresses security vulnerabilities in the previous version.

Preradbsing of search indexing tasks for custom table data failed if the primary key column of the related custom table had a different name than 'ItemID'. Such
custom tables can be created via the 'Use an existing database table' option in the custom table creation wizard.

Issue type:
of third-party dependencies
. %-rf‘gp:or es agegeln t?le event log in special cases
E@g@\(}g us}lr;g Windows authentication, an error was logged into the system's event log if a visitor's first request targeted a resource handler that used a read-
?g% i%?f%)r{ldifg)\l;\; g%(ample an attachment or media file URL).

B q version:
3 %%%gé?érols - Incorrect default values for 'Required' form fields in certain cases
IXi :
Forfi?2R1s without a specified 'Default value' that had the 'Required' property enabled incorrectly contained a default value when using certain form controls. For
g}f'&’rﬁﬁfé hs required field of the 'Decimal number' data type used the 'Text box' form control and had no 'Default value' specified, the field's value was '0' in the

Fenlifits form.

Rieboiimendation
¢ User interface - Duplicated name prefix in transformation and query selection dialogs

Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
innHisless f@ﬁlﬂ%’f‘&@é andhrapsfaripations incorrectly displayed the page type or custom table prefix twice in the names of the listed transformations or

qyesieggfor example when selecting a transformation in the configuration of a listing web part).
. 'ﬂ]bhfaders‘ update to 1.1.0  Informative

. —ecsocrﬁgltel{)cne - Infinite loop when resolving current shopping cart macros in special cases
If a macro that accessed the current shopping cart was added to a condition which the system resolved during the shopping cart calculation process, an infinite loop
dhelheitbayndada ghe 'antherdsyer flovd-qrasiyaidrpussibiessioed ct3hwhicheaddrphseshseprolile rbaenabbétiersirethd brewious sarsion.
'ECommerceContext.CurrentShoppingCart' macro within the condition of a discount. Applying the hotfix prevents such errors. However the
DétaitsnerceContext.Current*' macros are not intended for use in shopping cart calculation conditions (e.g. discounts) and may still work incorrectly - use the
Context specific macro objects instead.
Issue type:

ke of third- arty dependencies . .
3 @éEﬂPi'lIy?{EE:' ustomer addresses duplicated during checkout

formative - . . .
Ko sltr(ljr‘rllgrrsic)g%lected an existing address during checkout (via the 'Customer address' web part), another copy of the given address was created for the customer.

%8 ?8 and lower
li{(]gqjggglﬁl&l "Unwanted form definition updates when importing from an older version

Fresh orting a package from an older version that contained form, custom table, page type or module class objects, the field definitions and database structure of
e ¢t objects could be overwritten even if the objects were not selected during the import. Additionally, an error occurred in some cases when importing

: th this type of data.
entico

11.0.10
+ Rexomeerdatidiew reCAPTCHA implementation

Theoriging dmphentrotstionah Bewsfodl de itesiaratsemitnh wihe e densn s indaneh Rb: 0161 e Batfise urdatashe Lo ok Rete s SpBIEA i¥4s
fﬁgﬂW%@é@?ﬁﬁ%HH&ﬁH‘ﬁﬁgﬁrﬁiQ‘%Hlﬁ{bsllf{{%]tyvlé)’sfé‘&kmg a checkbox). Please register your site again at https://www.google.com/recaptcha/admin, select the
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TBOAIBYCHA v2' type, and copy the new API keys into the corresponding Kentico settings.
o 'brdrd@xpansion’ dependency update Informative
¢ E-commerce - Error when viewing stand-alone SKUs

Description
When \[/’iewing stand-alone SKUs in the 'Products' application, an error was displayed above the list and the product data was not loaded correctly. The problem

%Ceulrlroet%grhlg(ﬂftteesr &P@W&‘é’eﬂ%{;‘é‘n%ﬂd91'?18%5%5“1’1‘5’%(1 by Page and Form Builder scripts to version 1.1.12 to address security vulnerabilities.

11.0.10
« Bretailsoint - SharePoint data source incorrectly handling complex types

TseaéShpeePoint data source' web part did not correctly handle multiselect fields with complex types. The hotfix ensures that the data source processes such fields
1iipelsteingsiiodspshing dupdedtypdissproperties separated by semicolon (;) characters, and individual entries separated by newline characters (environment specific).
Secunitgdriskmanually parse the string within the transformations applied to the data source's output, for example: 'String.Split(Eval<string>("MultiselectField"),
Erfviranthent. NewLine).Select(l => String.Format("{1} ({0})", String.Split(l, ";")))'
Found in version:
13.0.987 and lower

* DashbpakdssiRepetitive reloading of certain dashboard pages

13.0.188
Hithag'@llew preview mode on the live site' setting was disabled, certain widget dashboards in the administration interface reloaded constantly (for example the

$pehhpazd' page in the 'Web analytics' application).
Reported by:

tico
e Security - Improved security for Facebook integration features

Eﬁ&mlﬁﬁﬁggﬂppon for app secret proof parameters when communicating with integrated Facebook apps. If your website uses the Facebook page integration
features or Facebook authentication, we strongly recommend applying the hotfix and then securing your Facebook app. Configure your app at
Tngsall/the/tatgserdscidieb¥ok. camdgypslaad ehabtadidmégufrem pposakerdosacsiomon ehs dderpletpordaladt s@saseam older version of Kentico Xperience, it is
highly recommended to upgrade to the latest version.

13.0.888

o Aemgulnr]Sylibraymsedach toot ¥ Grkimgortant

ﬁg&{ﬂw search functionality of locally stored search indexes did not work (when using the 'Any words or synonyms' search mode).

. ?%%%é@;é éﬁgﬁge_s IGBS rﬁ&%]iléagr%%ﬁ’rsaggt%eﬁi ni&leﬁ%%ér‘;;%]%a&sn?g Cttlgel ngﬁgfgf@%‘%@ interface to version 1.8.3. This addresses security vulnerabilities in the original

Marketing emails were incorrectly sent to contacts labeled as 'Undeliverable’, if this status was reached after a marketing automation process set the number of
Bstadsd emails for the contact.

195 8eBrype:
o Vphasdytinsd-pacaprespavielenairkytics for cultures with a non-Gregorian calendar
Security risk:
hﬁggi{é@f web analytics did not work correctly for cultures using a year numbering system different from the Gregorian calendar.
F§ nd in version:
13

:{84 an loweri . . :
* R sQuEpls ;, Value of fields named 'DisplayName' not saved correctly

tf?)ig[éf llggltgpntained a field named 'DisplayName' and another field using the 'User selector', 'Multiple user selector', 'User name selector' or '‘Community group
selector' form control, the value of the DisplayName field was always overwritten to '##USERDISPLAYFORMAT## when the resulting form was saved.

5}615 lsue tc))}gzcurrecl for all types of forms (fields of page types, custom tables, online forms, etc.).
Kegtiro

e API - Licensing error when calling the contact API in special cases
Recommendation
A licensing error occurred in certain cases when using the API to get the current contact on a site with a lower license edition than EMS.
Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
highly recommended to upgrade to the latest version.

¢ Pagpg8304 error for multiple pages with similar wildcard URLs

o http-proxy-middleware update to 2.0.9 Moderate
If multiple pages had URLs with wildcards and the URLs had at least one wildcard in common (for example '/Articles/{topic}' and '/Articles/{topic}/{date}"), the

el prﬁt&llrlned a 404 Page Not Found error when the page with the more specific URL was requested.

11.0.7
« Chahatftxypdaesthe hitprsany-raiggienansorad bridhecadraigistration interface to version 2.0.9, which addresses security vulnerabilities in the previous version.

Dérailsising the Advanced export feature for recipients in the Email marketing application, the values of certain columns (e.g. 'Newsletter subscription’, 'Receiving
marketing email') were not exported correctly if the number of records was very large (more than 1000).

Issue type:
fe of third-party dependencies

. gié-aﬁrﬁ%, +Rjntime error after installing the 'Kentico.Libraries.Web.UI' package

%%%rl?tﬂee\/%%% r(1)_ccurred after installing the 'Kentico.Libraries.Web.UI' NuGet package into an external project. To resolve the issue, apply the hotfix to the related
BUGPIQIEES %%9 database, and then update the package in your external project to the corresponding version (11.0.6 or newer).

E’gx@%in version:
:(.184 . S . . .
orhy %ré%él?e - Page type field description not displayed correctly in special cases

13420994 description' text of a page type field contained a macro that accessed the property or value of a different field, the description was not displayed

Eﬁﬂ?&ﬁj Bﬁzthe field's tooltip) after a page was saved on the Form tab in the Pages application.
entico

11.0.6
¢ Reenmmmengatient - 'Event calendar' web part error when running under heavy load

An error could occur on pages containing the 'Event calendar' web part when running under heavy load.
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IdstaB the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

« Highly mendetinened Bdror wplgende ¢wrtheg itBstestesionarketing emails on upgraded instances
13.0.184

o Dupgndeibienticadnsiasskseangignaccurred when editing an email feed with A/B tested emails that were created before the upgrade, i.e., on previous Kentico
versions.

ll)le%cgiption
Emajl marketing - A/ iants of marketi il duplicated after i t

) Tgleaflolgia)lc- [§) 15% etes ] eY 3{11? atse I\I/[nc?(r)T%clJ?sg liegrlgrysﬁgrgleél gv}t Eltefle Eélci%liilnnil gtion project to improve security, due to potential vulnerabilities. The library, located
YHeR Tﬁ%%%@?&i&%%@@&iﬁiﬂl’ﬂg cantiedioves M NRHIAVS Yestinnsph ERNtRe JRelirves e damapt Weed Aipeadgfault functionality in Kentico Xperience
13. If your custom code depends on any features from this library, we recommend referencing an external implementation.

11.0.6
¢ Detailst management - Error when viewing the activity list of a contact

ﬁg}lﬁr{%@pcurred when viewing the 'Activities' tab of a specific contact in the Contact management application. The problem occurred only after applying hotfix

310p3:9Y ReNRIrability

iicurity risk:
gﬁg?tant , _ .
* EOJSERNeatny, - Generating code for all page types not working correctly

é‘})%el %131183 égﬂ)enr.ated for all page types on a site were created in a different location than the one specified. This could prevent the user from finding and working
Yé){ﬁ given code files.

Fixg¢ date:
o PRG035 ol ‘
ﬁ%%%%teﬁ%ﬁ aliases not generated correctly when moving a large set of pages

Kﬁﬁiﬁg a set of over 500 pages with the 'Remember original URLs when moving pages' setting enabled did not create the appropriate page aliases for some of the
pages.
Recommendation
11.0.5

* fhcdinelMprkating fRaging ok OBWEORA OIS Hbthe froRfashdemngraphitsn BRKe DevNet portal. If you use an older version of Kentico Xperience, it is
highly recommended to upgrade to the latest version. . X . . . o
Pagjngef contacts did not work in the 'Contact demographics' report accessible from the 'Campaigns’ and 'Email marketing' applications.

* lff%l%re.js library update to v2.3.7  Important

e KIM - Incorrect version order when checking for updates
Description

When checking for available hotfixes and upgrades in the Kentico Installation Manager utility using the 'Check’ function, the tree containing available updates
dispByadineajplibeasioasntainethaotbrerahibity Ty ifix highiseveritis Bodfiatyipespolutpphiclhe linefbeads! feseesthisce vty andudraiitieyibyhepsatingutititihrary to
version 2.3.7.
11.0.5

* Prepailstoolkit - Error when importing certain object types

heentattempting to import certain object types (for example pages) using the Kentico Import Toolkit utility, an error occurred in the source data preview step
Sﬁc]ilr{r}’(?t?l%lad diefalg%lt &Olumc[l mag?ings. Class not found.").
pdate of third-party encl

epen
Spqety risk:

. mr%rols, - reCAPTCHA not working in environments with an HTTPS proxy
Found in version:

%%@*ﬂ&é&?ﬁ%ﬁf form control did not work in environments using an HTTPS proxy (SSL offloading). The control incorrectly generated HTTP URLSs instead of
fiixed iprvepgon:
13.0.182
Fixgd date:
o #HE@arketing - Tracking of clicked links not working in page-based newsletters
Reported by:

Kentidog of clicked links did not work in page-based newsletters due to incorrect generating of tracking URLs. This issue only occurs on instances upgraded from
Kentico 10 with hotfix 11.0.3 or later applied.

Recommendation
11.0.5
* frdTshe B RABTON S R USRI AR R QT fN OB BHY BIRGHRLY €S tion on the DevNet portal. If you use an older version of Kentico Xperience, it is
hl!i’ Wt ff) et%gr?t%ﬁdceui utr}ég,lﬂtlgs'k\gﬁ%le%lpages' web part displayed the default culture version for untranslated related pages, even if the '‘Combine with
fail Culture'.%ettin was ditsablle(l
o Underscore.js libraryupdate to v1.13.7  Important
11.0.5

. @ﬁﬁﬁﬁj&ti%ge aliases with the Culture set to '(all)’ not working correctly

Ohesierddrat diadjshebteembiae wildedditato autbireise Codedinjbdednpagethliasesphith fhadtiotinhehbefiabi dhb st thisrke torr pggas] Heat bikiey bytuptigiagdha the
silteisrdataybrsidire1 3.7,

{afls A . .
. ggnazon S3 - File access errors when using Amazon S3 in rare cases

ARG Amazon S3 for file storage, file access errors could occur on the live site in rare cases. The Amazon S3 storage provider incorrectly opened files in a
uagqﬁpgiv&-moﬂsaﬁmfeas&

Security risk:
impostant
« Kownd rsien using the 'Check’ function
13.0.180 and lower
TAked ishweksinnfor available hotfixes and upgrades in the Kentico Installation Manager utility using the 'Check' function, an error occurred if the registered
s Qul@s included at least two different major versions. To fix the issue, the hotfix must be applied to the Setup files (switch to advanced mode in the hotfix utility).
Fixed date:
4132825
* Repuortehbrpls - Misspelled attributes in the 'HTMLS5 input' form control
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KeatiddML5 input' form control generated misspelled 'minlength' and 'maxlength' attributes, which resulted in invalid output. The misspellings were also present in
the form control's configuration interface.

ReBeinmendation

¢ Widgets - Inline widget configuration dialog not working in content only page fields

hlg ggu us Cagln?lder ersiqn Pof Kentlg?an erience, it is

latest hotfix. You can qu nlori\d the lﬁtestS hp(itflx tom Down oa(il segtion on th Devl\i§,t gortag s S TARETHARANG

E&]‘?}é{%ﬁ%%d)r?ﬁeﬁ&e% id not wor ﬂ}l' 1nline wi rglet aced into a rich tex oI a content on. age i
1G] ecomrhended to upgrade to the latest verSion
0481

RiEEH -)Sédi IYS‘GI{E‘%H@MB%F Xe'ﬂ%]tﬂaﬂmiwgfrﬁgON data

Des@ifgibBervice limits the length of request data in JSON format to 2097152 characters (4 MB of Unicode string data) by default, which is not sufficient in certain
cases (for example when creating objects with large attachments). After applying the hotfix, the character limit can be adjusted using the 'CMSRestMaxJsonLength'
Wwelaeenfigheyated user, it was possible to distribute a malicious payload by abusing media library file upload and following certain specific steps.

Dethil

s
o Pages - Access denied message shown when viewing preview links

{?i;é'\ﬁiwé’ﬁz preview link in a private window or a browser where the preferred culture (cookie) was not set resulted in the access denied page being displayed, even if

g‘(‘i‘)ﬁ% g%&fg%ﬂl&ly accessible. The problem only occurred when opening the preview link for the first time.
ecurity risk:

Maglerate

o BRI YBESONE Tor when exporting activity data with non-default columns
13.0.180 and lower

TAked shiggsionA dvanced export feature for the activity log in the Contact management application, an error occurred if the 'Export raw database data' option was

4gabI3land columns that are not included in the activity list by default were selected.
Fixed date:
4132825
o Remiltterhtlseting - Page-based newsletters could not be sent on upgraded instances
Piotr Bazydlo of watchTowr
It was not possible to configure and send existing page-based (dynamic) newsletters on upgraded instances due to incorrect backward compatibility.

Reaommendation
11.0.3

e E-commerce - Unpyblished values displayed on the live site for products under workflow . . . L
Fnstaﬁrt]ﬁe fatest lgllgtlhx.s%?ou Can Gowntoad the fatest Lothx from Bownload section on the DevNet portal. If you use an older version of Kentico Xperience, it is

Diehly sarenymendad  pdmeradadP W kest, Y imges were displayed on the live site before they were published in certain cases (for example product names or
?i@e;@ﬂsplayed in shopping cart content). Applying the hotfix also disables inline editing of prices in product lists for products under workflow (inline editing is not

. ESB%%&G}E%HB%S&M et dpgerate

DiescBiption
¢ E-commerce - PayPal payments failed for orders containing a Buy X GetY free product

The hotfix updates the Froala WYSIWYG editor used in the 'Rich text' page builder widget to version 4.5.0, which addresses security vulnerabilities in the previous
Payangnts using the default PayPal provider failed if the purchased items contained a free product obtained by fulfilling the conditions of a Buy X Get Y discount.

.0.?]ﬁ
. klﬁa-l nnecessary 'ShoppingCartltemParameters.Price’ property

Issuety@®merce API contained the 'ShoppingCartltemParameters.Price’ property, which was no longer necessary and incorrectly used the 'double’ type. After

Miyie @trbindtpartydeprsptangirsmarked as obsolete.

Security risk:
Mc@l@rate
o Noodhd én vBidéodata type for custom module class fields
13.0.180 and lower
When greatisigor editing fields of custom module classes, the system incorrectly offered the 'File' data type. This data type is not intended for use with module class
figlasi81
Fixed date:
413mp2s
* Heplxedtnpfixing error for projects using .NET 4.7.1

Kentico
When attempting to hotfix a project that was set to use .NET 4.7.1, an error occurred in the hotfix utility, stating that the .NET Framework version could not be

ﬁeetg(r)rr%il%eedn a?fgil)l;es 11.0.2 and newer support all build versions of .NET 4.6 and 4.7.

11.0.2
« Ingiathhertatesp hppiixpYomcan denerlead hsdiesishptixsfeemrib@ wplasdessaHepen the DevNet portal. If you use an older version of Kentico Xperience, it is

highly recommended to upgrade to the latest version.

P3sfirldits using the default PayPal provider failed for customers who specified their phone number during checkout.
¢ Denial of service using Content staging Important

11.0.2
* Dialagptigrlection of '(more items...)' in selection dialog filters

f &vs8'souapdipdagsomantshib e anciber BYeShsIRne T Rlsred A e RS A R Sh B bBPTS BE TS B128190 Ui RRLMIRRY was
Tgﬂfﬂ'table }mder all ctiumstances. Applying the hotfix r(.esults ina fun.cti.onal bree}king change in the Content staging feature. See the hotfix instructions in the
%‘8%%%‘%1 5p- e dstaily Adpateninhmesial sisparguin ek Ate et el Ry Justance:

Details user submitted an on-line form which contained a field with the 'Consent agreement' form control, the system displayed recorded data for the form in the
'Forms' application as if the user gave an agreement with the specified consent, even when the user revoked the consent agreement.
Issue type:
bDlefidl of Service
* Eecomjieisk:- Shopping cart content lost in certain cases

Important
fglﬁ?r@me%@f&yishor's shopping cart was lost if the 404 error page was loaded or a resource on the current page returned a 404 not found error, and the error page

itsedf protsjaasierpage accessed the 'EcommerceContext.CurrentShoppingCart' object.

Fixed in version:
:0:180

https://devnet.kentico.com/download/hotfixes 38/230



4/23/26, 10:04 PM Hotfixes

o Eixedrdetas integration - Error when restoring custom table data in special cases
3/28/2025
Repaimeddsgeurred when restoring continuous integration files if the data of a custom table was added to the '<IncludedObjectTypes>' whitelist in the
FipesBazydbn 68 KidecBingran object type with the 'customtableitem.’ prefix) and the corresponding custom table definition (cms.customtable object) was not yet
created in the target database. The problem typically occurred when attempting to restore a new custom table definition together with its data.

%e&){nmendatlon

Type to filter . . . . . -
VP et wic raveot nux. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

. %%*\?ﬂlﬁg\gﬁﬂlé]srﬁﬁ?&fgntg eurgg)rgde to the latest version.
URrdathaftbitdPrEh ePersifnElescut i ttough .NET object deserialization in staging service Critcal

Beseriptisn
Bhe hotixetpsiatgs e work Cab -voehy lsRendensiss.pf, RegsaAsh okl des seE IRt R ARE T Y EIS e A dress NI WP the initial authentication and

roceed to deserialize user-controlled input. The deserialization of the user-controlled input then led to remote code execution on the server where the Kentico
etailse was hosted.

Maxkareund for all Kentico versions
‘@ﬁydm@ﬂ{mmmdcb&pty]ﬂ@[jgﬁdeﬂ&fém same for all projects, regardless of staging utilization - set the 'Staging service authentication' setting to 'X.509"
Seéufﬁgmigai,e to 'Settings' -> "Versioning & Synchronization' -> 'Staging'
In@oﬁaﬂgr the 'Staging service' section set 'Staging service authentication' to 'X.509'
Foan&ave/déhasimanges
13.0.178 and lower
Bieteadlin version:
13.0.179
Hisied e
R ode Execution
Kepfiap
Found in version:
Reconirgetidation
Fixed in version:
Idsth#i8he latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
Highilde@mmended to upgrade to the latest version.
18102019
o Befoxi8d bythe database installation step  Informative
Aon's Cyber Solutions
Description
Recommendation
It was possible to perform a Self-Cross Site Scripting attack when progressing through the 'additional database installation' wizard in the administration project.
Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
Pelligecommended to upgrade to the latest version.
11.0.48

Issue type:
Hotfixes foydux

Security risk:

Dowé?&?fg‘iﬂi’ést, hotfix

ound 1n version:
3.0.179 and lower

View TS VESION 0 0

Dowrgggég&iﬁer hotfix

Reported by:
REOO:D QAN D

Fixed Bugs Security Bugs
Type to filter

‘ E%%H?ﬁ%rig{égp gb%ﬁg(,lg(gﬁrg}i%ndownload the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

i C o the latest version.
Slshbxgpeapeny thistavaess
* SPUAnirctigRinipyatisoRsAbSE 'iledpplication. </p>

Dedcbiption
¢ E-commerce - Shopping cart content lost in certain cases
The product database installer was vulnerable to an SQL injection attack during the installation process. To fix the issue, the hotfix must be applied to the Setup files

he s RbA AbASRARRINERA Widhdppadwan 404 SRPT RIS WradeAsies ORadRaBIUIC R AN theSHpERUNARAdBIEWEY & 404 not found error, and the error page

itself or its master page accessed the 'EcommerceContext.CurrentShoppingCart' object.

Pstnils

¢ Continuous integration - Error when restoring custom table data in special cases
Issue type:
BQledmjecdonrred when restoring continuous integration files if the data of a custom table was added to the '<IncludedObjectTypes>' whitelist in the
fgsuwifyryigknfig file (using an object type with the 'customtableitem.’ prefix) and the corresponding custom table definition (cms.customtable object) was not yet
dMesternia the target database. The problem typically occurred when attempting to restore a new custom table definition together with its data.
Found in version:
1B.0.497 and lower

« EixedimemsioRroduct fields not saved correctly for new culture versions in certain cases
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WHerd 28ving a new culture version of a product page that was created based on the content of another culture version, with the 'Save the new page before editing'
bitimhdiitmbled, the values of any modified product fields were overwritten by the original values of the source culture version.
306m0a5
* Repoutefilter:- Relative URLs not resolved correctly in special cases
Kentico Security Team
The output filter for resolving relative URLSs did not work in special cases for websites running under heavy load.

Recommendation
10.0.47

o t - Cust tact fiel t displayed tly in the editing fi
%%?aﬁcﬁjrg?gt%%gglgg%x%% 0Cr5111r1C gv?r?loe{gl ﬁ‘?enl%tesltsgoat%ex f$8g6150 lnrioagl geétllg oor{rtl%le DevNet portal. If you use an older version of Kentico Xperience, it is
highbmasermansad o Hegradeda hedatnbvemsioRom category were not displayed correctly in the contact editing form. In general, the problem was caused by

intOried transferringlof fields to alternative forms in cases where the original form and the alternative form contained a different category structure.
o Stored XSS when uploading files Moderate

10.0.47
o Descriptimmagement - Updated user values not saved to contacts on upgraded instances

foRvins e ithas wikeinReraded Bropndsayiea @ athsnien fhssdaddisudrenneia prisingLaninsh inforaatione opier disab ad hyidefanit damireswbuadares afso
E?ﬁ%%}‘?lgﬁﬁf@&@ﬁ&ﬁﬂi@i%f@%’f@lé GEEFEI.?A}%ISP}%B% cRERRRARGMESRREC hAPRBHRE mBetts enehissiths:putomdt e QarlinaposrkeHpacekings e et emiad
i &asssinghgdMedules application).

0.0.47
. %@%s - Inline widget properties with certain form controls not saving all values

Dslly thie€irst property value configured for inline widgets was saved correctly for properties using certain form controls that store values into multiple fields (for
exesspielserépgt graph selector' form control).
Security risk:
Modeitate
o Hoersl-iknersionpages containing the On-line users web part
13.0.177 and lower
Rixedrpr veclisied on pages containing the 'On-line users' web part in special cases when the 'Store on-line users in database' setting was disabled.

13.0.178
9@ fate:
¢ SgyraipsSearch preview images not displayed when storing absolute URLs
Reported by: . . . . . . .
i&%{: onfigred in the search settings of a page type or object stored absolute image URLs (for example images served from a CDN), the images were

not displdyed in the search results.

ﬁf.ﬁ%jémendation

¢ Pages - Error when viewing all page aliases as an editor
Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

highlyaecemmendrden ungrade it the|Bi@kby ididiege level clicked the "'View all aliases' button while creating or editing a page alias (on the URLS tab of the Pages
apdli¢don).

¢ Authorization bypass in content staging Critical
10.0.46

* Pegarsptignls - 'Country selector' form control incorrectly listing states from all countries

thet 'Counl[ s%l ctor' for{ﬁLc ntrol Was configétg%d t%retur thg {E 01‘t the sele(ﬁled §tat?. for an integer t¥ e B
e tg a yulnerability in a third-party [ibrar the pro%uc , the stagl entication mecharfis uld be’bypasse y 1nstances wi staging
e D B 1 7 et i et e
%cblggzntation for possible manual steps required after hotfixing your instance. If you don't use staging and want to completely mitigate all possible vulnerabilities,
o FOLSPRHmRIGY i_c%%t[ewﬂéﬁeéyé% i@%ﬁﬁ?ﬂ%@tﬁﬂ%f%@ﬂq ‘ég%\é[/%lgmstaging/SyncServer.asmx’ by editing the '<location
; WP ode | i i MS/C

path="Staging/SyncServer.asmx in the con e under /C Pages/Web.config'. To deny access to all users, set 'authorization' to '<deny users="*"

fi%d the Statﬁ_séﬁfmri the resu%flil%ﬁefo 'm.did not

&n error occurred when recipients of a particular newsletter email feed were exported using the 'Advanced export' action with the 'Export raw database data' option
'Email’ col t
OV DR S
10.0.46
« Bstailengine - Page template cloning always included the template's scopes

Weirnrglnning a page template, the template's scopes were cloned even if the 'Clone page template scopes' option was disabled in the cloning dialog.

Authorization bypass

%Q&lﬂ?y risk:
* Ppgling forms - Cloning error for forms with a field name containing an SQL keyword

Found i _—
Ai&gll?rfég gﬁésji‘gaﬂeyhen cloning a form that contained a field with a reserved SQL keyword in its name (for example "function").

Eg(gd?gén version:
10.178 . . .
-CO rce - Product values not saved correctly for versioned pages in special cases
{xed date: y pages In sp

&%{ir E% gd ¥0rrec}_ll¥ \Q]/vl}en editing a product page in a non-default culture.

of watchTo
10.0.45
« Resemmendatigntion - Inconsistent serialized data for bindings

P 9&%:ct pages using workflow or versioning on a site with multiple content cultures, the values of the 'Product name’, 'Short description' and "Description’ fields
Zy

Theaerinlirad daiaereatesiboa e GRRIBIPHEC MESFROT SOl SR DIW AEs IR YRS frbind gy 10 Poredptienshinsshetiv sraepRieaohad Rpineensistendides fEhe
Hiblierenbeoimedeaaisad sueces SR shangesdbie Cl repository files (even when the binding data remained the same). To fix the problem, you need to apply
thedetfgx and then serialize all objects again in the Continuous integration application. The update may cause a large number of changes in existing CI data for

« bindings remote code execution Important

0.0.45 .
escription . . . . .
. bon 2 management - Case-sensitive email comparison when importing contacts from CSV

Sradingmedimbles nould tead 1 Bemarr-Code Brisattioh OF MR dArgaHsesyfalues was case-sensitive. This could cause the import to incorrectly create duplicate

contacts instead of updating existing contacts with a matching email address.
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Details
¢ Media library - Media file paths corrupted after renaming folders in special cases

Issue type:
ff&égﬁ%r%e{ﬁaéi@mhgﬁ a name that matched the name prefix of other folders in the same location, renaming the folder corrupted the file paths of media

g‘é%ilﬁ??tﬁb‘]@d in the other folders.

étant
Ein version:

e
. Y@%&P}Sfaﬁgr}t@wroperties not saved correctly for inline widgets

ixed in version: . ) - . . . . . .
ﬁi{ LS ot properties configured for inline widgets were not saved correctly for properties using a form control that stores values into multiple fields (for
E}f}é{\g&p o ttgge 'Attachment field selector’ form control).

3002835

. Bf‘&%tfg RjYali rnac1i%)s in Page version data after re-signing
Piotr Bazydlo of watchTow:

When using workflow or versioning for pages, macro expressions that were stored within the data of a page version and contained certain characters (for example
Réconpmrenddsjdiecame invalid after re-signing macros in System -> Macros -> Signatures. As a result, such macros could not be resolved when displaying content
from a page version (for example in preview mode) or after rolling back to an older page version.
Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
%ﬁlﬁecommended to upgrade to the latest version.

idgers- Media selection dialog not displaying the Attachments tab in special cases

. I\{Pdated Lodash to the latest version Important. . . . . . o . .
hen a widget with a property using the 'Media selection' form control was inserted into a page field on the Form tab in the Pages application, the media selection

BE%%%B%I}FCI when setting the property's value did not display the Attachments tab.

10.0.43
. W}aé&@asﬂ@m@gﬁ%}ﬂqmryd;ﬁgg HiheadmBlissraEan e am;Mas upgaspdrigeversion 4.17.21 due to security vulnerabilities contained in the previously used

version.
If an empty value was saved into a widget property with a text data type, the property's default value was always loaded instead when the widget's configuration
tiataglsvas re-opened.

e .
3 ﬁé&gg%hﬁe—rm%wcking errors when processing analytics on a shared file system

rity risk: - . . - . . . . . . .
ﬁ%r%lttly%nsg multiple Kentico applications with a shared file system and enabled web analytics, file lock errors could occur when processing the analytics log files.
oy have Gil%11%}[11 an environment, you also need to manually ensure that the file system is configured as shared after applying the hotfix (see the Hotfix instructions

o gnpse in ormation).
Fisgdyin version:
. gt;ea%ggi_ﬁng & SEO - Trailing slash in Google sitemap URLSs

HA7039as configured to always use URLs without a trailing slash together with certain other combinations of settings from the 'URLs and SEO' category, the

E%B%*l@gi@fhap generated by the system still contained URLSs with a trailing slash. This caused unnecessary URL redirections.
entico

10.0.43
¢ Retoamgiemdatiew SqlEvents.BulkInsert global event

Theaty stenmadidines rigsesnpyrelrheh Rn b e hess craERerpbie s Wh lisectheinsevinhdaseinte apdatabaseyahlgdonesrmple lyncr weh dRp sfrdisatagtsifrom
ﬁigﬁly fé@nﬁrﬁ@{(ﬂﬁé'%g‘ﬁ%b%ﬂﬁeqﬁgp%ﬁi%v perform custom actions before or after such actions by assigning a handler to the new 'SqlEvents.BulkInsert'
19904 77

. 1A61.81.2512at10n bypass in the staging service Critical

e Reporting - 'Data from last' parameter not applied correctly for report subscriptions
Degcript%on P PP ¥ P P

The 'Data from last' parameter set when creating report subscriptions was not applied correctly if the current site's default culture used a different date and time
fonrifisughim Wive Tagliche@edpvis) ellhuied Ttackers tengepapsiaurbpoizadion vsingoorgamibegriess wdinetthekicah e oriingetbtthgaier calplete control over the
Xperience instance. We strongly recommend applying this hotfix as soon as possible. This issue affects instances with enabled staging using username and password
dGtBetRication. As a temporary workaround, administrators can either disable staging on target servers or use X.509 authentication, which is not vulnerable, and

+ Ragiesvhivhigrtarnatessrnintedispiagedenshibe ViEMISP pges Staging/8etaiServer.asmx’ endpoint.

UNiBnhreicorideg EhVEdR0RE-27 d6page version on the 'Versions' tab in the Pages application, information about editor widgets placed on the given page was not
displayed (in the 'DocumentWebParts' field). The problem occurred only after applying hotfix 10.0.41.
Details
10.0.42
. %glﬁlgr%)e[l;\é{arketing - Submitting forms creates contacts despite disabled on-line marketing

éﬁgﬁégﬁ%@ I%}/ggtsesd or updated when submitting on-line forms, even though the 'Enable on-line marketing' setting was disabled.

it
o HOHRSLIP ¥81St9Bn figurable Amazon S3 REST API endpoint
13.0.172 and lower
Trixedyistofaralfiys used a preset HTTP endpoint for the REST API request that determined the region of Amazon S3 buckets. This could cause problems in
éf}\ﬁr fh#hents where non-HTTPS requests are restricted. After applying the hotfix, the Amazon S3 REST API endpoint can be configured to use HTTPS via the

%gO/ZOZ web.config key: <add key="CMSAmazonRestApiEndPoint" value="https://s3.amazonaws.com" />

Repoaed by:
« Biagifiazydlmedvgtatifowizing of scheduled tasks not working

Necommendagnizing of scheduled task objects using the 'Synchronize current subtree' action did not work (on the Objects tab of the Staging application).

Ospdfl‘]thﬁlat%st hotfix. You can download t g latest hotfix frlgtm Do nl(C)lad section on the DevNet portal. If you use an older version of Kentico Xperience, it is
* REarch - Empiy se rgﬁ resutfgh s getyrned for cistom stnart search ndexes
1ghly recommended to upgrade to the latest Version.

13.0.173

¢ Update of third-party dependencies  Important
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DiescBipticiR esultUr]' and 'GetSearchImageUrl' transformation methods returned empty values when used to display results for smart search indexes of the 'Custom
index' type. The problem occurred only after applying hotfix 10.0.37 or newer.

TBOHUtfix updates System.Text.RegularExpressions, System.Net.Hitp, and several third-party dependencies of page and form builder scripts to newer versions that
o Ragesss WnaerapniWebParts' widget content switched when comparing page versions

hem, Eomparing two versions of a page, the information about editor widgets placed on the page (the 'DocumentWebParts' field) was switched between the two
verslons, i.e., the newer version listed the widget content of the former version and vice versa.

iswedype:

o Oréhpasty. HEBﬁ@higﬁYstart error under heavy load in special cases
Security risk:
Ifperspplication started under heavy load and the 'runAllManagedModulesForAllRequests' modules attribute was enabled in the web.config, initialization was not
Petfodniedexsigmttly in special cases, which could cause errors with the following message: "You cannot change the default type of the generated objects after some
dBjectytvene deswexd by the generator.”
Fixed in version:
1B.0.471

o Eixeddatece - Error on shopping cart pages after an application restart in special cases
1/16/2025
Hepoustampr's shopping cart contained a product that was added automatically as a result of a Buy X Get Y discount, and an application restart occurred on the
seereidhe customer then received an error (stack overflow exception) when viewing any shopping cart-related pages. The problem occurred only after applying
hotfix 10.0.24 or newer.
Recommendation
10.0.41

) E?srtrﬂlct rénig%gs_t }?o"t?&%ﬁlﬁghoﬁg%r[‘ogﬂ‘}%’ ]lgtrergtrﬁg%‘ig %%lrlﬁl %\t/%tl%;gs\é%lggrsl on the DevNet portal. If you use an older version of Kentico Xperience, it is
fighlyEeeppenteddo #Raadsieon A eShYRIEHA to return only the ID of the selected state for an integer type field, an error occurred in the resulting form when

_tﬂng to load and dispolay the selected values for the field.
¢ CKEditor update to v4.25.0 " Informative

10.0.40
« Dislngptiénlection dialogs not setting values for global objects

Peleqdendiglagsfaneiedis avesn degitheatie sresifisinlgabsh fi%fie?%c%f\eéfs%ﬂls&w.@w%%&ﬁ%s%%ﬁggi%éﬁ%ﬂm&mmeﬁ@Jf&ﬁ?@é{@f&pt in

roles' selectors in the advanced search filter of the Users application). The problem occurred only after applying hotfix 1

Pstrily

. ifransformations - Certain field names not resolving in Text/XML transformations
ssue type:

W@%Qﬁ)@lﬁdﬁamﬁm&ﬂMﬁOHS, it was not possible to access the values of data fields whose name contained characters conflicting with the Kentico macro
%ﬁmtﬁﬁhskkample hyphens in element names when using an XML data source). After applying the hotfix, such fields can be accessed in transformations using the

inteEmativenacro object and indexing, for example: {% Dataltem["field-name"] %}
Found in version:

18.0.369
o Biagihin-vefieimg user and task group data for certain types of staging tasks
13.0.170
Whet datebject was restored from the recycle bin, or modified by rolling back to an older version or undoing checkout, the resulting staging task did not contain
inésP0REion about the user who performed the change and was not categorized under the staging task group that was active when the change occurred.
Reported by:
KRR Security Team
¢ Media library - Media library dialog error in special cases

commendatio! . . L. . o . - . ,
W‘T‘len using an Xternal file storage provider for media libraries (for example Azure Storage), an error occurred while displaying media library content in the 'Insert

1mag1e or media' dialog if the 'Content -> Media -> Use permanent URLs' setting was disabled and the selected library contained more folders than allowed by the
Inp(d] kﬁ%?&?&%%&fgéﬁiﬁg?“’” can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it'is

highly recommended t6 upgrade to the latest version.
18.0330 .
s @Bﬂ@fﬁlof]ﬂlﬁﬁ@rﬂifﬁﬁi@%ﬁ@tﬁ@ correettiptfor the Kentico.Libraries.Web.UI package

Didseriptiog the 'Kentico.Libraries.Web.UI' NuGet package in an external project, required third-party libraries were not copied to the correct output folder when
building the project.
'lf[k)leo té%tfix updates several third-party dependencies of page and form builder scripts to newer versions that address vulnerabilities.

. E%rtglﬂgontrols - Error on the Preview tab for the 'Page template selector' form control

iAn error occurred when viewing the 'Page template selector’ form control on the 'Preview’ tab in the Form controls application.
ssue type:
Upaaas of third-party dependencies
o Seqgirity-riskorrect staging of empty page fields under versioning without workflow
Important
Wohenl stagimgipages (with enabled versioning without workflow) in an environment where the page IDs were not identical on the source and target server, non-
1683]0i167 pagelbivlels that had an empty value were not synchronized correctly.
Fixed in version:
18.0.388

o Bpasdldafeustom smart search indexes not working

11/28/2024
ﬁ%ggﬂiging smart search indexes of the 'Custom index' type did not work. The problem occurred only after applying hotfix 10.0.37.

Kentico Security Team
10.0.38
. Rata engine = (%ueries with single-line comments corrupted in special cases
ecommendation

When resolving the ##WHERE## expression within the code of queries, the system removed adjacent newline characters in special cases, which could result in an
Insttletheqlacest(fiotféxaYplecHito W QiDaw teediste sionesfite dramiddeviilnadsechiompn the DevNet portal. If you use an older version of Kentico Xperience, it is
highly recommended to upgrade to the latest version.
1B.0.388

¢ Beershiniblensiseerisemare’hf laghfor ad mireis tmsiing thedkinslexa ovébtypafigel dsioderate
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Diescriptéowf the '_index' and '_type' system fields within smart search indexes were not converted to lower case, which could lead to incorrect search behavior

when using these fields in search queries and filters. To ensure that searches filtered according to these fields work correctly, you need to rebuild your search indexes

afier applirdgsibea@ibie on the 'httpCookies' web.config element was not reflected when setting cookies via 'CookieHelper.SetValue'. Instead, SSL was always

465853¢d unless explicitly forced via the optional 'secure' parameter of the 'SetValue' method. The hotfix introduces a number of functional changes to the 'SetValue'
* HitehodFisaowhenthpleaslingdiley INRPIBatieldsin siesfedtscaseaffected. See the hotfix instructions in the documentation for details.

%7 enlcreating new pages in the Pages application, an error occurred when uploading a non-image file (pdf, docx, etc.) into a field of the 'File' data type, if the
etails ) o 2. . ) .
System was configured to store files in the file system and had the integration bus enabled.

Iwweedype:

« Ooekie poedigassati@mber of anonymous on-line users
Security risk:

Madaraienitoring of on-line users was enabled, the system did not correctly clear expired sessions for anonymous users (guests). As a result, the number of
Hiphslyatesione: users included guests who were no longer present on the website.
13.0.164 and lower
Fixed6 version:
o Chokiésonsent - Cookie law consent web parts not invalidating existing cookies
Fixed date:
Yoheoyaoagitor reduced their allowed cookie level by clicking the 'Deny all' or 'Allow specific' button provided by the 'Cookie law consent' or 'Simple cookie law
Rupsmedash part, already existing cookies that no longer belonged to an allowed level were not invalidated in the visitor's browser.

Crafted Media Ltd.
10.0.36

. ﬁgg&i%éﬁalée&%n of multiple items in UniSelector dialogs not working correctly

Selection of multiple items in UniSelector dialo%s was Processed inefficiently, which could cause the selection to fail in certain cases. . . .
Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

highlyyecommended to upgrade to the latest version.

o U3&18Rrface - Administration interface icons displayed incorrectly in certain browsers
e Stored XSS in the Rich text editor component  Important

Icons in the administration interface displayed incorrectly in the Google Chrome and Opera web browsers when using built-in developer tools of the browsers.
Descrii)tion
10.0.3:

° W&rﬁéﬂffe‘%%'éHﬁ?tb&%‘?ﬁ?&ﬁéﬂ{tﬁlﬁﬂg%g M%ﬂ%ﬁ&g?%as vulnerable to cross-site scripting attacks (XSS). To eliminate this vulnerability, entered URIs are

idated and can contajn only.allowed schemes.. R - . s
}Sa[lter appﬁcgnon s(ialr‘]t, Ardteddo storage CBlitainers were not initialized correctly under certain circumstances, leading to an error on initial requests.

Detpils
¢ Licensing - Mass email feature not working properly with Base and Free licenses
Issue type:
Wkass Siteibteapoiegin the 'Users' application did not work properly on sites with Kentico CMS Base or Free license.
Security risk:
18HoBthnt
o Eoteiamevessiddemberships not displaying associated product options
13.0.162 and lower
griting gpemberships in the "Membership' application, the 'Products' tab did not display product options (of the 'Products’ type) that were associated with the

givgn gembership.
F'X§d date:
13024 . . . :
3 gBBqPé‘fsgﬁonahzauon - Parent page content personalization not working on child pages

Sﬁpe%(% Bg%g}ﬁigg?ﬁn on a page containing the 'Page placeholder' web part did not work on child pages of the given page. Default variants of the personalized

content were displayed instead of the personalized variants.
Recommendation

10.0.34
o Mediil¢he latestidatfod e iNcdhed paritagd taerasefihisirafi$mdo2aildad section on the DevNet portal. If you use an older version of Kentico Xperience, it is

highly recommended to upgrade to the latest version.
Yéhen gBeating installation packages for custom modules, the system generated NuGet package files with a name containing an underscore. Such packages could not

o heihstalleX 8sing ViswalgbdishHdbrd Adidpepplyingdbe hotfix, module package files are generated with names in format '<modulename>.<version>.nupkg'.

Prlesiptio

n -
e Macros - Incorrect page size in the macro report

Wiceropfigntsion diglas absbe: ‘#Pﬁy&&ﬂ@ﬁ&@f@-gaﬁ‘éBG?Ede‘é’éﬂ%ﬁgﬁﬁ Yrnsspbledardlesisd it diiepisy e Raatiasks bmetiminaio dia vy eakilitreal!
[53@@%5@?18&15@@% are now properly encoded.

Ditails
¢ Microsoft Azure - Insufficient error messages for invalid Azure Storage configuration

Issue type:
M%&%é@@ﬁé%ﬁﬂﬁ{g Storage for the project file system or individual folders, the system logged insufficiently detailed error messages in cases where the

SarggAReRuNt values were misconfigured.
M?ﬂi rate
%g %ﬁn version: . . .
. E&sgﬁsmdrﬁgﬂg%vﬂege level for users created via the CMSAdminEmergencyReset key

xed in Y SCeounts created via the 'CMSAdminEmergencyReset' web.config key did not have the Global administrator privilege level (when using the key to

SCoker Eﬁcelplmstrator access).

?@%%924 .
. E‘gn]k O%’i y%%tl}lr}l,% - Authorization always failed for Facebook pages

When setting up pages in the Facebook application, the 'Authorize' action always failed (due to changes in the Facebook API used for access token retrieval).
Recommendation
10.0.31

¢ On-line Marketing - Separating or rejoining the on-line marketing database on SQL Azure
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Indtall thinkestahattfise Nostedhoa ddintoadfthi datess itfianfrorndeenieatsheticepar dhin ev Ngomng thé god ineernarbddengy dethmed Kestdad ofpdisplmanig is
Tifiriy accomaivenidde: taddpgoadd mamealasespyeesjiiomed for Azure databases).
18.0.361
o Adimliedtadmin hostivatien distlgsedsavpmp ivcemtpmiytfonpagertitles

iA#6ipn expressions were added into the page title of a page (on the Properties -> Metadata tab in the Pages application), the system always resolved the value
into the site's default culture.

Ry%l' of allowed administration interface hostnames sent during authentication was disclosed to public users. After applying the hotfix, hostnames are no longer

« PSS port - Existing on-line forms not overwritten correctly by imported forms

Detailsising the import feature to update an existing form, certain parts of the form's configuration were not overwritten correctly (for example the form field
definition and alternative forms).

Issue type:
1%@k3ation disclosure

* Settimrgy rikkror when viewing custom setting categories with many groups and keys

Moderate
Haupastoweseibing category under a custom module contained at least 11 setting groups and 11 or more setting keys in the first group, an error occurred when

Yiewingythg £ageeery in the Settings application.

Fixed in version:

13:6:60
. ﬁQ&I&] Ste-Misleading error message shown after installing module packages

gﬁ%é}on%glgg/ges related to the installation of NuGet module packages were misleading in certain cases. The error message was improved for cases where the module
Elggril( a ACy ufgﬁ%%ed multiple versions of the same module (this could occur for projects created using append-only deployment).

10.0.30
« Reeommengdation content of widgets not localized correctly in on-site editing mode

el viewangs phgefiin Youstinedoting snddhelkeabizhdtfex feispByrdiiyadisgeionen ahw aysviNehpsitals tefmdueelturelder version of Kentico Xperience, it is
lfgglgﬂ grecornmended to upgrade to the latest version.
Hv i 0
s Heidy Xlggtﬁfgpm}gx,gpggﬁgﬂingmmtems with only .NET 4.7

ﬁrels%li!ioﬁ-tﬁ)clfurred when running the Hotfix utility on a system where only version 4.7 of the .NET Framework was installed (without any older versions).

10.0.30
- Papa; v@iﬂgﬂ@@g}g%gq@&u& mmﬁg%gwgwﬁgj@eﬁg{gﬁng attacks. To eliminate this vulnerability, validation message is now properly
ded

encoded.
When modifying or removing the security settings of a page (ACLs) for a user or role with content staging enabled, the system logged the staging task for the
Detagls incorrectly (or not at all), and an error was displayed in the event log.

1282 pe: N 4
* tnpe /%égon - Error when importing module class queries

rity risk:. . . . . . .
g_\z Oh T lortmg classes with query objects, either as part of a custom module or a customizable class (system table), the query import did not work correctly and an

ortan . - . R
E“EOF error occurred if one of the class queries already existed on the given instance.
otind in version:

18:8: §9 and lower
o SReUBBYerSYirepoint data source incorrectly handling multiselect fields
13.0.160

Fixedla®point data source web part did not correctly handle multiselect fields (fields whose values are sent as arrays of strings). The hotfix ensures that the data

cesses such fields into strings consisting of the array's items separated by newline characters (environment specific). You need to manually parse the
&?ngmﬂﬁ)‘r the transformations applied to the data source's output, for example: 'Eval<string>("MultiselectField").Split(new[] { Environment.NewLine },
%E@#ﬁlitomions.RemoveEmptyEntries)‘

Re6ordmendation
¢ Pages - Incorrect validation when adding new wildcard page aliases

Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet ]f)ortal. If you use an older version of Kentico Xperience, it is
"i@é@)‘?ﬂrﬂé}ﬁi’@@ﬁgﬁﬁ JAsetfiRingamildsasd, the uniqueness validation incorrectly failed if the alias’s URL path was a less specific version of an already

gxigtipgnURL path with wildcards.
. %6083?8)(55 in shipping options configuration Moderate

e (General - Application start errors in special cases
Sescr?ptlox{) P P

If the first request during the application start targeted a GetResource.ashx resource handler, initialization was not performed correctly, which could cause the
dppsivadiosrabibieyoses earsssbbyitheiabibiyitd eades tealistionsscade: i thearpiotighmigeniod defapingypptifnheldinaowd bbvidto aes-stinsahjeas ataekseated by
theudtingrimopotential theft of sensitive data. To correct this issue, support for HTML markup in the shipping options configured was removed.

Dehis

¢ E-commerce - Payment method selection web part not refreshing other page content

a%%, e tén r discounts applied based on a payment method condition were not immediately displayed by 'Shopping cart totals' web parts when the
mggé%a{emethod selection changed.

Lg‘?ém version:
. .dntcilnu%ﬂrslcllulﬁ)e‘gleartion - Poor serialization performance when updating dependent objects
ixed 1n Version:

ue type: . . . . .
roeszgl_g‘ﬂglq the 'Pa {Rgggnethod selection' web part on checkout pages, changing the payment option did not correctly trigger a refresh of other related content on
iy i‘lS?( £, orde

W}Qﬂ@giti_ng an object with a very large amount of dependent objects, the continuous integration serialization process could take a long time. Applying the hotfix
g%fz/ 210%%?11& evaluation of object dependencies, which results in improved performance.

Repozted by:
. WH?%S - Bing Maps web parts not working due to an API update
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Reedmarenphirtionf the Bing Maps AP, the original Bing Maps web parts no longer work after June 30, 2017. Applying the hotfix updates the web parts to use the
new Bing Maps V8 API. You may also need to update the transformation used to display location marker (pushpin) infoboxes, and perform additional manual steps
Thyeingteusiess: PethRnY6ansan download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
h:RI3%ecommended to upgrade to the latest version.

o Y¥eb. pauts - Server-side translation of addresses to coordinates not working for Bing Maps

e Stored XSS in Checkbox form component Moderate
If the 'Use server processing' property was enabled for Bing Maps web parts, addresses specified through location fields were not resolved into coordinates and

fPirespo ding location markers were not displayed on the map.
escription

10.0.27
« Thaifaheskhex qpmnenanydn dersboildee e minsiblaia frRessrstifRriderpting attack (XSS). To eliminate this vulnerability, support for HTML in Checkbox

component was removed.
The validation of folder names in media libraries was not sufficient for certain types of names containing reserved file system keywords (‘aux’, 'com1’, etc.). Such
édaits did not work correctly and could lead to errors.

10640 pe:
3 nggggﬁbwﬁglfxg%)}ving methods that modify order or page attachment collections

ecurity risk: - . . . . . . .
Lt occurred (MissingMethodException) when resolving macro methods that modify collections, such as 'OrderBy' or 'Where', if the collection contained
er.or Page. 8}1{_achment objects (OrdersCollection, DocumentAttachmentCollection). For example, the error occurred for macro expressions such as: {%

grmerce 8%;8%(t.CurrentCustomer.Orders.OrderBy(”OrderDate DESC") %}

Eglcg?g\ version:
* pmpor dgotg:lklt - GUID not preserved when importing attachments using the Import toolkit
Wg%ﬁorting page attachments using the Import toolkit, the attachments were always created with a new GUID value, even if a source with existing GUIDs was

F 4R A ttachmentGUID column.
Bluesoft

10.0.27
* Repommetidatimrorrent import result data displayed for certain object types

Whan impeitdeeidafovsariain dnas 0 PRIt St AMACHBNISb IR drapabiP Bk ihd ltseli N SePeBhrwiie (he AmpaikicsARdMRenaEsanitasheblscts
restined snislrading GoifpBraa8I® GRteatest version.

.0.159
%608(3%1;)(5 in avatar u;glo d featuyre ,Modelt;ate .
Email marketing - Error when no limit set for bounced emails

DAasetiBifiue of the 'Bounced email limit setting was set to 0 (which means there was no limit for bounced emails), an error occurred on the 'Recipients' tab of

newsletters in the Email marketing application.
This vulnerability was caused by the file uploader that did not check the configuration of allowed extensions which could potentially lead to Cross-Site-Scripting

A0aRTXSS). We fixed this issue by adding a check for extension of uploaded file, which effectively eliminated possibility of XSS.
¢ Continuous integration - Performance issues when using continuous integration
Details
When using continuous integration, the system did not correctly evaluate whether an update of a field definition required re-serialization of the dependent objects
gfor c][assee:s, page types, etc.). This resulted in unnecessary serialization that could take a very long time if the instance contained large numbers of objects of the

Ssue . - . - .2 RS
&1136'35%_%%&&5 é‘g&ﬁ%%r@ygsshe hotfix improves the performance of the file system repository optimization that occurs after each serialization or restore process.

risk:

e Code dg":‘enerauon - Application timeout when generating code for certain field names

ound’in version:
%%@Mﬂﬁ\gﬁasses for page types, custom tables or forms on the 'Code' tab of the appropriate editing interface, the application timed out in special cases. The
EHSB@E}H YEEiARd if the given object contained a field whose name started with the object's code name, followed by a number (for example, a page type with the

; the 'Custom.Article' and a field named 'Article3D").
Fixed date:

$016/2924
. gflﬂg@%‘i%all size of 'Display to roles' and 'Show for page types' system properties
uesoft

The 'Display to roles' and 'Show for page types' system properties of widgets had a smaller 'Size' (number of allowed characters) than the corresponding properties
Reewmpretsd dtiersize was increased to 1000.

HsBiHGhe latest hotfix. You can download the latest hotfix from Download section on the DeyNet portal. If you use an older version of Kentico Xperience, it is

3 Hg.ﬁl};q_wggm&gﬁé&qd ‘R’M Aigsredigcriguipat working for URLs with the WWW prefix

3.0.159 . - . . . . . - .
. iégzlsjflgrlﬁl§lelcaﬁrrlg}clllé%/%?é]gldigﬁ]}%l?’c%rlf\fé (t}hee[ 515 1 é’éfgf)gft% tthsp%%sldomam as the alias, only with an additional WWW prefix.
10.0.26

o Desgripsitiicription management in user-related applications

Vanhgefibenpdéttsrtim SydremwSlecten subsgpmipapliy. HecVyyGefife dagd beps mmligationsrdidmdiOvdork correctly.

¢ On-line Marketing - Errors when using a separated on-line marketing database

%&%%Bﬂig a separated on-line marketing database, errors related to missing User-Defined Table Types could occur in the administration interface of on-line

%f&?é{fﬂg"%ﬂff@ﬁh% (for example when viewing the 'Recipients' tab of a newsletter) or when calling the on-line marketing API in custom code.
ecurity Fisk:

imypoptsint

. Egégi@s"'zl VRSiqfkme in macro signatures not preserved when re-signing open macros
13.0.15

TAked ke ¢egsiong macros in System -> Macros -> Signatures with an 'Old salt' value specified, macro expressions containing open conditions or loops did not

PPeSelb8 the user name in the macro signature. The original name was incorrectly replaced by the name of the user performing the re-signing process.
Fixed date:

620/2624
* Repertdd B3ompilation error after hotfixing an upgraded project
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Kenpiayjéseauatyfigraded from Kentico version 9 or older without installing the "Microsoft. CodeDom.Providers.DotNetCompilerPlatform' NuGet package, a
compilation error occurred after applying hotfix 10.0.23 or 10.0.24.

Rbebetimendation

¢ General - BadImageFormatException during application start
s o A S B Rl SR D RNl 0 5 BT L SRR 05 e
¢ Atter nstallt Ecer?aln ypes 0 NiGe? packages).
. B@%efged XSS in the administration interface Moderate

¢ Form engine - Form builder not setting default property values for inherited form controls
Description

When adding an inherited form control to a form using the Form builder interface, default values of the form control's properties were not saved correctly. This
doubdtiéndbgéniconsisidnairks witton atedditéng dbeuintehbig foeldftoctbe K8 stiieltds Tie vdditiabidity, cbaldedalytbiregstopdibldawahéoringtidonselsserted,
FormUpdated) and custom tables (ItemCreatedWhen, ItemModifiedWhen) had an incorrectly set 'Precision’ value.

Details

10.0.25

3 }Neb parts - Web part layout editing dialogs not working under certain conditions
ssue type:

J‘f‘ﬁ@%\?&%%onﬂguration dialog did not work correctly when creating new web part layouts on the Layout tab. Additionally, the web part layout editing interface

lﬁ\/[gﬁgwéi ff‘ﬁ}ﬁrrectly after making changes in the Preview mode (both in the web part configuration dialog and the Web parts application).
oderate

Found4n version:

o 130nleOmpsdaEorrect validation for 'Rich text editor' fields with a required value
Fixed in version:

13l0dk2ibn did not work correctly for form fields that used the 'Rich text editor' form control and were set as 'Required'. Values could not be saved more than once if
Hixedmiatet only consisted of void HTML tags (for example an iframe or image tag without any other content).
8/24/2023

Reyfoebd by:
o Fxrmwileerior| Shoppimg cart state lost in special cases

Redommingagiain types of shopping cart content changes could cause the cart to lose data that was not yet saved to the database (for example a discount applied via
a coupon code was removed after updating the unit count of a product in special cases).

g 9 ‘{he latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
i

%ﬁ&%@%ﬂ%ﬁﬁ%ﬁ@%é% Hathe 1RSIV correctly

* fisdareRdehpmlisainn aPHeatsmkxledershs returned an empty value for shopping carts or orders that used the billing address for shipping. After applying

the hotfix, the macro always returns the billing address for order and shopping carts that do not have a different shipping address specified.
Description

10.0.24
* IalidaissssiBieres wihen Rerfoiming PEhbbdabidatior ofddaVddnRaghslication, which could affect several parts of the administration interface. By default, only

users with the Global Administrator privilege could successfully execute the attack.
Attempting to perform HTML validation of HTMLS5 pages restilted in an error.

Dstpils

. }JniGrid - 'hideifnotauthorized' attribute of UniGrid action elements not working
ssue type:

Siorasl 8B guring the XML definition of UniGrid components, the 'hideifnotauthorized' attribute of 'action’ elements did not work.
Security risk:

Mool@3te

o Bmgiddn Fersiowhen staging published pages containing attachments
13.0.101
Eixeadtiinveasiem staging of published pages containing attachments resulted in an error.
13.0.112
te2date:

o SemcipoAutomatic processing of search tasks not working in certain cases
Reported by:
RUIRIBAe PEARFESTE f search indexing tasks was not triggered correctly in certain cases (for example when indexing changes of object code names). This could
cause search tasks to remain unprocessed in the queue until another task was logged.
ﬁiﬁ%mendation

e Reporting - Incorrect time interval filtering in the Conversion detail report
Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

ighlyoievomimendesi foappgraild inthéltatedaersioactly according to the specified 'From' and 'To' dates.
13.0.112

o ReflezBed XSS in preview URLs  Moderate

¢ Marketing automation - Current site context not available in automation step macros

Description
When using macro expressions within marketing automation action steps placed after a 'Wait' step in the process, the 'CurrentSite' value is not available in the macro

E%g%iﬁ@ S Eaa%%sféa &?Sl‘ﬁeéﬁi‘é’%&qu’éfféé? 38 B{Pa%irst%lu‘g%cbnyﬁ){%ﬁp 35 AL, lgf.of%%“x‘r)ﬁ’%ﬂ?@?aﬁﬁﬁ%{e}? W&Eheiﬁc%?ﬁﬁ?é %%ﬁg})ﬁr?ea%ﬁ{éﬂﬁ%ﬂéﬁ {igger (for
ex e Abandoned shopping cart processes). The macro resolves into the identifier of the site where the tfigger activity occurred.
Drtnils
¢ Form engine - CSS class of 'FormControl' tags in custom ASCX form layouts not rendered
Issue type:
Rafbecsedtix§ $he 'CssClass' attribute for 'FormControl' tags within custom form layouts of the '"ASCX' type, the specified CSS class was not rendered in the form's
Setpurity risk:
Moderate

8hd3n version:
* Digdogyo- dngasgei-behavior after selecting all objects on a page in Select dialogs

Fixed in version:
Y¥hen #gorking in 'Select' dialogs (for example after clicking 'Add roles' while editing a user on the Roles tab in the Users application), selecting all objects listed on

fiRage s the header checkbox incorrectly cleared the selection of objects on other pages.
5/11/2023
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Rejfo2ed by:

¢ P@#h engine - Error CSS class not rendered for fields in forms with a custom ASCX layout

&l ieisar occurred for a field in a form using a custom layout of the '"ASCX' type, the system did not add the 'Error' CSS class to the <div> tag containing
the invalid field's input element.

%bsgléjhe latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

Ul 1{(1;&86?588&’85&%9&8%‘1? ﬁ&%ﬁﬁﬂﬁ‘fﬁggﬁe prefixes for user names

* Vindateafthipdmanipdenendenaiete MREHe prefixes for user names' setting enabled and the 'Require unique user emails' setting disabled, the forgotten password
functionality generated password reset links for the wrong user in certain cases.
Description
10.0.21

* Pagasorthimpdateeliod:praaysphing adpbedPaers {rea bprHekapRbedons@ir¢elsions. See the hotfix instructions for the full list.

ﬂg E;h'émit of related pages' setting of fields using the 'Pages' form control incorrectly limited the total number of related pages across all pages of the given page
type, instead of only limiting the related pages for individual pages.

lseezype:
. Nﬂ@lﬁk‘ﬁﬁgfﬁh%}r%ﬁ&)ﬁ SaftyeaiaPeperdencisharketing emails not working in certain cases

Security risk:

Impertaint cases, the system did not track conversions from links in marketing emails sent via the 'Send marketing email' Marketing automation step.
Found in version:

18.0.203
* Eomdnnoversivegration - Binding classes with a compound primary key restored incorrectly
13.0.110
Wheah dastoring a custom binding class with a compound primary key from the continuous integration repository, the class's database table was not created correctly
gt fzeb@issing columns.
Reported by:
KeRekb Security Team

o Security - Improved logging of CSRF errors

ndation . . . e . . .
oA oq:%gﬁ'ed as a result of the system's CSRF protection feature were difficult to identify in certain cases. After applying the hotfix, the related error

messages provide more accurate informatjon. . X . X . .
Install'the Tatest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

higblygecommended to upgrade to the latest version.
o EBRbhfbus integration - Error when addin% pa‘ljge type fields with continuous integration
» Information disclosure after a failed file upload informative
An SQL error occurred when adding a field to a page type if continuous integration was enabled and the system contained a very large number of pages of the given

Descidption00).

Whgggecific 11ﬁon‘ditions wer%imeta and the s%ver could 6110 save an $loaded file (e.g., attachment, media library file), the displayed error message might have
¢ 178H e fi @é%ﬂ?b‘ﬁ’tﬁ? ?&f%gﬁﬁ}i‘ﬂg 58[1%&’&5 & RIS essage is displayed to the user. The full error with detailed information is logged to
SHEEP&C}%% resource strings into localizable fields (for fields using the 'Localizable text box' or 'Localizable text area' form control), the Save & Close action in the

]Iiotialize string dialog did not work if the selected string contained multiple lines of text in the current culture.
etails

10.0.19
o Bmultypeketing - Recipients unable to subscribe to a 'Newsletter' in certain cases
Information disclosure
Heaueitipitsi:did not confirm a 'Newsletter' subscription with double opt-in within the set 'Double opt-in interval' ('Setting -> On-line marketing -> Email
indokating’y, they became unable to subscribe to that newsletter in the future.
Found in version:

18.0.98 and lower
o Ercommeigeofittachment files not deleted correctly for copied E-products

13.0.99
HigpEapreduct (a product with the 'Representing' property set to 'E-product’) was created as a copy of another product, deleting of attachment files from the 'Files'

fielg/dighnot work correctly and the files remained in the database (COM_SKUFile table).
Reported by:

. é?l‘es - Flie upload denied in some cases when using Windows authentication

quﬂ{goﬂles via the 'MultiFileUploader' control (for example into File fields using the 'Direct uploader' form control), the file upload was denied in some
cases and the system displayed an "unauthorized user" warning. The problem could occur on instances using Windows authentication while also having anonymous
Instadhthedisasehudifés, You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
highly recommended to upgrade to the latest version.
1B.0.98

¢ BmmtXSRdandpedalinationt' muppieatistatuddisplayed on the 'Recipients' tab of a 'Newsletter'

ﬁgc‘ﬂmﬁng marketing emails' column on the 'Recipients' tab of a 'Newsletter' incorrectly displayed the 'Opted out' status for users unsubscribed only from that
single newsletter. After applying the hotfix, the 'Recipients' tab of a 'Newsletter' only displays the 'Opted out' status for users unsubscribed from all 'Newsletters'.
Tg%l'ﬁing of resource strings in the ‘Localization’ application was vulnerable to stored XSS attacks.

. Ernaillmarketing - 'Subscriber.Contact' macros not resolving in marketing emails in certain cases
Details
Macros in format 'Subscriber.Contact.<contact_property>' were not resolved correctly within the content of marketing emails for recipients who were added to a
Benedpper' or 'Email campaign' as part of a contact group.
Stored XSS
$BculiBy risk:

o Mebaagts - Error when using the Pages data source with a Universal pager in certain cases

Found in version:
Yéheng spabjnation of the Pages data source (configured to retrieve multiple page types), Basic repeater, and Universal pager web parts was used with the 'Select

R pRgeTspygperty; the resulting SQL query was generated incorrectly and caused an error.
13.0.99
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Fixed date:
o $tagiAA23Processed staging tasks persisting in the database in staging environments with a circular
Reported by:
{Iustegiieg environments utilizing a chain of source and target servers with a circular topology, processed staging tasks persisted in the database of the last server in
the server chain.

I%e(bommendation
10.0.17

. On—ljllfe forms - %oc alization macros not res}(l)lved co re%t_ly fin form auti)reaponder emai}ls . . . .
Install the latest hottix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

highlyeresommepdedrinwpgiade 1avhielata-YaEEANt content culture selected, localization macros in the form's autoresponder emails were resolved into the site's

48t9P culture instead of the user's selected culture.
¢ Update of System.Data.SqlClient library = Moderate

10.0.17
o DBiesuriptibror in the Rule designer for required boolean parameters

Baeqestpmdnacradsle eoeaied sheoleameyRy Reramsier eatwencRaskaiipd prshad il esthyalues onenonsosisged fopiers who left the default value while
Spmi iR heipBrRsy Ve rRyle desiens o dialagh-5imc), jsmart-link] this dependency in the product was updated to version 4.8.5. The
'System.Security.Permissions' and 'System.Security.AccessControl' NuGet packages are no longer needed by the CMSApp project, and we recommend uninstalling

h ject if
o FELTORELR RIS HotSang wi AR authemtcation

%@ﬂllﬁsing the REST service on instances with Windows authentication, domain user credentials provided in the basic authentication header of REST requests
were not recognized correctly, which resulted in 401 Unauthorized responses.
Issue type:
Iif6riation disclosure
* Bagesitylnisberect evaluation of page level ('ACL') permissions in the 'Pages' form control
Moderate
Dsarsigrantediparmission to modify a page via page-level permissions (‘ACLs'), but lacking the 'Modify' permission for the 'Content' module, were unable to modify
txeolened hages added to a page via the 'Pages' form control.
Fixed in version:

18.0.98

* Mobilgstevelopment - Downtime for Microsoft Azure sites utilizing the 51Degrees Premium integration

1/19/2023
ﬂgﬁgﬁéﬂ;%gn sites hosted on Microsoft Azure and utilizing the 51Degrees Premium integration caused site downtime in certain cases. After applying the hotfix, the

PsYEESs ¢ ﬁ{g;@ghme 'General' tab of device profiles in the 'Device profiles' application no longer lists all devices from the 51Degrees Premium library.

10.0.16 .
. &%%%ngﬂﬁé?lge limitation errors when using both EMS and Ultimate licenses

DsthlbthedaesstathingYsutlcan doMsidaceiive latebhothier ffeendowhheaUhesiine editisrDerNNanpgpel. of youomsecuildensetitemsd ieiddoXpetenee, dhdsite
highgythecoonmendeidiehepBMdel iodhselatest version.
13.0.98

o $e00eticX SS through email templates  Moderate
o E-commerce - Error when creating an order in certain cases
Description . .
If the customer's first or last name exceeded 100 characters, an error occurred when creating a new order.
Mgl'?gstration users were able to inject stored XSS via email marketing templates.
e Web parts - 'SensorNotRequired' warning logged in the browser's console
Details
On pages containing the Google maps web part, the 'SensorNotRequired' warning was being logged to the browser's console due to the inclusion of an obsolete
Iengoryperameter when communicating with the Google Maps API.
Stored XSS
$Bulidy risk:
o Hegdehatdndexes not updated when setting the value of a custom SKU field

Found in version:
Ia0cgstqry fiiglgkwas added to the SKU class (under the E-commerce module) and configured to be indexed by the smart search, the system did not update related

searchiindexgs gorrectly when the value of the field was changed for a product page.

15}.{ .93
e:
. j5gf9rms - Contact merging not working correctly when using alternative forms

orted by: . . . . . . . . .
g’lgetn a )Ylstlp}glcontact submitted new information via an alternative form, their updated contact information (e.g. name, address, etc.) was not correctly merged.
entico SecurityTeam

10.0.15
. B&ﬁﬂﬂ‘ﬂ?@iﬂ@nmmd links in confirmation emails in certain cases

Begi¢stseniade thenfigh Vioksan denvitivad onecress [{ fofirfaoin| Dpassivatiseesto woursiebbavNiaporeiledtyovers eeie chibas inviidof Cera o 0dpesiehize pirolglem
hoptidhoecwnifriibaded iy e pgridstiy asediffesenepsiche page where the request was generated and the page where the request was validated (only for certain cultures).
13.0.93

o Reflebred XSS in the Rich text editor component Moderate
¢ Continuous integration - Database views not refreshed during the restore process

scription . . . . . . . .
en using continuous integration to synchronize changes that add or remove fields of the default customizable classes, the restore operation did not refresh

database views related to the affected tables. This could lead to errors.
Administration input fields using the Rich text editor component were vulnerable to reflected XSS attacks.

10.0.15
o Demadlst editing - Incorrect processing of URLSs starting with two slashes

}/gfslg%ntyggmg URLSs starting with two forward slashes (i.e. protocol-relative URLSs) into content managed by the WYSIWYG editor, the system processed the value
meaEgetyxydich resulted in an invalid relative URL.

iﬁcuigr risk:

tﬁt]-\/]%ggfahle text widget losing its content
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13 A8in cases, the Editable text widget could lose its content when moved from one widget zone to another.
Fix@d i version:
* 13l0da&%ors - Error when performing accessibility validation
Fixed date:
Ataraptipg to perform accessibility validation of a page resulted in an error.
Reported by:
KRkD Security Team
e Macros - Incorrect values of date and time parameters in the Rule designer

commendation L . . . . . . .
e ing macro conditions in the 'Rule designer' dialog, rule parameters with date and time values were displayed incorrectly if the user's selected UI culture

was different than 'English - United States'. . . . . . .
Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is

higblygecommended to upgrade to the latest version.

o $3£dP- Search preview image for the CMS.File page type not displayed in certain cases

¢ CRLF Injection on page redirection Moderate
When using a custom field to store a search preview image for the CMS.File page type, the system did not properly retrieve the image and instead displayed the
Mg@ﬂqﬁlmholder image in search results in certain cases.

’ﬂ)lé)l%%l ing engine was vulnerable to CRLF Injection when performing redirects due to improper encoding of the URL query string.
. Pages-hrlgor en copying pages under worLrﬁow?n certailP cases & prop g query g

ES%g of pages under workflow failed if the given Page type contained a custom field of the 'Unique identifier (GUID)' data type.

I8 ltype:
« ERbiimgeceioDiscounts disappearing after changing the currency of existing orders
Security risk:
RWiselephrenging the currency of an existing order on the 'Items' tab in the Orders application, discounts that were listed for the order disappeared in the user interface.
Found in version:

18.0.38

* Fieldigditairsigrm categories disappearing after inserting a macro into the caption

13.0.80
Whsg ghgating categories in the field editor, the category disappeared from the list if the 'Category caption' contained a macro expression that returned an empty
gppgHopnull.

orted by:

. ?anglingaldé]t]g@ng tasks not logged for the "Archive page" task type in certain cases

m@lﬂg&qﬁm{}nents utilizing a chain of source and target servers (e.g. in a circular topology), staging tasks for the "Archive page" task type were not being
logged on servers that received the task from another source server higher in the chain.
Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
highlylrecommended to upgrade to the latest version.

o MBaflkRfing automation - 'Initiated when' value not shown for processes initiated automatically

¢ Cross-site scripting via form configuration Moderate
When a marketing automation process was initiated automatically, the 'Initiated when' value was not shown on the process's Contacts tab.

Description
10.0:1F
e General - Incorrect processing of custom decimal values jn rare cases . . . X . i . R
%he ‘Ahert e 01‘II1plS submitfed > Redirect to URX' contllguratlon teor forms in the Xperience administration didn’t properly validate input. This could lead to cross-

Wﬁé‘f%%mgﬁﬁg%iahzed XML data with custom fields of the 'Decimal number' data type (for example during import, staging, or in the REST service), the system
handled certain types of decimal values incorrectly if the culture context of the source data was different than on the target instance. After applying the hotfix, the
Betails attempts to adapt the processing for all types of decimal culture formats. In rare cases this may result in an error, and you then need to fix the source data or
as a temporary workaround add the <add key="CMSDisableDecimalSeparatorFix" value="true" /> key to your project's web.config file to return to the previous
fetiengperocessing behavior.
Cross-site scripting
$0uity risk:

* Kteammerce - Error after clearing the shipping address during checkout

Found in versjon:
Yehew going through the checkout process, an error occurred in some cases if the customer set a different shipping address than the billing address, and then reset

packtothe Rilipg address after returning from the following checkout step.
13.0.7

Bl | .
£RBYYs integration - Configurable character encoding for repository files

gﬁeg %%gi%tc)%gr F\;\}n?dirﬁ% used when generating files in the 'CIRepository' folder can now be configured via the new 'CMSCIEncoding' web.config key. For example:
S04 f(ey:e'ctl g fﬁncoding" value="utf-8"/>

Recommendation

* Validators - Long integer number fields not accepting very large values
Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
Highby serorninaended yoviapiglaiéd doelids i ébevbsngninteger number' data type and did not accept values greater than 2*(10718) or lower than -2*(10/18).
13.0.75

. iﬁWinj ection in Form emails Moderate
o Transformations - Incorrect 'TfEmpty' transformation method result for deleted files

SR HP was deleted from a field of the 'File' data type, the TfEmpty' transformation method incorrectly evaluated the field as not empty.

Y¢éhen @ user submitted a form on the live site with a malicious HTML value, the form’s notification and autoresponder emails didn’t encode these values. That

. g@&]é adrieqoteitidlttl ngﬁ@h@ﬁg'\piﬂgﬁﬁﬁmﬁ&g&@@&g@g configured to display HTML content. The hotfix introduces a new
‘CMSBizFormMailEncodeFields’ configuration key, which you can add to the project’s appsettings.json or web.config file. If set to true, autoresponder and

Rohidicagong emeidsrencede lihadielyas ellitbensulualiyes) frtmon fiel dmghaldl Wukkeantebotoyourrbid e fide daldadminisigesinnadiiejdats record.
Bthild

e Modules - Error on custom object listing interface pages in certain cases

Issue type:
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WHMiciepeatipan object listing administration interface page for a custom module (using a template containing the 'Listing' UI web part), an error occurred on the
Pagaiifyhésdssigned Grid definition (xml file) contained an 'externalsourcename' column attribute whose value was not handled in an extender class.
Modldate
¢ Fonmdcomwrensiertynsaved changes not reported for 'Uni selector' fields in certain cases
13.0.71 and lower
Figldb insingstloé'Uni selector' form control with the 'Selection mode' set to 'Multiple' did not report unsaved changes in the administration interface if a user
n3vigazed away from the editing form after removing items from the field.
Fixed date:

602
* RSSoribmpgeessary GetResource.ashx request with 'Combine CSS from components' enabled

Liam Goldfinch (NetConstruct) . . .
If the 'Combine CSS from components' setting was enabled, the system added an unnecessary GetResource.ashx request to pages that did not contain any

REBRNSR sk Aosigned CSS.

10.0.10
- bsialhthrilaissidiatibn YourepotawnloanibgilessehadixbiomeRawnioadesartpacan deddevNet portal. If you use an older version of Kentico Xperience, it is

highly recommended to upgrade to the latest version.
Wlen 2eleting pages or objects on instances with multiple sites, the continuous integration solution removed serialized XML files in the 'CIRepository' folder for

« Denialonfssireine spewsed bgsemproper input validation  Important

Defetption

¢ Continuous integration - Restored coupon objects could not be applied

&gﬁ%?ﬁ%% SIS EGHaR L RSA st s andlss aman; bake DR deeshindaunch tdomiala s etk attacts TofRn P e Eshy it R¥nptions
Ycoupon uses) was set as null instead of 0 and the coupons could not be applied.

Dytnily

« Contact management - Subscription error for contacts with a non-unique email on non-EMS instances
Issue type:
Wénlsubseibiag contacts (for example to a newsletter), an error occurred for contacts with a non-unique email address on instances without an EMS license.

Security risk:
ihfobin:
* Periahgngiesiorror when pasting web parts to a zone personalization variant

13.0.65 and lower
hea #sing s, Copy all and Paste functionality to copy all web parts from a web part zone to a personalization variant of a different web part zone, an error could

FARVAC

gﬁﬁz‘jad“e:

2 - . .
%%%Sr o %ng%rrect permission evaluation for page not found redirects

Ki‘fecﬁlfld tgeEl ldqleel%ly string parameters of a URL leading to a non-existing page (causing a page not found redirect) made it possible for signed-in users with

insufficient permissions to access unpublished data on the page not found error page.
Recommendation

10.0.9
« Ruteltytheslatbshéritéik p¥ge tygreslovmiogd ttedlatesebiifin fremaiDawsdoad section on the DevNet portal. If you use an older version of Kentico Xperience, it is

highly recommended to upgrade to the latest version.
Yélewémporting an inherited page type together with its parent to an instance where those page types already exist, changes in the parent page type were not

o retletadtintiissdasicenslanfsoin Globi gdseistrator users Moderate

il)%)c?i tio

ion
o Contro sl- Invalid HTML produced by pagination components

Yisate whithdhg Ddministainn Reiniags yspuaen ablsdocteihieaussihthas sapagerd éa}ﬁﬂzdygkﬂ&?sreaﬁﬁmmmfeh}g}m&mmmr@sﬂﬁaﬁwﬁwe@@de
E%H§amllé)ﬂgﬁ§§gal§é:}gﬁgwdqﬁllﬁél%mgtgffg@&g,l hagxag may have contained all user data stored in the database.

Dithils
* Workflow - Rejected email not sent to the user who edited or submitted the page for approval

Issue type:
Rgﬁl}é)jfg&gg Adgrags under workflow, the Rejected email was not sent to the user who edited or submitted the page for approval in certain cases.

Yie

* PUssa Nevesifgg not created correctly with certain site cultures

%'G%tii@frlrlg) (E:lN s.el{e using the New site wizard in the Sites application, the site was created incorrectly if the selected 'Site culture' was different than 'English -
Xﬁ S ihtes (l(])'r if the system's 'Default content culture' setting was different when creating the site using a web template).

]f' %date:

. &8%2- Bocuments[] macro not working according to the current content culture
Reported by:

@H@%&ﬁﬁ?@rﬁéﬂ‘%&é@kxpression did not return results (pages) according to the current content culture.

Re6odnmendation
o Email marketing - A/B tested email variants not sent on sites with low traffic

Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
H@ﬁ%&&ﬁ%ﬁ%ﬁh@ﬂ&%@gﬁﬁ&fﬁfﬁf@%ﬁ/&s gsied email variants was not executed correctly on sites with low traffic. As a result, the A/B tested email variants

YER It sent.
3 %ﬁﬁisite scripting via file upload Important

. gontact management - Error when posting on a forum or subscribing to a post without EMS license
escription

An error occurred when a contact posted on a forum or subscribed to a forum post on sites with licenses other than EMS.
Stored cross-site scripting could occur if a user uploaded a malicious XML file as a page attachment or metafile.
10.0.8

* Madsles - Error in the UI for bindings between classes of the same type
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Tstuentppélding the administration interface for a custom binding class using the default 'Edit bindings' page template, an error occurred if the binding was defined
Kefeen classes of the same type (for example M:N relationships between users).
$aduity risk:
o Enpottantrketing - Links in marketing emails not tracked in certain cases
Found in version:
Yel@esdinks inwarketing emails contained HTML comments (for example <!--</a>-->), the links were not converted into tracking links in certain cases.

Fixed in version:

0:87
* Ppges d4te4 error for pages with multiple wildcard aliases

1/7/2022
Bge pd multiple aliases with wildcards in the URL path and the aliases had at least one wildcard in common (for example '/News/{number}' and

ﬂ?ﬁw@é{gggﬁpﬁg}}mlﬂe}'), the system returned a 404 Page Not Found error when the page was requested through the more specific alias.

10.0.6 .
3 g—“c“d’rﬁ}ﬂéﬂ_léi?mme number missing in the invoices of new orders

Tris¢ailhitiel latest dwt 6k n¥aucrdedalith leadcdret datedihivtfioi feomaloaynload section on the DevNet portal. If you use an older version of Kentico Xperience, it is
highly recommended to upgrade to the latest version.
18.0.67

o Crogsrsicaisdrifngnatian filénusloesddrymbdighibganesatasfonsearch index files

¢ astRebuildTime' field was incorrectly included in the serialized data of search index objects when creating files in the continuous integration repository.
This caused unnecessary changes, which were then tracked in the associated source control system.

%EPE)eél cross-site scripting occurred if a user uploaded a malicious XML file into a media library.

. Contalct management - Contacts created incorrectly for clients with disabled cookies
Details

The system incorrectly created new contacts on every request in cases where the visitor did not allow cookies (for example because of blocked cookies in the
brsnwseiper lack of consent on sites using the 'Cookie law consent' web parts).
Stored cross-site scripting

S0ty risk:
. nggﬁé{(pon - Licenses could not be imported from instances with lower hotfix versions

Found in version: . . . . .
Licgnse ghjes, uere not imported from packages that were exported on an instance with a lower hotfix version.

i in version:

0:55 . . . . . . .
o MY.iestips - Error when calling DeleteM VT VariantInfo(variantGuid) for deleting MVT variants

zer{ﬁrft%e%%}gurred after calling the 'DeleteM VT VariantInfo(variantGuid)' method in custom code when deleting MVT variants from pages.

Fgigmal security researcher

» Workflow - Mass actions in the Workflows application affecting pages on all sites
Recommendation

When editing a workflow on the Pages tab in the Workflows application on instances with multiple sites, mass actions were performed for pages on all sites, even
Wikedllachpdattist $iee fixasinleciadimwhio@detéliatest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
highly recommended to upgrade to the latest version.

BN 5
s Ygb peftecdaeneing ihedderet a layqur web part removed child web part variants

ﬁgg&g[lgg (}ge 'Web part control ID' property of a layout web part removed any content personalization or MVT variants created for web parts placed within the
ayout.

§@iain online marketing macro methods contained an SQL injection vulnerability that could be abused by authenticated editors in the administration interface.

o Poldingagmliciied SQhaltiesyias @ sncsdmsthadenanimeten saulid ddawinieagsdorized access to data or modifications in the database.

Pérailsising a custom jQuery Ul library on live site pages, it was not possible to close modal dialogs in the on-site editing mode for pages based on Portal engine
page templates.

Issue type:
éé ‘Injection X . . . .
o M r-i&ustomllable classes not included in module installation packages

itical . . N .
&(l‘;(i)l(ill (fnc@esrss(i(s) rtlhat had the 'Can be customized' flag enabled were not included when creating installation packages for custom modules.

.A.532 and lower

3 %@g%;ﬂﬁ’ﬁqus:ortmg media files by size not working in the Listing mode

%gg/%g%ng a media library in the Listing mode in the Media libraries application, sorting the media files by size did not work.

Repoated by:
« Kenties Spspeivolieation macros not resolved correctly on the live site

Necsmernpirbaiioy with page collection (TreeNodeCollection) components were not resolved correctly on the live site for public users or other users with limited
page permissions. For example: {% CurrentDocument.Children.Firstltem.AbsoluteURL %}
rbspali the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
1 t to the latest ion. R
. rég?%%ggg? glg (ghg Il-’lgéeratgt e ?)rof)zerat}fe Hot resolved correctly on the live site
¢ F)I%‘c“i%de%(/[plrl\eﬂs%it etﬁg%l\gv%trlg %(;85&1 Pﬁ%%%%ee stitlémf)%%'érty on the 'Properties -> Metadata' tab in the Pages application did not resolve correctly on the live site.

Pesciption

e Macros - Syntax validity check not working correctly in the macro report
Certain locations within the system allowed uploading of files with a spoofed Content-Type that did not match the file extension, which could lead to XSS
Vhinerabitiseport tool in System -> Macros -> Report did not check syntax validity correctly (except for macro rule expressions).

10.0.4
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o Desgisditor - Error when editing and saving images in certain cases

ﬁgu%r;%gccurred when editing and saving images in applications that contain the Theme tab (e.g. Page layouts).
(66 XSS through file uploader with spoofed Content-Type

q,‘rté[ss Error when adding widgets to widget dashboards in certain cases

und 1g%ce§§}_?gd when adding widgets containing the Path property to widget dashboards (e.g. My desk).

in version:
. bg:g‘éé a{ds Layout widget content not saved on dashboards
Fixed date:

g(f}ly@g%ﬁég layout widgets on dashboards, the layout content was not saved correctly and disappeared after leaving or refreshing the dashboard page.
eported by:

fppUGheck Ltd
¢ Continuous integration - Collisions with reserved file system names when serializing objects

Recommendation
When serializing objects whose name starts with a reserved file system name (‘aux', 'com1’, etc.), the continuous integration solution did not adjust the name

fstsitHdRcestaiBERs o Rinh dB st 3R BERE hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
ziglg recommended to upgrade to the latest version.

SRS G WP SRR {8k s Ratkifor on ASPX page templates

If the 'Custom subscription form' web part's control was added into the markup of an ASPX page template, an error occurred after submitting the subscription form

Dieseripdiing the template.

MNdoss-site scripting vulnerability was present when submitting form data using the Form widget or on the Recorded data tab in the administration. Only the users
o Jubnsittitnthertoces wEdiaffeetmhtantitf pageeratnoineditprefmddtad olaseified aasedf-XSS.

Pdigmsesubmitting pages based on the 'ASPX + Portal page' page template for translation, the editable content of the pages could be incorrectly translated in certain
cases. For example, when the page template was modified before resubmitting the pages, the system did not distinguish between the IDs of the editable web parts
imd et%itable regions in the generated XLIFF files.

CE(SQ?%TSHQ scripting

BEHAE [P%yments made via the PayPal t gat
. fso itity - Payments ma e via the PayPal payment gateway causing errors

Bﬁé‘%’é‘lﬁﬁémguration of the system's CSRF protection, an error ocurred when verifying payments that were made using the PayPal payment gateway. As a

t, the payment was aborted and the order not marked as paid.
Fixed in version:

18.0.37

« Bixedrla®mart search worker role not indexing pages with widgets
5/28/2021

Répartadhbjng on Microsoft Azure, the smart search worker role could not index pages containing widgets. After applying the hotfix, the smart search worker role
Bldeseftwidget content without the widget default values.

Retnmendation

¢ Pages - DocumentQuery returning incorrect culture version of pages in certain cases

LE‘?E LI e ot }(s%%‘o%as“sd%wnload e dpfest ot RowRiRad SeAlo bR e REME RBInH MO e ARAIAS YSHiPRRlA EHERXRGHER ikfon of

y
acnog)lipﬁl %815 gjg'ample t] syggﬁ eE‘l “Catae that the page names were displayed in an incorrect culture in the content tree of the Pages application.

10.0.3
Downlgaddasest hoHix when deleting on-line form records in certain cases

13.0.28%hen the ID field of a form was not in the first position in the form builder, deleting a form record caused an error if the ID field was displayed on the Recorded
View atantetionglieFt#@xapplication.

Release notes for Kentico Xperience 13 Refresh 1

ReleasbOids for Kentico Xperience 13 Refresh 2

Rel@ash tieehaien (K ehmag X yriiensedispRpgased after editing and saving images with no changes

Release notes for Kentico Xperience 13 Refresh 4

Releas@ﬁgfé@lﬂl}%e‘ﬂiﬁ%eﬂﬁéﬁéﬂ'@i%ﬁ {he.pages under workflow in the Pages application and saving the images without making any changes, all variants of the edited
Releadd1386s #L5aRREATES X perience 13 Refresh 6

Release notes for Kentico Xperience 13 Refresh 7 Refresh 7

Releaguﬁ s for K ntlco Xnperience 1
eleas?zvﬁ R 0e YVeR fermifp ﬁrgghagphcatmn not accessible in certain cases

Release note: for Ke tlco erience 13 Refresh 10
Release notes entico Xperience 13 Refres

Releast niotes Tor Kentico Xperience 13 Refresh 12
Releasgqgtes for Kentico Xperience 13 Refresh 13
@%%M%m%se corrupt server responses for virtual directory files

Dowmnloageldenphetfix was enabled, the system could return corrupted responses when serving static files (e.g., images or pages) from an IIS virtual directory located
outside of the Kentico project folder.
13.0.20513.0.20413.0.20313.0.20213.0.20113.0.20013.0.19913.0.198-13.0.19613.0.19513.0.19413.0.19313.0.19213.0.19113.0.19013.0.18913‘0‘18813.0.18713.0.1‘
10.0.2
« Form engine - Script tags not working in custom form layouts

ers exceeded the number allowed by the highest instance license, the Servers tab in the Web farm application was

When creating custom HTML layouts for forms, any <script> tags added to the layout code were not included in the output of the resulting form.

10.0.2
« Contact management - Percentage of total contact base not displayed in contact groups

When editing contact groups in the Contact groups application, the percentage of total contact base was not displayed for the individual groups.
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10.0.2
¢ Forums - Custom forum layouts not selectable in forum web parts

After creating a custom forum layout (in the 'CMSModules\Forums\Controls\Layouts' folder), the layout did not appear as an option in the 'Forum layout' property
of forum web parts.

10.0.1
e Form controls - Infinite page refresh for forms using the "Numeric up/down' control

Using the 'Numeric up/down' form control for a field with the 'Has depending fields' option enabled caused an infinite refresh on the page containing the resulting
form.

10.0.1
o E-commerce - Abandoned shopping carts did not contain products in certain cases

When using marketing automation to send email reminders about abandoned shopping carts, the restored shopping cart on the linked page did not contain products
if the user was not signed in on the website.

10.0.1
¢ Debug - Output debug caused corruption of virtual directory files

Enabling the output debug could cause the application to return corrupted responses when serving static files (images or pages) from an IIS virtual directory with a
physical path outside of the Kentico project files.

10.0.1
¢ Authentication - AD mixed mode authentication causing errors for Forms users

When using mixed mode Active Directory authentication, having an incorrectly configured or not responding Active Directory server caused an error when
authenticating standard Forms users.

10.0.1
¢ ASPX templates - Custom registration form web part not working on ASPX page templates

The 'Custom registration form' web part did not work correctly when its control was added into the markup of an ASPX page template.

10.0.1
Type to filter

¢ Security bugsFixed in version

¢ Unauthenticated Remote Code Execution through .NET object deserialization in staging service Critical
Description

Due to an error in the Microsoft.Web.Services3 library, it was possible for a specially crafted request on staging service to bypass the initial authentication and
proceed to deserialize user-controlled input. The deserialization of the user-controlled input then led to remote code execution on the server where the Kentico
instance was hosted.

Workaround for all Kentico versions

The workaround for this issue is the same for all projects, regardless of staging utilization - set the 'Staging service authentication' setting to 'X.509':
1. Navigate to 'Settings' -> 'Versioning & Synchronization' -> 'Staging'
2. Under the 'Staging service' section set 'Staging service authentication' to 'X.509'
3. 'Save' the changes

Details

Issue type:

Remote Code Execution
Security risk:

Critical

Found in version:
9.0-10.0.51

Fixed in version:
10.0.52

Fixed date:

4/10/2019

Reported by:

Aon's Cyber Solutions

Recommendation

Install the latest hotfix. You can download the latest hotfix from Download section on the DevNet portal. If you use an older version of Kentico Xperience, it is
highly recommended to upgrade to the latest version.
10.0.52

Hotfixes for 9.x

Download latest hotfix

9.0.51
View Instructions for 9.0.x
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Download older hotfix

9.0.519.0.509.0.499.0.489.0.479.0.469.0.459.0.449.0.439.0.429.0.419.0.409.0.399.0.389.0.379.0.369.0.359.0.349.0.339.0.329.0.319.0.309.0.299.0.289.0.279.0.269.0.259.0.

Fixed Bugs
Type to filter

Bug DescriptionFixed in version
Security - Security improvements
Added security improvements to the application.

9.0.51
Web analytics - Error when using the Analytics browser capabilities web part

The 'Analytics browser capabilities' web part did not work and pages containing the web part generated logging requests that resulted in an error (CSRF exception).
The problem occurred after applying hotfix 9.0.48.

9.0.50
Macros - Component CSS macros not working for transformations and web part layouts

Macros for loading component CSS did not work for transformations and web part layouts. For example: {% CSS.Transformations["custom.article.list"] %}

9.0.50
Contact management - Next run of the 'Delete inactive contacts' scheduled task not set properly

When the deletion of inactive contacts took longer than 1 minute, the next run of the 'Delete inactive contacts' scheduled task was not set, and the task did not
execute again. To fix the problem, you need to manually execute the scheduled task after applying the hotfix.

9.0.50
Transformations - Error when using transformation with dot character in code name in special cases

An error occurred when using transformations with a dot character in their code name. For example, if the system fetched a transformation directly from the
database, the transformation's code name was parsed incorrectly and caused an error.

9.0.49
Social Marketing - Facebook insights not collected

Facebook insight data was not collected for pages assigned to Facebook apps using version 2.7 or newer of the Facebook API (i.e. apps created after July 13, 2016).

9.0.49
Search - Infinite loop when rebuilding page indexes

An infinite loop could occur when building page smart search indexes if the indexed data fields contained complex HTML or XML structures.

9.0.49
Form controls - Logic CAPTCHA form control always displayed the explanation text

The 'Logic CAPTCHA' form control displayed the "(please enter the answer to the question or statement)" text even if its hidden 'ShowAfterText' property was
disabled.

9.0.49
Email marketing - Error when filtering the emails of an email campaign

An error occurred after applying the subject filter on the 'Emails' tab when editing an email campaign in the Email marketing application.

9.0.49
Web farms - License key changes not synchronized correctly

Changes of license keys were not synchronized correctly between web farm servers, which could lead to logged errors in certain cases.

9.0.48
Media library - Resized media library images had relative URLs in emails

When sending emails from Kentico (for example in the Email queue application), images added to the email content from a media library with resized dimensions
were inserted with a relative URL, which caused them to be unavailable when viewed in email clients.

9.0.48
Hotfix - Installations from hotfixed setup files not working

Kentico instances installed from setup files with hotfix 9.0.40 or newer applied did not work (errors occurred due to missing assembly files).

9.0.48
Continuous integration - Improved error logging when restoring CI data

If the restoring of continuous integration data to the database failed, it was difficult to diagnose the exact cause in certain cases. If the process fails during the
composition of an object consisting of multiple parts, the error message now contains the file system paths of the related files.

9.0.48
Caching - Incorrect cache dependencies for imported 'Output cache dependencies' web parts

After exporting and importing a page template containing the 'Output cache dependencies’ web part, the keys specified in the web part's '‘Cache dependencies'
property were processed incorrectly and combined into a single invalid line.
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9.0.48
¢ Authentication - Windows authentication with character replacement disabled for roles

Windows Active Directory authentication could cause an error if replacement of forbidden characters was disabled for roles via the 'CMSEnsureSafeRoleNames'
web.config key. The error occurred if import of AD domain groups as roles was enabled and the authenticated user belonged to at least one group with a forbidden
character in its name.

9.0.48
¢ E-commerce - Search in customer selection dialogs

When using the search in customer selection dialogs (for example when manually creating new orders), the system only displayed customers with matching last
names. After applying the hotfix, the search also uses the first name, company and email address customer fields.

9.0.47
¢ Authentication - Claims authentication fails and creates multiple user accounts

When using certain external identity providers for authentication (for example Access Control Service), the system incorrectly handled situations where the identity
provider returned an empty username claim. This caused an authentication loop for the client, which could result in the system generating multiple user accounts.

9.0.47
e Web farms - Files not synchronized due to web farm server restarts

When using automatic web farm mode, servers were deleted from the system while restarting. As a result, the system did not create file synchronization tasks while
the server was missing. After applying the hotfix, servers always remain in the system for 24 hours after shutting down (unless running on Azure Cloud Services).

9.0.46
¢ Time zones - Time values calculated incorrectly in rare cases

Date and time values were adjusted incorrectly if the value matched the start or end interval of the active time zone's daylight saving time (after conversion to the
server time zone). As a result, the saved time did not match the selected time.

9.0.46
e Pages - Incorrect permission evaluation for pages in the content tree in special cases

If the 'Check page permissions' setting was enabled, certain pages in the content tree could be incorrectly hidden even though users had sufficient permissions to
view the pages.

9.0.46
o Facebook connect - Facebook authentication not working for new apps

Due to changes in the Facebook API, an error occurred when a user attempted to sign in through newly registered Facebook authentication apps. After applying the
hotfix, the '‘Biography' field is no longer offered when configuring mappings of Facebook user profile fields (the field is not available in the Facebook APT).

9.0.46
« Data engine - Error on sites under heavy load

An error (System.NullReferenceException) could occur in certain cases while performing some types of operations on sites under heavy load.

9.0.46
o Custom tables - Custom table Items collection incorrectly cached in macros

When using the Items property of custom table objects in macros, the data was incorrectly cached. For example, when using the 'GlobalObjects.CustomTables["
<customtablecodename>"].Items' macro, the latest data was not returned.

9.0.46
¢ Form controls - Error when enabling 'Has depending fields' for certain form controls

Enabling the 'Has depending fields' option for form fields caused an error in the resulting form when using certain form controls (Category selector, Department
roles selector, Report selectors, User selector, Variation selector).

9.0.45
e E-commerce - Custom shipping options could prevent customers from finishing orders

Custom ShippingOptionInfoProvider implementations could allow customers to get into a state when they could not finish their order. If customers changed their
information or content of the shopping cart causing that the already selected shipping option was no longer applicable, customers were prevented from changing the
invalid shipping option and could not continue with the checkout process.

9.0.45
¢ Alternative forms - Form control could not be changed from 'Label' for primary key fields

When editing a primary key (ID) field in an alternative form, the field editor did not allow selection of any form control other than 'Label'.

9.0.45
e Security - Errors when using cookie consent web parts

If the system disabled cookies for a user via the 'Simple cookie law consent' or 'Cookie law consent' web part, an error (CSRF exception) occurred for each post
request (button clicks, form submissions, etc.). The hotfix resolves the problem by changing the cookie level of the 'CMSCsrfCookie' cookie to 'System'.

9.0.44
o Pages - Form tab data lost when adding pages under workflow to a campaign

In certain cases, adding an existing page under workflow to a campaign caused the loss of page type data entered on the page's Form tab in the Pages application.

9.0.44
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Hotfix - Error when applying hotfixes on upgraded instances
An "Unsupported DLLs version" error occurred when applying the hotfix on some instances that were upgraded from older Kentico versions.

9.0.44
Widgets - Error when inserting inline widgets in certain cases

An error occurred when inserting inline widgets into newly created unsaved pages.

9.0.43
Web farms - Scheduled task creation in a web farm environment

When creating a scheduled task in a web farm environment with the 'Create tasks for all web farm servers' option enabled, the scheduled task was not created for the
server processing the request.

9.0.43
Web analytics - 'Excluded IP addresses' setting not applied correctly

In certain cases, the value of the 'Settings -> On-line marketing -> Web analytics -> Excluded IP addresses' setting was not applied until the application was
restarted.

9.0.43
Marketing automation - Automation processes stuck on Wait steps with date or time in the past

Marketing automation processes got stuck when they contained a Wait step whose Timeout settings were set to a Specific day with the date or time in the past.

9.0.43
Marketing automation - 'Comment and move to specific step' action not working

The 'Comment and move to specific step' action did not work when manually moving contacts between the steps of a marketing automation process.

9.0.43
Import/Export - Insufficient license checks when importing site packages

When importing a site package with objects requiring a greater license edition than the one registered on the instance, a license limitation error occurred even if the
import package contained a sufficient license key. After applying the hotfix, the system checks for suitable license keys in the content of imported packages.

9.0.43
Form controls - Accessibility validation failed for specific form controls

When used in a form, the 'U.S. phone number' and 'Upload file' form controls generated a hidden <label> element in addition to the label in the form, which caused
accessibility validation to fail for the form's output code.

9.0.43
E-mail engine - Email attachments could not be opened in the iOS email client

File attachments were not displayed when viewing emails sent from Kentico in the default iOS email client. The problem occurred after applying hotfix 9.0.29.

9.0.43
Dashboards - Empty dashboard after removing an application from the system

Removing the UI element representing an application that was added to the system dashboard caused the dashboard to be blank. After applying the hotfix, the
dashboard correctly displays applications after one of them is removed from the system.

9.0.43
Contact management - Macro for counting the contact groups of a contact not resolved correctly

The '{%0OnlineMarketingContext.CurrentContact.ContactGroups.Count%}' macro for counting how many contact groups the contact is a member of did not resolve
correctly because the 'ContactGroups' property of the 'ContactInfo' object was cached incorrectly.

9.0.43
Caching - Initial loading of cached data in heavy load environments

When loading data with caching enabled, the system performed multiple load operations in certain cases if running in a heavy-traffic environment with a large
number of concurrent requests.

9.0.43
Web farms - Import not working correctly when using a non-sticky load balancer

When running in a web farm environment with a load balancer using non-sticky sessions, package files uploaded in the import wizard were not synchronized
between servers, which could prevent the import from working.

9.0.42
Users - Screen lock dialog when using impersonation

If a screen lock occurred while impersonating a different user, the unlock dialog incorrectly required the credentials of the user who was being impersonated. After
applying the hotfix, the unlock dialog accepts the credentials of the original user.

9.0.42
Staging - Page aliases not synchronized after deleting pages in certain cases

When deleting pages with the 'Redirect old URLs to another page' option, the system did not create staging tasks to update the page alias.

9.0.42
Staging - Linked pages incorrectly synchronized in certain cases
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An error occurred when processing update and publish staging tasks for linked pages that were assigned to a category.
9.0.42
e Staging - Error logged incorrectly when synchronizing pages in special cases

When the system synchronized pages under workflow with the 'Automatically update page alias' setting enabled, an error was incorrectly logged even though the
synchronization was successful.

9.0.42
¢ Metafiles - Error when viewing global metafiles

An error occurred when viewing metafiles on the 'System -> Files -> Metafiles' tab if the '(global)' option was chosen in the Site selector.

9.0.42
¢ Hotfix - Hotfix utility not usable on Windows 10 with 150% DPI scaling

The Hotfix and upgrade utility did not display its buttons when opened on Windows 10 with 150% DPI scaling.

9.0.42
¢ General - Incorrect handling of read-only sessions causing errors

The system incorrectly performed set and remove session operations when handling requests using read-only session state, which caused errors (visible in the event
log).

9.0.42
¢ Debug - Enabling the file debug in 'System -> Files -> Debug' enabled all debugs

Enabling the file system (I0) debug through the information message on the 'System -> Files -> Debug' tab incorrectly enabled all types of debugs instead of just the
file debug.

9.0.42
o Cultures - User's preferred content culture ignored when using Windows authentication

The 'Preferred content culture' user setting was ignored when using Windows authentication to authenticate users.

9.0.42
« Widgets - Incorrect behavior of certain widget properties

When working with widgets properties, the system was not able to identify properties as inherited from the parent web part in certain cases, leading to duplicated
properties in the configuration dialog and incorrectly applied property settings.

9.0.41
e Microsoft Azure - Unnecessary requests when checking file existence on Blob storage

When using Azure Blob storage to store files, the system performed an unnecessary number of requests when checking whether a file existed (for non-existing
files). After applying the hotfix, information about non-existing Blob files is cached.

9.0.41
e Media library - Reduced application performance while uploading media files

When using an external file storage provider (for example Amazon S3), uploading of media files caused the application to become unresponsive for the given user
while the upload was in progress.

9.0.40
e Amazon S3 - Amazon Web Services SDK for .NET update

Updated the Amazon Web Services SDK for .NET to version 3.1.9.0. After applying the hotfix, the Amazon S3 file storage can be used with all Amazon data
centers.

9.0.40
e Users - '"Lock reason' filter disabled in the Users application

When working with the advanced search filter in the Users application, the 'Lock reason' selector incorrectly became disabled after the search was applied to the list
of users.

9.0.39
o User interface - Applications using a tree-based layout were incorrectly rendered in certain cases

Applications using a tree-based layout (for example the Pages application) could be incorrectly rendered if the tree contained a large number of elements.

9.0.39
e URL rewriting & SEO - 301 redirection errors in certain environments

In certain environments, the system handled 301 permanent redirects incorrectly if the target URL contained special characters. The redirects resulted in either an
invalid URL or a page not found error.

9.0.39
¢ Staging - Error when processing page staging tasks in certain cases

If a page under workflow with child pages had its page name changed and the 'Automatically update page alias' setting was enabled, processing of the related page
staging task caused an error.

9.0.39
¢ Performance - SQL query text always loaded to memory
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The system loaded SQL query text to memory even when the SQL debug was disabled. This could lead to heavier memory usage and reduced application
performance.
9.0.39

¢ Marketing automation - 'Contact' macros not resolved correctly after Wait steps on localized sites

When a culture with a full localization pack was set as a site's 'Default content culture', macros containing 'Contact' objects were not resolved correctly in marketing
automation processes for action steps placed after the Wait step.

9.0.39
e Users - Impersonation dialog showing disabled users

The user impersonation dialog incorrectly displayed user accounts that were not enabled.

9.0.38
o Settings - Error when renaming custom setting keys

An error occurred when changing the code name of a custom setting key in the Modules application, if the setting had a site-specific value assigned (in the Settings
application).

9.0.38
e Search - Infinite loop when rebuilding page indexes

An infinite loop could occur when rebuilding page smart search indexes if the indexed content included certain types of strings with HTML comments.

9.0.38
« Form controls - Uni selector form control not refreshing depending fields

The 'Has depending fields' setting did not work for fields using the 'Uni selector' form control with the 'Selection mode' set to Single or Multiple text box. The
resulting form was not refreshed when the field's value was changed.

9.0.38
¢ Caching - Pages with running A/B or MVT tests not cached correctly when using Output cache

When using Output cache for pages with running A/B or MVT tests together with the 'Redirect invalid case URLSs to their correct versions' setting configured to a
different value than the default 'Do not check the URLSs case' option, a blank page was displayed instead of the cached pages.

9.0.38
¢ WYSIWYG editor - Incorrect editor behavior when the browser's Find dialog was open

If the browser's Find dialog was opened by pressing CTRL + F while the cursor was present in the editor's area, pressing the 's' key caused the editor to behave
incorrectly and attempt to save the content.

9.0.37
e Translation services - Error when using the Translations.com translation service in special cases

An error could occur when importing submissions translated via the Translations.com translation service if the 'Automatically import translated submissions' setting
was enabled.

9.0.37
e Staging - Scheduled tasks not synchronized across multiple staging servers

In a staging environment with multiple servers, the system did not create new staging tasks related to scheduled task objects when processing incoming tasks from
another server (even if the 'Log staging changes' setting was enabled).

9.0.37
e Search - Incorrect search results for pages containing instances of the 'Editable image' web part

Pages smart search indexes incorrectly contained properties of the 'Editable image' web part instances. This could affect the accuracy and relevance of search results.
After applying the hotfix, web part instances with a modified 'Web part control ID' are also excluded from the search index content.

9.0.37
* Reporting - Incorrect time range of data sent to report subscribers

If a user subscribed to a report while using a UI culture with a different date format than the en-US culture, the system incorrectly processed the value in the
subscription's 'Data from last' setting. As a result, the time range of data displayed in the sent reports was incorrect.

9.0.37
e Macros - Slow macro re-signing

The macro re-signing process was inefficient for certain object types. Applying the hotfix improves re-signing performance for instances with a very large number
of objects or pages.

9.0.37
¢ Form controls - Accessibility validation failed for the Calendar form control

When used in a form, the 'Calendar' form control generated a hidden <label> element in addition to the label in the form, which caused accessibility validation to
fail for the form's output code.

9.0.37
« Email marketing - A/B tested emails sent twice to the test group of subscribers

In certain cases, the winning variant of an A/B tested email was sent to the subscriber test group that already received one variant of the email.

9.0.37
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« Contact management - Adding contacts to contact groups not possible in certain locations

Users with sufficient permissions for managing contacts and contact groups were not able to add contacts to groups on the 'Contact groups' tab of the contact editing
interface in the 'Contact management' application. No contact groups were displayed after clicking the 'Add to contact groups' button.

9.0.37
e API - Null event arguments for 'URLRewritingEvents.ProcessRewritingResult'

When using custom event handlers for the 'URLRewritingEvents.ProcessRewritingResult' event, the 'URLRewritingEventArgs' parameter of the handler method
was always null.

9.0.37
e Web parts - Google Maps web parts not specifying API version

The Google Maps web parts did not specify API version when requesting data. This could cause the experimental Google Maps API version to be used, leading to
potentially unstable functionality.

9.0.36
e Macros - SKU macro collections not working correctly

Collections of product and product variant objects in the macro engine were not loaded correctly due to a name conflict between the given macro collections. After
applying the hotfix, products are available in the 'SKUs' collection and product variants in the 'SKU Variants' collection, for example {%SiteObjects.SKUs%}.

9.0.36
o Cultures - Errors when using Azeri - Azerbaijan cultures

The system handled text incorrectly in the context of 'Azeri - Azerbaijan' cultures, which caused errors in certain scenarios. For example, an error occurred when
creating or editing pages of the 'Page (menu item)' type on a site using Azeri as its content culture.

9.0.36
¢ Contact management - Contact merging not working correctly when using Windows authentication

When using Windows authentication and contact merging, individual contacts and their logged activities were all merged into one contact after creating a new
session.

9.0.36
e Amazon S3 - Upload of large files to the Amazon S3 storage failing

When using Amazon S3 for file storage, uploading of large (100MB+) files was inefficient and sometimes failed without notifying the user.

9.0.36
e Web parts & controls - Error when using the Google Sitemap web part to display the root page

An error occurred when using the 'Google Sitemap' web part to display the root page.

9.0.35
o Search - Incorrect search results for pages containing the 'Editable image' web part

Pages smart search indexes incorrectly contained properties of the 'Editable image' web part. This could affect the accuracy and relevance of search results.

9.0.35
¢ Portal engine - Error when displaying web part properties in certain cases

If all non-system web part property fields of a web part were deleted, an error occurred when displaying the web part's properties in the Pages application.

9.0.35
« Pages - Reverted fix for error caused by setting a page alias to an unpublished page's alias path

If an additional Page alias of a published page was set to the Alias path of an unpublished page, the system returned a 404 HTTP error for the given URL instead of
displaying the published page on the live site. The issue was fixed in hotfix 9.0.17. However, the fix introduced other issues, which could, for example, cause
incorrect page template inheritance in the Portal engine. After applying hotfix 9.0.35, the fix from hotfix 9.0.17 is removed. The issue will not be addressed in future
hotfix versions.

9.0.35
¢ Pages - Error when saving pages in rare cases

When saving a page with larger attachments containing textual data, a race condition error could occur if the page was indexed by the smart search.

9.0.35
¢ Form controls - 'Drop-down list' form control caused a JavaScript error in Internet Explorer 7

When using the 'Drop-down list' form control with the 'Allow edit value' control setting property enabled, a JavaScript error was logged in Internet Explorer 7.

9.0.35
¢ Email marketing - Tracked email campaign links not using case-sensitive URLs

Tracked links sent in email campaigns are converted to use lowercase URL paths by default. If you need to use case-sensitive URLs, you can override the default
setting by adding the <add key="CMSLinkTrackerKeepUrlCase" value="true"/> key to your web.config.

9.0.35
¢ E-commerce - Customers charged for automatically added products

If a Buy X Get Y discount was set to add a product to the shopping cart automatically for free, and the product was also included in another Buy X Get Y discount
with a higher priority, the customer had to pay for the product and could not remove it from the shopping cart.
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9.0.35
Authentication - User settings not updated when using custom external authentication handlers

When using custom external authentication handlers to modify user settings, the setting fields were not correctly updated the first time users signed in.

9.0.35
Search - Smart search indexing HTML comments

The smart search incorrectly indexed HTML comments when building Page indexes and then returned them in related search results.

9.0.34
Search - Smart search indexing failed for certain PDF file page attachments

When indexing PDF file page attachments, PDF files containing certain Unicode characters were not included in the smart search index.

9.0.34
Form controls - Editable drop-down list form control not refreshing depending fields

The 'Has depending fields' setting did not work for fields using the 'Drop-down list' form control with the 'Allow edit value' setting enabled. The resulting form
wasn't refreshed when the field's value was changed.

9.0.34
Deployment mode - Modified files not detected when synchronizing changes to the database

When using deployment mode or the source control feature for external editing of object code, the 'Synchronize changes to database' function did not detect
modifications of files correctly for objects with more than one externally stored code field.

9.0.34
Caching - Cache item names containing Where condition code

When using content caching for web parts with a query data source (for example the 'Repeater with custom query' web part) together with a Where condition, the
name of the cache item incorrectly contained the Where condition code. This made it difficult to work with the cache item in custom code.

9.0.34
Widgets - Tooltips of inline widgets incorrectly encoded in certain cases

When using inline widgets with localized display names, the tooltip with the display name could be incorrectly encoded in certain cases.

9.0.33
Widgets - Attachments tab not shown in Insert link dialog of inline widgets

When using the 'URL selector' form control for a property of an inline widget, the Insert link dialog didn't show the Attachments tab.

9.0.33
Translation services - Error when processing translations in special cases

When processing translations, the system created invalid resource string names in special cases causing an error to occur.

9.0.33
Search - Error when rebuilding page indexes

An error could occur when rebuilding page search indexes if the indexed content included unpublished pages. The problem occurred after applying hotfix 9.0.31.

9.0.33
Form controls - Validation error when saving 'List box' or 'Multiple choice' fields

The 'Separator' advanced setting of the 'List box' and 'Multiple choice' form controls was incorrectly set as required. This caused a validation error when saving a
form field on the 'Fields' tab after creating the field on the 'Form builder' tab.

9.0.33
Web parts - Google maps web parts not working without Google Maps API key

Google maps web parts did not work correctly in certain cases due to changes in the Google Maps API, which requires an API key to authenticate requests for data.
After applying the hotfix, the Google maps web parts include a new property for entering the Google Maps API key.

9.0.32
Images - Error when resizing images

An error occurred in certain cases when the system resized images (most commonly for files in the GIF format).

9.0.32
Continuous integration - Non-printing characters in data causing invalid XML files

The continuous integration solution did not work correctly if a non-printing character (not valid in XML) was saved into the data of a tracked object or page. An
error occurred during the serialization and the system produced incomplete and invalid XML files in the 'CIRepository' folder. After applying the hotfix, the system
automatically removes such characters from text inputs.

9.0.32
User interface - Broken layout in wizard interfaces

Clicking check boxes or radio buttons within wizard interfaces with an active scroll bar (for example when editing fields in the new page type wizard) could break
the wizard layout or cause incorrect scroll bar positioning.

9.0.31
Translation services - Error when importing translated web part properties with long values
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When importing completed translations containing web part properties, an error occurred if one of the web part property values was longer than 200 characters.
9.0.31
o Search - Endless loop when rebuilding page indexes

If search indexing was manually disabled for certain system fields of pages (for example the 'DocumentID' field), an infinite loop could occur when rebuilding page
search indexes.

9.0.31
¢ Performance - Heavy memory usage due to insufficient object disposal

Certain parts of the Kentico API did not dispose of objects correctly, which could lead to heavy memory usage and reduce the application's performance in some
scenarios.

9.0.31
¢ On-line forms - BizForm properties not set in handlers of the control's OnAfterSave event

When handling the 'OnAfterSave' event of the BizForm control in custom code, the 'FormInserted' and 'FormUpdated' properties of the control were not set
correctly.

9.0.31
e Dashboards - Invalid content on the default template of the 'My desk' application

When installing new Kentico instances from setup files with hotfix 9.0.7 or newer applied, the default template used by the widget dashboard in the 'My desk’
application had incorrect content with invalid testing data.

9.0.31
o Attachments - Attachment binary data not removed from the file system

When storing files in the file system, the binary data of attachments was not removed from the file system if the page with the attachment was deleted or destroyed.

9.0.31
* Pages - Confirmation dialog incorrectly shown in certain cases

When uploading a file on the Form or Attachments tabs in the Pages application, navigating to a different page or tab could incorrectly cause a confirmation dialog
to show (even though the file was saved automatically). The problem occurred after applying hotfix 9.0.24.

9.0.30
¢ Macros - Invalid macros in widget properties after updating macro signatures

When updating macro signatures in the System application, certain types of macro expressions located in the definitions of editor widget properties were not
processed correctly and became invalid.

9.0.30
o Field editor - Fields incorrectly reported as modified in inherited forms

When editing inherited forms (for example properties of widgets or inherited web parts), the system incorrectly reported inherited fields as modified and the 'Reset
field' button was active, even for fields that were unchanged from the original form. To fix the problem, you need to manually re-save the original form and then the
inherited form after applying the hotfix.

9.0.30
¢ E-commerce - Product filter caused a database query timeout

Filtering products and searching for them in the Products application caused a database query timeout on sites containing thousands of products.

9.0.30
o Attachments - Attachments incorrectly accessible by unauthenticated users in certain cases

When using the 'Requires authentication' setting on the Security tab of pages, the page attachments could be accessible to unauthenticated users due to incorrectly
cleared cache.

9.0.30
o Widgets - Attachments tab not shown in Insert link dialog of inline widgets

When using the 'URL selector' form control for a property of an inline widget, the Insert link dialog didn't show the Attachments tab. In order to fix the bug, two
files need to be replaced, ~\CMS\bin\CMS.CKEditor.dll and ~\CMS\CMSAdminControls\CKeditor\plugins\CMSPlugins\plugin.js. The hotfix only replaces the
CMS.CKEditor.dll library. To fully fix the problem, apply hotfix 9.0.33.

9.0.30
¢ Staging - Incorrect culture versions of pages deleted in certain scenarios

On sites with more than 2 content cultures running in an environment with at least 3 consecutive servers connected through staging, synchronization didn't work
correctly when deleting culture versions of pages. When processing incoming 'Delete page' staging tasks, tasks for the next server were generated incorrectly, which
could then delete the wrong culture version of the pages.

9.0.29
¢ Search - Unnecessary search tasks created when updating pages under workflow

Updating pages under workflow generated an unnecessary number of search indexing tasks.

9.0.29
« Pages - Root page incorrectly accessible to unauthenticated users in certain cases

When using the 'Requires authentication' setting (on the Security tab of pages) for the site root page, the root page could be accessible to unauthenticated users due
to incorrectly cached page version.
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9.0.29
e MYV testing - Incorrect reports for MVT tests

Conversion count reports for MVT tests displayed incorrect numbers.

9.0.29
¢ Localization - Culture names not localized in the selector in the Pages application

When using localization expression in the 'Culture name' or 'Short name' properties of cultures, the values weren't localized in the text of the culture selector in the
Pages application.

9.0.29
¢ Form controls - "Has depending fields" option not working for certain form controls

The 'Has depending fields' option of form fields didn't work correctly with certain types of form controls (for example the "URL selector' and other form controls
that internally utilized an update panel). The resulting form wasn't refreshed when the field's value was changed.

9.0.29
¢ E-mail engine - Email attachment images not displayed in the Gmail client

Emails sent from Kentico with image attachments that were added as inline email content were not displayed correctly when viewed in the Gmail client.

9.0.29
« Continuous integration - Site root page removed from continuous integration data during site import

Importing a new site while using continuous integration for pages could delete the repository file representing the root page of a different site in certain cases. This
could lead to sites displaying an empty content tree after restoring the page data back to the database.

9.0.29
« Continuous integration - Incomplete serialized data for inherited web parts

The serialized data created by the continuous integration solution for inherited web parts was incomplete. As a result, certain property settings were incorrect after
restoring inherited web parts from the repository. To fix the problem, you need to apply the hotfix and then serialize all objects again in the Continuous integration
application.

9.0.29
o Alternative forms - Cloned alternative form could not be modified

When cloning one of the default alternative forms under the system's module classes, the new form was not marked as custom and its properties couldn't be
modified.

9.0.29
« Translation services - Translated content not imported for editable regions in special cases

When importing completed translations, content was not imported for editable regions that were created by placing 'CMSEditableRegion' controls directly into the
page layout code of portal engine page templates (outside of web part zones).

9.0.28
¢ Media library - Error when updating the metadata of media files

When saving the metadata of a file in a media library on the 'Edit' tab, an unhandled error occurred if the file was being used by another process (for example video
files opened for streaming).

9.0.28
e Form controls - List box form fields always shown as enabled

Fields using the 'List box' form control were displayed as enabled in editing forms even if the field was disabled (for example using the field's Enabled condition or
via content locking under workflow).

9.0.28
« Continuous integration - Inconsistent serialized data for search settings

When saving the search settings for the fields of a data class (Page type, Custom table, Form, etc.), the serialized data created by the continuous integration solution
was different every time, even for fields whose search settings were not changed (new GUID values were generated for the search setting items in the XML and
their order changed).

9.0.28
e Search - Missing SearchTaskPriority field

The 'SearchTaskPriority' field (column) was missing in the field definition of the Search task class, which could lead to errors when using the smart search
functionality in rare cases.

9.0.27
¢ Import/Export - Error when exporting system modules as not sealed

If one of the default system modules was selected when exporting sites or global objects, and the "Seal the selected modules" option was disabled, an unhandled
error occurred and the export failed.

9.0.26
o Import toolkit - Update not working for pages in non-default cultures

When using the Import Toolkit to update pages in a culture different than the global value of the instance's "Default content culture" setting, new pages were always
created instead of updating the existing pages.
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9.0.26
« Continuous integration - Inconsistent serialized data for inherited web parts

The serialized data created for inherited web parts by the continuous integration solution was different every time the web part was stored, even if the web part
definition was not changed (new GUID values were generated for property definitions during every store operation). To fix the problem, you need to apply the
hotfix and then manually re-save the property definitions for all inherited web parts (click Save for any property on the Properties tab in the Web parts application).

9.0.26
¢ Macros - Improved logging for macro errors

Increased the level of detail in event log entries for errors that could occur when initializing macro resolvers (helps determine the cause of the errors).

9.0.25
« Integration bus - Failed integration tasks blocked further processing

If an integration task failed, processing was blocked for any remaining queued tasks (even if the error was non-critical and logged using the 'ErrorAndSkip' value
from the 'IntegrationProcessResultEnum' enumeration).

9.0.25
¢ Data engine - Missing custom table and page type permissions when synchronizing roles

When deploying roles using staging or the export/import feature, page type and custom table permissions assigned to the roles weren't set correctly on the target
instance.

9.0.25
e Users - Custom registration form not using the 'Display message after registration' text

Messages entered into the 'Display message after registration' property of 'Custom registration form' web parts didn't override the default text shown to newly
registered users.

9.0.24
e URL rewriting & SEO - Unnecessary redirects when accessing URLs without a language prefix

When the 'Use language prefix for URLs' setting was enabled, accessing page URLs without specifying the language prefix caused the system to perform
unnecessary redirects. After applying the hotfix, the system performs only one permanent 301 redirect.

9.0.24
¢ URL rewriting & SEO - Google sitemap URL was inaccessible in certain cases

When the 'Check page permissions' setting was set to 'All pages', the Google sitemap URL was inaccessible even if the page permissions were configured correctly.

9.0.24
* Pages - Changes made to content of collapsible field categories not saved in certain cases

When using a collapsible field category that was collapsed by default, changes made to the fields contained in the category on the Form tab were not saved for pages
under workflow in certain cases.

9.0.24
e Macros - Invalid syntax reported for scoring rule conditions

The macro report tool (System -> Macros -> Report) incorrectly reported invalid syntax for macro rules added to scoring rule conditions in the Scoring application.

9.0.24
e Groups - User removed from all groups after being removed from a site

Removing a user from a site (on the Sites tab of the user editing interface) removed the user from all community groups in the system, even those on other sites.
After applying the hotfix, this action only removes the user from groups on the given site.

9.0.24
e Forums - Error when unsubscribing from forums and forum posts using the default unsubscription page

An error occurred when unsubscribing from forums and forum posts using the default unsubscription page.

9.0.24
¢ Form controls - 'Use relative URL' setting not saved for form fields

When configuring fields using the 'Rich text editor' or 'BBcode editor' form control, the system didn't save changes made to the 'Use relative URL' setting under the
'Media dialog configuration' options.

9.0.24
¢ Form controls - Inifinite loop when using the Multiple object binding control

An infinite loop occurred when the "Multiple object binding control' form control had the 'Target object column name' property set.

9.0.24
¢ E-commerce - Product filters caused a performance issue

Filtering by SKUs in listings and dialogs caused a database query timeout on sites containing thousands of products.

9.0.24
¢ Media library - Incorrectly generated URLs to media library files in external storage in rare cases

When storing media libraries in an external storage (for example Azure Blob storage or Amazon S3), the URLs to media files could be incorrectly generated in rare
cases.
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9.0.23
Media library - Teaser image not saved when creating media libraries

When creating a new media library, files uploaded into the "Teaser image' field were not saved. The problem was introduced after applying hotfix 9.0.22.

9.0.23
Import/Export - Error when importing page types with a required field

When using the import feature to update an existing page type, an error could occur if the updated page type changed a text field to 'Required' with an empty default
value.

9.0.23
General - Images were always resized to the default resolution (96 DPI)

When changing dimensions of images, the system didn't maintain the original DPI resolution and resized the images to the default resolution (96 DPI).

9.0.23
E-commerce - Performance issue in Buy X Get Y discounts

A database query timeout occurred when configuring a Buy X Get Y discount's "Get" condition on sites containing thousands of products with variants.

9.0.23
Workflow - Warning message after applying the 9.0.21 source code hotfix and rebuilding the project

After applying the 9.0.21 hotfix on a source code installation and rebuilding the project, a warning message was displayed due to a missing XML comment of a
method parameter.

9.0.22
Web parts & controls - 'Show new button' not working for repeater web parts on unpublished pages

When using the 'Show New button' option of repeater web parts, the button for adding new pages was not shown if the repeater was placed on an unpublished page.

9.0.22
Search - Error rebuilding Pages indexes if an indexed page contained an undefined widget

Rebuilding Pages smart search indexes caused an error when an indexed page contained an instance of a widget whose definition was previously deleted in the
Widgets application.

9.0.22
Search - Synonym search not working with search filters

When using the 'Any word or synonym' search mode, the synonym search didn't work if a search filter was connected to the search web part.

9.0.22
Import/Export - Triggers for marketing automation processes imported twice

When importing a site or object package containing marketing automation processes, triggers of the processes were imported twice.

9.0.22
Form controls - 'Tag selector' form control caused an error in certain cases

When using the 'Tag selector' form control, trying to select tags caused an error if no tags were available or the page had no tag group specified. After applying the
hotfix, the Select button of the form control is disabled when no tag group is specified for the page.

9.0.22
Dialogs - Inconsistencies when using the 'Insert image or media' dialog in non-default cultures

The 'Combine files with default culture' setting was not applied correctly when using the 'Insert image or media' dialog. This could lead to inconsistencies, for
example when selecting images in the content tree of the dialog's Content tab.

9.0.22
URL rewriting & SEO - Incorrect 302 redirect when accessing URLs without a language prefix

When the 'Use language prefix for URLs' setting was enabled, accessing page URLs without specifying the language prefix led to a standard 302 redirect instead of
a permanent 301 redirect.

9.0.21
Portal engine - Incorrect drag & drop behavior in relatively positioned web part zones

Drag & drop functionality didn't work correctly for elements within web part or widget zones on the Page and Design tabs in the Pages application if the styles of
the page applied relative positioning to the zones.

9.0.21
Attachments - Page attachments not displayed correctly when using URLs with trailing slash

Page attachments were not displayed correctly when the 'Use URLs with trailing slash' setting was set to 'Always use URLs with trailing slash'.

9.0.21
Attachments - 'Attachments' field items retrieved via generated classes were in incorrect order

When retrieving attachments from an 'Attachments' page type field in code via generated classes, the returned attachment items were not sorted according to the
order defined on the page's Form tab.

9.0.21
Users - Group filters in the Users application did not work
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When working with the advanced search filter in the Users application, selecting groups for the 'In groups' or 'Not in groups' fields did not add the values to the filter
and the search condition was not applied.
9.0.20

¢ URL rewriting & SEO - Domain alias redirection didn't work for lower case URLs

When using domain alias redirection for sites, navigating to the site's domain alias URL in lower case format did not cause redirection set by the 'Redirect URL'
property.

9.0.20
e On-line forms - Incorrect code name for cloned forms

When cloning forms, the system didn't save the new form's code name correctly for the class representing the form. This could lead to inconsistencies, for example
when selecting alternative forms of the cloned form.

9.0.20
e Modules - Insufficient error messages when installing module packages from newer versions

Errors logged when attempting to install NuGet module packages created on a higher hotfix version than the target instance didn't contain sufficient information.

9.0.20
* Marketing automation - "Move to specific step' selector not displaying all available steps

When editing a process for a contact in 'Marketing automation -> Processes -> Contacts', the 'Move to the specific step' selector did not have a scroll bar for
displaying all available steps.

9.0.20
¢ Form engine - Incorrect validation for 'Rich text editor' fields with a required value

Validation didn't work correctly for form fields that were set as 'Required' and used the 'Rich text editor' form control. Values couldn't be saved if the only content
was a void HTML tag (for example an image without any other content).

9.0.20
¢ Form controls - Selecting an Attachment group item via the 'more page types...' option did not work

The 'Attachment field selector' form control did not save values selected via the 'more page types..."' option. This affected the 'Attachment group' property of the
'Attachments data source', 'Page attachments', and 'Page attachments with effect' web parts.

9.0.20
o Data engine - Unit test error when filtering based on DateTime fields

When running unit tests using the Kentico testing API, an error occurred when attempting to filter data of faked in-memory objects based on a DateTime field.

9.0.20
e API - Error when running automated tests for custom Info objects

When creating automated tests for a custom module class (Info object) using the Kentico testing API, running multiple tests in sequence for the same Info object
resulted in an error.

9.0.20
o Workflow - Notification email did not include comment text when using advanced workflow

When moving pages to advanced workflow steps that allow entering a comment, the comment text was not included in the notification email.

9.0.19
¢ Pages - Page inconsistencies when calling the TreeProvider API in custom code

Calling the TreeProvider API in custom code for a page could cause the system to use an incorrect cached version of the page's data in special cases. For example,
this could cause the system to move customized pages under workflow into an invalid state after the undo checkout action was used.

9.0.19
¢ On-line forms - Form Items collection was cached incorrectly in macros

When using the 'Items' property of form objects (BizFormInfo) in macros, the data was incorrectly cached. For example, when using the
'SiteObjects.Forms.FormName.Items' macro (where FormName is a code name of a form), the latest data wasn't returned.

9.0.19
¢ Continuous integration - Restoring of data failed when changing the page type of an existing page

Restoring of pages using continuous integration failed if one of the restored pages already existed in the target database with the same name and location, but with a
different page type.

9.0.19
« Contact management - Contacts unsubscribed from all email campaigns not updated in Contact groups, P

When a contact unsubscribed from all email campaigns, the contact was not updated in Contact groups, Personas and Scoring using the macro rule "Contact is
subscribed to a specified email campaign".

9.0.19
« Attachments - Custom 'Page not found' page was not returned for invalid page attachment URLs

Invalid page attachment URLSs did not return a custom 'Page not found' page (if configured for the site).

9.0.19
« AD Import - User setting fields not updated for existing users
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When updating existing users through the AD Import utility, user setting fields were not updated. User settings include the fields found on the 'Settings' tab when
editing users (those stored separately in the CMS_UserSettings database table).

9.0.19

Web analytics - Web analytics didn't work correctly with the Buddhist calendar during leap years

When using the Buddhist calendar in the Thai culture, processing of page views logged by Web analytics got stuck on the leap year day, February 29.

9.0.18
Portal engine - Shared layouts not read-only in the Page templates application

When using shared layouts for page templates, the system incorrectly allowed editing of the selected shared layout on the Layout tab of the Page templates
application.

9.0.18
Pages - Incorrect Preview URL generated for pages based on the 'File' page type

The Preview URL was incorrectly generated for pages based on the 'File' page type. Navigating to the generated Preview URL led to an 'Access denied' error.

9.0.18
MVC - Missing Kentico files in MVC applications deployed to Azure Web Apps or via Web deploy

When deploying MVC applications to Azure Web Apps or via Web deploy, the 'CMSDependencies' and 'CMSResources' folders were missing from the project.

9.0.18
Media library - Broken preview image in the 'Media selection' form control when using cloud storage

The 'Media selection' form control displayed a broken preview image on the Form tab of pages if the image was uploaded to a cloud storage.

9.0.18
Macros - Format macro method not working correctly

The 'Format' macro method didn't work correctly. The method is used to build text using composite formatting of string parameters.

9.0.18
General - Clone wizards allowed non-unique DB table name values for cloned objects

When cloning custom tables, page types, forms, or custom module classes, the system allowed assigning of existing 'DB table name' values to the cloned object.
After deleting the clone, the original object could not be deleted from the administration interface.

9.0.18
E-commerce - Coupon code wasn't visible when editing orders

The applied product coupon code wasn't displayed when editing an order in the Orders application.

9.0.18
Contact management - Customer registration activity logged for every purchase

After applying hotfix 9.0.13 or newer, the 'Customer registration' activity was logged for every purchase. This activity is not used at all in the web part-based
checkout process and is used only by the obsolete Checkout process web part.

9.0.18
API - Error when running parallel automated tests in rare cases

When running parallel automated tests using the Kentico testing API, a race condition error occurred in rare cases.

9.0.18
Workflow - Save and Publish actions caused an error for pages with 'Time interval' fields

Saving and publishing pages with fields of the "Time interval' data type caused an error because the system used an incorrect format when loading the page data.

9.0.17
Web parts - Incorrect redirection by the Custom registration form web part

The 'Custom registration form' web part didn't redirect newly registered users to the URL specified in the 'Redirect to URL' property if a return URL parameter was
present in the query string of the request's URL.

9.0.17
Web analytics - Logging of web analytics causing an error in rare cases

An error stating "Cannot write to a closed TextWriter" occurred when logging web analytics in certain cases (on sites under heavy load).

9.0.17
Time zones - Incorrect current time in the date and time selector

When opening the date and time selector for a field using the 'Calendar' form control, the default current time was incorrect if the time zone used on the client
device was different than the server time zone configured on the Kentico instance.

9.0.17
REST - Creation of users failed without setting the UserIsGlobal Administrator field

Creation of new users via the REST service failed if the data of the POST request did not specify a value for the 'UserlsGlobal Administrator' field (this field should
not be required). The problem occurred after applying hotfix 9.0.15.

9.0.17
Pages - Setting a page alias to an unpublished page's alias path caused an error

https://devnet.kentico.com/download/hotfixes 66/230



4/23/26, 10:04 PM Hotfixes

If an additional Page alias of a published page was set to the Alias path of an unpublished page, the system returned a 404 HTTP error for the given URL instead of
displaying the published page on the live site.
9.0.17

* Page types - 'Pages' fields stopped working after changing the page type code name

Changing the code name of a page type caused fields of the 'Pages' data type to stop working and not display previously added pages.

9.0.17
¢ Facebook connect - Missing information in email notifications about newly registered users

When a user registered on a site using the 'Facebook Connect logon' web part, the email notifications sent to administrators about new users didn't contain the user's
names and email address (even though the created user account contained the given data).

9.0.17
¢ Content Personalization - Editing items in the list of variants for web part zones

When viewing the list of content personalization or MVT variants defined for a web part zone, clicking the edit action for a specific variant caused an error and
closed the dialog.

9.0.16
e Web parts - Web part layouts not working on Microsoft Azure in certain cases

When running on Microsoft Azure, an error occurred when loading instances of web parts with a non-default layout assigned, if the layout contained a comment in
the "<%-- comment --%>" format.

9.0.15
e Web farms - Failed web farm synchronization for imported media files

When importing media files into a site running in a web farm environment, the media files were not synchronized to other servers (the corresponding web farm
tasks resulted in an error).

9.0.15
e Security - Users restored from the recycle bin with the Global administrator Privilege level

When restoring deleted users from the recycle bin, the user's Privilege level was incorrectly set to Global administrator.

9.0.15
¢ Page types - Editing form property missing on the General tab

The 'Editing form' property was missing on the General tab of the page type editing interface and could not be edited.

9.0.15
¢ Modules - Module class customization not working with continuous integration enabled

When continuous integration was enabled, customization of search settings didn't work for the fields of system objects (the 'Customize' option didn't work on the
'Search' and 'Layout' tabs of classes in the Modules application).

9.0.15
¢ Licensing - Incorrect license limitation for the number of allowed blogs

When counting the maximum number of allowed blogs for certain license editions (Base and Free), the system incorrectly included different language versions of
the same blog page.

9.0.15
o Code generation - Invalid multi-line comments generated in the code of module classes

When generating code for custom module classes, the system produced invalid code in the summary sections of properties for class fields that had a 'Description’
containing line breaks. This could cause compilation errors after the code was saved.

9.0.15
o Web parts & controls - Missing text for the submit button in the My Account web part

The submit button on the 'Personal settings' tab of the editing interface generated by the "My Account' web had an empty text caption.

9.0.14
o Scheduler - Scheduled task errors when using the external scheduler with multiple sites

When using the external scheduler on instances with multiple sites, global tasks could be started multiple times in certain cases. This could cause "File not found"
errors when running the "Process analytics log' task.

9.0.14
¢ Pages - Changing a field set as the Page alias source field did not update Page alias

Changing the value of a custom field set as the 'Page alias source field' of a page type did not update the 'Page alias' of a page.

9.0.14
¢ General - Posting data caused an error on pages using output caching

An error occurred when posting data to the server (e.g. submitting forms) on pages that were served from the output cache. The problem was caused by a missing
security token (cross site request forgery protection), which was not stored correctly in the browser when loading pages from the output cache.

9.0.14
¢ Debug - ViewState debug displaying controls with disabled ViewState
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The ViewState debug incorrectly displayed values for controls that had ViewState disabled (using ViewStateMode="Disabled"). Also, the 'Total size' value was not
displayed in the ViewState debug on the live site if the 'Move ViewState to the end of the page' setting was enabled.
9.0.14

o Content Personalization - Adding personalization variants to layout web parts

It was possible to add content personalization or MVT variants for layout web parts. This scenario is not supported and the option is now hidden for layout web
parts.

9.0.14
e API - The ICurrentContactProvider interface couldn't be easily implemented

Interfaces used in the DefaultCurrentContactProvider class, the default implementation of the ICurrentContactProvider interface, were originally marked as internal
(for example IContactValidator). After applying the hotfix, the interfaces are public, which makes it easier to create custom ICurrentContactProvider
implementations.

9.0.14
o Widgets - Adding of widgets to widget dashboards did not work correctly

An error ocurred when adding widgets to widget dashboards (e.g. My Desk) when the 'Use check-in/check-out for objects' setting was enabled.

9.0.13
e Scoring - Contact list sorting in the Scoring application didn't work

Sorting by columns on the Contacts tab in the Scoring application didn't work as expected.

9.0.13
¢ Performance - Unnecessary SQL queries when On-line marketing was enabled

When On-line marketing was enabled, the system performed unnecessary SQL queries when creating contacts, particularly when also using campaign tracking. The
problem was caused due to insufficient caching.

9.0.13
¢ Performance - User agent logging couldn't be disabled for contacts

It wasn't possible to disable logging of user agents for contacts in 'Settings -> On-line marketing -> Contact management'. Logging of user agents can now be
disabled or enabled together with logging of IP addresses.

9.0.13
e Pages - Compare feature removed for content only sites in Preview mode

An error occurred when attempting to compare language versions of content only pages in Preview mode for content only sites. After applying the hotfix, the
Compare feature is no longer available for content only sites.

9.0.13
¢ Object versioning - Restoring multiple objects within a category from the recycle bin

Restoring of objects from the recycle bin did not work correctly for objects that belong under the same category object. Restoring of the first object succeeded, but
an error occurred when attempting to restore other objects belonging to the same category.

9.0.13
¢ Groups - Special characters incorrectly encoded in the subject of group notification emails

Special characters in a group's 'Display name' were incorrectly encoded in the subject of group notification emails.

9.0.13
e E-commerce - Product variants ignored min/max items limitations

When buying variants of products, the limitations of minimum and maximum numbers of units in one order weren't checked. This enabled customers to bypass
these limitations and buy unpermitted amounts of product.

9.0.13
e E-commerce - Product properties updated only in the default culture

When modifying product properties on a multilingual site, values weren't saved if the selected culture was different than the site's default culture.

9.0.13
¢ Contact management - Customer registration activity wasn't logged

The customer registration activity wasn't logged in the checkout process. Customer membership wasn't created for the contact.

9.0.13
e Web farms - Non-existing query called during web farm synchronization in certain cases

If an error occurred during the synchronization of a web farm task, the system attempted to call a non-existing query in certain cases, which generated an unrelated
error. After applying the hotfix, synchronization errors are correctly recorded into the result of the corresponding task.

9.0.12
e Page types - Default 'Name' field was not shown on the Form tab of pages

If the 'Required' flag was disabled for a field set as the 'Page name source field' of a page type, the system did not correctly switch the page name source to an extra
field (the Page name source field selector was updated, but the actual value was not changed). As a result, the default 'Name' field was not shown on the Form tab of
pages in these scenarios.

9.0.12
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e Output filter - Empty responses returned if the Content-Type was not 'text'

After applying hotfix 9.0.4 or newer, the application returned empty responses in certain cases if the Content-Type was different than the 'text' subtype (for example
REST or Web API responses). The problem occurred only for URLs covered by the system's output filter.

9.0.12
e Macros - Open macros rewritten into an internal format after re-signing

When resigning macros in System -> Macros -> Signatures with an 'Old salt' value specified, macro expressions containing open conditions or loops were
incorrectly rewritten into an internal format that was difficult to read. After applying the hotfix, you need to re-save any open macros where the problem occurred.

9.0.12
¢ Hotfix - Incorrect assembly version when hotfixing source code projects

Hotfixes did not update the assembly version information stored in the GlobalAssemblyInfo.cs file. This could cause incorrect and confusing version numbers for
assemblies when compiling the source code edition of Kentico.

9.0.12
« Continuous integration - Serialized data not updated after editing page type fields

After saving changes to the fields of a page type, the continuous integration solution did not correctly update the serialized data representing the given page type in
the 'CIRepository’ folder. The problem occurred after applying hotfix 9.0.8 or newer.

9.0.12
« Continuous integration - Missing information for errors that occurred when restoring CI data

If an error occurred when restoring continuous integration data to the database, the API (and ContinuousIntegration.exe utility) did not provide sufficient
information about the source of the problem.

9.0.12
o Campaigns - Incorrect browser-specific validation messages in the campaign editing form

Some browsers displayed browser-specific validation messages within the campaign editing form (the form's 'novalidate' attribute was not specified).

9.0.12
e API - 'Attachment’ property not initialized for the WorkflowEventArgs argument of event handlers

When using global event handlers based on the 'SaveAttachmentVersion' or 'RemoveAttachmentVersion' events from the WorkflowEvents class, the 'Attachment'
property of the WorkflowEventArgs argument was not initialized.

9.0.12
¢ AD Import - Import not removing domain roles correctly when updating users

When updating users, the AD Import utility did not remove assigned domain roles in cases where the user was no longer a member of the corresponding group in
the Active Directory domain.

9.0.12
e Search - Incorrect search results for pages containing editor widgets

'Pages' type smart search indexes incorrectly contained the full property definitions of editor widgets placed on the covered pages, including metadata. This could
affect the accuracy and relevance of search results. After applying the hotfix, only the content of 'text' or 'long text' widget properties is indexed.

9.0.11
¢ Pages - Publishing pages under workflow set the Sitemap priority to 'Lowest' from 'Normal'

When publishing pages under workflow that used the 'check-in/check-out' feature, their Sitemap priority property (Page properties -> Navigation -> Search & SEO)
was set to 'Lowest' if the original value was 'Normal'.

9.0.11
* Page types - Error when deleting 'File' page type fields without database representation

Deleting a Field without database representation with its Data type set to 'File' in the Page types application caused an error.

9.0.11
¢ Marketing automation - 'Internal search' or 'External search' activity not starting marketing automa

Marketing automation triggers based on the 'Internal search' or 'External search' activity didn't work (the marketing automation process was not started for contacts
who performed the activity).

9.0.11
¢ Macros - Macro autocomplete help not displaying methods correctly in certain cases

The macro autocomplete help didn't display the list of available methods correctly for macro namespaces and objects if one of the method's names contained the
name of the given namespace or object.

9.0.11
¢ General - Error when the On-line marketing component wasn't installed

On installations without the 'On-line marketing' component, visiting the live site could result in error after applying the 9.0.10 hotfix.

9.0.11
o Cultures - Error when accessing untranslated pages

When the 'Combine with default culture' setting was enabled, accessing a page in an untranslated culture resulted in an error, instead of displaying the default culture
version of the page. The error only occurred after applying hotfix 9.0.10.
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9.0.11
¢ Campaigns - Campaign statistics and conversions not logged for cached pages

Campaign statistics and conversions weren't logged when accessing cached pages (using output caching). The error only occurred after applying the 9.0.10 hotfix.

9.0.11
e Web parts & controls - Wrong transformation used for pages with an underscore in their Page alias

When displaying the details of pages with an underscore character in their Page alias, listing web parts used the Default transformation instead of the Selected item
transformation.

9.0.10
¢ Social Marketing - License error when collecting social media data using the external scheduler

When running the scheduled tasks for collecting Facebook and Twitter insights using the external scheduler, a license limitation error occurred, even though the
correct license was available.

9.0.10
o Scheduler - Infinite loop when planning the next run time of scheduled tasks in rare cases

Planning of the next run time for scheduled tasks resulted in an infinite loop in rare cases. This could cause very high CPU usage on the server.

9.0.10
« Pages - 'Parent' property of TreeNode objects did not include the data of page type fields

When accessing the 'Parent' property of page (TreeNode) objects in macros or transformations, the parent element did not contain data for the fields of specific page
types.

9.0.10
e Licensing - Web farm license limitation errors with disabled web farms

Web farm license limitation errors were logged into the event log in certain cases, even if web farms were disabled and the system did not contain a license
supporting web farms.

9.0.10
o Import/Export - Export packages containing bindings between objects from the wrong site

When creating export packages on instances with multiple sites, the exported data could contain bindings between objects from the wrong site in rare cases.

9.0.10
o General - Redirects to Kentico project files when initializing the Kentico API externally

When initializing the Kentico API in an external application, the system incorrectly attempted to redirect to pages located within the Kentico project files in certain
cases (for example when handling errors). These pages typically do not exist in external applications.

9.0.10
o Files - Special characters in filenames were encoded on download in webkit-based browsers

When downloading a file from the content tree in a webkit-based browser, its filename was encoded if it contained special characters (i.e. data,file.txt was encoded
to data%?2cfile.txt).

9.0.10
¢ Email marketing - Unsubscribtion confirmation email not sent to contact group subscribers

Subscribers who were subscribed to an email campaign as part of a contact group didn't receive a confirmation email when they unsubscribed from the campaign.

9.0.10
¢ E-commerce - Changing the main currency caused exceptions

If the recalculated prices after changing the main currency were close to zero, transformations on the live site could have rounded the number to zero and then
thrown exceptions because of dividing by zero.

9.0.10
« Continuous integration - Binding objects not tracked when creating new sites

The continuous integration solution did not track the creation of binding objects when adding new sites using the wizard in the Sites application.

9.0.10
o Campaigns - Page variants in A/B tests not displayed as part of campaigns

Conversions of alternative page variants of A/B tests weren't displayed among reports in the Campaigns application.

9.0.10
e API - MultiDocumentQuery API ignored ordering when using the 'Page’' method

When using the MultiDocumentQuery API, calling the 'Page' method caused the query to ignore ordering specified through 'OrderBy' methods.

9.0.10
e Web parts - Paging not working for Universal viewer with custom query in certain cases

Paging didn't work when using the 'Universal viewer with custom query' web part if the 'Load individual pages' property was enabled and the 'Cache item name'
property was set to a custom value.

9.0.9
e Web farms - Resource string content not synchronized correctly on web farms
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When running in a web farm environment, updates to the content of resource strings didn't invalidate the resource strings cached on other servers in the web farm.
As aresult, old resource string content was displayed until the cache was cleared for the given server.
9.0.9

e User interface - Username pre-filled in the application list search box in Chrome

When viewing the application list in the Chrome browser, the search box was pre-filled with the current user's username if the login credentials were saved in the
browser and the Chrome Autofill feature was enabled.

9.0.9
« Staging - Links missing in the titles of page tasks in the 'Staging' application

When viewing staging tasks on the 'Pages' tab of the 'Staging' application, the titles of the listed tasks did not provide clickable links to the related pages.

9.0.9
o Scheduler - Scheduled tasks with a monthly interval not running

Scheduled tasks with the 'Period' property set to 'Month' were not planned correctly (the system did not set a 'Next run' time).

9.0.9
« Continuous integration - Child pages of linked pages not updated correctly

Child pages of linked pages weren't updated by the continuous integration solution when the source page of the link or one of its ancestors was renamed, moved or
deleted.

9.0.9
* Web parts - Paging not working for Universal viewer web parts with certain configurations

'Universal viewer' and 'Universal viewer with custom query' web parts caused an error if Paging mode was set to 'Postback' and the Pager position was set to
'Bottom' or 'Top and bottom'.

9.0.8
o Search - Pages with an excluded parent not indexed correctly

Page search indexes didn't work correctly if the indexed content included pages whose parent was excluded. When the content of such pages changed, the search
index wasn't updated.

9.0.8
e Pages - Owner of content only pages could not be changed in the Pages application

Saving changes made to the Owner field of content only pages on the General tab in the Pages application caused an error.

9.0.8
e Pages - Scripts used in the administration UI were loaded on the live site

Scripts used in the administration UI were loaded on the live site in anonymous sessions when not required.

9.0.8
* Page types - 'Assigned objects -> Page types' tab not working in the Sites application

When editing sites in the Sites application, it wasn't possible to assign or remove page types for the site on the 'Assigned objects -> Page types' tab.

9.0.8
e Macros - Where macro method not resolved correctly in transformations

When calling the 'Where' macro method for a collection of objects within a text transformation, the method worked correctly only for the first item to which the
transformation was applied.

9.0.8
¢ Email marketing - Duplicate scroll bar displayed when creating new emails

When creating or modifying campaign emails, a duplicate scroll bar was displayed on the screen.

9.0.8
« Continuous integration - Page data not updated after renaming a page type field

After renaming a field of a page type, the continuous integration solution did not update the serialized data representing pages of the given type (i.e. the 'fields.xml'
files of individual pages stored in the 'CIRepository' folder).

9.0.8
o Attachments - Attachments of page culture versions were not restored correctly

When restoring culture versions of pages from the recycle bin, attachment files stored in page fields were not restored correctly.

9.0.8
e Search - Search crawler not indexing sites with an invalid security certificate

The smart search crawler does not index pages on HTTPS sites without a certificate from a trusted authority. If you need to use self-signed certificates, you may

override the certificate validation by adding the <add key="CMSSearchCrawlerAcceptAllCertificates" value="true" /> key to your web.config.

9.0.7
e On-line forms - Form database tables not deleted with sites

When deleting a site, the system did not remove the database tables storing the data of forms assigned to the given site.

9.0.7
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Macros - Editable text web part property did not resolve macros in on-site edit mode
The '"HTML editor toolbar set' property of the Editable text web part did not resolve macros in on-site edit mode.

9.0.7
Email marketing - Link tracking records stored with inconsistent letter case in the database

When using link tracking for campaign emails, the system didn't consistently store the links in lower case in the database. The issue does not affect the link tracking
functionality and was only fixed for the purposes of consistency.

9.0.7
Blogs - Adding the Blogs application live tile to a user's dashboard caused an error

When the Blogs application live tile was added to a user's dashboard, the system could not retrieve the number of blog posts and caused an error.

9.0.7
Blogs - Error when selecting sites for the Blog comments widget

When configuring the 'Blog comments' widget, an error occurred after changing the value of the 'Site name' property. In general, the problem could be triggered by
postbacks during the configuration of any web part or widget with a property based on the 'Blog name selector' form control.

9.0.7
API - ProductOptionSelector didn't contain a setter for the SKU property

The SKU property of the 'ProductOptionSelector' control didn't contain a setter. Selecting an option's SKU with the control therefore required an unnecessary
database request when getting the SKU with its ID.

9.0.7
E-commerce - Inapplicable payment methods could have been used for orders

Orders could have been created with a payment method which wasn't applicable when no shipping was required.

9.0.7
Staging - Staging tasks not logged for pages under workflow with a publish from date

If a page under workflow had the "Publish from" date set in the future, editing the page and moving it to the published step did not log a corresponding "Publish
page" staging task (the task was logged only after the publish date). After applying the hotfix, the staging task is logged immediately, which allows synchronization
of the page's published state with a set "Publish from" date.

9.0.6
Portal engine - HTML envelope displayed for invisible web parts in on-site editing mode

When using on-site editing mode as an editor without the administrator privilege level, content defined through the 'HTML envelope' properties of web parts was
incorrectly displayed for web parts that were not visible.

9.0.6
Pages - Error when displaying related pages assigned through content modeling with specified columns

An error occurred when using listing web parts to display related pages defined through a field of the 'Pages' type (advanced content modeling) in combination with
columns specified in the Columns property.

9.0.6
On-line forms - Date type fields included time values in form notification and autoresponder emails

Email notifications about new data records submitted for forms and autoresponder emails incorrectly displayed time values for fields of the 'Date’ data type (in
addition to the entered date).

9.0.6
Modules - Child UI elements not restored from the recycle bin with their parent

After deleting a UI element with child elements, the child elements were not displayed in the recycle bin. Restoring the parent did not restore the child elements.

9.0.6
Avatars - Avatar selector did not save updated avatar images

When replacing existing avatar images, the new image was not saved if uploaded directly after the old image was removed without first submitting the change.

9.0.6
API - Database timeout errors for isolated integration tests

Automated tests inheriting from the 'CMS.Tests.IsolatedIntegrationTests' base class failed due to database timeout errors under certain circumstances.

9.0.6
Web analytics - Unnecessary web analytics requests for searches with empty keywords

When using web analytics, the system generated unnecessary SearchLogHit requests when searches with empty keywords occurred on the site.

9.0.5
Staging - Staging of page updates not working for license editions lower than EMS

An error occurred when synchronizing "Update page" staging tasks on instances without an EMS license (Ultimate or lower).

9.0.5
Search - Incorrect search result highlighting when using custom handling of diacritics
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Highlighting of keywords in smart search results didn't work correctly when using the 'TextHelper.OnBeforeRemoveDiacritics' event to customize handling of
diacritics in a way that replaces special characters with a string of a different length. Note that the search does not highlight text with diacritics in scenarios where
the search keywords contain the equivalent string without diacritics (even after applying the hotfix).
9.0.5

o Scheduler - Incorrect late execution warnings for external scheduled tasks

Scheduled tasks configured to be executed by the external scheduling service incorrectly displayed warnings about late execution in certain cases.

9.0.5
o Pages - Culture version of a page could not be restored from the recycle bin

Restoring culture versions of pages from the recycle bin could cause an error if the first restored version was not in the site's default culture.

9.0.5
¢ Macros - ToString macro method not applying formatting strings for date values

When calling the '"ToString' macro method for DateTime or TimeSpan values with a formatting string parameter, the specified format was not applied to the result.

9.0.5
¢ Email marketing - Check bounced emails task not working with the external scheduling service

The 'Check bounced emails' scheduled task does not work when executed using the external scheduling service. Applying the hotfix disables the 'Use external task'
property for the task on all existing sites. If you use the external scheduling service, you may need to manually disable the property for new instances of the task
after creating or importing a new site.

9.0.5
¢ E-commerce - Error when creating orders on installations without On-line marketing

On installations without the 'On-line marketing' component, an error occurred when adding a new customer during the creation of an order in the 'Orders'
application.

9.0.5
¢ Controls - Invalid messages displayed by the multi-file uploader control

The 'MultiFileUploader' control displayed an invalid message in scenarios where the number of uploaded files exceeded the maximum allowed number set through
the 'MaxNumberToUpload' property.

9.0.5
« Contact management - Removing all accounts from a contact group with a separated database

When using a separated on-line marketing database, the action for removing all accounts from a contact group didn't work and an error was logged into the event
log.

9.0.5
o Caching - Web parts with a page data source losing cached data

Web parts containing a page data source (for example the 'Repeater’ or 'Universal viewer') could lose their cached data in scenarios where a custom value was set for
the 'Cache item name' property. The problem usually only occurred on sites with heavy traffic.

9.0.5
¢ Authentication - Authentication not working after setting the CMSUserSaltColumn key

Authentication of users did not work after setting the 'CMSUserSaltColumn' web.config key to a custom value.

9.0.5
e API - Automated tests fail when located outside the Kentico solution folder

Automated tests inheriting from any of the CMS.Tests base classes failed when located in a project outside of the Kentico solution folder (CMS).

9.0.5
e API - Error when calling TreeProvider.SelectNodes for multiple page types

Calling the 'TreeProvider.SelectNodes' method resulted in an error if the parameters were configured to retrieve multiple page types and a data column shared by at
least two of the page types.

9.0.5
o Scheduler - Error in the scheduled task list when using the external scheduling service

An error occurred when loading the list of scheduled tasks if any task had its "Period" property set to "Once" and was configured to be processed by the external
scheduling service.

9.0.4
¢ REST - Hash authentication parameter not working in certain cases

When generating authentication hash parameters in 'Settings -> Integration -> REST, the system produced invalid hash values for certain types of URLs.

9.0.4
e On-line forms - Date type field entries included time in recorded data

Entries in fields of the 'Date' data type incorrectly displayed time in addition to the entered date on the 'Recorded data' tab of the form editing interface. Use the
'Date and time' data type for recording both date and time in one field.

9.0.4
e Modules - 'Save as new page template' action not working correctly for UI elements
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The 'Save as new page template’ dialog did not work correctly when editing UI elements in the Modules application.
9.0.4
¢ Widgets - Values in widget properties overwritten in certain cases

Widget properties were initialized in an incorrect life cycle phase. This caused the View State values to be overwritten by the initial values in certain cases.

9.0.3
o Users - Error when deleting the default administrator user account

An error occurred when attempting to delete the default global administrator user account. After applying the hotfix, the system blocks the deletion and provides
information about the need to first set a different default administrator through the 'Settings -> System -> Default user ID' setting.

9.0.3
¢ UniGrid - Resource strings not localized in column tooltips

The tooltips of columns in object listings provided by the UniGrid component did not localize resource strings in the displayed text (even if localization was allowed
for the given column in the grid definition).

9.0.3
¢ Sites - Ad-hoc master templates incorrectly displayed in the new site wizard

When creating a site through the new site wizard, the master page selection step incorrectly displayed ad-hoc master templates. Only shared master templates are
offered for selection after applying the hotfix.

9.0.3
¢ Portal engine - Direct pager in the query universal viewer web part not changing values

The direct page selector used by the 'Universal viewer with custom query' web part did not behave correctly after setting 'Paging mode' to 'Postback’, enabling 'Use
update panel' and changing values using the 'directPageControl' control (used in the 'CMS.PagerTransformations.General-DirectPage' transformation).

9.0.3
e Pages - The URL of a page under a workflow changed immediately when page name changed

When the page name of a page was changed, the change was immediately reflected to the published page URL. This happened only when the 'Use name path for
URL path' setting was enabled.

9.0.3
¢ On-line Marketing - The design of the Database separation dialog was broken

The design of the dialog used when separating the contact management database was broken.

9.0.3
¢ On-line Marketing - Access denied error when accessing specific tabs in the Pages application

The 'A/B tests', ' MVT tests', and 'MVT variants' tabs in the Pages application were incorrectly available on licenses lower than EMS. Opening them caused an
'Access denied' error.

9.0.3
¢ On-line forms - File links in form notification emails weren't working

Form notification emails contained broken links to files submitted in the form.

9.0.3
¢ Object versioning - Objects restored from the recycle bin could overwrite existing objects

Objects restored from the recycle bin could overwrite existing objects with the same code name in certain cases. The system now always informs users that an object
with the same code name already exists and must be changed before restoring.

9.0.3
¢ Modules - Ad-hoc page templates not deleted with UI elements

When a Ul element with content defined through an ad-hoc page template was deleted, the system did not automatically delete the given template.

9.0.3
¢ E-commerce - Shopping cart API method returned inverted results

The 'CartCanBeUsedOnSitelnternal' method from the 'ShoppingCartInfoProvider' class returned an inverse result to what was specified in the description. This
could cause issues if used for customization.

9.0.3
¢ Debug - Erorr on the System objects debug tag after recalculating scores

An unhandled error occurred on the 'System objects' tab in the Debug application in certain cases after the recalculation of an on-line marketing score.

9.0.3
o Contact management - Changed the target of a documentation link

A link in the contact management application displayed in a message informing about inactive contact deletion now leads to a more relevant documentation page.

9.0.3
o Application dashboard - Unwanted event log errors when viewing the dashboard with an offline site

When viewing the application dashboard while the currently selected site was offline, the dashboard tiles logged a large number of unwanted errors into the system's
event log.
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9.0.3
¢ Continuous integration - Continuous integration restore not logging staging and integration bus task

When restoring continuous integration data to the database, staging and integration bus tasks were not logged for the changes made to objects.

9.0.3
e Web analytics - GoogleBot not included in page hit statistics

GoogleBot was not included in page hit statistics when the 'Exclude search engines' setting was disabled.

9.0.2
¢ Reporting - Incorrectly set graph legend position in 'Countries - Weekly report'

The 'Countries - Weekly report' chart had a typo in the display name and the graph displayed no legend.

9.0.2
¢ Reporting - Incorrect data in certain "Top landing pages' reports

Certain 'Top landing pages' reports in the Reporting application displayed incorrect data.

9.0.2
e Modules - Creating ad-hoc page templates for unsaved Ul elements

When creating new UI elements for custom modules, the 'Clone template as ad-hoc' was incorrectly displayed if a template was selected for the element content
before the element was saved. Creating ad-hoc templates for unsaved elements does not work correctly and causes errors.

9.0.2
* Image editor - Cropping in the image editor not working correctly

Cropped image values were not deleted when switching from the 'Crop' tab. This caused an error when performing resizing of the image afterwards.

9.0.2
¢ Forums - Missing background images on the 'View' Forums tab

Background images were not loaded when viewing a forum on the 'View' tab in the Forums application.

9.0.2
e Forums - Couldn't create forums when using a Base license

Creating forums was not possible when using Kentico with a Base license.

9.0.2
¢ Email marketing - Emails couldn't be created without an EMS license

When using a license other than EMS, creation and editing of email campaign emails led to an 'Access denied' error.

9.0.2
¢ Email marketing - Opt-out list innaccessible due to an incorrect permission check

Accessing the 'Opt-out list' tab in the Email marketing application could result in an 'Unable to render embedded object' error. This was caused by an incorrect
permission check.

9.0.2
¢ Continuous integration - Incorrectly updated DocumentUrlPath when restoring pages

The 'DocumentURLPath' field value was cleared when restoring multilingual pages using Continuous integration.

9.0.2
¢ Contact management - Not all contact data available when exporting contacts

When exporting raw database data from the OM_Contact table via the administration UI, the Advanced export dialog did not list all the database table columns.

9.0.2
o Campaigns - Error on the Report tab in special cases

Switching to the Report tab caused an error if the pages assigned to the campaign used two or more conversions with the same display name.

9.0.2
o Campaigns - Users could launch a campaign with no display name

Users could launch a marketing campaign with no display name filled in certain scenarios.

9.0.2
o Attachments - Retrieving page attachments didn't work in certain cases

Retrieving attachments via the 'TreeNode.GetFieldAttachments' method did not work when working with an 'Attachments' page type field that used a singular form
in its 'Field name'. For example, the problem occurred when retrieving attachments via generated code from a page type field with the 'Articlelmage' field name and
'Attachments' data type.

9.0.2
e API - Site binding incorrectly overwritten after assigning a parent object

When assigning a parent object to a site binding object, the site referenced within the binding was incorrectly overwritten if the parent object had its own SiteID
column with a different value. For example, the problem could occur when using the API to assign a page template parent to a template-site binding.
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9.0.2
¢ Amazon S3 - Site export not working with external file system storage providers

The export wizard stopped working in certain cases when exporting sites on instances using an external file system storage provider, such as Amazon S3 or Azure
Blob storage.

9.0.2
o WYSIWYG editor - Invalid image sources in rare cases when using the editor on the live site

When working with the HTML editor on the live site (for example with User contributions), images whose source contained content other than a URL were saved in
an invalid format.

9.0.1
e Web farms - Delayed licensing errors for the number of allowed web farm servers

The license check for the number of allowed web farm servers was cached incorrectly, which could cause the system to display licensing errors with a delay when a
server was added over the allowed limit.

9.0.1
o Users - Site-specific email templates not used when editing user passwords

When editing users on the Password tab in the Users application, the system always used global email templates for the changed password notification emails sent to
the users, even if site-specific templates were defined.

9.0.1
o User interface - Incorrect invalid input styling in the Campaigns application for IE11

When editing campaigns in the 'Campaigns' application in Internet Explorer 11, fields with invalid input were styled incorrectly after adding existing emails or
pages.

9.0.1
o User interface - Fields hidden behind information messages when editing transformations

Information messages displayed in the transformation editing interface covered the editing form's fields in certain cases.

9.0.1
e Staging - Task filter not applied correctly for 'Synchronize all' and 'Delete all' actions

When the list of tasks in the Staging application was filtered based on User, Group or Type values, the 'Synchronize all' and 'Delete all' actions were applied to all
tasks instead of just the filtered sub-set.

9.0.1
¢ Reporting - Incorrect default values in certain 'Browser capabilities' reports

Certain 'Browser capabilities' reports in the Reporting application displayed incorrect values. The Web analytics application was not affected.

9.0.1
¢ Reporting - Incorrect data in certain 'Top exit pages' reports

Certain 'Top exit pages' reports in the Reporting application displayed incorrect data.

9.0.1
¢ Pages - URL Path inconsistent with page name path

The 'URL path' of a page was not consistent with the 'Name path' in certain cases when using the 'Use name path for URL path' setting.

9.0.1
* Pages - Missing attachments for pages restored from the recycle bin

Attachments of deleted pages were not stored in the recycle bin, which led to missing attachments for restored pages.

9.0.1
¢ Microsoft Azure - Building Azure projects failed

Building an Azure project without packaging the project displayed an error in Visual Studio even though the build succeeded.

9.0.1
e Macros - Invalid macro signatures after editing page templates on the "Web parts' tab

When saving content on the 'Web parts' tab of a page template in the 'Page templates' application, certain types of macros in the web part content became invalid.

9.0.1
¢ Groups - Incorrectly displayed 'New message' dialog when editing a group message board

The 'New message' dialog used when editing a group message board displayed incorrectly.

9.0.1
¢ Form controls - Page data rewritten when updating 'Intranet department' pages

The 'Department sections manager' form control caused loss of editable region content when updating pages of the the 'IntranetPortal. Department' page type.

9.0.1
¢ Form controls - Uni selector in multiple mode with a vertical bar separator
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The 'Uni selector' form control didn't work correctly in certain scenarios when using multiple selection mode and the vertical bar character ('|') as the values
separator. For example, the 'Remove selected' button removed even items that weren't selected.
9.0.1

¢ E-commerce - New products always saved with default departments if available

If a new product was created based on a product page type with a specified default department and the department was changed when creating the product, the
default department was used anyway.

9.0.1
e Campaigns - Missing campaign link in email reports

The UTM campaign code on campaign email 'Overview' tab did not work as a link.

9.0.1
o Campaigns - Campaign related conversion statistics weren't logged

Campaign related conversion statistics were not logged on the 'Details' tab of conversions.

9.0.1

Hotfixes for 8.x

Download latest hotfix

8.2.50

View Instructions for 8.2.x
View Instructions for 8.1.x
View Instructions for 8.0.x

Download older hotfix

8.2.508.1.198.0.238.2.498.2.488.2.478.2.468.2.458.2.448.2.438.2.428.2.418.2.408.2.398.2.388.2.378.2.368.2.358.2.348.2.338.2.308.2.298.2.288.2.278.2.268.2.258.2.248.2.
Fixed Bugs
Type to filter

¢ Bug DescriptionFixed in version
e Security - Security improvements
Added security improvements to the application.

8.0.23
e Security - Security improvements

Added security improvements to the application.

8.1.19
e Security - Security improvements

Added security improvements to the application.

8.2.50
o Security - Security improvements

Added security improvements to the application.

8.2.49
e Security - Cross-site scripting in the administration Ul

Device profile previews and the page displaying the administration interface (UIPage.aspx) were vulnerable to cross-site scripting attacks.

8.2.48
e Settings - Macros stopped working after saving in the settings application

When re-saving existing macros with security signatures in the 'Settings' application, the macro was stored in an invalid format and stopped working.

8.2.47
e Macros - Macros containing 'T' characters not resolved correctly in the Turkish culture

Macros containing "I" or 'i' characters were not resolved correctly within the context of the Turkish culture.

8.2.47
¢ Workflow - UI not refreshed after a page rollback

The panel at the top of a page was not refreshed after rolling back a version of a page.

8.2.46
e Web analytics - Internet Explorer in compatibility mode not recognized correctly

When using Internet Explorer in compatibility mode, web analytics logged statistics for the browser's compatibility version, not the real one.

8.2.46
e Search - Unnecessarily large smart search indexes
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The smart search incorrectly stored the Content field within index files, which resulted in unnecessarily large files and lower indexing performance. If you need to
view the Content field when inspecting or debugging index files, you can revert the change by adding the <add key="CMSSearchStoreContentField" value="true"
/> key to your web.config and rebuilding the index.
8.2.46

o Health monitoring - Incorrect number of logged errors and warnings

The health monitoring counters that track the number of event log errors and warnings incorrectly counted asynchronously logged items twice.

8.2.46
o General - Service errors when starting the application

Service initialization errors could occur in rare cases if the site came under load during the initialization of the application (for example after the application pool
was recycled).

8.2.46
« Form controls - Label associated with certain form controls generated invalid HTML markup

The labels associated with the 'Radio buttons' and 'Multiple choice' form controls were generated with invalid markup according to HTMLS5 validators.

8.2.46
o Files - Insert image or media dialog not reflecting user's Starting alias path

The 'Insert image or media dialog' did not reflect the user's 'Starting alias path' when selecting files on the 'Content tab'. The root page was always selected when
first opening the dialog instead.

8.2.46
« Categories - The order of page categories wasn't preserved after an import

The order of page categories was not preserved after an import.

8.2.46
* Workflow - Editing a page from a different domain via the Workflows application redirected to an inc

Editing a page from a site on a different domain through the Pages tab in the Workflows application redirected the user to a URL with an incorrect domain.

8.2.45
o Widgets - Widgets couldn't be saved on pages with invalid image URLs

Widgets could not be saved on pages that contained invalid image URLs (without the ~ or / character). The save operation resulted in a failed view state validation
error.

8.2.45
¢ Translation services - Error when sending linked pages for translation via a translation service

Sending linked pages for translation via translation services did not work and the system displayed a 'No culture to translate from' error.

8.2.45
* Object versioning - Invalid page after canceling a rollback in the version comparison dialog

When rolling back an object or page to a previous version in the version comparison dialog, users were redirected to an invalid address if they clicked Cancel in the
confirmation dialog.

8.2.45
¢ Media library - Using the TAB character in media library folder names caused an error

Creating a new media library and using the TAB character in the 'Folder name' value caused an error when the folder was created.

8.2.45
e Media library - Error when using a preferred content culture that had no translated pages

An error occurred on the 'Files tab' in the Media library application when using a preferred content culture that had no pages translated. This only happened when
using Windows authentication.

8.2.45
¢ General - Problems with the <location inheritInChildApplications="false"> web.config tag

Instances with a <location inheritInChildApplications="false"> tag in their root web.config file weren't handled correctly. For example, an error occurred when
attempting to open such instances in external utilities (such as the 'Kentico Service Manager' or when using the '"Modify' option in the installer) and the system failed
to write connection strings into the web.config.

8.2.45
¢ Event log - Page not found events were logged without the SiteID value

Page not found events were logged without the SiteID value in the Event log.

8.2.45
« Contact management - A/B variants and MVT combinations not saved in Page visit activities

A/B test variant and MVT combination information was not saved to Page visit activities when using JavaScript to log analytics and activities.

8.2.45
¢ Caching - Error when running the scheduled task for cleaning old cache files

When using the file system output cache, running the 'Delete old file system cache files' scheduled task resulted in a "Directory is not empty" error in certain cases.
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8.2.45
o General - Content-Length header missing in GetResource.ashx responses

The 'GetResource.ashx' handler didn't set the 'Content-Length' HTTP header when responding to file requests.

8.2.44
« Contact management - Error when geolocating certain IP address ranges

When trying to retrieve geolocation data from specific IP address ranges, an 'Index was outside the bounds of the array' error occurred.

8.2.44
e Pages - Changing a page template published content in certain cases

Changing the template of a page under workflow using 'Clone template as ad-hoc' propagated unpublished content to the page's published version.

8.2.43
¢ Email marketing - Complex subscriber macros weren't resolved

Complex macros working with the 'Subscriber' object did not resolve correctly when sending campaign emails.

8.2.43
o UI personalization - Access denied in the "Manage user roles' dialog

If UI personalization was enabled, access to the 'Manage user roles' dialog in the Users application was denied for users without the administrator privilege level
(even if the user had the required permissions and UI personalization settings).

8.2.42
e On-line forms - Primary ID field macro not working in the 'Redirect to URL' field

Macros for loading the value of a form's primary ID field (for example '{%FormID%}') didn't work correctly when inserted into the 'Redirect URL' field on the
form's General tab. The macro always returned '0'.

8.2.42
e Form controls - Culture-dependent values of form control properties not loaded

Form control properties with a culture-dependent data type (such as date or decimal number) didn't load their values correctly in the 'Editing control settings' section
of the field editor when using a non-English UI culture.

8.2.42
¢ E-commerce - Canceling the main currency recalculation wasn't possible

When changing the main currency with enabled recalculation of prices, exchange rates or other e-commerce objects, the system displays a confirmation dialog box.
The 'Cancel’ button in this dialog confirmed the recalculation instead of canceling it.

8.2.42
o Authentication - Handling of special characters in the 'Trusted certificate thumbprint' setting

The 'Trusted certificate thumbprint' setting used when configuring claims-based authentication didn't correctly handle special types of input, such as whitespace or
non-printing characters. This could lead to untrusted certificate errors if such characters were copied into the setting along with the thumbprint.

8.2.42
¢ UniGrid - XML configuration file not loaded when using a non-default storage provider

The UniGrid didn't use the CMS.IO API when loading the XML configuration file. As a result, UniGrid components failed to load their configuration if the
specified file was mapped to a non-default location using a storage provider.

8.2.41
¢ Portal engine - Widget zones not working in conditional layouts in certain cases

Widget zones did not work in conditional layouts that were used on multiple page levels. Widget properties did not open.

8.2.41
e Macros - LoremIpsum macro method not working with an integer parameter

The 'LoremIpsum' macro method didn't work when called with an integer type parameter. For example: "LoremIpsum(100)'

8.2.41
¢ Localization - Localized payment method names displayed incorrectly

The 'Payment form' web part displayed the names of payment methods incorrectly if their display name was localized.

8.2.41
¢ Forums - Forum group web part thread paging didn't work correctly

The Forum group web part did not page threads correctly when the 'Enable posts paging' property was disabled.

8.2.41
¢ Files - Broken images returned in special cases

Special sequence of requests with a specified Range HTTP header could result in the application serving incomplete images from the cache.

8.2.41
¢ Email marketing - Improved email sending performance

Improved the performance of an email marketing fix introduced in the 8.2.40 hotfix.
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8.2.41
¢ E-commerce - Customer detail changes weren't saved in the checkout process

After applying hotfix 8.2.40, changes of a customer's details performed during the checkout process weren't saved if an existing address was used.

8.2.41
« Banned IPs - Incorrectly banned IPs on instances with multiple sites

If a user accessed a site that banned their IP address, the system then incorrectly blocked the user from other sites running on the same instance, even if the IP
address was allowed on the given sites. The incorrect ban persisted until the application was restarted.

8.2.41
¢ Email marketing - Duplicate campaign emails generated in rare situations

If the process of generating campaign emails failed (due to a timeout or an application error), more than one of the same email could be generated into the email
queue when the process ran again.

8.2.40
¢ E-commerce - Shopping cart could contain an incorrect price

The shopping cart price wasn't updated when the billing or shipping addresses were changed in the 'Customer address' web part in certain cases.

8.2.40
¢ E-commerce - Wrong tax classes were assigned to copied products

When copying products, the department's default tax classes were assigned to the new product instead of assigning the original product's tax classes.

8.2.40
o API - LocalizationHelper.GetUniqueResStringKey method exception

Calling the 'LocalizationHelper.GetUniqueResStringKey' method in custom code could cause an exception with certain combinations of the 'plainText',
‘resKeyPrefix' and 'maxKeyLength' parameters.

8.2.40
e Users - Invalid sign in and sign out URLSs for claims-based authentication

When using claims-based authentication, the system generated invalid sign in and sign out URLs if the 'Identity provider URL' setting contained query string
parameters.

8.2.39
e API - Missing customization options for ResourceStringInfoProvider

When developing a custom 'ResourceStringInfoProvider', it wasn't possible to override the 'GetString' and 'GetStringFromDB' methods using the standard provider
customization pattern.

8.2.39
e API - Descending order ignored when using the DataQuery API with Distinct()

When using the DataQuery API (or ObjectQuery/DocumentQuery), calling the 'Distinct' method caused the query to ignore sorting in descending order, for example
when combined with the 'OrderByDescending' method.

8.2.39
e Web parts - The ‘Edit page link’ web part created incorrect page links in certain cases

The ‘Edit page link’ web part created incorrect links to pages that contained a comma character *,” in their name. The 'returnUrl' query parameter used by the web
part was renamed to 'editUrl' to handle collisions when logon was required before editing a page.

8.2.38
o URL rewriting & SEO - WebMethod calls returning 404 errors

WebMethod calls that accessed the URLSs of pages defined in the Kentico content tree returned a 404 error. The issue only occurred when registering custom
WebMethods in the code behind of pages.

8.2.38
o Pages - Sorting in the ‘Listing” mode didn’t work correctly in certain scenarios

Sorting in the ‘Listing’ mode of the Pages application did not work correctly when changing the 'Items per page' value.

8.2.38
¢ Pages - Decimal number values weren’t converted correctly in versioned pages in certain scenarios

When retrieving versioned pages of a custom page type that contained a ‘Decimal number’ data type field, an application error occurred when converting the
decimal value. This happened in culture versions that use decimal commas as a decimal mark.

8.2.38
o Installation - Database installations to LocalDB failed

Database installations to SQL LocalDB failed on systems that had Microsoft SQL Server 2014 or newer installed.

8.2.38
¢ Form engine - Culture-dependent values not stored correctly for fields in certain cases

When saving a form field that had a macro inserted into its default value, the system didn't store the field's value in the correct culture format. This could lead to
incorrect behavior when working with culture-dependent values, such as dates and decimal numbers.
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8.2.38
¢ E-commerce - Deleting a product's culture version also deleted the SKU

When one culture version of a product page was deleted, the product's SKU object was also deleted leaving the other culture versions without the SKU.

8.2.38
¢ E-commerce - Shopping cart could contain an incorrect price

The shopping cart price wasn't updated when the billing or shipping addresses were changed in the 'Checkout process' web part.

8.2.38
o Web parts & controls - SQL error when using table aliases in the Columns property

When using a web part or control with a custom query data source, the generated query was invalid if a table alias prefix was used for a value in the 'Columns'
property together with brackets: "TableAlias.[Column]". The invalid query then caused an error when the control or web part loaded its data.

8.2.37
« Web analytics - Page views not logged in Web analytics

Web analytics did not log page views on Kentico installations with the Ultimate license. This issue was introduced in the 8.2.13 hotfix.

8.2.37
« Staging - Page selection not working in the Staging application for large content trees

The 'Pages’ tab of the 'Staging' application didn't work correctly after clicking the 'click here for more...' option in the page tree. This problem could occur on sites
with a very large number of pages on a single level of the tree.

8.2.37
o Pages - Page-level permissions weren't copied correctly in certain scenarios

When copying pages with the 'Copy page permissions' setting enabled, page-level permissions inherited from parent nodes weren't transferred correctly to the new
page in certain cases.

8.2.37
e Microsoft Azure - Unnecessary requests to external cloud storages

The system was making unnecessary requests to folders located on an external cloud storage. These requests ended with error 404, which was handled internally.
Reducing the number of requests improved the performance of the system.

8.2.37
¢ E-mail engine - Duplicate emals sent in a web farm environment

When sending emails in a web farm environment, servers processed emails that were already being sent out by another server under certain circumstances. This
could result in duplicate emails being sent to the target SMTP server.

8.2.37
e API - UserCustomData.Remove method not working

When using the API to manage custom data for users, calling the 'Remove' method for the 'UserCustomData' property of UserInfo objects didn't correctly remove
values from the custom data container.

8.2.37
o Caching - Caching files on external cloud storage

If a folder doesn't exist on the local file storage (it exists only on the external storage) and you wanted to cache the folder with a cache dependency on changes in a
file inside of the folder, the system threw an exception. The exception was fixed, however note that automatic clearing of server-side file cache does not work for
files in external storage.

8.2.37
* Pages - Moving pages in a non-default culture resulted in an incorrect page ordering

Moving pages in a non-default culture resulted in an incorrect page ordering when the 'New page order' setting was set to 'Alphabetical'.

8.2.36
¢ Email marketing - Cloning an email campaign cloned the logged tracking statistics

Email campaigns were incorrectly cloned together with their clicked link and opened email statistics.

8.2.36
¢ AB testing - A/B test tracking didn't work correctly in certain scenarios

The "Visitors' and 'Conversions' A/B test statistics were not updated correctly when a visitor arrived on the tested page via a page alias.

8.2.36
e Pages - The 'FilterDuplicates' DocumentQuery method didn't work correctly

When the 'FilterDuplicates' method was used for DocumentQuery parametrization and the result set contained several culture versions of pages, all culture versions
of pages were incorrectly filtered out together with duplicate linked pages.

8.2.35
e Web parts - Couldn't set the 'SelectOnlyPublished' property in code for certain web parts

Setting the 'SelectOnlyPublished' property value in the code file of the 'Breadcrumbs', 'CSS list menu', 'Tree view', 'SQL search dialog with results', 'Paged text',
'Grid', 'Datalist', 'Universal page viewer', 'XSLT viewer', and 'Image gallery' web parts didn't work correctly.
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8.2.34
o Security - Redirect validation failed for web parts

The validation process used by web parts to protect against unvalidated redirects didn't work correctly and failed in certain cases. For example, the problem occurred
if a 'Logon form' web part was configured to redirect to an absolute URL after successful login.

8.2.34
o Search - Removing pages from smart search indexes didn't work correctly in certain cases

Pages were not removed from smart search indexes correctly after being moved to a location excluded by the index.

8.2.34
¢ Macros - Incorrect macro resolving after calling the Exists, Any, All or Filter methods

Calling the 'Exists', 'Any", 'All' or 'Filter' methods for a collection of objects inside a macro expression could cause subsequent macros to resolve incorrectly in
special cases.

8.2.34
e Forums - The 'Group profile' web part didn't display the specified group forums

The 'Group profile' web part did not display the forums of the specified forum group.

8.2.34
e Form controls - Unhandled error when using the Enum selector form control

The 'Enum selector' form control (and its inherited controls) caused an unhandled error in certain cases if the given field was null or contained a value that wasn't
defined by the given enumeration. The control now falls back to the default value in such cases.

8.2.34
o User interface - Unresponsive script warning when viewing 100 or more files

When viewing lists of files with 100 or more items per page (for example in media libraries or page attachments) the page loaded slowly and an Unresponsive script
warning appeared when using the Firefox browser. The hotfix optimizes the loading of the file uploader component, which improves the performance of large file
lists.

8.2.33
o Pages - Workflow page actions could lead to an error

Workflow page actions (Publish, Approve, Reject, Check in, and Check out) could lead to an error. This happened when the page name (‘DocumentName' field
value) was changed while editing the page and the 'Automatically update page alias' setting was enabled.

8.2.33
¢ E-mail engine - Error when sending emails

After applying hotfix 8.2.31 or 8.2.32, sending of emails to the default SMTP server failed in certain cases. The email sending returned the following error message:
"Length of the data to decrypt is invalid."

8.2.33
¢ Web analytics - Web analytics not logging referrals and referring sites

The system did not log data for the 'Referrals' and 'Referring sites' statistics and contact management activities saved incorrect values into their URL referrer field.
The problem was brought by applying hotfix 8.2.13 or newer.

8.2.32
e Validators - Link checker reported errors for valid links in certain cases

The link checker built into the Pages application reported errors for valid links in certain cases.

8.2.32
e Users - User password resets causing database deadlocks

Password reset requests submitted by users failed in certain cases on websites under heavy load (database deadlock errors were logged into the system's event log).

8.2.32
e Security - Error when unlocking the screen

If the 'CMSRenewSessionAuthChange' web.config key was set to true (as protection against session fixation attacks) and the system had screen locking enabled for
the administration interface, a ViewState validation error occurred when unlocking the screen.

8.2.32
¢ Pages - Chaning page group ownership could cause an error

Clearing the value of the 'Owned by group' property of a page and selecting 'Inherit by child pages' caused an error.

8.2.32
o WYSIWYG editor - Text editor not displayed in the 'Edit text' dialog on the Live site

The WYSIWYG editor was not displayed in the 'Edit text' dialog when using On-site editing in Internet Explorer 11.

8.2.31
e Users - ADFS claims-based authentication not returning users to the original page

When using claims-based authentication with Active Directory Federation Services, users were redirected to the site's home page after logging in through the
authentication service, instead of returning to the originally requested page.
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8.2.31
e Search - Macro resolving error when viewing the smart search Tasks page

When viewing the '"Tasks' tab in the Smart search application, the selector for web farm servers didn't work correctly and a macro resolving error was logged into the
system's Event log.

8.2.31
o Pages - Error when creating linked pages while using a load balancer

Creating linked pages on an instance that used a load balancer resulted in an error.

8.2.31
¢ Pages - Restoring a relationship name from the Recycle bin didn't restore invidiual page relationshi

Relationship data was not included in the Recycle bin. Users were able to restore relationship names only, not individual page relationships.

8.2.31
o Pages - Applications related to the Pages application didn't display unpublished changes

Applications that work with pages, such as 'Pending pages' and 'My pages' did not always display the latest data for unpublished pages.

8.2.31
¢ Dialogs - Links with the file protocol were broken when edited using the 'Insert/Edit link' dialog

The protocol part of URLs was removed from links edited using the 'Insert/Edit link' dialog (in the WYSIWYG editor). This happened with links that used a
protocol not listed in the 'Protocol' drop-down list, for example, with File URI scheme links.

8.2.31
¢ Caching - Errors when using file system output caching and shared storage

When using file system output cache in combination with a shared storage provider (for example Azure Blob storage), the system generated errors in certain cases if
multiple instances accessed the same cache files simultaneously.

8.2.31
o Sites - Incorrect options available when selecting Classes in the Sites application

When editing a site's object bindings in the Sites application on the Assigned objects -> Classes tab, the selection dialog incorrectly included classes other than Page
types and Custom tables.

8.2.30
¢ Microsoft Azure - SmartSearchWorker clearing output cache files stored on the file system

When running on Microsoft Azure with persistent output cache enabled for pages, the SmartSearchWorker role periodically cleared the output cache files stored on
the blob storage. This could reduce the live website's performance after application restarts.

8.2.30
¢ Import/Export - Queries not included when exporting custom modules

Queries created for classes when developing custom modules weren't included in the module's export package.

8.2.30
o General export - Empty lines at the end of CSV files when exporting data

When exporting data to CSV files, the system added two empty lines at the end of the file (only one empty line is generated now).

8.2.30
o Application dashboard - The application dashboard didn't always load correctly for slow connections

The application dashboard did not always load correctly the first time it was requested. This happened to users with slow connections to the server.

8.2.30
* Staging - Page template category update generating unnecessary staging tasks

Updating a page template category caused the system to log a large amount of unnecessary staging tasks.

8.2.29
e On-line forms - New values couldn't be saved for 'BizForm selector' fields

When using the '‘Bizform selector' form control in an integer type field, it wasn't possible to overwrite the first value saved for the field in the resulting form.

8.2.29
e Microsoft Azure - Unhandled exception occurring on Azure during import or export

When using more than one instance of Azure Cloud Services, an unhandled exception sometimes occurred during the import or export of a site.

8.2.29
¢ Marketing automation - Values in the 'Set contact property' action were saved in the wrong culture f

Data in the 'Property' value of the 'Set contact property' marketing automation action was not always saved in the 'en-US' culture format, which could lead to errors
in certain cases.

8.2.29
e Macros - The "if" command in macros wasn't case-insensitive
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The "if" command used for conditions in macro expressions was resolved incorrectly if either of the letters was written in upper case (the "else" branch of the
condition always resolved into a null value).
8.2.29

e Macros - Certain macros incorrectly listed as invalid in the macro report

The macro report tool (System -> Macros -> Report) incorrectly reported invalid signatures for certain types of macro expressions containing open conditions or
loops.

8.2.29
¢ Form controls - Error when saving empty fields using the 'Rich text editor' form control

When saving a form containing one or more fields that used the 'Rich text editor' form control, an unhandled error occurred during the validation in special cases if
the given fields were empty.

8.2.29
o Files - Unnecessary file system operations when loading media files

When loading media files using getmedia requests, the system performed unnecessary file system operations. This could lead to errors in certain cases when using
an external storage provider (for example Azure Blob Storage).

8.2.29
e E-commerce - Disabled products couldn't be removed from bundles

Products in bundles that weren't allowed for sale weren't displayed in the user interface of the bundle. Such products then couldn't be removed from the bundle.

8.2.29
e Caching - User not invalidated in the cache after assigning a membership

Users were not invalidated in the cache correctly after assigning or removing a membership to or from the user.

8.2.29
e Social Marketing - Adding new pages and posts in the Facebook application didn't work

Adding new pages and posts in the Facebook application did not work due to changes in the Facebook API.

8.2.28
e Search - Search filters not working when using certain cultures (Turkish)

Smart search filters didn't work correctly on pages that used a culture with special letter case rules (for example the Turkish culture). The system converted the
names of search index fields in the filter option definitions to lower case incorrectly within the context of such cultures.

8.2.28
e KIM - KIM utility crashing when no instances are available

When opening the Kentico Installation Manager utility in scenarios where no supported instances were available, an unhandled error occurred in certain cases.

8.2.28
e Pages - Users weren't prompted to save changes when editing page-level permissions

<p>When editing the page-level permissions (ACLs) for a user or a role, users were not prompted to save the changes when switching to another user or role in the
list.</p>

8.2.28
¢ Custom tables - Users without the 'Modify' custom table permission couldn't clone custom table items

<p>Cloning a custom table item by a user without the 'Modify' permission for the Custom table module caused an error.</p>

8.2.28
« Translation services - Content of custom widgets based on the 'Editable text' web part wasn't transl

<p>When using a custom widget based on the 'Editable text' web part, the content of the widget was not translated using the translation service.</p>

8.2.28
e Web farms - Automatically generated WF servers generating 'Invalid URI' error

<p>When web farms were set to generate servers automatically with the URL notifications synchronization mechanism enabled, the server root URL didn't contain
the http(s) protocol which could result in the following error in the event log: "Message: Invalid URI: The format of the URI could not be determined."</p>

8.2.28
e Web parts - Visibility property not working for the tabs in the "Tabs layout' web part

<p>The 'Visibility' property could not be used to control the visibility of tabs in the 'Tabs layout' web part.</p>

8.2.28
o URL rewriting & SEO - File extension wasn't added to file URLs in certain cases

Requests for files without a specified extension were not redirected to the correct URL when the site used extensionless URLs for files and the 'Redirect pages to
main extensions' setting was enabled.

8.2.27
e UniGrid - The 'Is Empty' and 'Is Not Empty' filter options returned an error in certain cases

The 'Is Empty' and 'Is Not Empty' filter options, for example in the 'Listing' mode of the Pages application, returned a '[UniGrid] : Error during reloading data' error
in certain cases.
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8.2.27
o Tags - The 'Select tags' dialog wasn't displayed correctly on pages with a large amount of tags

The 'Select tags' dialog was not displayed correctly on pages with a large amount of tags.

8.2.27
¢ Staging - Error when checking the availability of staging servers

An error could occur when checking the availability of a staging server if the server used a service URL with the https protocol and a certificate that was not issued
by a trusted authority (in combination with the CMSStagingAcceptAllCertificates web.config key).

8.2.27
¢ Microsoft Azure - Security warnings when accessing Azure Blob Storage with HTTP

Files served by Azure Blob Storage caused security warnings when accessed with the HTTPS protocol. If you access files in the Blob Storage with the HTTPS
protocol, resave the files.

8.2.27
¢ E-commerce - The RegenerateSSKUNameAndNumber method named variants incorrectly

When regenerating product variants using the 'RegenerateSKUNameAndNumber' method, the name of the regenerated variant consisted of the name and SKU
number of the original variant instead of the parent product.

8.2.27
¢ E-commerce - Shopping cart item selector displayed its link with a button

If the 'ShoppingCartItemSelector' control was used outside of an ASCX transformation (for example in the markup of a web part), the generated output incorrectly
contained the "Add to cart" button in addition to the link in certain cases.

8.2.27
¢ Dialogs - Images added via the 'Insert image or media' dialog were saved with inline dimensions

Images added on the 'Web' tab of the 'Insert image or media' dialog were saved with inline dimensions. This happened even if the width and height set in the dialog
did not differ from the original.

8.2.27
« Contact management - Activities weren't tracked for newly imported contacts

Activities weren't tracked for contacts imported using the Contact import functionality.

8.2.27
o Web farms - Initialization of automatic web farms occasionally ending with an error

When the System -> General tab was opened concurrently from multiple clients in an environment with autogenerated web farm servers, an error could occur in the
system. The error stated that a web farm server with the same code name already exists.

8.2.26
o Pages - The 'AbsoluteURL' and 'RelativeURL' TreeNode properties didn't return URLs with the correct

When the 'Use language prefix for URLs' setting key was enabled, the 'AbsoluteURL' and 'RelativeURL' TreeNode properties did not return a language prefix. This
affected both the API and the 'GetAbsoluteURL' transformation method, which always returned a URL with the default language prefix.

8.2.26
e Pages - Incorrect 'Live URL' displayed for CMS.File pages when using extensionless URLs

The 'Live URL' on the 'Properties -> General' tab of a CMS.File page was not generated correctly when using extensionless URLs.

8.2.26
« Page types - Default values of boolean fields when staging or importing page types

When using staging or export/import to transfer Page types containing fields of the Boolean type, default values of the fields didn't work correctly on the target
instance in certain cases. The default value was displayed in the field editor, but wasn't applied correctly to the field values of pages.

8.2.26
¢ Message boards - Message board web part actions could affect the wrong message

Performing actions such as Delete, Approve, Edit or Reject on a message using the Message board web part did not work correctly. The system performed the action
on the wrong message in special cases.

8.2.26
¢ Marketing automation - Filtering contacts in a process could result in an error

Filtering contacts in a marketing automation process could result in an error when using the 'Is empty' and 'Is not empty' conditions.

8.2.26
¢ E-commerce - Products with variants incorrectly persisted in bundles

If product variants were created for a product that was contained in a bundle, the product wasn't removed from the bundle, but was only hidden. If the bundle was
purchased, the given product was still added to the shopping cart and then purchased.

8.2.26
e E-commerce - Cloned SKUs were automatically assigned to bundles with the original SKUs

If an SKU was cloned, the new SKU was automatically assigned to bundles which contained the original SKU.
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8.2.26
Attachments - Updating attachments stored on the file system could cause an error in certain cases

Updating a page attachment stored on the file system after adding it using 'DocumentHelper' led to a 'cannot access file' error. This was caused by the API not
manipulating the binary data correctly.

8.2.26
Application dashboard - Application list didn't behave correctly when no applications were found

When a search in the application list yielded no results and the user pressed the 'Tab', 'Shift+Tab' or arrow keys, the system logged an error.

8.2.26
Staging - Error when synchronizing page types after adding a new field

When a new field with a very large Size was added to a page type, synchronization of the resulting 'Update page type' staging task failed in special cases (an SQL
error occurred on the target server's database).

8.2.25
Application dashboard - Incorrect search when selecting default dashboard applications

When selecting applications for the 'Default dashboard' of roles, the search didn't filter applications correctly. The search text was compared against the keys of the
resource strings storing the application names instead of the actual names localized into the current UI culture.

8.2.25
Blogs - Blog post subscription confirmation emails could contain incorrect links

Blog post subscription confirmation emails contained incorrect links if the pages linked by 'BlogLink' and 'BlogPostLink' macros had the 'Pages -> URLs -> Path or
pattern' property set.

8.2.25
Output filter - Invalid HTML code when using the XHTML output filter

The XHTML output filter added an extra HTML tag to pages that contained the 'xml:lang' attribute. This caused the resulting HTML code to be invalid.

8.2.25
Pages - 'Name path' of a moved page didn't change properly for all language versions

Moving a non-default culture version of a page in the content tree updated 'Name path' only only for the current language version of the page and its children. Other
language versions did not have their 'Name path' updated correctly.

8.2.25
Portal engine - Conditional layout on a page template caused an error on the Design tab

Using a conditional layout on a page template could cause an error on the Design tab of the Pages application.

8.2.25
Web parts - Google and bing maps didn't work correctly with HTTPS

Google and Bing map web parts did not work properly if accessed over the HTTPS protocol.

8.2.25
Web analytics - The system counted hits and conversions for excluded URLs

The system counted hits and conversions for URLs explicitly excluded in the 'Excluded URLS' setting.

8.2.24
Web analytics - Silverlight support report tables showing incorrect data

Some of the Silverlight support report tables (in the Day, Week, and Year reports) displayed data from an incorrect time period.

8.2.24
Users - Custom form layout not applied for the Custom registration form web part

Alternative forms assigned to the 'Custom registration form' web part always used the default form layout, even if a custom layout was defined. The problem
occurred after applying hotfix 8.2.23.

8.2.24
Staging - Staging of setting categories not reporting errors

When attempting to synchronize setting categories belonging to a module that didn't exist on the target instance, staging tasks finished without reporting an error,
even though the category wasn't created on the target. In such cases, the synchronization now fails with an appropriate error.

8.2.24
On-line forms - Forms not displaying error messages after enabling StopProcessing

If the 'StopProcessing' property of the 'BizForm' control was set to true in custom code during one of the control's events, the resulting form didn't display error or
validation messages (for example when developing a customized 'On-line form' web part).

8.2.24
Form engine - DisplayColon property of FormLabel controls in ASCX form layouts

When creating custom ASCX form layouts, setting the 'DisplayColon’' property of <cms:FormLabel> controls had no effect.

8.2.24
Workflow - Workflow actions with comment didn't save changes on the page
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Performing workflow actions with comment on a page did not save the changes made on the page.
8.2.24
e Web API - Event log exception when manually returning a Not found response status

The system logged an exception into the event log when a Not found (404) response status was returned by a custom service (for example a Web API).

8.2.23
o Users - Registration confirmation links not working in special cases

If the 'Custom registration form' web part was used with an alternative form that had the default value of the 'UserEnabled' field set to true, and the 'Registration
requires email confirmation' setting was enabled for the site, the registration confirmation links didn't work. New users were incorrectly informed that their
registration had already been confirmed.

8.2.23
¢ Modules - Where condition property not working for the 'Selector' UI web part

When building custom UI templates containing the 'Selector' UI web part, the 'Where condition' property of the web part wasn't applied when loading the list of
objects available for selection.

8.2.23
e Microsoft Azure - Index out of range exception while accessing cloud storage

'Index was outside the bounds of the array.' exceptions occasionally occurred when accessing files on Azure Blob Storage or Amazon S3 storage, which could lead
to very high CPU usage.

8.2.23
e Macros - Broken macros in form layouts after resigning

Macros that contained quotes and were stored in form layouts became invalid after resigning macros in the system. An error then occurred when resolving the
expression.

8.2.23
o API - Exception when calling the 'PollInfoProvider.GetPolls()' method

An incorrect site context check caused the 'PollInfoProvider.GetPolls()' to throw an exception when called.

8.2.23
¢ Blogs - Performing an action using the Comment view web part could affect the wrong blog comment

Performing actions such as delete, approve, edit or reject on a blog comment using the Comment view web part did not work correctly. The system could perform
the action on the wrong comment in special cases.

8.2.23
¢ Dialogs - Scrollbar didn't appear in the 'Insert image or media' dialog on smaller resolutions

Scrollbar did not appear in the 'Insert image or media' dialog on smaller resolutions when selecting an image directly in the content tree.

8.2.23
¢ Pages - Permanent URLs required user authentication

Permanent URLSs available from the 'Page properties -> General' required user authentication.

8.2.23
o Transformations - The 'Universal pager' web part displayed the next page' button even when not nece

Users were not able to create a transformation that would hide the 'next page’ button displayed by the 'Universal pager' web part when there were no next pages. This
was caused by an incorrectly resolved 'PageURL' property.

8.2.23
o Web farms - Incorrect web farm synchronization of object bindings

Adding of bindings between objects wasn't synchronized correctly among web farm servers in certain cases (for example when adding a product to the buy
condition of a "Buy X Get Y" discount).

8.2.22
e Web analytics - Conversions weren't logged visitors downloaded 'CMS.File' pages

The system did not log conversions configured on 'CMS.File' pages when the files were downloaded by visitors.

8.2.22
o User interface - Export buttons missing in advanced export dialog

If a user without the Global administrator privilege level opened the 'Advanced export' dialog from within certain other dialogs, the 'Export' and 'Preview' buttons
weren't visible. For example, the problem occurred in the dialog used to view the opened emails of an email campaign.

8.2.22
* Pages - An exception was logged in the 'Preview mode' in a specific scenario

An exception was logged in the 'Preview mode' of the Pages application by the 'PortalManagerHeaderPanelBreadcrumbsExtender' Ul control. This happened in a
scenario that required a specific configuration of user permissions, Ul personalization, ACLs, and disabled device profiles.

8.2.22
¢ E-commerce - Orders from Kentico 7 generated incorrect notifications and invoices
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Orders created with Kentico 7 generated taxes incorrectly in notifications and invoices after upgrading the system to Kentico 8 or after importing the orders to
Kentico 8.
8.2.22

e E-commerce - Payment form not loaded for automatically registered customers

When making an order, the Payment form web part wasn't loaded for automatically registered new customers. This hotfix retracts the related change from hotfix
8.2.8. If a customer logs out just before payment of an order, users with the same session and URL can access the payment form. The order can only be finished by
other users if customer credit is used as the payment method.

8.2.22
¢ Reporting - Bar chart graphs always oriented vertically

Bar chart graphs in reports were always oriented vertically even when configured to use horizontal orientation.

8.2.21
* Pages - Identical page aliases created for pages in different cultures weren't resolved correctly

When a page contained the same page alias for different language versions, the system always redirected visitors accessing the alias to the language version that was
first in the list of aliases.

8.2.21
¢ Pages - The 'GetDocumentUrl' transformation method returned language prefixed URLs from non-prefixed

The 'GetDocumentUr!' transformation method returned language prefixed URLSs from non-prefixed sites. This occurred when using the transformation method on a
site that had the 'Use language prefix for URLs' setting enabled while retrieving URLSs from a different site that had the setting disabled.

8.2.21
e Media library - The 'Media libraries folder' setting was incorrectly resolved when set to '~/'

When the 'Media libraries folder' setting was set to '~/', the system incorrectly created a folder named '~'.

8.2.21
¢ E-commerce - Unavailable options present in the product option selector

When a product used multiple option categories but only one option category had product variants, even unavailable options were present in the product option
selector.

8.2.21
o Workflow - Publishing a page that had its workflow removed could cause an error in certain cases

Publishing a page that was previously renamed on the 'Form' tab and then had its workflow removed caused an error. This happened if the 'Automatically update
page alias' setting was enabled when renaming the page.

8.2.20
o Users - Users could unlock their accounts using a registration confirmation link

Users could unlock their accounts using the confirmation link they received when registering on the site. This caused issues when the user was intentionally locked
by the system, for example for exceeding the limit of invalid logon attempts or when locked manually by the administrator.

8.2.20
o User interface - Breadcrumbs in the Countries application worked incorrectly

Clicking the Countries application link in the breadcrumbs caused duplication of the header.

8.2.20
¢ Social Media - Tweets could contain '+' signs in place of spaces in certain cases

When posting a tweet using the "Twitter tweet button' web part, the resulting tweet could contain '+' signs in place of spaces. This happened when the web part was
configured to contain a multiple word 'Default tweet text' and had the 'Use HTML 5 version' setting disabled.

8.2.20
o Search - Page crawlers didn't index content under the public user account

Page crawler smart search indexes that were configured to use the 'public' user account failed to index content.

8.2.20
¢ Reporting - Incorrect data in report subscription emails

Report subscription emails were sent with incorrect data in rare cases.

8.2.20
¢ General - Requests with invalid URL characters causing unhandled exceptions

Requests containing invalid characters in their URL could cause unhandled exceptions, for example when processing requests generated by bots. After applying the
hotfix, the system responds to such requests by returning the 'Page not found' page (if one is configured for the site).

8.2.20
¢ E-commerce - Custom shipping carrier providers calculated with wrong countries

If a default value of the 'AddressCountryID' field was set in an alternative form of the Address class in the E-commerce module, custom shipping carrier providers
calculated with the default country and not with the selected country.

8.2.20
o E-commerce - Missing order content in order status notification emails
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If the first order status after creating an order was configured to send a notification email, the email didn't contain any information about the order, for example
purchased products or the subtotal.
8.2.20

¢ Attachments - Pages under workflow weren't refreshed after an attachment update

When a page was in a workflow step other than 'Edit' and an attachment was uploaded on the 'Form' tab, the header actions and content tree icon were not updated
accordingly.

8.2.20
o Web API - Kentico Web API controllers weren't hidden in generated Web API documentation

Kentico Web API controllers were not hidden in Web API documentation generated by the '"ASP.NET Web API Help Page' tool.

8.2.19
e Web analytics - Certain report graphs displayed incorrectly when using SQL parallelism

Web analytics data generated using SQL parallelism was displayed incorrectly in certain graphs. The way the data was plotted could change every time the graph
was displayed.

8.2.19
¢ Staging - Unnecessary staging task created on user login via Windows authentication

When using Windows Active Directory authentication, an unnecessary 'Add user to site' staging task was created every time a user logged in.

8.2.19
e Social Media - Large number of errors shown due to Twitter API unavailability

The system now handles temporary unavailability of the Twitter API better when the "Twitter insights collection' scheduled task is executed. The error logging
interval was increased.

8.2.19
* Marketing automation - Contact filtering inside MA processes when using a separated DB was removed

Contact filtering on the 'Contacts' tab of Marketing automation processes did not work correctly when using a separated on-line marketing database. We removed
the functionality for cases when the application is configured to use a separated database.

8.2.19
¢ Import/Export - Missing error messages in the Import and Export wizard

The Import and Export wizard interface didn't display messages for errors or warning that occurred during the process. Additionally, the wizard didn't provide a way
to finish the import of a site if the system contained another site running on the same domain.

8.2.19
o Import toolkit - Products imported incorrectly when using the command line

Importing products using Kentico Import Toolkit from the Windows command line created pages separately from SKUs. The pages then weren't connected to the
SKUs.

8.2.19
¢ Form engine - Duplicated custom form fields after import

Alternative forms of classes were not imported correctly if the export package came from an instance of the same version. The problem could cause duplicates of
custom fields within the Product editing interface.

8.2.19
¢ Email marketing - Error when sending emails containing multiple links to the same URL

An error could occur when sending an email containing two links that targeted the same URL.

8.2.19
¢ E-commerce - Customer company information not saved to the database

Customer company information changed during the checkout process wasn't saved to the database. The system kept using the old information.

8.2.19
¢ AD Import - Data not updated for existing users

The AD Import utility didn't update the data of existing users when the 'Update data of existing users and roles' option was selected.

8.2.19
¢ Reporting - Incorrectly labeled values in pie charts

When a pie chart contained values aggregated into the 'Others' slice, the colors of the chart slices did not match the value representations displayed in the chart
legend.

8.2.18
¢ Portal engine - Error when accessing the Portal Template.aspx page in certain cases

Accessing the PortalTemplate.aspx page while having a page in another window open on the 'Page tab' caused an error.

8.2.18
¢ On-line Marketing - The 'Count' value of conversions with the same name on different sites displayed

When conversions on different sites shared the same code name, the 'Count' value was displayed incorrectly. This affected only the listing on the 'Conversions' tab of
conversions, graphs were not affected.
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8.2.18
General - On-site editing caused an error when the application had tracing enabled

On-site editing caused an error when the application had tracing enabled. This was caused by the on-site editing toolbar using duplicate IDs for certain buttons.

8.2.18
Categories - Categories incorrectly assigned to pages in certain cases

Categories were incorrectly assigned to pages when you first selected the parent category and then a child category before saving.

8.2.18
Web parts - Couldn't place widgets on pages with the 'Comment view' web part

If a page contained the 'Comment view' web part, adding of widgets onto the page didn't work due to JavaScript collisions.

8.2.17
User interface - Custom header action buttons disappearing after postback

When developing custom user interface pages with manually defined header action buttons, header actions whose assigned 'BaseButton' wasn't an instance of the
'FormSubmitButton' control were always hidden after a postback occurred on the page.

8.2.17
User interface - Web font icons not displayed correctly in the administration UI

Web font icons weren't displayed correctly in the administration interface in certain environments. The '<meta charset="utf-8">' head tag was added to all
administration interface pages to resolve the issue.

8.2.17
Translation services - Incorrect error message when the translated field exceeded the maximum length

When a translated page field exceeded the maximum allowed length set for the field, an incorrect error message was shown.

8.2.17
Staging - Synchronization failed for staging tasks in special cases

Synchronization timed out for staging tasks that were overwritten at least once (when an object or page was changed multiple times before the synchronization
occurred), if more than one target server was configured for the given instance.

8.2.17
Portal engine - Unpublished pages were accessible on the Live site through a special page

Unpublished pages were accessible on the Live site through the 'PortalTemplate.aspx' page. Changes were made so that pages are no longer accessible through this
page.

8.2.17
Marketing automation - Incorrectly named 'Send email campaign' action after performing an upgrade

After upgrading to Kentico 8.2, the 'Send email campaign' marketing automation action could retain the no longer correct name 'Send newsletter issue'.

8.2.17
Macros - Macro operators evaluated in the wrong order

The macro engine evaluated certain operators in the wrong order, which caused incorrect results for expressions containing more than two operands (for example
subtraction or division of numbers).

8.2.17
Macros - Incorrect macro autocomplete position

The macro autocomplete help dialog was positioned incorrectly within the code editor.

8.2.17
Localization - Resource strings not localized correctly in ASPX template editable regions

Resource strings were not localized correctly when used in editable regions on ASPX page templates. The default culture translation was shown in all cases.

8.2.17
E-commerce - Coupons accepted in invalid cases

The 'Discount coupon' web part accepted coupons even when the discount rules weren't satisfied because the web part incorrectly calculated with the total price
including shipping costs.

8.2.17
API - Null Result when handling the 'SglEvents.ExecuteQuery.After' event

When using the 'SqlEvents.ExecuteQuery.After' system event to post-process queries, the 'Result' property of the handler's ExecuteQueryEventArgs argument was
always null.

8.2.17
AD Import - Infinite loading of the AD structure in the user/group selection steps

When importing from an Active Directory domain with a complex structure, the user/group selection steps of the import utility stopped working in certain cases
(infinite loading).

8.2.17
Web farms - Web farm servers not being generated automatically
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The functionality for generating web farm servers automatically on application start did not work properly. This issue was accidentally introduced in hotfix 8.2.12.
8.2.16
¢ Translation services - The 'Update statuses' action in the Translations application could lead to an

The 'Update statuses' action in the Translations application could lead to an infinite loop when a large number of cancelled submission items existed in the
Translations.com system.

8.2.16
o Pages - Filter in the Outdated pages application didn't work correctly in a UI culture other than 'e

The filter in the Outdated pages application was producing a WHERE condition that was compatible only with the 'en-us' UI culture.

8.2.16
¢ Marketing automation - Emails sent via the ‘Send email’ step had their HTML version copied to the pl

Emails based on '"HTML formatted text' sent via the ‘Send email’ Marketing automation step had their HTML version copied to the plain text version. This resulted
in recipients seeing HTML tags in the email when viewing it as plain text.

8.2.16
¢ Form controls - Dialog configuration properties of form controls not saved correctly

When saving fields using the 'URL selector', 'Rich text editor' or 'BBcode editor' form control, the 'Dialog configuration' properties of the control weren't stored
correctly and reset to their default values.

8.2.16
« Event log - Event log errors when processing requests with very long URLs

Events that occurred during the processing of requests with a URL longer than 2000 characters weren't logged correctly, which caused errors in the event log.

8.2.16
o Translation services - Sending a linked page for translation via a translation service resulted in an error

<p>Sending a linked page for translation via a translation service resulted in an error.</p>

8.2.16
¢ WYSIWYG editor - Adding of custom <object> tags into content

If a custom <object> tag was added into content via the source mode of the editor, the embedded object wasn't displayed correctly. The tag was incorrectly
transformed into an invalid expression.

8.2.16
e Web parts - Listing web parts with an empty macro data source

Listing web parts with a macro data source didn't correctly detect whether the data source was empty. If the connected macro data source didn't provide any results,
the web parts weren't hidden when the 'Hide if no record found' property was enabled and didn't display the 'No record found text'.

8.2.15
e Web analytics - Incorrect 'File downloads' reports when displaying a graph for a longer time period

The 'File download' Web analytics reports did not order the records correctly. This caused the system to display incorrect records if the graph was configured for a
longer time period.

8.2.15
o UI personalization - UI personalization settings not evaluated correctly for AD roles

UI personalization settings weren't evaluated correctly for roles that were automatically imported from Active Directory (on applications using Windows
authentication).

8.2.15
o Translation services - Couldn't send pages with Windows reserved characters in their name for transl

Pages that contained any of the Windows reserved characters (" < > | ? *) in their name could not be sent for translation via the Translations.com service.

8.2.15
¢ Social Media - Error when attempting to access tweets that haven't been deleted using Kentico

Deleting a Twitter post directly on Twitter, instead of using Kentico, caused inconsistencies. This resulted in an error being logged in the Event log every time the
system tried to access the tweet.

8.2.15
o Search - Incorrect searching in decimal fields

The smart search indexed decimal numbers incorrectly, therefore searching in decimal type fields didn't work (for example when using field search syntax).

8.2.15
e Search - Smart search indexing logged an 'nDocs must be > (' error in certain scenarios

Smart search indexing error 'nDocs must be > 0' was logged into the Event log after moving a page into another location. This occurred on sites that had a search
index set to a path that did not contain any pages.

8.2.15
e REST - Retrieving pages from two sites via REST returned incorrect data in certain cases

Retrieving pages from two sites via the REST service after an application restart returned incorrect data. This occurred if the second site used page types that were
not assigned to the first site.
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8.2.15
« Pages - Content displayed by listing web parts wasn't versioned correctly in the Ul in certain cases

When using workflow and the 'Combine with default culture' setting, the content displayed by listing web parts that were set to retrieve only specific 'Columns' was
not displayed correctly in the administration interface. Already published content was displayed instead of the last edited version.

8.2.15
o General - Application start and end events logged from external applications

When the system ran in the context of an external utility (such as the AD Import), the application start and application end events were unnecessarily logged into the
Event log. To resolve the issue, you need to hotfix the Kentico setup files.

8.2.15
¢ Form controls - Incorrect 'for' attribute value in the label element of the Upload file form control

Form fields using the 'Upload file' form control had an incorrect value in the 'for' attribute of the label element in the field's output code.

8.2.15
¢ Caching - Error when clearing cache

An error occurred in certain cases when manually clearing the system's cache (for example in the 'Debug -> Cache items' interface).

8.2.15
e API - DocumentQuery didn't handle 'DISTINCT' and 'GROUP BY' parametrization correctly

The 'DISTINCT' and 'GROUP BY' parametrization of DocumentQuery could lead to an incorrectly generated query text which could not be executed against the
database.

8.2.15
e API - CMS.Helpers.ObjectParameters.MergeWith() exception

Calling the 'CMS.Helpers.ObjectParameters.MergeWith()' method resulted in an exception.

8.2.15
e AD Import - AD import flooding the Event log

When importing users and roles via the AD Import utility, the system unnecessarily logged 'Add user to role' records to the Event log for each role, even if the user
was already assigned to the given role before the import.

8.2.15
e Web parts & controls - Universal viewer with custom query displayed 'Edit' and 'Delete’ buttons even

The Universal viewer with custom query web part always displayed 'Edit' and 'Delete' buttons when a hierarchical transformation was used.

8.2.14
o Strands recommender - Tracking scripts weren't rendered correctly when using Classic mode

When the application pool was in Classic mode, some of the Strands recommender tracking scripts were not rendered on the live site.

8.2.14
o Pages - The 'Allow file system cache' page setting didn't save its value correctly

The 'Allow file system cache' setting on the Properties -> General tab in the Pages application did not save its value correctly.

8.2.14
e Pages - Live, Permanent and Preview URL links not working for users without modify permissions

The Live URL, Permanent URL and Preview URL links on the 'Properties -> General' tab in the Pages application didn't work for users without the 'Modify'
permission for the 'Content' module.

8.2.14
e On-line forms - The Forms application didn't allow users to clone forms

The 'Clone' action was not available in the the Forms application.

8.2.14
¢ On-line forms - Users in custom roles received an 'Access denied' error when clicking 'Select displa

Users in custom roles that clicked 'Select displayed fields' in the Forms application received an 'Access denied' error despite having the correct permissions and Ul
personalization settings.

8.2.14
¢ Media library - The Media gallery web part uploaded files to an incorrect location

Files were not uploaded to the destination specified in the 'Path' property set in the 'Media gallery' web part.

8.2.14
¢ Marketing automation - Automation steps provided unsupported, context-dependent macro rules

The macro condition builder in marketing automation steps offered unsupported, context-dependent macro rules.

8.2.14
e Localization - Email notifications about newly generated passwords sent in the wrong culture

https://devnet.kentico.com/download/hotfixes 92/230



4/23/26, 10:04 PM Hotfixes

The email notifications sent to users as a result of the "Generate new password" action on the Password tab of the Users application used an incorrect culture
context. After applying the hotfix, the emails are always sent according to the given user's 'Preferred content culture' setting.
8.2.14

¢ General - Deadlock when starting the application under heavy load

Deadlocks could occur in rare cases if the site came under heavy load during the initialization of the application (for example after the application pool was
recycled), which made the site unavailable for other requests.

8.2.14
¢ Form controls - Macros not resolved correctly in the settings of dependent fields

Form controls that contained macros in their Editing control settings weren't reloaded correctly for fields that depended on other fields in the form. The fix ensures
that the following form controls update correctly: Drop-down list, List box, Radio buttons, Multiple choice, Uni selector, Country selector, Calendar, Check box,
and Text box.

8.2.14
¢ Field editor - Failed validation when saving date and time fields with special default values

Validation failed when saving date and time fields with special default values, such as #NOW## or #TODAY##. This prevented the field from being saved in the
field editor.

8.2.14
¢ Field editor - Changes not saved for localized captions of categories in the field editor

When the caption of a field category contained a localized value (resource string), changes made to the text directly in the field editor weren't saved.

8.2.14
e E-commerce - Customers saved with wrong preferences

Customer's preferred shipping option and payment option were saved incorrectly. Wrong shipping option and payment option were then pre-filled when the
customer made another order.

8.2.14
e E-commerce - Invalid shipping costs displayed in invoice emails

Email notifications with an invoice displayed the shipping costs without an applied free shipping offer if the free shipping offer was no longer running at the time
when the notification was generated.

8.2.14
¢ Content Personalization - Personalization variants that work with contact context produced an error

A 'RESOLVEDATAMACRO' error was logged in the Event log application when a Googlebot visited a personalized page. This happened when the personalization
variant set up on the page contained a macro such as 'IsInPersona’.

8.2.14
e Web parts & controls - CSS list menu web part encoding link titles twice

When the 'CSS list menu' web part was configured to show link tooltips ('Render link title' property enabled), the text in the tooltip was HTML encoded twice. As a
result, certain symbols from national alphabets were displayed as HTML entities.

8.2.13
e Web analytics - JavaScript web analytics logging caused event log errors

When JavaScript was used to log the web analytics, search crawlers could have flooded the event log with errors in certain cases.

8.2.13
¢ Performance - Inefficient image path validation

The 'UIHelper.GetImagePath()' method had performance issues caused by slow URL validation. For example, this negatively affected the performance of the
content tree or the export of page types. Information about invalid image paths is now also logged into the Event log.

8.2.13
« Pages - Error on property tabs of linked pages

In the Pages application, an error occurred when displaying the General or Navigation properties of a page linked from a different site.

8.2.13
e On-line forms - Invalid HTML content for autoresponder and notification emails

On-line forms didn't generate valid HTML content for autoresponder and notification emails. The content editor wasn't configured to wrap the content into the
HTML and BODY tags. For changes to take effect, you need to manually resave settings on the 'Email notification' and 'Autoresponder' tabs of your forms in the
'Forms' application.

8.2.13
e On-line forms - Form listing displayed incorrectly

The list of forms in the 'Forms' application didn't work correctly if paging was used and the site contained forms that were restricted only for authorized roles.

8.2.13
e Macros - Error when expanding the 'CurrentDocument’ node in the macro tree

When adding a macro expression via the Insert macro dialog on the Tree tab, expanding the 'CurrentDocument' node did not open the desired subtree and an error
was logged into the event log.
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8.2.13
e Installation - .NET Framework 4.5/4.5.1 option disabled in the installer

The .NET Framework 4.5/4.5.1 option was disabled in the installer on machines where only .NET Framework 4.6 was installed.

8.2.13
¢ Hotfix - Problems with the Visual Studio Version Selector after applying a hotfix

When applying a hotfix, the Hotfix utility made unnecessary changes to the project's solution file, which could cause problems with the Visual Studio Version
Selector.

8.2.13
¢ Form engine - Error when saving pages with required but disabled fields

When creating a new page which used a required field with a default value that was set as disabled, an error occurred when saving the page.

8.2.13
¢ Form controls - File upload controls not using the default error message text

File type fields using the 'Upload file' or 'Direct uploader' form control didn't display the 'Default error message' text if validation failed for the field (when the field
was set as required and the form was saved without selecting a file).

8.2.13
¢ E-commerce - The MultiBuyDiscountsApplicator class couldn't be customized

The class responsible for application of the Buy X Get Y discounts, MultiBuyDiscountsApplicator, is now available for customization.

8.2.13
o Categories - Tree in the Categories application not showing items

The tree in the Categories application didn't show the last categories in the list when the vertical scroll bar was visible.

8.2.13
o Application dashboard - Possible deadlock on the application dashboard

When Windows authentication was enabled, a deadlock could occur on the application dashboard in certain cases.

8.2.13
¢ Application dashboard - Wrong applications shown on the application dashboard

When using impersonation in combination with Windows authentication, the application dashboard didn't display applications correctly.

8.2.13
e Web analytics - Search engines logged as referring sites

The 'Referring sites' web analytics statistic incorrectly included traffic from search engines. If the referring URL matches the domain rule of a defined search engine,
the traffic source is now only logged in the 'Search engines' statistic.

8.2.12
o Ul personalization - Wrong UI personalization permission check in the 'Insert image' dialog

When using UI personalization, a permission check for a WYSIWYG editor UI element was incorrectly performed on the 'Web' tab of the 'Insert image' dialog.

8.2.12
o Translation services - Multilingual translations via Translations.com not working correctly

When a page was sent to the Translations.com service for translation into multiple languages, the system then imported the language versions incorrectly.

8.2.12
» Translation services - 'Update statuses' action causing an infinite loop for Translations.com servic

When a large number of pending translation submissions was removed from the database, the system could get into an infinite loop after using the 'Update statuses'
button. This was caused by the system not sending a confirmation about downloading the resources for the deleted submissions.

8.2.12
o Translation services - Incorrect word and character count when sending multiple pages for translatio

When sending multiple pages for translation, words and characters were counted incorrectly if the 'Send all pages within one submission' option was not selected.

8.2.12
« Translation services - JavaScript error unnecessarily logged in the console

When sending a page for translation into multiple languages, JavaScript error was logged in the browser console.

8.2.12
o Strands recommender - Strands recommendations displayed incorrect products

The 'Strands recommendations' web part displayed incorrect product recommendations when a product template was used.

8.2.12
e Search - Smart search syntax with decimal values not working for certain cultures

Advanced smart search syntax containing decimal values didn't work in the context of cultures that use a different decimal mark than the period character ('."). The
system incorrectly converted the decimal mark based on the current culture, even though the search syntax requires use of the period character.
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8.2.12
¢ Search - Incorrect search result pagination with multiple applied search filters

Search result pagination wasn't reset correctly when two or more search filters were applied at the same time.

8.2.12
¢ On-line Marketing - Added tracking of on-line marketing features usage

On-line marketing features are now included in the Kentico improvement program. More information at: http://www.kentico.com/Product/Product-Links/How-
Kentico-Protects-Your-Privacy

8.2.12
e Macros - Macro resigning not working with a specified hash salt

When updating the signatures of macros in 'System -> Macros -> Signatures' with a specified 'Old salt' or 'New salt' value, the new macro signatures were invalid.

8.2.12
o Import/Export - Export/Import not working for files with special characters in their name

When exporting files containing special Unicode characters in their name (for example Russian characters), the file names were corrupted in the export package,
which resulted in errors during the import.

8.2.12
* Geomapping - Caching couldn't be disabled for map web parts

Setting the 'Cache minutes' property to 0 for map web parts (for example 'Google maps') didn't disable server-side caching of the location resolutions.

8.2.12
¢ E-commerce - Some fields of newly registered customers weren't saved

If anonymous customers were automatically registered after making an order, their preferred currency, payment method and shipping option weren't saved to the
database.

8.2.12
o API - GetCustomers(int siteld) returned unexpected results

Missing brackets around the 'OR' condition in the query generated by the 'CustomerInfoProvider.GetCustomers(int siteld)' method caused unexpected results when
the method was called with extra 'where' conditions.

8.2.12
¢ Licensing - Web farm license warnings when using the Free license

<p>When using the Free license, web farm related license warnings were registered in the Event log even if the web farm functionality was disabled.</p>

8.2.12
e Web parts - 'Partial cache minutes' setting not resolving macros

The 'Partial cache minutes' setting in web part properties didn't resolve macro expressions.

8.2.11
e Web analytics - The page views and the aggregated views logged without the page culture

When the web analytics logged events without JavaScript, the page views and the aggregated views logged without the page culture.

8.2.11
e REST - REST hash authentication didn't work correctly for logged in users

REST hash authentication didn't work correctly for requests generated by a browser where a user was logged into Kentico. The system incorrectly evaluated the
permissions of the logged in user with greater priority than the hash authentication.

8.2.11
¢ Portal engine - CSS linking issue with AJAX UpdatePanel

If a web part with selected 'Use update panel' property performed a postback, extra CSS styles were appended to the head section, which made pages unresponsive.

8.2.11
e Portal engine - Lost macro values in the properties of web part zones

Web part zone properties lost macro values after manipulating web parts on the same page (for example after copying and pasting a web part).

8.2.11
e Multilingual content - 'Combine with default culture' setting not working for Page placeholders disp

When the 'Page placeholder' web part was set to display a specific page on a multilingual web site with the 'Combine with default culture' setting enabled, the
default culture version of the selected page wasn't displayed if the page didn't exist in the currently selected culture.

8.2.11
e Modules - Fields not updated correctly when importing classes

The 'Field is system' setting wasn't set correctly when editing class fields, which could prevent the fields from being updated in the database when importing new
versions of classes. This setting differentiates between default module class fields and fields added later to customizable classes of installed modules. The setting's
value is now true by default when editing classes in a module that is still in development, but always false (and hidden) when creating fields in a customizable class
of an installed module.
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o Import/Export - Error when exporting objects with over 1000 records
An error could occur during the export process if the export data contained objects with more than 1000 records.

8.2.11
¢ General - NotSupportedException errors when using a separated online marketing database

NotSupportedException errors could occur in the system when using a separated online marketing database. The problem was caused by DataQuery API calls with
filtering via the 'WhereIn' method if the column used for selection was of the string data type and within a table located in the separated database.

8.2.11
¢ Field editor - Data source options of fields not saved correctly using the Ctrl+S shortcut

When defining 'Data source' options for a field (for example with the 'Drop-down list' form control), the value was lost when saving via the Ctrl+S keyboard
shortcut if the browser focus remained inside the text area.

8.2.11
¢ E-commerce - The SKU field mapping of page types synchronized their fields incorrectly when SKUs wer

The legacy SKU field mapping on the 'E-commerce' tab of a page type synchronized its fields incorrectly and left the fields empty when the page type had the
'Create SKU automatically when a new page of this type is created' field selected.

8.2.11
« Contact management - CSV files couldn't be imported because of their wrong MIME type

If the MIME type of an imported CSV file with contacts was different from the predefined ones, it wasn't possible to import it even though the CSV file was
otherwise correct.

8.2.11
e UniGrid - Error when filtering files using the "Stored in DB" option

An error occurred in the file listings in 'System -> Files -> Attachments' and 'Metafiles' when the "Stored in DB" filter option was set to a different value than "(all)".

8.2.10
o Transformations - GetDateTime transformation method causing page timeouts

The 'GetDateTime' transformation method caused page timeouts (stack overflow) when called with an object parameter. For example:
GetDateTime(Eval("MessageInserted"))

8.2.10
¢ Staging - Large number of search tasks created when staging pages with multiple aliases

When synchronizing pages with multiple aliases, unnecessary search indexing tasks were created on the target instance.

8.2.9
e Security - Password policy not reflected when generating new passwords

When the system generated a password for a user or customer, the length or number of non-alphanumeric characters in the new password didn't follow the site's
password policy.

8.2.9
e REST - REST errors not logged in the event log

Certain types of errors that could occur in the REST service weren't logged into the event log.

8.2.9
¢ On-line Marketing - Certain On-line marketing actions could return an incorrect contact in special ¢

Certain On-line marketing functionality, for example the 'Subscription approval' web part, used an incorrect contact in special cases. This was caused by the
'ActivityLogHelper.GetContactIDByEmail' method ignoring its second parametr (siteld).

8.2.9
¢ Microsoft Azure - Error when handling parallel requests for files on Amazon or Azure storage

When storing files on an external storage provider (Amazon/Microsoft Azure), requests for a file that was already being loaded could result in an error until the file
was fully loaded and cached on the local file system.

8.2.9
e Macros - Rule designer for macro conditions didn't wrap macro rules in parentheses correctly

When building macro conditions in the Rule designer, the code of macro rules wasn't correctly wrapped into parentheses, which could lead to an incorrect result for
conditions containing multiple macro rules.

8.2.9
¢ Import/Export - Error when exporting or importing custom objects

An unhandled error occurred when exporting or importing custom objects with certain type information configuration options enabled
(ImportExportSettings.IsAutomaticallySelected set to true).

8.2.9
¢ Form engine - Validation error CSS class not removed correctly for form fields

The 'Error' CSS class, which the system applies to form fields whose validation fails, was not removed after the field became valid if the form contained at least one
other field whose validation failed.
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8.2.9
¢ Form controls - Filtering of duplicate items in form control data sources

Form controls with a Data source setting for options (such as the Drop-down list) incorrectly filtered out duplicate items when using 'List of options' or 'SQL query'
as the data source. Duplicate items are no longer filtered out.

8.2.9
o Files - Watermarked images not loaded correctly

When a page contained multiple watermarked images, the images weren't loaded correctly.

8.2.9
¢ E-commerce - The method for getting the current shopping cart couldn't be customized

A new virtual method, ShoppingCartInfoProvider.GetCurrentShoppingCartInternal(), was added to allow customization of getting the current shopping cart, for
example when you want to use the same shopping cart on more sites.

8.2.9
¢ Debug - Deadlock logs created on the file system even when disabled

Deadlock tracking information was written to text files in the App_Data folder even if the 'Settings -> System -> Log to filesystem' setting was disabled.

8.2.9
¢ Dashboards - Incorrect dashboard content when using impersonation under Windows authentication

The application dashboard didn't display the correct content and customization didn't work when using impersonation in combination with Windows authentication.

8.2.9
¢ Contact management - Recalculation of contact groups failed with certain macro rules

Dynamic recalculation of contact groups failed if the condition contained certain types of macro rules ("The given key was not present in the dictionary." error was
logged into the event log). The scheduled full rebuild of the contact group was not affected.

8.2.9
e Amazon S3 - Uploading files larger than 4MB to Amazon S3 storage

When using Amazon S3 storage, files larger than 4MB weren't uploaded correctly.

8.2.9
o WYSIWYG editor - Using user contributions to insert an image attachment on an unpublished page resul

Using user contributions to insert an image attachment on an unpublished page resulted in a 404 error.

8.2.8
¢ Validators - Complex URLs not validated correctly in certain locations

Validation of URLs containing an "at" symbol (@) incorrectly failed in certain parts of the system, for example when inserting links in forums.

8.2.8
e Search - Smart Search -> Tasks page not showing correct data

The Smart Search -> Tasks page was missing some header actions and some data was not displayed correctly.

8.2.8
¢ Scheduler - 'Delete old temporary upload files' scheduled task not working when using Scheduler Wind

Old temporary upload files were not removed by the 'Delete old temporary upload files' scheduled task when the scheduled tasks were set to be run by the external
Scheduler Windows service.

8.2.8
e Modules - Class fields not updated in the database when importing custom modules

When importing new versions of custom modules, the definitions of class fields are not updated correctly in the database in certain cases. To fix the issue, make sure
that the 'Field is system' setting is disabled for all class fields before creating the export package. After applying the hotfix, this field setting is now disabled by
default for new fields of custom classes.

8.2.8
¢ Microsoft Azure - Unnecessary "The remote host closed the connection' error in the event log when us

When using Azure Blob Storage or Amazon S3 Storage, if a visitor closed a page before all media on the page were downloaded, an error was logged into the event
log. This could lead to performance problems on pages with high traffic.

8.2.8
o Localization - Date & time macro transformation methods not working correctly

Date & time macro methods called in transformations (for example GetCurrentDateTimeString) didn't work correctly if the selected culture of the content was
different than the default culture.

8.2.8
¢ General - Components in the administration interface generated controls with the same ID

Certain components in the administration interface generated controls with the same ID. This caused an error where multiple controls with the same ID were found.

8.2.8
¢ Form engine - Form control validation called twice

https://devnet.kentico.com/download/hotfixes 97/230



4/23/26, 10:04 PM Hotfixes

The form control validation method IsValid() was called twice during form validation, which could cause problems in certain scenarios.
8.2.8
¢ Email marketing - Email A/B tests were showing an incorrect winner selection date and time in certai

Email A/B tests were showing an incorrect winner selection date and time. This happened when the selection was postponed to achieve unambiguous results.

8.2.8
o Custom tables - Using the 'Custom table item selector' form control without a custom table resulted

Using the 'Custom table item selector' form control without a set custom table resulted in an error.

8.2.8
¢ Contact management - The 'Custom registration form' web part didn't update contact information

When a user registered using the 'Custom registration form' web part, the user's contact was not updated with the filled in information.

8.2.8
¢ Contact management - Contact and account filtering with a separated Online marketing database

Filtering of contacts and accounts according to the 'Country’, 'State' or 'Account owner' fields in the Contact management application didn't work correctly when the
Online marketing database was separated.

8.2.8
e API - Incorrect behavior of the GetCacheDependencies API method

The 'GetCacheDependencies' method of the CacheHelper class didn't return default dependencies correctly. The method now returns default dependencies only if
the first parameter is null or contains the #DEFAULT## macro.

8.2.8
¢ E-commerce - Order payment forms were accessible for other users

URLs of pages with the 'Payment form' web part were accessible also for other users or logged-out users who were then able to display the order ID, the selected
payment method and the total price of the order.

8.2.8
¢ Web analytics - Unnecessary web analytics service calls

The Smart search control called the web analytics service even when web analytics were disabled.

8.2.7
¢ Security - User contributions permissions

There was an incorrect permission check in the user contributions feature.

8.2.7
¢ Scheduler - Disabling of scheduled tasks not working for not-installed modules

It wasn't possible to disable scheduled tasks belonging to modules that weren't installed (validation failed when saving the change due to the non-existing assembly
and class). The assembly and class validation no longer applies when saving disabled tasks.

8.2.7
e REST - Creating pages with REST API didn't allow white spaces in 'NodeClassID'

Creating pages with REST API did not allow white spaces in the 'NodeClassID' value.

8.2.7
« Page types - Page type 'Display name' always localized in the default culture in the New page listin

The 'Display name' of pages types was always localized in the default culture in the New page listing, even if a different culture was selected.

8.2.7
e Macros - GetCustomDateTime macro method not working correctly

The 'GetCustomDateTime(Now, "TimeZoneCode")' macro method didn't return correct results due to a conversion error (an error was logged when evaluating the
macro expression).

8.2.7
¢ Localization - Workflow button localization in User contributions didn't work correctly

Workflow button localization in the User contributions web parts did not work correctly.

8.2.7
¢ Email marketing - Emails sent to persona subscribers not taking bounced emails into account

When sending emails for campaigns with persona subscribers, mails were sent to contacts in the given persona even if they should have been blocked due to their
number of bounced emails.

8.2.7
¢ Email marketing - Link tracking dialog not wide enough

The Clicked link tracking dialog was not wide enough and a horizontal scroll bar appeared in some cases.

8.2.7
¢ Documentation - Missing "How to" link in the Contact management application

https://devnet.kentico.com/download/hotfixes 98/230



4/23/26, 10:04 PM Hotfixes

The "How to" link for importing contacts was missing in the help section of the Contact management application.
8.2.7
¢ Code editor - Success messages not visible in the full screen mode of the code editor

Success messages weren't displayed when viewing the code editor in full screen mode (for example after successfully saving).

8.2.7
o Attachments - Attachment URLs in a format with GUID didn't work correctly without the file name

Attachment URLSs in an extensionless configuration did not work correctly in the '~/getattachment/<GUID>?foo=bar' format, where the attachment's file name is not
included.

8.2.7
* Web analytics - Page statistics not merged correctly after deleting a culture version of a page

Statistics of different language versions of a page were not merged correctly when one of the culture versions of the page was deleted.

8.2.6
¢ Social Media - Error logged when obtaining a Google access token

An error was logged into the event log when obtaining an Access token for Google+ (via the 'Get' button in Settings -> Social media -> Google+).

8.2.6
o Page types - Deleting a page type inherited by another page type caused an SQL error

Deleting a page type inherited by another page type caused an SQL error. This action now displays a message instead.

8.2.6
¢ On-line Marketing - Dynamically generated contact groups weren't automatically rebuilt when staged

Staging tasks for automatically rebuilding dynamically generated contact groups were not synchronized correctly via staging.

8.2.6
¢ Multilingual content - Membership settings not allowing culture-specific paths

The 'Member management path' and 'Member profile path' community settings didn't allow creation of culture-specific links. It is now possible to add the
{CultureCode} wildcard into the path values, and then create pages with a URL containing the culture code in the corresponding location.

8.2.6
o Localization - Translations of resource strings not loaded from resx files in certain cases

Culture-specific versions of resource strings stored in the system's resx files weren't loaded if the given resource string was overridden in the database and existed
only in the default culture. The default culture version of the string was always returned instead.

8.2.6
o Import/Export - Export not working for module folders with periods in their name

"o

Module folders with period characters (".") in their names weren't included in the export process (the export only worked correctly if the periods were replaced by
underscores).

8.2.6
o Groups - 'Group registration' web part creating forums incorrectly

When the 'Group registration' web part was set to automatically create a forum for new groups, the new forum was not visible in Groups -> edit the new group ->
Forums on the 'Forums' tab. The web part didn't set the 'ForumCommunityGroupID' column to reference the newly created group in the 'Forums_Forum' table.

8.2.6
o General - Incorrect initialiation for events of specific object types

Events of specific object types (Info.TYPEINFO.Events) were initialized incorrectly in certain cases, which could lead to event handlers being attached and
executed multiple times.

8.2.6
o General - Incorrect user initialization during the first request after an application restart

The first request after the application start incorrectly executed certain actions in the context of a public (anonymous) user in certain cases, due to an incorrect
caching mechanism.

8.2.6
¢ Form engine - Default form field values not resolved according to the selected culture

Default values of form fields containing a macro value were resolved according to the default culture, rather than the currently selected culture (could affect forms
in the administration interface and on the live site).

8.2.6
« Form engine - Collapsible form field categories not working correctly in update panels

Collapsible form field categories didn't work correctly if the form was placed inside an update panel.

8.2.6
¢ Form controls - Path from an incorrect language displayed in the 'Image selection' control

The 'Tmage selection' control could display a wrong path if the image was added on a multilingual website.

8.2.6
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¢ Attachments - Updating page attachments not working properly

When multiple files were attached to a page, updating the second or the next attachment updated the previous attachment instead of the selected one.

8.2.6
o Web parts - Incorrect parsing of SQL column properties

Web part properties used to specify SQL columns were parsed incorrectly if the value contained an SQL expression with special characters (for example
parentheses).

8.2.5
o Users - Reset password link always opening a Kentico system page

The error message shown after opening an expired password reset request contained another reset password link that always sent the user to a Kentico system page.
The link now points to the URL specified by the 'Security & Membership -> Website logon page URL' setting (if available).

8.2.5
¢ UniGrid - Object listing state not remembered

Object listings (UniGrid components) only saved their state (paging, ordering, etc.) if a filter was applied to the list.

8.2.5
¢ Staging - A/B test variant names and aliases weren't synchronized across servers

When creating a new A/B test page variant, the variant name and alias were not synchronized across servers when using Staging.

8.2.5
¢ Sites - Whitespace not trimmed in site domain aliases

Whitespace characters in site domain aliases were not trimmed.

8.2.5
e Search - Smart search indexing failed for certain types of PDF files

When indexing PDF files with certain types of character sets (stored as page attachments), the smart search text extractor fell into an infinite loop, which prevented
the index from rebuilding.

8.2.5
e Search - Unexpected behavior when submitting smart search filters

If the the Enter key was pressed while the browser focus was on a 'Smart search filter' web part, the submit action was performed on the first submit button from the
top of the page (often a Sign out button).

8.2.5
¢ Pages - 'NodeAlias' wasn't handled correctly when updating a page

'NodeAlias' was not trimmed to the maximum allowed length when updating a page which led to an error.

8.2.5
e Pages - Error during logon page redirection

An error occurred during logon page redirection if the page was located on another domain/site and a matching page didn't exist on the current site.

8.2.5
e Macros - Macro expressions resolved incorrectly for certain objects

The properties of Info objects that represent multiple object types were resolved incorrectly within macro expressions in some cases (for example SKUInfo, which
represents both products and product variants).

8.2.5
¢ Macros - Missing progress log when updating macro signatures

When updating the signatures of macros in 'System -> Macros -> Signatures', the interface didn't display a progress log.

8.2.5
¢ Localization - Unhandled error when inserting two resource strings into a localizable text box

Inserting two resource strings into a localizable text box caused an unhandled error. This is not a supported scenario. The system now treats such values as standard
text without switching the text box into localized mode.

8.2.5
o Localization - Localization of dashboard live tiles didn't take the user's preferred UI culture into

Localization of content displayed by live tiles on the application dashboard didn't take the user's preferred user interface culture into account.

8.2.5
¢ Form engine - Alternative form code names not validated for period characters

The code names of alternative forms weren't validated for the presence of period characters ("."), which are not allowed. The system now rejects code names
containing periods, and replaces periods with underscores when generating automatic code names.

8.2.5
e Form controls - Control scope settings of form controls always empty

When editing form controls after applying hotfix 8.2.4, the checkboxes in the 'Control scope' settings were not populated (always displayed as empty).
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8.2.5
¢ E-commerce - The 'GetSKUOriginalPrice' transformation method returned the price without taxes in cer

The 'GetSKUOriginalPrice' transformation method with taxes enabled (‘taxes' parameter set to true) returned the original price of a product without taxes if the
product was sold for a lower price than the list price.

8.2.5
¢ Code generation - The class generated for product page types didn't inherit from SKUTreeNode

The class generated for product page types did not inherit from SKUTreeNode.

8.2.5
¢ Caching - Partial cache not working in deployment mode

Partial caching didn't work for projects with deployment mode enabled (virtual files were saved to the file system).

8.2.5
¢ Blogs - Blog month created in an incorrect language

Blog month pages were created in an incorrect language when creating a blog post in a non-default culture.

8.2.5
¢ API - Broken loading of fake info objects in unit tests

When using Data query to load fake info objects in unit tests, the result was always an empty data set if the query didn't contain any filtering conditions.

8.2.5
¢ E-commerce - Number of used coupons not increased when the 'Order is one of the X first orders' disc

If a discount with coupons and the 'Order is one of the X first orders' rule were used, the count of the used coupons was not increased when the discount was
applied.

8.2.5
¢ Web parts - Date & Time web part not working

The 'Date & Time' web part didn't work correctly (even after applying the previous 8.2.3 hotfix).

8.2.4
o User interface - Incorrect indentation in the Macro autocomplete list

The list of items in the Macro autocomplete help had incorrect icon indentation when viewed in Internet Explorer 10.

8.2.4
o User interface - Toolbar selectors were too short and not aligned correctly

Selectors positioned within the page toolbar (for example Site or Server selectors) were too short and not aligned correctly.

8.2.4
e Staging - "Add to site" staging tasks not generated for cloned objects

When a site-related object was cloned while staging was enabled for object changes, the system didn't log staging tasks for assigning the new object to the
appropriate site.

8.2.4
¢ Social Marketing - Auto post form controls not working with linked pages

The social marketing auto post form controls didn't work correctly with linked pages.

8.2.4
e Search - Smart search returning wrong total results count

When the smart search found more results than limit specified by the 'CMSSearchMaxResultsNumber' web.config key, the pager showed only the limited result
count instead of the total result count.

8.2.4
¢ Reporting - Incorrect data in report graphs for campaigns with special characters

Campaign report graphs displayed incorrect data for campaigns whose name contained 2 byte Unicode characters.

8.2.4
¢ Personas - The 'Persona-based Recommendations' web part's cache not clearing correctly

The 'Persona-based Recommendations' web part's cache was not cleared when a page was tagged or untagged with a persona.

8.2.4
¢ Pages - The maximum length of a page's 'NodeAlias' wasn't ensured in all cases

The maximum allowed length of a page's 'NodeAlias' wasn't ensured in all cases. This could result in a 'String or binary data would be truncated' error when
working with the alias.

8.2.4
¢ Pages - The page tag group inheritance was not disabled when no tags were specified

When inheritance of the Page tag group was disabled without specifying any tag group on the Metadata tab in the Pages application, the change was not saved.
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8.24
e Macros - Macros not resolved correctly in membership email templates

Certain context-specific macros weren't resolved correctly in emails based on membership email templates.

8.2.4
e Macros - Invalid parameters weren't logged in the event log

Occurrences of invalid parameters in macro expressions weren't logged in the event log or while debugging.

8.2.4
o Localization - Error when updating empty localization macro expressions in display name fields

Updating of an empty localization macro expression in the display name field of any object caused an error.

8.2.4
¢ Import/Export - Missing error message in the Import and Export wizard

The Import and Export wizard interface didn't display an error message if the system had insufficient file system permissions for the import/export temporary folder.

8.2.4
e Form controls - Certain form controls not reloading their content on postback

The 'Multiple choice', 'List box' and 'Radio buttons' form controls didn't reload their content when configured to depend on another field. The controls now update
their content when a field with depending fields triggers a postback in the form.

8.2.4
« Form controls - Email template selector didn't allow selection of site-specific templates

The 'Email template selector' form control couldn't be configured to select site-specific templates. The control now has a Site property (in the advanced editing
control settings), which can be configured to allow selection of either global email templates or those belonging to the current site.

8.2.4
¢ Field editor - Missing 'Reference’ settings in the field editor for binding classes with a compound

When creating M:N binding classes with a compound primary key, the 'Reference’ settings used to select the related classes weren't available in the field editor for
the class's primary key fields.

8.2.4
¢ E-commerce - Wrong item prices displayed when editing orders in certain cases

Orders were not displayed with the correct item prices while editing the order when at least two products with a text or attribute option were ordered.

8.2.4
¢ Debug - Possible deadlock when initializing debug settings

When multiple threads were running during the initialization of the application, a deadlock could occur in the initialization of the debug settings, making the
involved threads stuck.

8.2.4
e Web parts - Properties of web parts with a text editor weren't saved in IE 9

The web part properties dialog could not be saved in IE 9 for web parts with a text editor property.

8.2.3
e Web parts - Date & time web part not working

The 'Date & time' web part didn't work correctly (displayed no output).

8.2.3
* Web analytics - Page culture version statistics weren't merged correctly after deleting one of the ¢

Page culture version statistics were not merged correctly after deleting one of the culture versions.

8.2.3
o User interface - Code editor resizing problems

Resizing the code editor by toggling fit-to-window mode didn't work correctly in certain parts of the interface.

8.2.3
¢ UniGrid - Object listings (UniGrid) not filtering data correctly on the first load

Object listings (UniGrid components) didn't filter data according to the default filter settings on the first load of the page.

8.2.3
e UniGrid - State not restored correctly for numeric filters of object listings

Listing filters for numeric fields (double or decimal type) didn't load their saved state correctly in cases where the filter contained an invalid value.

8.2.3
e Search - Smart search indexing not working ("nDocs must be > 0" error)

Having a page search index with 0 indexed items could result in an error ("nDocs must be > 0") when indexing pages and their categories. The error caused the
given indexing task to fail, which prevented the system from processing subsequent indexing tasks until the failed task was cleared.

https://devnet.kentico.com/download/hotfixes 102/230



4/23/26, 10:04 PM Hotfixes

8.2.3
e REST - Creation of online form records failed without setting the 'FormInserted' timestamp

When creating online form records via POST requests to the REST service, the operation failed if the request data didn't manually set a value for the 'FormInserted'
timestamp field. The field's value is now set automatically based on the creation time.

8.2.3
* Pages - BBCode editor disabled after checking a page out in certain cases

Fields using the BBCode editor remained disabled after checking a page out in certain cases.

8.2.3
¢ On-line Marketing - Email campaign A/B tests hash tables not cleared properly

The 'Clear hash tables' button on the 'System objects' tab in the Debug application did not clear hash tables of email campaign A/B tests properly.

8.2.3
¢ On-line forms - Localization macros in form notification emails always resolved in the default cultu

Localization macros in form notification emails were always resolved in the default culture.

8.2.3
e Macros - Macro parameters affecting other macros in certain cases

In some cases one macro's parameters could affect the result of other macro expressions that were resolved within the same context.

8.2.3
o Localization - Wrong language for "unlock account" emails sent after failed logon attempts

"Unlock account" emails sent after the limit for failed logon attempts was exceeded were always in the default culture instead of the culture selected by the user who
locked their account.

8.2.3
¢ General - Frozen progress log for asynchronous actions after performing a large number of actions

The log displaying the progress of asynchronous actions (importing subscribers, staging synchronization) stopped working in certain cases after a very large number
of actions was performed, even though the actions continued in the background without any problems.

8.2.3
e Form controls - Value of certain form controls not saved when using the 'Check in' action

The value of form controls that open dialogs was not saved when using the 'Check in' action.

8.2.3
¢ Field editor - Error when changing in-place localization macros to other values in the field editor

An error occurred when an in-place localization macro was changed to another value in the field editor.

8.2.3
¢ E-commerce - Product prices displayed differently on the product detail page and in the shopping car

When the SKUPrice property was specified with more decimal places than the main currency allows, product prices were displayed differently on the product detail
page and in the shopping cart content.

8.2.3
o Controls - UniSelector included bootstrap.min.js even if not required

The UniSelector control linked bootstrap.min.js onto the page even if not required.

8.2.3
¢ Contact management - The name of the 'Delete condition' settings category in 'Inactive contacts' set

The name of the 'Delete condition' settings category in 'Inactive contacts' settings has changed to 'Delete contacts matching all the following conditions'.

8.2.3
* Widgets - Widget properties were in conflict with system properties in certain cases, causing an exc

Widget properties were in conflict with system properties in certain cases. This could cause an exception.

8.2.2
e Web parts - Unable to create new items using the 'Contribution list' web part in certain cases

The 'Contribution list' web part did not allow creating new items if the page was under a path that contained an underscore (_).

8.2.2
o Users - The site selector on the 'On-line users' tab of the Users application didn't work

The site selector on the 'On-line users' tab of the Users application did not work.

8.2.2
o Users - Custom registration form web part creating users with incorrect usernames

If the 'UserName' field was visible in an alternative form, but wasn't included in the form's custom layout, 'Custom registration form' web parts using the given
alternative form created users with an automatic username instead of the email address inserted via the form.
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8.2.2
o User interface - Removal of all items in selection dialogs not working correctly in some cases

Deselecting all items in a selection dialog (UniSelector in multiple mode) could bring the selector into an invalid state.

8.2.2
¢ URL rewriting & SEO - Domain URLs weren't redirected to the default page in certain cases

Domain URLSs were not redirected to the default page in certain cases.

8.2.2
e UniGrid - Listing filter disappeared in certain cases

The listing (UniGrid) filter disappeared when users clicked the 'Search' button while the FilterLimit was set to 0, the filter area did not contain any text, and the grid
was empty.

8.2.2
¢ Staging - Staging tasks not created when restoring objects from backup

Update staging tasks weren't created when an object was restored from backup. This caused an inconsistency between the staging source and the target servers.

8.2.2
¢ Social Media - Some social media web parts failed to load over HTTPS.

Some social media web parts placed on a page accessed through HTTPS failed to load because they requested content over HTTP.

8.2.2
* Reporting - Reports missing in the recycle bin after deleting a report category

Reports were not moved to the object recycle bin when their parent category was deleted (even if the recycle bin was enabled for all objects in the settings).

8.2.2
¢ Reporting - Error in campaign report when the campaign display name contained a space

The campaign report graph returned an error if the campaign display name contained a space at the beginning or end.

8.2.2
e On-line forms - Incorrect resource string used for validation error messages

An incorrect resource string was used for Form validation error messages. This complicated customizations of the error message value.

8.2.2
¢ Macros - The email validation rule wasn't named correctly

A dash was removed from the word 'E-mail' in the email validation rule to make it consistent with the rest of the system.

8.2.2
¢ Macros - Inline macro parameteres not being applied if the result of an expression was anoher macro

In situations where the result of a macro expression is another macro expression and the notrecursive' parameter isn't specified, the resulting macro expression is
resolved as well. Inline macro parameters (culture, encode, etc.) were only applied on the first level of the recursion in these cases.

8.2.2
o General - Hash tables of countries and states not cleared correctly

Some of the hash tables used for state and country data weren't cleared when manually clearing the hash table cache (for example, using the 'Clear cache' button in
the 'System' application).

8.2.2
¢ Forums - On-Site management property in Forum web parts working incorrectly

It was possible to modify Forum web parts through on-site editing even if the 'On-site management' property in Forum web parts wasn't selected.

8.2.2
¢ Form engine - 'Make new fields hidden' not working for alternative forms of child page types

If an inherited page type had an alternative form with the 'Make new fields hidden' property enabled, new fields added to the parent page type were still visible by
default in the alternative form.

8.2.2
¢ Form controls - Direct uploader form control preview error

An error occurred when opening the Preview tab of the 'Direct uploader' form control in the Form controls application.

8.2.2
¢ Email marketing - Incorrect date shown when editing an A/B tested email in special cases

An incorrect 'Send on' date (1/1/0001) was shown when editing an A/B tested email under very rare circumstances.

8.2.2
¢ Email marketing - Approving a campaign subscription created a duplicate contact in certain cases

Approving a campaign subscription created a duplicate contact in certain cases, when the 'Automatically recognize visitors by user agent' and 'Automatically
recognize visitors by IP address' settings were enabled.
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8.2.2
¢ Email marketing - It was possible to add users without an email address as subscribers

The 'Select users' dialog in Email campaigns displayed users with no email address.

8.2.2
¢ E-mail engine - Email priority was changed for emails whose sending failed

Email priority was always set to "normal" if an email wasn't sent via the E-mail queue and its sending failed.

8.2.2
e E-commerce - Condition builder in the Order discounts application could cause JS errors

Closing the condition builder in the Order discounts application could cause JS errors when using Firefox.

8.2.2
¢ Debug - Certain debug settings not applied immediately

Changes made to the 'Debug SQL connections' or 'Enable detailed macro debug' settings didn't take effect until the application's cache was cleared.

8.2.2
¢ Dashboards - Application dashboard wasn't displayed correctly in Chrome when zoomed-in

Tiles in the application dashboard were not aligned correctly when zoomed-in in Chrome.

8.2.2
¢ Contact management - The 'Add stamp' button wasn't visible in the 'Merge collisions' dialog

The 'Add stamp' button was not visible in the 'Merge collisions' dialog.

8.2.2
« Contact management - Merging a large number of contacts into one another in a chain didn't work

When more than 32 contacts were merged into one another in a chain, the parent contact was not found due to a recursion limit.

8.2.2
e Chat - Localization macros for chat transformations not returnign the correct content or UI culture

Localization macros for chat support request transformations didn't return the correct UI culture.

8.2.2
¢ Caching - Incorrect output cache directory path when obtained through public API

The default path to the persistent output cache directory obtained through public API contained double backslash, which might have caused issues in certain cases.

8.2.2
o Caching - The old avatar was displayed when changing the avatar with the client cache enabled

When a user changed the avatar in the 'My account' web part and the client cache was enabled, the old avatar was displayed in the browser.

8.2.2
e Banned IPs - Banned IP hash tables not cleared

When global or site banned IPs were cached in hash tables, the 'Clear hash tables' button on the 'Debug -> System objects' tab didn't clear the given tables.

8.2.2
e API - DocumentHelper.GetDocument returned no results without a 'NodeAliasPath' specified in 'NodeSel

The 'DocumentHelper.GetDocument' method returned no results when called with 'NodeSelectionParameters' that did not contain a NodeAliasPath'.

8.2.2
e Web parts - The "YouTube video' web part didn't support protocol agnostic URLs

The "YouTube video' web part did not support adding of protocol agnostic Video URLs.

8.2.1
o User interface - Missing padding in the edit message dialog

Padding was missing in the 'Groups -> Message boards -> Messages -> Edit' dialog.

8.2.1
¢ Staging - New culture versions of pages with attachments not synchronized correctly

Field attachments of a newly created culture version of a page were not synchronized to the target server.

8.2.1
e Staging - Unnecessary synchronization of time zone recalculation

The 'Recalculate time zone' scheduled task logged staging tasks for updating the time zones. The task no longer generates staging tasks, since they were unnecessary
- the time zones are automatically recalculated by the same scheduled task on the target server.

8.2.1
o Settings - The output cache wasn't cleared when changing certain site settings

Additional site settings that influence page markup now clear the output cache after their value is modified.
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8.2.1
e Search - LuceneSearchDocument class made public

The 'LuceneSearchDocument' class was made public to support advanced search customization scenarios.

8.2.1
e Search - Error in the event log after creating new smart search indexes

When saving a new smart search index, a missing directory error was logged into the system's Event log (the error was a false positive).

8.2.1
* Project management - Deleting project/tasks statuses or priorities removed entire projects and tasks

After deleting a project/task status or task priority, all projects and tasks using the given option were also deleted. The system no longer allows deletion of statuses
or priorities that are used by existing projects or tasks.

8.2.1
¢ On-line Marketing - Strands recommender didn't work when on pages accessed via HTTPS

Strands recommender did not work on pages accessed via HTTPS. The Strands library was referenced via HTTP, which is not allowed on pages loaded via HTTPS.

8.2.1
¢ On-line forms - Fields weren't marked as required when creating a new form record in the UI

Fields were not marked as required when creating a new form record on the 'Recorded data' tab of the Forms application.

8.2.1
¢ Message boards - Users unable to post on message boards with the username field hidden

When using the 'Message board' web part with the 'Show Name field' property disabled, users couldn't post messages due to incorrect validation in certain scenarios.

8.2.1
¢ Macros - Some macro rules weren't localized correctly

Some macro rules were not localized correctly. This resulted in incorrect 'Display names' being shown throughout the system.

8.2.1
e Macros - Reset password URL in forgotten password emails not resolved correctly

The reset password URL in the email that users receive after submitting a password reset request on the logon form wasn't resolved correctly in certain cases.

8.2.1
¢ General - Event log errors when certain separable modules were not installed

Module usage tracking errors were logged into the event log if certain separable modules were not installed (for example Chat).

8.2.1
¢ Form engine - Visibility settings of user fields not displayed correctly

The status configured by users for the visibility of their user profile fields wasn't displayed correctly.

8.2.1
¢ E-commerce - Buy X Get Y discounts could cause an endless loading loop when the product from the 'Bu

When a product stayed in a customer's shopping cart after logging out and the product was then selected in the 'Buy' conditions of a Buy X Get Y discount, an
endless loading loop occurred after the particular customer logged in again.

8.2.1
¢ E-commerce - Payment notification emails sent information about the previous order status

Payment notification emails were sent with information about the previous order status instead of the current one.

8.2.1
¢ E-commerce - The tax registration ID and the organization ID couldn't be set in the My Account web p

It was impossible to set the tax registration ID and the organization ID in the My Account web part since their fields were hidden.

8.2.1
¢ E-commerce - The PayPal provider failed the payment when using more than 2 decimal places

When using more than 2 decimal places and paying with PayPal, the PayPal provider returned the 'Payment failed' status because PayPal rounded the amount.

8.2.1
¢ Dialogs - Preview of a modified image wasn't refreshed correctly in the BB editor image selector

Preview of an image modified in the Image editor was not refreshed correctly in the 'Insert image' and 'Insert media' dialogs and in the BB code editor preview.

8.2.1
« Contact management - Mass action result messages weren't displayed correctly

Result messages were not displayed correctly when performing mass actions in the contact management interface.
8.2.1

e Code editor - Code editor toolbar too wide in certain locations
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The toolbar of the code editor was too wide in certain text area fields.
8.2.1
¢ Code editor - Code editor fullscreen mode displayed incorrectly

The fullscreen mode of the code editor wasn't stretched to full width.

8.2.1
o Chat - Cloning didn't work for personal canned responses

Permissions were checked incorrectly, which prevented users from cloning personal canned responses when using support chat.

8.2.1
¢ Chat - Misleading information when deleting or disabling a chat room with users

When deleting or disabling a chat room with users in it, the system displayed potentially misleading information to the users. All users are now kicked from the
given room and correctly informed about the status.

8.2.1
o Caching - The clear cache action wasn't correctly distributed to all web farm servers

When clearing the cache in a web farm environment, the system didn't generate web farm synchronization tasks correctly (depending on the scenario, either too
many tasks or no correct task).

8.2.1
¢ Blogs - Incorrect option displayed in the 'Blog' drop-down list of the 'My blogs' application

Users without the 'Manage blogs' permission incorrectly saw the '(all)' option in the 'Blog' drop-down list of 'My blogs' application.

8.2.1
¢ Blogs - The double opt-in feature for blog subscriptions could not be disabled

When subscribing to blogs, the double opt-in confirmation email was sent even if the double opt-in feature was disabled.

8.2.1
¢ Banner management - Impressions weren't logged correctly when using multiple banner rotators

When using multiple banner rotators on a page, impressions were logged for one of them only.

8.2.1
e Security - Security improvements

Added security improvements to the application.

8.1.18
e Web parts - Paging in postback mode not working for certain viewer web parts

Paging didn't work correctly for certain viewer web parts (for example the 'Message board viewer') if the 'Paging mode' was set to 'PostBack'.

8.1.17
* Web analytics - Visits were logged for incorrect culture versions of pages in certain cases

Page visits were incorrectly logged for the visitor's preferred culture instead of the actual culture of the visited page. This happened when the page did not exist in
the visitor's preferred culture.

8.1.17
o Translation services - Widget content wasn't translated correctly when using workflows

When using translation services to translate pages under workflow, the content of widgets was not translated correctly. The latest published version of the content
was sent for translation instead of the latest edited version.

8.1.17
* Page types - Deleting page types caused database inconsistencies in certain cases

When deleting page types, the page type's views were not deleted before the page type's table. This could lead to database inconsistencies in certain cases.

8.1.17
¢ E-commerce - Not all payment processing exceptions were saved to the event log

Some of the exceptions which can occur during the payment processing were not saved to the event log.

8.1.17
¢ Deployment mode - Saving as a new page template deleted the original page template file

Saving the template of a page as a new page template deleted the original template file when deployment mode was enabled.

8.1.17
¢ Caching - File system output cache not removed when manually clearing the cache

The 'Clear cache' button on the General tab of the System application didn't remove all output cache data stored in the file system (when using persistent file system
storage for the output cache of pages).

8.1.17
e Avatars - User gravatar not displayed

The gravatar image wasn't displayed for users in certain cases (after the user switched to a gravatar from an existing standard avatar).
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8.1.17
e Avatars - Default avatar settings not set correctly after saving the editing form

When editing an avatar, saving the form cleared the original values of the "Make default for" checkboxes, which could result in incorrect default avatar settings.

8.1.17
* Widgets - Widgets not displaying the latest content version when using workflow and content locking

Widgets were not displaying the latest content version when using workflow and content locking (check-in/check-out).

8.1.16
e Web parts & controls - CMSRepeater displayed a full stack trace on the Live site when an error occur

The 'CMSRepeater' control displayed a full stack trace on the Live site when an error occured.

8.1.16
¢ Web parts - The 'Disable macros' property was not available in certain web parts

The 'Disable macros' property was not available in certain web parts.

8.1.16
o User interface - Validation error when removing the last item in selector dialogs

When manually choosing items in selector dialogs (fields using the Uni selector form control), removing the last selected item caused a validation error, resulting in
the following warning: "The selector data is not consistent, please try to refresh the page."

8.1.16
¢ Social networking - Facebook logon not working when a hash character was in the URL

If the URL of a page contained the hash character ('#'), the Facebook logon functionality did not work.

8.1.16
o Newsletters - Submitting a custom subscription form caused an error

When an authenticated user submitted a form displayed by the 'Custom subscription form' web part, an error occured.

8.1.16
e Microsoft Azure - Smart Search Worker role generating a web farm server

The Smart Search Worker role generated a web farm server on Microsoft Azure, which could cause licensing errors.

8.1.16
¢ Message boards - Empty message boards taking too long to load on a page

Pages containing the 'Message board' web part took a long time to load if no ad-hoc message board was created. This was caused by redundant queries on the
database. Moreover, the 'Enable anonymous read' web part property did not have any effect and the 'Allow comments' permission affected only the U, it was not
checked server-side.

8.1.16
¢ Image editor - The 'Store files in file system' setting caused an error in certain cases

When enabled, the 'Store files in file system' could cause an 'UnauthorizedAccessException' exception in the Image editor.

8.1.16
¢ E-commerce - The site prefix for usernames wasn't added to customers converted to users

Even when the 'Use site prefix for user names' property in the settings was enabled, the site prefix for usernames wasn't added to customers converted to users in the
Customers application.

8.1.16
e Web parts - The 'File path' property in media library web parts didn't work correctly

The 'File path' property in media library web parts did not work correctly.

8.1.15
e Web farms - Missing web farm server after application restart

When using automatic generation of web farm servers, a server sometimes failed to be created after restarting the application pool, which resulted in a missing web
farm server in the database.

8.1.15
o Search - Error when using the Search in the Pages application

When the 'Log via JavaScript snippet' setting was enabled for web analytics, the search in the Pages application displayed an error in some cases after opening the
Live site in another tab.

8.1.15
* Pages - Copying a linked page across two sites didn't copy the page's child pages

When copying a linked page together with child pages between two sites, the children were not copied.

8.1.15
e Form controls - Number filter didn't work correctly with decimal numbers

When creating a form-based filter, the 'Number filter' form control didn't work correctly for fields of the 'Floating-point number' and 'Decimal number' types.
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8.1.15
¢ Form controls - Custom values separator prevented the Uni selector from working

Setting the Values separator to a different character than a comma or semicolon (for example the pipe character '[') caused the Uni selector control to work
incorrectly.

8.1.15
¢ E-commerce - Filtering products by SKU didn't work correctly in the Orders application

When adding a new product to an order in the administration interface, the product filter didn't work correctly when filtered by the SKU field.

8.1.15
e Custom tables - Custom table and Online form item values remained in the cache after definition chan

When the definition of a custom table or an online form field was changed, the hash tables with cached item values were not cleared.

8.1.15
o Attachments - Replacing a temporary attachment while creating a new page caused an error

When creating a new page and adding a file attachment that was then re-uploaded before saving, an error occurred after saving the page.

8.1.15
e Web parts - The Repeater web part didn't work correctly when used with an external data source

Placing a Repeater web part on a page together with a custom data source resulted in an error when loading the data.

8.1.14
o Time zones - Incorrect time conversion to UTC for dates outside of the current year

When converting date and time values to UTC from time zones with daylight saving time enabled, the time shift was added incorrectly for dates outside of the
current year.

8.1.14
e Search - Smart search lock errors when using external storage

When using external storage for the file system (Azure blob or Amazon S3) and processing of smart search indexing tasks via the 'Execute search tasks' scheduled
task, lock errors occurred in certain cases. The errors could prevent the search from working correctly.

8.1.14
e Search - Smart search failed to index pdf files containing malformed images

When indexing pdf documents, the smart search text extractor fell into an infinite loop in certain cases when processing malformed inline images.

8.1.14
e REST - Page REST API didn't retrieve pages with Unicode characters in their 'Page alias'.

Page REST API did not retrieve pages with Unicode characters in their 'Page alias'.

8.1.14
¢ Reporting - Cloning of report subscriptions with an invalid email address

When cloning report subscriptions, the system didn't validate the email field correctly, allowing the creation of subscriptions with an invalid email address.

8.1.14
o Pages - Paths for child pages of linked pages were not updated correctly

When a linked page was renamed, the 'Name path' and the 'URL path' were not updated correctly for child pages of all linked pages and the original page.

8.1.14
¢ On-line forms - CssClass property not applied to the submit button in ASCX form layouts

When using custom ASCX type layouts for forms, the system ignored values set for the 'CssClass' property of the 'FormSubmit' control.

8.1.14
¢ Message boards - Incorrect ordering in the message board list

Ordering of message boards according to the values of specific fields didn't work correctly in the Message boards application. The order wasn't applied to all boards
if the list was split into multiple pages. Clause 'ORDER BY ##ORDERBY##' has now been added to the 'getboardlist' query.

8.1.14
e Media library - Incorrect validation when uploading files with an ampersand in the name

When uploading files to a media library, an ampersand character (&) in the file name caused a 'not allowed extension' validation error.

8.1.14
e Macros - Syntax error in indexer macros generated by the macro console

The macro console in the 'System' application generated macros with invalid syntax if an object represented by an index was selected in the macro tree (for example
"ObjectTypes.AllObjectTypes.[0]").

8.1.14
¢ Dialogs - Incorrect paging in the 'Content' and 'Media library' dialog tabs

When switching between folders on the 'Content' or 'Media library' dialog tabs, the content wasn't displayed correctly if the second or greater page was selected and
the new folder didn't have enough content to offer a pager.
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8.1.14
¢ Banner management - Staging of banner images didn't work correctly in certain cases

Banner images weren't staged when the target server was running in a root directory but the source server was not.

8.1.14
« Attachments - Attachments were inserted into an incorrect page version when using workflow

When multiple attachments were uploaded into a page under a workflow, only the last attachment was inserted into correct version of the page.

8.1.14
e Web analytics - Web analytics didn't work with proxy load balancers

When using proxy load balancer, Web analytics functionality didn't work if the load balancer had different domain name than the actual website.

8.1.13
o Users - Users with disabled accounts were able to request a change of password

Users with disabled accounts were able to request a change of password.

8.1.13
¢ Social Marketing - Error when deleting Facebook posts

An error message was displayed after deleting a Facebook post through the Kentico administration interface. The problem only occurred if the Facebook app used
for the integration was created before a certain date.

8.1.13
o Scheduler - Kentico CMS Scheduler service occasionally failed to process scheduled tasks

The Kentico CMS Scheduler service failed to process certain scheduled tasks because web farm synchronization mechanism failed due to files being locked by
another process.

8.1.13
o Scheduler - Exceptions logged for certain scheduled tasks if the required modules weren't installed

When running certain scheduled tasks (for example 'Check bounced e-mails'), an exception was logged into the event log if the required modules weren't installed.
The tasks now show an appropriate message in the last run result.

8.1.13
¢ Pages - Copying a page with child pages could lead to an incorrect name path

With the 'Use name path for URL path' setting enabled, copying a page with child pages could cause the copied child pages to have wrong URLSs due to an incorrect
name path.

8.1.13
o Newsletters - System not triggering the 'NewsletterEvents.GenerateQueueltems. After' event

Sending of newsletter issues didn't trigger the 'NewsletterEvents.GenerateQueueltems. After' event.

8.1.13
e Localization - Logon form web part sent e-mails in the wrong language

The 'Logon form' web part always sent e-mails (for example password change requests) in the default culture instead of the culture selected for the page.

8.1.13
¢ General - Newtonsoft.Json "Method not found" exception

If the server had the 'Newtonsoft.Json.dll' library with a file version older than 5.0.0 installed in the Global Assembly Cache, a "Method not found" exception
occurred on the site.

8.1.13
« Form engine - Collapsible categories in product page types were displayed incorrectly

Fields in custom collapsible categories in product page types were displayed incorrectly.

8.1.13
¢ Amazon S3 - Smart search not working with Amazon S3

Smart search did not return any results when using Amazon S3 storage.

8.1.13
o Staging - Binary data of media files not synchronized

After applying hotfix 8.1.11, the Content staging functionality didn't synchronize binary data of media file tasks to the target server.

8.1.13
o Widgets - Adding of inline widgets didn't work correctly

Adding of inline widgets into editable regions didn't work correctly. The problem occurred if the widget's parent web part contained a custom property with a
specific name (for example 'Container").

8.1.12
e Web parts - Lightbox gallery rendered incorrectly if the Border size was 0

The 'Lightbox gallery' web part wasn’t rendered correctly if the 'Border size' property was set to 0.
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8.1.12
e Web parts - CSS classes in the 'CSS list menu' web part were rendered even when rendering was disabl

Although the 'Render CSS classes' checkbox was cleared in the 'Web part properties' dialog, the 'CSS list menu' web part still rendered CSS classes (e.g.
'CMSListMenuLI' for LI elements).

8.1.12
e Staging - Pages were synchronized incorrectly in certain scenarios

When synchronizing a page in the default culture using the 'Staging' application while the 'Automatically update page alias' and 'Use name path for URL path'
settings were enabled, the page was synchronized incorrectly in certain cases.

8.1.12
* Staging - Page URL path wasn't kept when synchronizing pages

When a page was synchronized via staging and the 'Use name path for URL path' setting was enabled, the page URL path wasn't preserved correctly after
synchronization to the target server.

8.1.12
¢ Scheduler - Windows service processing tasks incorrectly for instances with multiple sites

When using the Windows service to execute scheduled tasks for instances with multiple running sites, the tasks could be processed in the context of the wrong site.

8.1.12
» Salesforce - Contact replication stopped working

Contact replication stopped working if multiple leads on SalesForce had an identical external identifier.

8.1.12
¢ Performance - Problems when using output and resource compression with proxy servers

When compression for page output and resources was enabled, the content couldn't be handled correctly by certain types of proxy servers.

8.1.12
¢ Newsletters - Exception displayed when unsubscribing on the Import subscribers tab

An exception was displayed when unsubscribing subscribers on the 'Tmport subscribers' tab of the Newsletters application if one of the listed subscribers or selected
newsletters didn't exist, or if there was no connection between some of the subscribers and the selected newsletters.

8.1.12
¢ Localization - Localization macros not resolved correctly in form validation error messages

Localization macros placed into the validation error messages of online forms via the 'Edit value' dialog weren't resolved in the correct language (the result was
always in the default culture instead of the currently selected one).

8.1.12
¢ Form controls - Macros in SQL query data sources of the 'Drop-down list' form control

When using fields based on the 'Drop-down list' form control with an SQL Query Data source, macros inside the query weren't resolved correctly when a postback
occurred in the form (for example after a change in the value of a field with other depending fields). The fix only affects the Drop-down list form control.

8.1.12
¢ Dialogs - Global administrators not able to select images in the 'Image selection' form control

Users with the 'Global administrator' privilege level couldn't select images using the 'Tmage selection' form control if their user account wasn't assigned to the given
site.

8.1.12
o Controls - UniPager didn't work with custom IEnumerable data sources

An error occurred if the UniPager control was connected to a listing control with a custom data source implementing the IEnumerable<T> interface (for example a
List collection).

8.1.12
o AB testing - A/B testing on ASPX templates

When using A/B testing for pages based on ASPX templates, the system always displayed the original page.

8.1.12
¢ Transformations - The 'IsDocumentOnSelectedPath’ transformation method didn't work correctly

The 'IsDocumentOnSelectedPath' transformation method didn't work correctly if the compared pages shared substrings in their alias.

8.1.11
¢ Staging - Staging of Online forms didn't work across multiple servers

When staging Online forms across multiple servers, the synchronization failed if the form was already present on the target server for all servers except for the first.
Changes made in the form builder didn't generate synchronization tasks at all.

8.1.11
¢ Sites - 'Visitor culture' drop-down list displaying cultures not assigned to the site

When multiple websites were installed on one instance of Kentico, the "Visitor culture' drop-down list in the site settings also offered cultures which were not
assigned to the site.
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8.1.11
e REST - Error for REST requests without required columns

When loading page data using REST service calls with data limited using the 'columns' parameter, the request resulted in an error if certain required columns weren't
loaded. The basic required columns are now loaded automatically.

8.1.11
e REST - Duplicate records when creating objects using REST

When creating new objects via the REST service, the system inserted duplicate records for object types that stored child objects within the same database table (for
example 'ecommerce.sku' objects).

8.1.11
o Portal engine - Layout tab displayed for ASPX + Portal page templates

The page template editing interface incorrectly displayed the Layout tab for templates of the 'ASPX + Portal page' type.

8.1.11
e Pages - The 'DocumentLastPublished' column value was cleared after moving the page in some cases

The 'DocumentLastPublished' column value was cleared after moving the page in some cases.

8.1.11
* Page types - Error for page type fields named like SQL keywords

If a page type had a field with a name identical to a reserved SQL keyword, an error occurred when editing pages of the given type.

8.1.11
¢ Page types - Export error for newly created page types

Single object export of a page type failed when performed immediately after the page type was created.

8.1.11
o Output filter - Incorrect URL resolving when the application was installed into the root

The output filter resolved relative paths incorrectly for applications installed into the root folder.

8.1.11
¢ On-line Marketing - Database separation error when using SQL Azure

An error occurred when performing the separation of the on-line marketing database if the database was hosted on SQL Azure and the project was running on-
premise outside of Microsoft Azure.

8.1.11
¢ On-line forms - Form email notifications not sent for multiple recipients

When multiple email recipients were set in the "To email' field for E-mail notifications in the Forms application, the notification emails weren't sent.

8.1.11
¢ Media library - Broken images on preview links when the image URLs had a space in the media folder n

When using a preview URL, images with spaces in the media library folder name were broken due to the system generating special URLs for them. This resulted in
the system not being able to find the image at the generated URL.

8.1.11
e Macros - Permission check for page collections in macros

When a page collection (TreeNodeCollection class) was accessed in a macro expression (e.g. through the Children property of a page), the permission check was
incorrectly performed for the current user viewing the page. Now the permission check uses the context of the user who signed the macro by default. To get a
collection of pages filtered according to the permissions of the current user, use the 'WithPermissionsCheck' property of the collection.

8.1.11
¢ Form controls - reCAPTCHA validation always failed for required fields

If a field using the 'TeCAPTCHA' form control was set as required, the validation always failed in the resulting form.

8.1.11
¢ E-mail engine - Email queue stuck on sending in special cases

If an error occurred when sending emails from the email queue, the email remained in the sending state in certain cases, blocking the queue (an application restart
was required to start the email queue again).

8.1.11
¢ Data.com - Data.com error in Marketing automation

In Marketing automation, 'Update from Data.com' steps didn't work correctly for processes that used an 'Activity performed' type trigger.

8.1.11
¢ Dashboards - Icon images not displayed on the application dashboard

The system's dashboard didn't display icons for applications whose icon was set to an image file (instead of a font class) in the corresponding Ul element.

8.1.11
¢ Code generation - Error on the Code tab of module classes with certain types of binding fields
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After creating a binding field for a module class referencing certain types of object (for example 'Node'), an error occurred on the class's Code tab. The problem
occurred if the object type name of the referenced object was different than its class name.
8.1.11

¢ Blogs - Insufficient license check when copying blog pages

When copying pages including blogs, the system performed the license check after the copy action, which could lead to a number of blogs exceeding the license
limitation.

8.1.11
o Workflow - Timeout steps weren't processed correctly in cloned workflows

When a workflow process with a timeout step was cloned, the timeout wasn't handled correctly and used the target step of the original workflow instead of the
cloned workflow step.

8.1.10
e Web parts - Incorrect code behind path for new web parts

When creating new web parts with the 'Generate the code files' option enabled, the web part's source file was created with an incorrect path to the code behind file
(which prevented the web part from working).

8.1.10
¢ Social Marketing - Deleting a post from Facebook returns an error message

After deleting a Facebook post through the Kentico administration interface, the system displayed an error message and the post remained in the listing. However,
the post was correctly deleted from Facebook.

8.1.10
e Search - Error when displaying a very large number of search results

If a search produced more results than the maximum allowed number (1000 by default), an error occurred when attempting to view results over the limit. You can
set the maximum allowed number of smart search results using the 'CMSSearchMaxResultsNumber' web.config key.

8.1.10
e Pages - GetDocumentUr! transformation method not using culture aliases

When using language prefixes for URLs, the 'GetDocumentURL()' transformation method always returned page URLs with a culture code prefix, even if a culture
alias was set for the given culture.

8.1.10
e Pages - Forbidden access error in certain scenarios in the Pages application

After opening the 'Properties' subsections via the content tree context menu in the Pages application, the other main tabs ('Page’, 'Design’, 'Form') displayed a
'Forbidden access' error.

8.1.10
¢ Newsletters - Newsletter link/media dialog

After applying hotfix 8.1.10, links and media from the current site are added as relative when using the ‘Insert link’ or ‘Insert image or media’ dialog in newsletter
issues and templates.

8.1.10
e Media library - Unnecessary 'Alternate text' property in the 'Media selection' form control's dialog

The 'Alternate text' property was displayed in the dialog box for selecting images from media libraries used by the 'Media selection' form control, even if the
property's value was not saved in the database.

8.1.10
¢ Marketing automation - Some marketing automation actions not working under certain conditions

Some marketing automation actions belonging to a process triggered by activity, e.g. the ‘Send newsletter issue’ action, didn’t work under certain conditions.

8.1.10
e Macros - Invalid macros after re-saving in rare cases

If the length of the text containing a macro was close to the given field's maximum length, re-saving the value appended the macro signature representation (hash
sign), making the macro invalid.

8.1.10
¢ Import/Export - Object export settings lost their state

When exporting global objects, the checkboxes for configuring the export options of specific object types lost their state when using the pager or after clicking the
selection buttons (All, None, Default).

8.1.10
o General - Incorrect creation of child object collections

When creating collections of child objects based on XML data, the system filled the collection with incorrect data (all items were duplicates of the first processed
object). For example, this could cause incorrect behavior when creating certain types of objects based on integration bus synchronization tasks, staging tasks or the
data of REST requests.

8.1.10
¢ Forums - Forum tree layout

An error occurred when users attempted to display a forum post in the tree layout of a forum.
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8.1.10
e E-commerce - Order discounts were displayed incorrectly as incomplete

Status of existing scheduled order discounts were displayed as incomplete after applying the 8.1.8 hotfix.

8.1.10
e Web analytics - Access denied to Campaign reports

Access to Campaign reports was denied for users without the administrator privilege level if UI personalization was enabled.

8.1.9
e Personas - Persona image not displayed before saving

After selecting a new image for a persona, the image wasn't displayed correctly until the persona was saved.

8.1.9
o Newsletters - Links in newsletters not working for deleted subscribers

If a subscriber was deleted after the newsletter emails were sent out, links in the email content didn't work if the 'Track clicked links' feature was enabled for the
newsletter.

8.1.9
e Message boards - Unsubscription web part for Message boards

In certain cases, users couldn’t cancel their subscription when using the ‘Message board unsubscription’ web part to unsubscribe from a message board.

8.1.9
e Macros - Stack overflow when parsing invalid macros

Parsing of invalid macro expressions caused a stack overflow in special cases. For example, problems could occur while writing expressions in an interface with
macro autocomplete help.

8.1.9
¢ Import toolkit - Resource strings imported without text values (translations)

When importing resource strings using the Import toolkit, the strings were created without text values (translations), even if the "TranslationText' field was correctly
mapped to the source data.

8.1.9
¢ General - Application start under heavy load could cause errors

Starting or restarting the application for sites under heavy load caused errors in certain cases ("Index was outside the bounds of the array" exception).

8.1.9
¢ General - New GetData event for customizing the retrieval of object or page data

The object and document event categories (ObjectEvents, DocumentEvents, and TYPEINFO.Events) now provide the GetData event, which occurs before or after
the system retrieves object/page data using the ObjectQuery/DocumentQuery API. The event allows developers to retrieve external data or edit the data loaded from
Kentico.

8.1.9
o Field editor - Incorrect field data type in the field editor in rare cases

The field editor displayed an incorrect field data type if the correct type wasn't available in the given context (for example when editing alternative forms).

8.1.9
¢ E-commerce - The CurrentShoppingCart.ShoppingCartCustomer macro returned a NULL value for anonymous

The CurrentShoppingCart.ShoppingCartCustomer macro returned a NULL value instead of a correct object for anonymous users.

8.1.9
¢ Dialogs - Preview of external images not displayed correctly

When editing an external image placed into an editable region using the 'Insert image or media' dialog, the image preview wasn't displayed correctly.

8.1.9
¢ Custom tables - Incorrect access check for the 'Custom table data' application if no custom tables e

Access to the 'Custom table data' application wasn't checked correctly if no custom tables existed in the system.

8.1.9
o Categories - Missing scrollbar in the Categories application

The Categories application didn't show scrollbars on the Categories and Pages tabs if the displayed items reached the end of the page.

8.1.9
e Web parts - 'Media gallery' web part without 'System settings' category

The 'Media gallery' web part didn't display the 'System settings' category in its properties.

8.1.8
¢ UniGrid - Object listing page error for UniGrid definitions without an <actions> section

When a user without the administrator privilege level viewed an 'Object listing' administration interface page, an error occurred if the UniGrid definition assigned to
UI element didn't contain an <actions> section.
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8.1.8
e REST - REST where condition didn't allow null checks

When loading multiple objects using the REST service, the 'where' URL parameter didn't work correctly with values containing the IS NULL expression, if the user
account used for authorization wasn't a global administrator.

8.1.8
¢ Newsletters - Broken tracking links in newsletter issues

Newsletter click tracking links were generated incorrectly under certain circumstances.

8.1.8
¢ Macros - Context macros not working in Online marketing

Macros requiring the request context didn’t work in certain Online marketing scenarios, for example Marketing automation.

8.1.8
¢ General - 'Hashtable insert failed. Load factor too high.' error

The "Hashtable insert failed. Load factor too high." error occurred on sites under heavy load in special cases.

8.1.8
¢ General - Object type collections weren't thread-safe

Object type collections weren't thread-safe, which could cause errors in various situations on sites under heavy load (for example the "Index was outside the bounds
of the array" error).

8.1.8
¢ Field editor - Errors when working fields of the Binary type

When defining the fields of custom module classes, changing the field type to or from 'Binary' caused type cast errors. It was also possible to flag existing Binary
type fields as Required, resulting in an error.

8.1.8
¢ E-commerce - Product option selectors encoded drop-down lists incorrectly

When using a drop-down list in product option selectors, the certain currency symbols were encoded incorrectly.

8.1.8
¢ E-commerce - Order details displayed incorrect discount rates when using a comma as a decimal mark

Order details in the Orders application displayed incorrect discount rates when the default UI culture was set to a culture using a comma as a decimal mark.

8.1.8
¢ E-commerce - Tax classes assigned to shipping options were not saved

When a tax class was assigned to a shipping option, the relationship was not saved.

8.1.8
¢ Dashboards - Live tiles and application pinning not working

Certain features on the system dashboard are not available when using Windows 7 or Windows Server 2008R2 without the service pack installed. In such cases,
Kentico now logs a message into the 'Event log', informing about the need to apply the service pack to the operating system.

8.1.8
o Custom tables - Custom 'selectall' query not applied for custom tables in the admin UI

Overriding the 'selectall' query for a custom table didn't affect the records displayed on the 'Data’ tab in the 'Custom tables' application.

8.1.8
e Web parts - Errors when creating custom layouts for UI web parts

The code behind paths of the default UT web parts weren't set to root-relative values, which caused errors when creating custom layouts for these web parts.

8.1.7
e Transformations - Validation of transformation names was too restrictive

Validation of transformation names was too restrictive, which prevented some of the default transformations from being saved. Hyphens are now allowed in
transformation names.

8.1.7
o Settings - Certain form controls couldn't be used in custom settings

Form controls whose file path wasn't specified as an application root-relative path didn't work when assigned as the editing control of settings (in the Modules
application).

8.1.7
e Search - Search indexes not updated correctly on web farm servers

When running in a web farm environment, updates of search indexes were performed only on one server, without updating the indexes on the other servers.

8.1.7
e RSS - RSS feed links not encoded correctly
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The URLs in the <atom:link> elements generated by RSS feed web parts weren't encoded correctly. This could lead to incorrect links, for example if the URL of the
RSS feed contained query string parameters.
8.1.7

¢ Portal engine - CSS styles not applied for UI web parts

If CSS styles were added for a 'UI' type web part, they weren't linked on administration interface pages containing instances of the given web part.

8.1.7
« Page types - Deleting a page template also deleted the associated page type

Deleting a page template which was used as a default template for a page type resulted in the page type being deleted as well.

8.1.7
* Page types - Containers displayed in the 'Inherits fields from page type' list of the New page type

When creating new page types, it was possible to select page types without custom fields (containers) to inherit from.

8.1.7
o Import toolkit - Errors when importing values from decimal fields

Maximum length validation always failed for decimal type fields during the import. Additionally, importing objects with a decimal field from a file source failed due
to an invalid type cast.

8.1.7
¢ Forums - Forum layouts incorrectly handling time zone settings

The provided forum layouts didn't handle time zone settings correctly.

8.1.7
¢ Form controls - Numeric up/down form control reporting unsaved changes incorrectly

Fields using the 'Numeric up/down' form control caused the editing form to report unsaved changes incorrectly in the administration interface. The system reported
unsaved changes when navigating away from the page, even if no changes were made to the form's data.

8.1.7
¢ Dialogs - Missing scrollbar in the Insert image or media dialog

When inserting content on the Web tab of the 'Insert image or media dialog', the properties section of the page didn't display a scrollbar if required.

8.1.7
¢ Code generation - Invalid code generated for fields with macros in the default value

When generating classes for page types, custom tables, forms or custom module classes, the code generator created invalid code if the object contained a field with a
macro in the default value.

8.1.7
e API - Automated tests fail when located outside the Kentico solution folder

Automated tests inheriting from any of the CMS.Tests base classes failed when located outside of the Kentico solution folder (CMS).

8.1.7
¢ Windows Live ID - Windows Live ID sign out button not displayed

The 'Windows LivelD' web part didn't display the sign out button for users logged in using their Microsoft account.

8.1.6
e Web parts & controls - Pager not reset to the first page after applying a different filter

If a data source component with a filter and pager was used on a page, the pager failed to reset to the page 1 after applying a different filter. This resulted in empty
pages being displayed.

8.1.6
o Users - Global administrators unable to create users with site prefixes

With the 'Use site prefix for user names' setting enabled, global administrators couldn't create new site-specific users with a prefix in the 'Users' application. Global
administrators can now add users with the prefix of the current site by selecting the 'assign to site' checkbox in the user creation form.

8.1.6
o User interface - Overflowing text of error messages

Error messages with very long text overflowed out of the message box in the administration interface.

8.1.6
e Security - reCAPTCHA not working in certain cases

The reCAPTCHA validator didn't work correctly on pages containing multiple components with reCAPTCHA support (if the first eCAPTCHA instance was
hidden, other instances on the page weren't initialized correctly).

8.1.6
* Page types - The UI didn't display certain inherited page types as inherited

When inheriting from certain page types, the user interface didn't show that the created page type was inherited, even though it was inherited properly. This was
caused by an incorrect site binding check.

8.1.6
https://devnet.kentico.com/download/hotfixes 116/230



4/23/26, 10:04 PM Hotfixes

¢ On-line forms - Online forms generated invalid emails into the email queue

The 'Email notification' and 'Autoresponder’ features of forms generated invalid emails into the email queue if the recipient's email address wasn't valid, resulting in
a blocked sending queue.

8.1.6
¢ Macros - Equality macro operator not working correctly for decimal numbers

The equality operator in macro expressions (and Equals macro method) didn't work correctly for decimal numbers. An error occurred when resolving such
expressions in certain cases.

8.1.6
¢ Licensing - License limitation when using workflow for Blog post pages

When using certain license editions, workflow actions weren't allowed for 'Blog post' type pages under workflow with the 'Use check-in/check-out' setting enabled.
The system displayed an error message informing about an exceeded license limit for the 'Social marketing' feature.

8.1.6
¢ Forums - Forum unsubscription link not working

The unsubscription link contained in the email the user received after subscribing to a forum post didn't work.

8.1.6
« Form controls - Password value lost after saving other fields

Fields using the 'Encrypted password' form control lost their value when a postback occurred in the editing form (for example when editing SMTP server settings).

8.1.6
¢ Debug - High memory usage when debugging in web farm environments

Using Kentico debugs in a web farm environment with database notification synchronization caused very high memory consumption. The debug memory usage was
optimized.

8.1.6
¢ Blogs - Duplicated blog months when creating blog posts

When creating blog posts, automatically created blog months were created incorrectly if the database culture was different than English.

8.1.6
o Workflow - Disabled Check out, Reset, and Archive buttons in IE9

The 'Check out', 'Reset' and 'Archive' buttons were disabled in Internet Explorer 9 when using workflows with the check in and check out functionality.

8.1.5
o User interface - Viewing online users didn't work correctly

Errors could occur when viewing online users while another user logged in. This only happened when online users weren't stored in the database.

8.1.5
¢ Personas - Automatically created global contacts could get assigned to personas

When a new global contact was automatically created, it could get incorrectly assigned to a persona.

8.1.5
* Pages - An incorrect 'Pagelnfo’ could be retrieved in certain cases

When system retrieved a 'Pagelnfo’ for a certain page, a wrong value was returned by the database in certain cases.

8.1.5
* Pages - Master page was not inherited on the Page and Design tab of a page

The visual inheritance of page templates used for a page was not interpreted correctly on the Page and Design tab. This happened on pages that were moved to a
different section of the content tree.

8.1.5
¢ Newsletters - Links in dynamic newsletters didn't work in certain cases

Port was removed from links in dynamic newsletters.

8.1.5
o Newsletters - Incorrectly encoded dynamic newsletter link text

Dynamic newsletter link text may have been encoded incorrectly if the 'charset' attribute was missing from the HTML page.

8.1.5
* Newsletters - Issues sent to a large number of contact subscribers weren't processed correctly

Sending newsletter issue to a large amount of contact subscribers may have resulted in some of the e-mails not being processed correctly.

8.1.5
e Microsoft Azure - Web farm servers weren't removed on Microsoft Azure

Web farm servers were not automatically removed from the database when scaling down instances on Microsoft Azure.
8.1.5
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e Media library - Media library preselection did not work correctly in the '"URL selector' form control
Media library preselection did not work correctly in the 'URL selector' form control.

8.1.5
« Hotfix - Improved project selection validation in KIM, Installer and Hotfix utility

KIM, Installer and Hotfix utility allowed to select incomplete Kentico projects and apply hotfixes and upgrades to them.

8.1.5
¢ Content editing - PDF preview wasn't resized correctly in Internet Explorer

PDF preview was not resized correctly in Internet Explorer when Device profiles were enabled.

8.1.5
« Contact management - Macros dependent on site context were not evaluated correctly in certain scenar

Macros dependent on site context were not evaluated correctly in certain scenarios.

8.1.5
e Search - Last update time of smart search indexes not updated on Microsoft Azure

The 'Last update' time displayed when editing smart search indexes wasn't updated correctly when running on Microsoft Azure.

8.1.4
* Page types - Predefined 'Root page template category' didn't work in certain cases

The 'Root page template category' did not work correctly when creating a new page. Users could select from all page template categories if a postback occurred.

8.1.4
o Newsletters - Tracking links did not work if their URL contained a whitespace character

When whitespace was inserted before or after a URL in newsletter, and 'Track clicked links' was enabled, the generated tracking link did not work.

8.1.4
¢ Marketing automation - Contacts got occasionally stuck in an action step

Contacts got occasionally stuck in the 'pending' state of an action step.

8.1.4
e Macros - Localization macros weren't correctly resolved in menu web parts and master page header

Localization macros were not correctly resolved in menu web parts and master page header

8.1.4
¢ Hotfix - Hotfixing of setup files failed when running from the default location

When running the Hotfix utility from the default location in the Kentico setup file folder, it wasn't possible to hotfix the setup files.

8.1.4
o Cultures - Culture aliases weren't validated for uniqueness

When editing cultures in the 'Localization' application, it was possible to set a 'Culture alias' already used by another culture. Culture aliases must be unique among
all cultures.

8.1.4
e CSS - Removing of object CSS styles didn't work in source control mode

Removing of CSS styles set for specific objects (such as page templates or web parts) didn't work correctly when storing virtual objects on the file system using
Deployment or Source control mode.

8.1.4
e Code generation - The code generated for custom tables and forms had an incorrect class name

The code generated for custom tables and forms had a class name that incorrectly contained the 'Ttem' suffix.

8.1.4
¢ Attachments - Image links inserted via the text editor didn't work with extension-less URLs

Links to attached images inserted via the text editor that were used together with extension-less URLs could result in a 404 error message.

8.1.4
e Windows Live ID - Windows LivelD authentication didn't work.

Windows LivelD authentication didn't work due to URL changes in the LivelID authentication process.

8.1.3
¢ Widgets - Widget properties were not styled correctly in certain cases

The 'Select path' control in widgets incorrectly displayed an additional text box and the confirmation message in widgets placed on a widget dashboard was not
styled correctly.

8.1.3
o Web parts - Certain web parts weren't cloned together with their physical file
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Web parts with 'File name' on their General tab starting with a slash sign '/' were not cloned together with their physical file.
8.1.3
o Transformations - DataltemIndex resolved incorrectly in certain cases

The value of 'DataltemIndex' was not resolved correctly if used in a transformation that was processed by the 'ApplyTransformation' macro method.

8.1.3
* Staging - Staging of global objects failed on multisite instances with mixed license types

Staging license requirements weren't checked correctly if staging was enabled for a site on a domain with a sufficient license, but the instance also contained a site
using a lower license edition without staging support. A licensing error occurred when working with global objects via the domain name of the site where staging
wasn't supported.

8.1.3
e Scoring - Scoring rule 'Validity' option selector wasn't retaining values

When an 'Activity' type score had its "Validity' set to a value different than 'Until', the radio list was always set to 'Until' when editing the rule again.

8.1.3
¢ Personas - Rules with a set expiration time didn't work correctly

Persona rules with a set expiration time did not work correctly due to an incorrect comparison operator in a stored procedure.

8.1.3
« Page types - The 'Show template selection' option didn't work for the 'Page (menu item)' page type

The 'Show template selection' option did not work for the 'Page (menu item)' page type.

8.1.3
o Newsletters - Certain dialogs opened from the editor toolbar didn't have padding

Certain dialogs opened from the editor toolbar did not have padding.

8.1.3
e Microsoft Azure - Incorrect handling of remote desktop certificate values in KIM

KIM now creates new remote desktop configuration keys including the thumbprint certificate with every deployment of a project to Microsoft Azure.

8.1.3
e Macros - Macro console field hidden behind a scroll bar

Text in the 'Expression' field of the Macro console page was hidden behind a horizontal scroll bar.

8.1.3
¢ Form controls - 'Numeric up/down' form control not working with a high minimum value

The 'Numeric up/down' form control didn't work correctly if the minimum value was set to a high value (a JavaScript error occurred when changing the field's value
in the resulting form).

8.1.3
o E-commerce - The 'OrderAddressInfo’ class ignored custom fields when creating new orders

When creating a new order, values from custom fields in the 'AddressInfo' class and the 'ShoppingCartInfo' class were not passed to custom fields in the
'OrderAddressInfo’ class.

8.1.3
¢ Controls - The 'UniButton' control incorrectly encoded 'LinkURL' properties twice

The 'UniButton' control incorrectly encoded 'LinkURL' properties twice.

8.1.3
« Content editing - Localization macros in Page titles weren't correctly resolved

Localization macros in Page titles were not correctly resolved.

8.1.3
¢ Contact management - The 'CurrentContact' cookie was set on every access

The 'CurrentContact' cookie was set on every access even if the current value did not differ. This prevented caching of the requests.

8.1.3
e AD Import - AD Import not assigning users to roles for primary groups

When importing users and primary groups, the AD Import failed to assign imported users to roles created for the primary groups.

8.1.3
e WYSIWYG editor - Different editor toolbars can now be set as default

You can now use the 'CKEditor:DefaultToolbarSet' web.config key to set the default toolbar when using the 'default' option for toolbar sets on a page.

8.1.2
o Widgets - Pages with hash tags weren't refreshed after placing a widget

Placing a user widget onto a page that contained a hash tag in its URL did not reload the page.
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8.1.2
e Web parts & controls - Error when using repeaters with the "TopN' or 'SelectTopN' properties

In a repeater, specifying the "TopN' or 'SelectTopN' properties to be larger than the available number of pages resulted in an error.

8.1.2
* Web parts - Broken preview mode UI in the Web part containers application

The layout of the preview mode of the Web part containers application user interface was broken.

8.1.2
e Web parts - Viewer web parts with a special settings combination didn't recieve correct data

When a viewer web part had the ‘Combine with default culture’ and ‘Check permissions’ properties enabled, and was set up to ‘Select top N pages’, it received
incorrect columns from the database.

8.1.2
o Ul cultures - Error when saving forms with default values in date fields while using a non-English U

An error occurred when saving editing forms with the default values left in date and time fields while using a user interface culture different than English (for
example when creating product options). Caused by #TODAY## and #NOW## macros in the default field values.

8.1.2
¢ Staging - Synchronizing the 'Clone template as ad-hoc' action for linked pages

Synchronization of the 'Clone as Ad-hoc template' action via the staging service didn't work correctly for linked pages (the pages on the target server didn't have
templates set).

8.1.2
« Sample sites - Incorrect styles of workflow action buttons for the E-commerce sample site

When editing pages of the E-commerce sample site on the Page tab in the Pages application, workflow action buttons had incorrect styling.

8.1.2
e REST - Where parameter not applied when loading site objects

The 'where' URL query string parameter wasn't applied for REST requests that loaded data of objects belonging to a specific site.

8.1.2
e REST - Invalid PUT/POST response data for objects without a GUID column

When sending PUT or POST requests for objects without a GUID column, the response data was invalid. The REST service no longer attempts to include the GUID
value in the response data for such objects.

8.1.2
« Portal engine - Repeater control did not load its view state data correctly after postback

Repeater control placed in a web part did not load its view state data correctly after postback.

8.1.2
o Pages - Stylesheets linked in the master page <head> section not applied in the Pages application

When a stylesheet link was added to the <head> section of a Master page, the styles weren't applied when viewing descendant pages in the Pages application.

8.1.2
o Pages - Page title macros were resolved incorrectly in certain scenarios

Using a non-existing field in Page title macros resulted in the whole macro not getting resolved.

8.1.2
e Macros - Incorrect result when comparing two decimal numbers in macros

Comparison operators in macro expressions returned an incorrect result in special cases if the parameters were two decimal numbers.

8.1.2
¢ Form engine - Failed validation for required fields with macro values

When a macro was added into a form field with a required value through the 'Edit value' dialog, the field was considered empty and validation failed (for example
when configuring web parts with required properties).

8.1.2
¢ Dialogs - Selector dialog was too small

The dialog window used for object selection was too small in certain locations, resulting in an unnecessary scrollbar.

8.1.2
¢ Dashboards - Dashboard trying to serve the aspx file for download in certain environments

When using SSL (https) and the Google Chrome browser, the system dashboard served the aspx page file for download instead of rendering the web page in some
cases.

8.1.2
¢ Dashboards - Dashboard customization not working in certain environments

When using SSL (https) and the Google Chrome browser, adding and removing applications on the system dashboard didn't work correctly.
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8.1.2
e AD Import - AD Import not assigning users to roles for distribution groups

When importing users and distribution groups (in which the users participate), the AD Import failed to assign the imported users to the roles created for the
distribution groups. In special cases, this also caused an error when selecting users and groups in the AD Import wizard.

8.1.2
o AD Import - Inefficient importing of users from specific AD groups

The AD Import utility always processed all users, even when the 'Tmport only new users with selected groups' option was enabled, resulting in decreased
performance. The import settings now provide a new option - 'Import all users from selected groups and ignore other users', which allows more efficient import of
users from specific AD groups.

8.1.2
¢ E-commerce - Payment result was "Method:" when editing an unpaid order

When editing an unpaid order, the Payment result field on the Billing tab displayed "Method:" until the cache was cleared.

8.1.1
e REST - JSON requests with binary data not processed correctly

Binary data wasn't processed correctly for requests using the JSON format. For JSON requests, binary data must be submitted as a byte array value.

8.1.1
o Installation - Installer stopped working when the installation was canceled

The Kentico Installer application stopped working if a running installation was canceled by the user.

8.1.1
¢ Dialogs - Error in the Select link dialog with the Community module uninstalled

An error occurred in the Select link dialog if the 'Community’ module was removed from the installation.

8.1.1
¢ Widgets - Youtube video widget buttons not visible in Internet Explorer

The widget buttons weren't displayed correctly for the "Youtube video' widget when editing pages in the Internet Explorer 11 browser.

8.1.1
o Custom tables - Unhandled error when using custom tables with an insufficient license

An unhandled error was displayed when working with custom tables with an insufficient license.

8.1.1
¢ E-commerce - Discount export leaves the Status column empty

When exporting the data of discounts into Excel/CSYV, the Status column was empty.

8.1.1
« Categories - Error when creating global categories with a site selected

An error occurred when saving a new global category while having a site selected in the site selector.

8.1.1
¢ E-commerce - Wrong preselected items in the Select available options dialog

The Select available options dialog in product option categories preselected the wrong items.

8.1.1
o Transformations - Error when creating new transformations from web part properties

An error occurred when creating new transformations from the web part properties dialog.

8.1.1
¢ Dialogs - Image preview in the media selection dialog not working on Microsoft Azure

The image preview in the media selection dialog didn't work when running in a Microsoft Azure environment.

8.1.1
o Scheduler - Unhandled error when saving a deleted scheduled task

An unhandled error was displayed when attempting to save a scheduled task that was previously deleted (for example in a different tab).

8.1.1
¢ Workflow - Incorrect administration interface after creating workflow actions

After creating a new Workflow action, the system opened the administration interface for Marketing automation actions.

8.1.1
e Search - Multi-word search didn't work correctly on Microsoft Azure

When running in a Microsoft Azure environment, searching for multiple words at once resulted in an error without returning any results.

8.1.1
¢ Form engine - Editing the Data source setting for fields without the ‘Edit SQL Queries’ permission
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The 'Data source' setting used when configuring fields that provide a list of selectable options incorrectly allowed users without the ‘Edit SQL Queries’ permission
to change the selection from ‘SQL Query’ to another option.

8.1.1

Documents - Error when saving pages with an ASPX template and editable regions in special cases

When saving pages based on an ASPX page template containing an editable region, an error occurred in special scenarios.

8.1.1
Web farms - Web farm synchnozation consumed a lot of computing power

Using the database updater as the synchronization mechanism for web farms caused very high CPU usage.

8.1.1
Microsoft Azure - Deploy to Azure using KIM didn't configure ServiceConfiguration.Local.cscfg

When deploying a Windows Azure project using KIM, the tool configured only the ServiceConfiguration.Cloud.cscfg file of the project and not the
ServiceConfiguration.Local.cscfg file. This subsequently caused errors in Visual Studio.

8.1.1
Microsoft Azure - Added an option for uploading a remote desktop certificate in KIM

When deploying a project using KIM, it is now possible to select and upload a pfx certificate for remote desktop connections to the Azure cloud service.

8.1.1
Dialogs - Broken height of dialog headers

The height of the header in dialogs containing a selector wasn't calculated correctly.

8.1.1
Security - Security improvements

Added security improvements to the application.

8.0.22
Widgets - Incorrect default value in the 'OutputConvertTablesToDivs' system property

The 'OutputConvertTablesToDivs' system property of widgets had an incorrect default value in the 'Data source' setting. This prevented making of modifications to
the property.

8.0.21
Web parts - E-mail address in the username field of the Logon form web part after using the password

The username field of the 'Logon form' web part was incorrectly prefilled with a user's e-mail address when returning after using the forgotton password
functionality.

8.0.21
Web analytics - Query strings can now be preserved in Referrals and Referring sites

You can now preserve query string parameters in the Referrals and Referring sites statistics. The 'CMSWebAnalyticsRemoveReferralQuery' web.config key has
been added and enables this behavior when set to 'false'.

8.0.21
Translation services - The <target> tag was missing in the generated XLIFF file in certain cases

When a translation via the Translations.com service was requested for a document in a workflow, the generated XLIFF file did not contain the <target> tag.

8.0.21
Transformations - Null reference for advanced Eval within transformations

Using the Eval method in transformations for multiple members separated by dots caused a null reference exception if the data source wasn't a DataTable.

8.0.21
Staging - Incorrect behavior when staging customized Ul elements

When staging customized Ul elements, the UI element type of elements belonging to the affected module was set incorrectly on the target server. This resulted in
incorrect behavior in the given parts of the administration interface.

8.0.21
Search - Smart search index files not deleted when running on Microsoft Azure

When deleting smart search indexes, the corresponding index files weren't removed if external storage was used as the file system.

8.0.21
On-line forms - The ‘BasicForm.SaveData’ method ignored the ‘redirectUrlAfterSave’ parameter

The ‘BasicForm.SaveData’ method ignored the ‘redirectUrlAfterSave’ parameter and the specified redirect did not work.

8.0.21
Macros - Certain document macros weren't resolved correctly.

The 'NodeClass', 'NodeACL', NodeOwner', 'NodeTemplate', NodeWireframeTemplate', and 'NodeLinkedNodeSite' document instance macros were not resolved
correctly.

8.0.21
General - Forgotten password functionality not working when using non-unique e-mails
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The forgotten password functionality didn't work correctly if the system was configured to not require unique e-mail addresses for user accounts.
8.0.21
¢ General - Recycle bin filter not working correctly

Filtering of content in the 'Recycle bin' application didn't work when the user interface culture was set differently than the database culture (usually English).

8.0.21
o Form controls - Country selector field value lost when submitting the form

If a form field using the 'Country selector' form control had a default value set, the value of the field was lost when the resulting form was submitted.

8.0.21
o Files - Importing files from server disk didn't work

File import did not work on the 'Tmport from server disk' tab after applying hotfix 8.0.8 or higher.

8.0.21
¢ E-commerce - PayPal IPN failed when using a comma as a decimal mark

The verification of the PayPal IPN notification failed when the default UI culture was set to a culture using a comma as a decimal mark.

8.0.21
¢ E-commerce - SKU inventory wasn't updated if modified in the product's edit form

If a product was under workflow, the 'SKUAvailableltems' and 'SKUTrackInventory' fields weren't updated after modifying the product in the edit form.

8.0.21
e Documents - Listing mode didn't display linked documents correctly

Listing mode did not display linked documents correctly. This was caused by MultiDocumentQuery not retrieving all linked documents from the database in certain
scenarios.

8.0.21
¢ Document types - The 'Generate default transformation' button was missing

The 'Generate default transformation' button was missing when creating a new Document type transformation.

8.0.21
e Document Library - Workflow step information in the 'Document library' web part

The 'Document library' web part didn't display the workflow step information correctly in some cases.

8.0.21
¢ Dialogs - Media dialogs didn't list documents with no published version

Media dialogs did not list documents with no published version in the right section of the dialog. The documents were visible only in the document tree of the
dialog.

8.0.21
¢ Dialogs - The 'Insert image or media' and 'Insert link' dialogs couldn't be opened

The 'Insert image or media' and 'Insert link' dialogs could not be opened when using the latest version of Internet Explorer 11 (11.0.11).

8.0.21
« Categories - Creating global categories resulted in an error in certain cases

Creating global categories resulted in an error when the 'Allow global categories' setting was disabled.

8.0.21
* ASPX templates - Incorrect link resolving with enabled CSS minification

Image link tags in ASPX templates were incorrectly resolved when the 'Allow CSS minification' setting was enabled.

8.0.21
o Workflow - The Published step was sometimes skipped when processing a workflow

Publishing a document in the 'Listing mode' could lead to skipping the 'Published step' when the step was situated right after an action step.

8.0.20
o Wireframes - Error when using the 'Checkbox' wireframe web part in preview mode

A JavaScript error occurred when changing the value of the 'Checkbox' wireframe web part outside of Design mode. Setting the wireframe checkbox value is now
only allowed in Design mode.

8.0.20
e Web parts & controls - Nested controls placed in transformations weren't working correctly

Nested controls placed in transformations were not working correctly.

8.0.20
¢ Web parts - The Lightbox gallery web part didn't display content correctly

The 'Lightbox gallery' web part did not display content correctly and users were not able to switch between the displayed the content.
8.0.20
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o Translation services - Translating a large amount of documents at once didn't work
Translating a large amount of documents at once did not work due to an error in a SQL statement.

8.0.20
e Macros - Licensing error in the macro report

The macro report displayed a licensing error page if the results contained a macro whose resolving was limited by the current license.

8.0.20
¢ Form controls - Custom table item selector didn't support the 'Has depending field' setting

The 'Custom table item selector' form control didn't work correctly for fields that had the 'Has depending field' setting enabled.

8.0.20
¢ E-mail engine - Error when editing e-mail templates

An error occurred when editing or creating e-mail templates in special cases ("The 'rules' start tag does not match the end tag of 'rule'.").

8.0.20
¢ E-commerce - Error logged and invoice generating failed when submitting an order

When a user's session expired before submitting an order in the last step of the checkout process, an unhandled error occurred and invoice generating failed.

8.0.20
e E-commerce - Custom field on the Shipping tab in Order details failed to save its value

When a custom field was added to the Order class and the field was displayed only in an alternative form for shipping, the field didn't save its value to the database.

8.0.20
¢ Web parts - Caching didn't take Category names in listing web parts into account

Caching did not take Category names in listing web parts into account. This resulted in incorrect documents being displayed in certain cases.

8.0.19
¢ Social Media - 'Facebook comments' web part on pages that support multiple protocols (https)

When using the 'Facebook comments' web part, posted comments were registered to different URLs based on the used protocol, resulting in separate comment
threads. To fix the issue, apply the hotfix, import the new version of the web part (Sites -> Import site or objects) and configure your web part instances to enforce a
specific URL protocol.

8.0.19
e REST - Retrieving data from a custom table without the ‘ItemOrder’ column via REST didn’t work

Data from custom tables without the 'TtemOrder' column couldn't be retrieved using REST.

8.0.19
¢ On-line forms - Error when cloning forms containing a dot

Dots were allowed in on-line form code names. This caused an error when cloning forms that contained dots in their code name.

8.0.19
¢ Import/Export - Incorrect merging of custom fields with changed names when importing classes (system

When importing existing classes (system tables) containing custom fields with changed names (different than the same field on the target instance), the fields were
merged incorrectly, resulting in multiple fields in the form definition.

8.0.19
¢ E-commerce - Customers could shop with a disabled currency

When an administrator disabled a user selected or user preferred currency, the user could still shop with the disabled currency.

8.0.19
¢ E-commerce - Wrong product options count calculation in the "Select available options" dialog

When paging was enabled in the "Select available options" dialog on the option categories page of products, the selected options were counted incorrectly under
certain circumstances.

8.0.19
o Custom tables - Errors in custom tables created based on existing database tables

When creating a new custom table with the 'Use an existing database table' option, the resulting table didn't work correctly if the original table's primary key column
didn't have the 'Identity' property enabled. The system now validates that the Identity property is enabled for the primary key before creating the table.

8.0.19
¢ Contact management - Circular reference when merging contacts

When automatically merging site contacts into global contacts, the child contact was also merged to another site contact in special cases. This could cause circular
referencing of one merged contact to the other, leading to errors and timeouts.

8.0.19
e Chat - Support chat popup window blocked in Chrome even if enabled

The message 'Popup window was blocked. Please check your browser's settings.' appeared in the Chrome browser even if popup windows were not blocked.
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8.0.19
¢ AB testing - Couldn't create an A/B variant from an existing page in special cases

Creating an A/B variant from a page that shared its page template containing an MVT variant with a different page caused an error.

8.0.19
¢ On-line Marketing - "Contact is registered for specified event" macro rule not working with a separa

The "Contact is registered for specified event" macro rule (Contact.RegisteredForEvent macro method) didn't work correctly if the on-line marketing database was
separated.

8.0.18
¢ On-line forms - Autoresponder not sending attachments

The autoresponder emails of forms didn't include attachments on instances configured to store files in the file system.

8.0.18
¢ Macros - Macro rules disabled after upgrading

After upgrading to Kentico 8, all original macro rules were disabled by default. The hotfix enables all macro rules whose 'Enabled' flag wasn't set manually.

8.0.18
¢ Import/Export - Imported classes missing default field values

The default values of fields weren't included when exporting and importing module classes.

8.0.18
o General - Threading errors under high website load

Unhandled threading errors occurred during heavy website load in special cases.

8.0.18
e E-commerce - Where condition not applied for the Products data source web part

The 'Products data source' web part only worked with the Where condition set up in the Document filter section. The Where condition property in the Products filter
section was ignored.

8.0.18
e E-commerce - SKU stock information was not excluded from workflow

If a product was under a workflow, data in the product UI was taken from the version history table (CMS_VersionHistory), causing inconsistencies in stock
information when the product document was published.

8.0.18
e Documents - Error when saving pages with editable regions

When saving documents containing editable regions on the 'Page’ tab, an unhandled error (System.ArgumentNullException) occurred in special cases.

8.0.18
o Workflow - Translating a versioned document from another language version caused an error

Translating a versioned document from another language version caused an error.

8.0.17
e Web parts & controls - CMSRepeater control not working correctly with a custom data source

The ‘CMSRepeater’ control didn't work correctly if a custom data source was assigned using data of a different type than ‘DataSet’ or ‘DataTable’.

8.0.17
e Web parts - Localization expressions in web part zone containers weren't resolved correctly

Localization expressions used in web part zone containers were always resolved in the default culture.

8.0.17
o User interface - Error when viewing UI elements on the Design tab

An error occurred when viewing certain object editing elements of the 'Project management' and 'Social marketing' modules on the Design tab in Modules -> User
interface.

8.0.17
¢ Reporting - Error when using report parameters with macros in the default value

If a report parameter contained a macro in the default value, a data type conversion error occurred in some cases when working with the parameter (for example
when using certain date formats in 'Date and Time' fields).

8.0.17
¢ On-line Marketing - The 'Contact has searched for specified keywords in the last X days' macro rule

The 'Contact has searched for specified keywords in the last X days' macro rule did not work.

8.0.17
¢ Media library - The 'Media selection' control didn't load previously selected values correctly

The 'Media selection' control didn't load previously selected values correctly when the selection dialog was opened again.
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8.0.17
e Macros - Incorrect unindentation in the macro rule designer

When editing macro conditions in the Rule designer, using the 'Unindent' action for the first rule of an indented level removed the preceding operator, resulting in an
invalid condition.

8.0.17
¢ E-commerce - Changing an order item's price modified the actual product price

When an administrator changed the price of an item during the creation of an order, the price of the actual SKU (product) was also modified.

8.0.17
¢ Documents - Performance issue when generating document aliases

Renaming a document with a large number of child documents could lead to timeout issues when the 'Remember original URLs when moving documents' setting
was enabled.

8.0.17
e Document types - Incorrect value in the 'Document name source' field when creating a new document ty

The system automatically assigned required fields that used the 'Media selection' form control as the default 'Document name source field' and 'Document alias
source field' when creating a new document type. This could cause an invalid URL to be created for documents of this type.

8.0.17
¢ Custom tables - Error when creating custom tables based on an existing database table

When creating a new custom table with the 'Use an existing database table' option, an error occurred if the table contained a column with an unsupported data type.
The page now handles the error and informs the user about the data type problem.

8.0.17
¢ Categories - Adding categories to a document under a workflow with content locking didn't work

Adding categories to a document under a workflow with content locking did not save the entered categories.

8.0.17
¢ Widgets - Documents with a document alias containing

101

caused an error
Documents with a document alias containing a degree sign (°) caused an error in widget properties due to an encoding issue.

8.0.16
e Search - Search field settings not saved correctly for new document types

Newly created document types didn't have the default search field settings saved correctly, resulting in problems with the search in some scenarios.

8.0.16
o Newsletters - Opening an issue incorrectly created a new contact in certain cases

When a contact assigned to a visitor was sent a newsletter and then merged into a different contact before opening the newsletter, a new contact was incorrectly
created upon opening the newsletter.

8.0.16
¢ Newsletters - Macros in hyperlinks and images were not resolved correctly

Macros inside '<a>' and '<img>' tags were not resolved in newsletter issues.

8.0.16
e Macros - Invalid macro signatures after resigning with the old salt specified

After updating macro signatures with the 'Old salt' value specified (in the System application), certain types of macros had invalid signatures.

8.0.16
e Macros - Broken path macros after importing packages from previous Kentico versions

When importing site or object packages from previous versions of Kentico, the conversion of obsolete path macros, such as {& /Products/% &}, didn't work
correctly for expressions stored in XML fields.

8.0.16
o Import/Export - Invalid macro signatures for documents after importing a new site

Macro signatures for documents weren't refreshed when importing a new site using the New site wizard.

8.0.16
¢ General - Multiple page placeholders didn't work correctly with layout web parts and widgets

Pages with multiple page placeholder web parts did not work correctly with layout web parts and widgets.

8.0.16
e Forums - Forum post subscription not working under certain circumstances

If a user subscribed to a post in a forum and later wanted to subscribe to another post within the same forum thread but under a different branch of replies, the
system informed them that they’d already subscribed.

8.0.16
¢ E-commerce - The Cartltem.Bundleltems property was empty for bundle products when used in the shoppi
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The 'CartItem.Bundleltems property' was empty when used in the OnPreRender handler of the CMSCheckoutWebPart class.
8.0.16
¢ E-commerce - Price detail in the Shopping cart content web part did not work correctly

The Shopping cart content web part did not link the modaldialog.js file, preventing the price detail dialog from appearing.

8.0.16
o Document types - Incorrect behavior when saving document editing forms

When creating new document types, the system incorrectly allowed the dot character (.) in the code name. Having a dot in the code name resulted in invalid
behavior on the editing form of the documents. If you have document types with a dot in the code name, please manually update the value.

8.0.16
« Content Personalization - Widget variants with the same Display name caused an error in certain case

Creating a widget variant with a Display name that already existed on a page with the same Page template caused an error.

8.0.16
+ Contact management - Error on the Contact properties and Account properties UI element’s Design tab

An error was displayed when editing the 'Contact properties' and 'Account properties' UI elements in the Modules application on the Design tab.

8.0.16
¢ Banner management - Banner clicks limitation changed to unlimited in certain cases

The 'Clicks left' property in a banner incorrectly changed to 'Number of clicks is not limited' when visitors clicked more than the allowed number of times.

8.0.16
* Web analytics - Browser type statistics when logging analytics using JavaScript

If the 'Log via JavaScript snippet' setting was enabled for web analytics, logging of the browser type statistics didn't work correctly.

8.0.15
¢ Tags - Wrong tag group when displaying tags in transformations

When using the 'BlogFunctions.GetDocumentTags' method in transformations to display document tags as links on a multilingual site, the tag group IDs in the link
URL were incorrect for non-default languages.

8.0.15
e REST - Supported SQL syntax in REST where conditions

When loading multiple objects using the REST service, the 'where' URL parameter didn't work correctly with certain types of SQL syntax (for example the
BETWEEN keyword) if the user account used for authorization wasn't a global administrator.

8.0.15
¢ On-line Marketing - Missing Variants tab in document properties when using content personalization

The 'Properties -> Variants' tab didn't appear after adding content personalization variants for a document in the Pages application.

8.0.15
¢ On-line Marketing - Incorrect widget variants were displayed on documents with shared page templates

A cached document ID was incorrectly used in widget variant selection on pages that shared the same page template. This resulted in certain variants displaying
incorrect content.

8.0.15
¢ Newsletters - Sending issues that contained links with long description failed

An exception was thrown when sending newsletter issues that contained links with description longer than 400 characters.

8.0.15
¢ MVC - Setting a specific URL wildcard in custom URL path caused an error

Setting a wildcard in the '{*name;value*}' format in the 'Path or pattern' custom URL path property caused an exception on the Page tab.

8.0.15
e Macros - Broken macros after importing packages from previous Kentico versions

When importing site or object packages from previous versions of Kentico, the conversion of unsupported macros didn't work correctly for expressions stored in
XML fields, leading to invalid macro or XML syntax in some cases.

8.0.15
« Form controls - ValueForValidation property of form controls

If the 'ValueForValidation' property was overridden in the code of custom form controls, the value wasn't used during form validation.

8.0.15
« E-mail engine - Saving e-mail templates with macros in the Subject field

E-mail templates with macros in the Subject field couldn't be saved.

8.0.15
e E-commerce - Localization of shipping and payment options

Language localization didn't work for the names of payment methods and shipping options.
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8.0.15
¢ Custom tables - The 'Items' property of the 'CustomTableInfo' class didn't work in macro expressions

An error was logged when the 'Items' property of a 'CustomTableltem' instance was evaluated in a macro expression for a custom table that didn't contain any data
items.

8.0.15
o Avatars - User avatar selector validation error for required fields

When using the 'User avatar selector' form control for fields with a required value, validation failed if the field was empty and a new avatar image was uploaded.

8.0.15
o Attachments - Missing filter above the attachment list

The 'Properties -> Attachments' tab in the Pages application didn't display a filter when editing documents with a large number of attachments.

8.0.15
¢ E-commerce - Error in the checkout process when using on-line marketing

When on-line marketing was enabled, an error occurred for anonymous customers after selecting a country without states in the address during the checkout
process.

8.0.15
¢ E-commerce - Form input validation not triggered for the Payment form web part

The 'Payment form' web part didn't trigger form input validation when the payment was submitted.

8.0.15
¢ E-commerce - Checking if products belong to the shopping cart in macros

The 'Shopping cart contains product' order discount macro rule does not work for more than one product. For multiple products, manually create your own order
rule using the new 'ShoppingCartContainsAllOfProducts' or 'ShoppingCartContainsAnyOfProducts' macro methods.

8.0.15
¢ Macros - Cache macro method didn't work correctly

When using the 'Cache' method in macros, the cached expression was evaluated even if the result was available in the cache.

8.0.15
o Newsletters - Editing an issue with too large an editable region threw an exception

An exception was thrown when editing an issue that had an editable region with too large dimensions.

8.0.15
¢ WYSIWYG editor - HTML encoding on postback

The content of the editor was HTML encoded whenever a postback occurred on the page.

8.0.14
e Web parts & controls - The Custom table data source web part caused an error in certain cases

Connecting the Custom table data source web part to the Basic Bing maps or Basic Google maps web part caused an exception.

8.0.14
o User interface - Version number tooltip in the help toolbar

The version number in the help toolbar had a tooltip with incorrect information. This tooltip was removed.

8.0.14
o Transformations - Incorrect documentation link in Strands transformations

There was an incorrect documentation link in Strands transformations.

8.0.14
o Transformations - The 'CMS55Compatibility' web.config key caused errors

The 'CMS55Compatibility' web.config key caused transformation errors.

8.0.14
o Tags - The tag selector autocomplete function returned multi-word tags in a wrong format

The tag selector autocomplete function returned multi-word tags in a wrong format.

8.0.14
o Settings - Debug settings not applied immediately

When the settings search was used to find and configure the debug settings, the results didn't take effect until the application's cache was cleared.

8.0.14
e Security - Password policy not applied for the 'Password' form control

Fields using the 'Password' form control didn't validate input according to the password policy defined in 'Settings -> Security & Membership -> Passwords'.

8.0.14
e Search - Documents missing from the search index after a rebuild
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When building document smart search indexes, processing of documents without a published version could prevent the system from indexing the remaining
documents.
8.0.14

e Scoring - The 'State' value in the 'Country' attribute wasn't saved correctly

The 'State' value was not saved when creating a scoring rule with the 'Country’ attribute.

8.0.14
¢ Polls - Error when changing the code name of a poll

An error occurred when changing the code name of a poll.

8.0.14
¢ Performance - High memory usage

The Worker thread debug was inefficient, leading to high memory consumption in certain scenarios.

8.0.14
e On-line forms - Submit button text not set for forms with a custom ASCX layout

The submit button of forms with a custom ASCX layout didn't use the text caption configured via the form's 'Submit button text' setting.

8.0.14
¢ Macros - Macros with invalid signatures missing in the macro report

When using the 'Report problems' option of the macro report (System -> Macros -> Report), the system didn't correctly detect all macros with invalid signatures.

8.0.14
¢ Macros - Missing macro methods

Registration of macro methods failed in certain cases (when multiple threads attempted to resolve the same method under heavy load). This resulted in missing
methods and errors in the event log.

8.0.14
¢ Integration bus - Integration tasks weren't logged when documents were reordered or sorted

Integration bus tasks were not logged for documents that were reordered or sorted.

8.0.14
¢ Documents - Incorrect document order after creating new documents

The order of documents within a section was incorrectly recomputed after creating a new document.

8.0.14
¢ Content editing - Content editing actions fired validators in custom controls

Content editing actions fired validators in custom controls in certain cases.

8.0.14
o Chat - Support chat user online status

When a user left or closed a support chat window, their online status wasn't updated correctly for the support staff on the other side of the conversation.

8.0.14
¢ Chat - Reopening the support chat window in IE9

When using support chat in Internet Explorer 9, it wasn't possible to reopen the chat window after closing until the page was refreshed.

8.0.14
¢ Caching - Caching for custom module classes

When generating Info code for custom module classes, the 'TouchCacheDependencies' property wasn't set in the Typelnfo definition. As a result, editing objects of
the class didn't correctly clear the given data from the cache. The property is now set to true by default for new classes.

8.0.14
¢ Newsletters - The ‘ConvertToAbsolute’ method resolved absolute links as ‘http’ links

The ‘ConvertToAbsolute’ method did not take protocol into account and incorrectly converted absolute links to the ‘http’ protocol.

8.0.14
* Widgets - Disabling viewstate for inline widgets didn't work

The 'Disable viewstate' system property did not work in inline widgets.

8.0.13
e Web parts - Google Sitemap web part generated an incorrect set of documents in certain cases

When the Google Sitemap web part was set to generate documents from all cultures using the ##ALL## macro, all the resulting documents had the default culture
prefix instead. This happened when the 'Use language prefix for URLSs' setting was enabled.

8.0.13
o User interface - Selectors not displaying data if more than 1000 items were selected

Selectors in the user interface (for example the Users tab when editing Roles) displayed a "No data found" message if more than 1000 items were selected.
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8.0.13
¢ Staging - Error when creating synchronization tasks for documents if the parent document's alias was

Synchronizing a document with a modified alias could result in an error when creating synchronization tasks for child documents.

8.0.13
¢ Staging - Published documents not published on the target staging server

When a workflow was applied to an existing document and this document was then synchronized to staging server, it wasn't published on the target even though it
was published on the source server.

8.0.13
¢ On-line Marketing - JavaScript errors logged when using the Strands recommendations web part

Javascript errors were logged in the browser console when manipulating with the Strands recommendations web part in certain cases.

8.0.13
¢ Message boards - Incorrect author of edited messages

When an existing message on a board was modified, the editor was saved as the author of the message.

8.0.13
e Macros - Macro rule designer didn't load complex rules correctly

The macro rule designer used for editing conditions didn't load complex rules correctly in some cases (when the condition contained nested rule levels).

8.0.13
e Macros - Path macros not being resolved

Macros containing path expressions {% Path["<path_expression>"] %} weren't resolved.

8.0.13
o General - Error when using fields with a name matching a reserved SQL keyword

An error occurred when working with custom fields (for example of classes or document types) whose name matched a reserved SQL keyword, such as 'From'.

8.0.13
o Files - Streaming of physical media files didn't work correctly

Streaming of physical media files didn't work correctly in special cases.

8.0.13
¢ E-commerce - Catalog discounts were not applied correctly when sessionState mode was set to "InProc"

Prices of discounted products were not updated when the applied catalog discount changed.

8.0.13
¢ Documents - An XML comment was missing in 'MultiDocumentQueryBase'

An XML comment was missing in 'MultiDocumentQueryBase', which resulted in a warning being displayed.

8.0.13
¢ Documents - Inserting a linked document into a section led to wrong document order

The order of documents within a section was incorrectly recomputed after inserting a linked document.

8.0.13
¢ Documents - Documents retrieved via collections managed incorrectly using the API

When working with document collections in the API, management methods for the latest document version handled documents as the published version instead. For
example, this resulted in staging tasks not being created correctly for changes made to documents loaded using 'DocumentHelper.GetDocuments'.

8.0.13
¢ Documents - Ad-hoc page templates were deleted from different sites in certain cases

When an ad-hoc page template was deleted from a site, ad-hod page templates from other sites that shared the same GUID were deleted as well.

8.0.13
¢ Dialogs - Unable to type the password in the screen lock dialog

When the screen lock dialog was displayed above another modal dialog (for example web part properties), it wasn't possible to enter the password and unlock the
system.

8.0.13
¢ E-commerce - Product coupons were accepted, but not applied for product variants.

When a product variant was in the shopping cart, any product coupon related to the product could be successfully added. However, the appropriate discount was not
applied to the product variant.

8.0.13
¢ Widgets - Content in the Tabs layout widget disappeared in certain cases

Content inserted into the Tabs layout widget disappeared when the value of the “Tabs’ property was increased.
8.0.12
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e Web parts & controls - RenderedHTML property of the CMSListMenu control

The 'RenderedHTML' property of the 'CMSListMenu' control didn't contain the correct value during the PreRender page event.

8.0.12
o Web parts & controls - Edit mode buttons of listing controls

Editing documents via the edit mode buttons of listing web parts or controls opened the given document's Page tab instead of the Form tab.

8.0.12
e Web parts - Unable to insert HTML tags as text into the Editable text web part

Users were unable to insert HTML tags as text into the Editable text web part.

8.0.12
¢ Staging - Data loss on the target server after renaming custom table fields

When synchronizing custom tables, renaming a custom table field resulted in data loss of the field's values on the target server.

8.0.12
¢ Social Marketing - Facebook permissions changed according to the Facebook 2.0 API

Facebook permissions changed according to the Facebook 2.0 API.

8.0.12
e Search - Incorrect processing for search box text containing macros

Search box components didn't correctly process text containing macro expressions.

8.0.12
e REST - IN and NOT IN keywords in REST where conditions

When loading multiple objects using the REST service, the 'where' URL parameter didn't work with values containing the 'IN' or 'NOT IN' keywords if the user
account used for authorization wasn't a global administrator.

8.0.12
¢ On-line Marketing - The 'Contact has purchased number of items' macro rule didn't evaluate correctly

The 'Contact has purchased number of items' macro rule didn't evaluate correctly when the contact bought more items in one purchase.

8.0.12
* Newsletters - Contact macros weren't resolved correctly in certain cases

If a persona or contact group subscriber contained a contact without e-mail, contact macros in the newsletter issue body could have been resolved for a different
contact than the one shown in the preview header.

8.0.12
o Multilingual content - Caching in language selector web parts didn't work correctly

Language selector web parts did not cache query string parameters correctly in some specific scenarios.

8.0.12
¢ Marketing automation - Marketing automation process triggers not cloned correctly

When cloning marketing automation processes, site-specific triggers of the process weren't cloned correctly.

8.0.12
» Hotfix - False positives in the modified file report when applying hotfixes

The hotifx utility reported some of the hotfixed files as modified even if they weren't modified in the given project.

8.0.12
e Groups - Custom fields in community groups not displayed

Community group custom fields weren't displayed when editing a group.

8.0.12
« Form engine - Custom registration form web part with an ASCX form layout

The 'Custom registration form' web part didn't work if the assigned alternative form used an ASCX layout.

8.0.12
¢ Documents - Specifying a document type in the Listing mode lead to an exception

An exception was shown when documents in the Listing mode were filtered based on a document type different than the 'Page (menu item)'.

8.0.12
¢ Documents - Context menu in the content tree didn't display tree actions to content editors

Context menu in the content tree did not display tree actions to content editor due to incorrect permission checks.

8.0.12
¢ Documents - MultiDocumentQuery filtered duplicates incorrectly in certain cases

MultiDocumentQuery used to filter duplicate documents together with the “Top N’ parameter returned incorrect data.
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8.0.12
e Documents - Child document alias path wasn't updated in certain scenarios

Child document alias paths were not updated when a non-default culture parent document was created before the default culture version of the document.

8.0.12
¢ Documents - Redundant query calls in the Pages application UI

Redundant query calls were made when displaying documents in the Pages application.

8.0.12
¢ Documents - DocumentQuery didn't reflect certain parametrizations correctly

DocumentQuery did not correctly reflect the '‘CombineWithDefaultCulture' and 'FilterDuplicities' parametrizations.

8.0.12
e Documents - Preview mode not accessible for users with only document ACL permissions

Users who had access to documents only via document ACL permissions couldn't view the content in the 'Preview' mode of the Pages application.

8.0.12
¢ Dialogs - Dialog position 'absolute’ in IE10 and later

Dialogs opened in IE10 (and later) had position 'absolute’ instead of position 'fixed'.

8.0.12
¢ Debug - Incorrect hotfix version on the System objects tab

The 'System objects' tab of the 'Debug' application didn't display the current hotfix version correctly.

8.0.12
o Attachments - Documents with a large amount of attachments couldn't be published

Documents with a large amount of attachments could not be published due to an SQL error.

8.0.12
e API - SessionManager.IsUserOnline() method always returning a true value

If the 'Monitor on-line users' and 'Store on-line users in database' settings were enabled, the SessionManager.IsUserOnline() method returned a true value even for
users who already logged out.

8.0.12
* Widgets - Missing category title in widget properties

When configuring the properties of widgets, the title of the first category was missing for some widgets.

8.0.11
e Web parts - Google maps in certain languages didn't display locations correctly

Google maps displayed in languages that use a comma as a decimal mark did not display locations properly.

8.0.11
e Web parts - 'Show navigation control' and 'Show scale control' in Google maps didn't work

The 'Show navigation control' and 'Show scale control' in the Google maps web parts did not work due to changes in the Google maps API.

8.0.11
e Web analytics - Exception occurred when evaluating contacts in certain cases

An arithmetic overflow exception occurred when evaluating the most active contact in a given collection.

8.0.11
o Search - Search results in the Pages application incorrectly redirected to dashboard

Clicking on a search result in the Pages application incorrectly redirected the user to dashboard instead of the particular tree node.

8.0.11
e On-line forms - Online forms weren't hidden after being submitted

Online forms with the 'Display text after the form is submitted' option enabled were not hidden after being submitted.

8.0.11
¢ Microsoft Azure - 'Update within request' synchronization method on Microsoft Azure

Projects running on Microsoft Azure incorrectly allowed the 'Update within request' web farm synchronization mechanism. Azure projects need to use the web farm
database updater instead.

8.0.11
e Macros - Conditions using ‘AutomationState” didn’t work outside of Marketing Automation

Macro rules that make use of ‘AutomationState’ objects did not work outside of Marketing Automation.
8.0.11

e Macros - Certain macro rules using ‘has not’ in their condition didn’t work
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Certain macro rules using ‘has not’ in their condition did not work.
8.0.11
e Macros - Indexing of 'OrderCustomData’ required lower case values

When accessing macro collections based on XML data using an index, for example OrderCustomData["fieldName"], the index name was processed in a case
sensitive way and only worked for lower case values.

8.0.11
¢ General - Creating queries for module classes

The user interface didn't work correctly when creating new queries for module classes. It is only possible to create queries for classes under custom modules that are
currently in development (before the module is exported) or in the 'Custom' module.

8.0.11
¢ General - Misleading administrator status message in the Permissions application

When using the 'Report for user' feature in the Permissions application, the system incorrectly referred to users with the 'Administrator' privilege level as global
administrators. The Administrator privilege level bypasses permissions checks, but does not give full access to global actions.

8.0.11
¢ Form engine - Publishing category title wasn't displayed in Pages -> Form

If the editing form of a document type contained categories, the 'Publish from/to’ fields weren't displayed inside the 'Publishing' category on the Pages -> Form tab.

8.0.11
¢ Documents - New documents weren't sorted correctly in certain cases

Documents created in a section that contained more than one document type were not ordered correctly.

8.0.11
e CSS - Stylesheet bookmarks containing the dash character not displayed

Bookmarks in CSS stylesheets that contained the dash character in their name weren't displayed in the bookmark list.

8.0.11
¢ Documents - Document URL generated incorrectly for child documents when the parent document was renamed

When using the 'Use name path for URL path’ setting, the URL of child documents was updated incorrectly after a parent document was renamed.

8.0.10
* Widgets - Custom widget thumbnails weren't displayed in editable regions

Custom widget thumbnails for inline widgets were not displayed when the widget was placed into the 'Editable text' web part.

8.0.9
e Web parts & controls - Update panel in web parts

An error occurred when the ASP.NET UpdatePanel control was placed into web parts or controls.

8.0.9
o Tags - Tags weren't assigned to the preset tag group

Tags created through a field with the "Tag selector' form control weren't assigned to the tag group selected in the field's "Tag group ID' property.

8.0.9
e Staging - Synchronization of new document types and custom tables failed

When a new document type or custom table was created, the resulting synchronization task failed.

8.0.9
e Search - Document crawler indexes showing deleted documents

Document crawler smart search indexes weren't updated when documents were deleted from the indexed content.

8.0.9
e Multilingual content - Preferred language settings of browsers not working correctly

The content culture wasn't switched correctly according to the preferred language settings of the visitor's browser.

8.0.9
e Macros - Open macros not resolved in HTML editor fields

Macros with open conditions or loops weren't resolved correctly when placed into an HTML editor field (for example editable regions on the Page tab in the Pages
application).

8.0.9
e Macros - Broken field validation macros

Re-signing macros after applying hotfix 8.0.6 caused macros in field validation rules to become invalid. Applying the hotfix fixes both the macro re-signing process
and all occurrences of broken field validation macros.

8.0.9
o Import/Export - Queries not included when exporting custom modules

Queries created for classes under custom modules weren't included in the module's export package.

https://devnet.kentico.com/download/hotfixes 133/230



4/23/26, 10:04 PM Hotfixes

8.0.9
¢ Form controls - Incorrect accessibility of input elements in the 'Password with confirmation' form c

The 'for' attribute of the label in the 'Password with confirmation' form control didn't contain the ID of the correct input element.

8.0.9
e Form controls - 'Schedule Interval' form control

The 'Schedule Interval' control was incorrectly registered in the system as a form control. This control is not designed to be used as a form control.

8.0.9
¢ E-commerce - Transformation method 'IsSKUAvailableForSale' for products with variants

The 'IsSKUAvailableForSale()' transformation method returned a false value for products with inventory tracked using variants, even when the variants were in
stock.

8.0.9
¢ Documents - Inefficient filtering of duplicate documents from DocuemntQuery results

On sites with a large number of documents, filtering of duplicate documents was inefficient, leading to slow performance (for example when using the 'Filter out
duplicate documents' property of web parts).

8.0.9
¢ Documents - Error in the Pages application

An error occurred in the Pages application when opened after running the 'New site wizard' in certain cases.

8.0.9
¢ Documents - Exception when viewing the product tree with a limited products starting path

When viewing the products tree in the administration interface, a stack overflow exception was displayed if the 'Products starting path' setting was applied and the
URL contained the nodeID parameter of a product document not under the selected path.

8.0.9
o Documents - Document aliases not created for child documents in non-default cultures

Document aliases weren't created for child documents in non-default cultures when the parent document's name was modified with the 'Remember original URLs
when moving documents' and 'Use name path for URL path' settings enabled.

8.0.9
¢ Dialogs - Drop-down with autocomplete overflow in dialogs

When opening drop-down lists with autocomplete support inside dialogs, the content overflowed outside of the dialog page in some cases.

8.0.9
o Custom tables - The 'Custom table form' web part didn't display an error message in certain cases

The 'Custom table form' web part did not display an error message when the user had insufficient permissions to modify or create a new item.

8.0.9
o Code generation - Invalid code generated for module classes with File fields

The Info code generated for custom module classes with 'File' type fields contained invalid constants in the default values of the properties representing the given
fields.

8.0.9
¢ Code generation - Inconsistent letter case in provider method names generated for binding classes

The Provider code generated for binding classes under custom modules contained method names with inconsistent letter case.

8.0.9
o Code generation - Inefficient provider code generated for binding classes

The implementation of the "GetInfo" methods generated in the Provider code for binding classes under custom modules wasn't optimal (called unnecessary queries).

8.0.9
¢ API - DocumentQuery not returning all documents when the root section was requested

When loading documents using DocumentQuery parametrized by the .Path("/", PathTypeEnum.Section) method, only the root document was returned without child
documents.

8.0.9
¢ AD Import - AD Import failed to process circular group relationships

When loading an Active Directory structure containing circular group relationships (groups that are members of each other in a way that forms a cycle), an
exception occurred.

8.0.9
o Widgets - Inserting a layout widget into another layout widget caused an error in certain cases

Inserting a layout widget into another layout widget caused 'Service unavailable (503)' error on the Page tab in certain cases.

8.0.8
¢ Widgets - YouTube widget didn't work correctly when the URL contained an underscore
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The YouTube widget didn't work correctly when the URL contained an underscore character.
8.0.8
Web parts - Redirect in a web part caused an error in certain cases

An exception was thrown when "URLHelper.RedirectPermanent' was called in the 'Onlnit' event of a web part.

8.0.8
URL rewriting & SEO - 'Page not found' page not displayed correctly when refreshed

Reloading of 'Page not found' pages didn't work correctly when using output caching and output compression.

8.0.8
Marketing automation - Triggers not fired correctly when logging multiple activities at once

Marketing automation triggers weren't fired correctly in some cases when logging multiple activities at once.

8.0.8
Marketing automation - Triggers weren't deleted from cache when deleting a Marketing automation proc

Marketing automation triggers were not deleted from cache when deleting the Marketing automation process in which they were defined.

8.0.8
Macros - String representations of object collections ended with an empty line

Strings returned by object collection macros, such as {% CurrentDocument.Categories %}, ended with an empty line, resulting in an invalid value for certain

scenarios.

8.0.8
Import toolkit - Importing product documents

The import failed when importing product documents without the 'Tmport as a product' check box selected. Furthermore, an error occurred when updating existing

product documents selected by a custom Where condition.

8.0.8
General - Applications weren't opened correctly in certain cases

Opening an application from another application caused incorrect initialization of the newly opened application.

8.0.8
General - Culture in query string caused malfunction in certain Page application actions

Culture in query string caused malfunction in certain Page application actions because the culture stored in a cookie was overwritten.

8.0.8
Form engine - Error when deleting 'File' type fields from classes

Deleting a 'File' type field from a class in the Modules application caused an error.

8.0.8
Form controls - Error on the View tab of the 'Upload file' form control

An error occurred when viewing the 'Upload file' form control on the 'View' tab in the Form controls application.

8.0.8
Field editor - Error when creating new fields

The field editor didn't work correctly when creating new fields if the Field type was changed and the 'Display field in the editing form' option was toggled.

8.0.8
E-commerce - Customer's shipping address is not pre-filled

If a customer selected a previous shipping address during the check out process, the address fields were not pre-filled in the form.

8.0.8
E-commerce - 'ShowWishlistLink' property of the 'ShoppingCartltemSelector' control

Setting the 'ShowWishlistLink' property didn't affect the behavior of the 'ShoppingCartItemSelector' control.

8.0.8
E-commerce - Global variants could not be created from global products

An error occurred when generating product variants for global products and categories.

8.0.8
Documents - The 'CMSMaxNodeAliasLength' web.config key wasn't applied correctly for new documents

The 'CMSMaxNodeAliasLength' web.config key was not applied correctly when inserting new documents.

8.0.8
Documents - The value of the 'TreeNode.HasChanged' property was misleading

The value of the 'HasChanged' property was set to 'true’ even if no changes were made to the given 'TreeNode' instance.

8.0.8
API - Integration test base classes didn't initialize the application
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The base classes for integration tests (IntegrationTests, IsolatedIntegrationTests) didn't correctly initialize the application for the test methods.
8.0.8
¢ Windows Azure - Error logged when starting the application

When starting the application on Windows Azure (or in the emulator), a threading error was logged into the Event log.

8.0.7
e Web parts & controls - The 'GoogleSitemap' control generated duplicate items

The site map generated by the 'GoogleSitemap' control contained duplicate items.

8.0.7
e Web parts - Automatic code name generation for personalization variants

Creating a new personalization variant with the 'Code name' field left empty resulted in the code name being set to ‘AUTO’.

8.0.7
e Web parts - Invalid macro condition in the ‘Div element’ web part container

The HTML of the ‘Div element’ web part container contained an invalid macro expression.

8.0.7
e Web parts - Custom fields in inherited web parts couldn't be removed

If custom properties were programatically deleted from a web part (for example during the upgrade procedure), these properties couldn't be removed from inherited
web parts that modified the property settings. You can now remove the properties using the 'Reset field' button.

8.0.7
o Translation services - The list of submission items didn't display a filter in certain cases

The list of submission items didn't display a filter when more than one page was available. Also, the 'File type' column was not necessary as only one file type is
supported.

8.0.7
o Translation services - Bulk translation of documents also included child documents

When submitting 'all' documents for translation on the Listing page, all child documents were incorrectly included in the translation data.

8.0.7
e Scoring - The 'Message board' selector didn't display the selected 'all' value correctly

The 'Message board' selector for the 'Message board comment' activity did not display the selected 'all' value correctly.

8.0.7
e Scoring - Scoring macro rules were not reevaluated in certain cases

Scoring macro rules were not reevaluated by a logged activity or an attribute change.

8.0.7
e Scoring - Improved memory usage when recalculating macro scoring rules

Memory usage when recalculating macro type scoring rules for a large number of contacts has been optimized.

8.0.7
¢ Personas - Persona macro rules were not reevaluated in certain cases

Persona macro rules were not reevaluated by a logged activity or an attribute change.

8.0.7
¢ On-line forms - Form inconsistency after making fields required in the Form builder

Making a field required in the Form builder after form records had already been created without a value in the given field created an inconsistency, leading to
potential errors when working with the form.

8.0.7
¢ Licensing - Entering a new license caused JavaScript errors

Entering a new license caused JavaScript errors.

8.0.7
« Installation - Installation failed if special characters were used in the Target location

The installation failed if certain special characters were used in the Target location path. Unsupported characters are now automatically converted to underscores.

8.0.7
¢ Hotfix - Installing sample sites reversed hotfix changes

When one of the default sample sites was installed on a hotfixed project, the imported objects overwrote changes introduced by the hotfix. Applying the hotfix now
also updates the data of the sample site templates.

8.0.7
e General export - Advanced export with 'Export raw database data' enabled

When using the advanced export feature for product or document data listed in the administration interface, the export didn't work if the 'Export raw database data'
option was enabled.

https://devnet.kentico.com/download/hotfixes 136/230



4/23/26, 10:04 PM Hotfixes

8.0.7
¢ Field editor - Uniselector based form controls didn't work correctly in the field editor

Form controls based on the Uni selector didn't work correctly in the simple mode of the 'Editing control settings' section in the field editor.

8.0.7
o Field editor - Error when creating binary type fields for classes

When creating a new class for a custom module with a visible 'Binary' type field, an exception occurred, since no form controls exist for the binary field type. If you
need a binary field in your class, we recommend keeping the field hidden in the editing form.

8.0.7
¢ Documentation - Invalid "How to" links in the Banned IPs application

The "How to" links in the help section of the Banned IPs application pointed to invalid pages in the documentation.

8.0.7
¢ Document types - Document type scopes didn't work for documents with unicode characters in their nam

Document type scopes did not apply to documents with unicode characters in the document name.

8.0.7
¢ Data.com - Implementation of changes in the Data.com API

The Data.com implementation has been updated to correspond with the new Data.com API.

8.0.7
« Content editing - The 'Master page' tab wasn’t accessible with enabled UI Personalization

The 'Master page' tab was not accessible due to wrong permission check when UI Personalization was enabled.

8.0.7
« Content editing - Saving changes on a master page caused JavaScript errors

Saving changes on a master page caused JavaScript errors.

8.0.7
e Chat - Chat room users listing

When the number of chat room users exceeded 25, a filter with no fields was displayed in the chat room users listing.

8.0.7
e API - The 'DocumentNodeDatalnfo' and 'DocumentNodeDatalnfoProvider' classes were set as 'public’

The 'DocumentNodeDatalnfo' and 'DocumentNodeDatalnfoProvider' classes were incorrectly set as 'public' instead of 'internal'.

8.0.7
e Web analytics - Conversion data couldn't be deleted in certain cases

Data from a conversion with an underscore in its 'code name' could not be deleted.

8.0.7
o Tags - The ‘Select tags’ dialog didn’t preselect the already assigned tags

The ‘Select tags’ dialog did not preselect the tags already assigned to the document.

8.0.6
o Newsletters - Subscription confirmation didn't work for personas

Subscription confirmation did not work for subscribers of the type 'Persona’.

8.0.6
o Metafiles - Unnecessary cms.class metafile

The default metafiles of the 'cms.class' class contained an unnecessary file.

8.0.6
e Macros - Corrupted macros after re-signing

When re-signing macros, expressions added via macro rules became invalid in certain locations. The hotfix removes the problem in the re-signing process, but you
need to manually fix the broken macros by inserting the macro rules again into the appropriate fields.

8.0.6
o Licensing - Incorrect license expiration format

When using a user interface culture or environment regional format different than en-US, licenses entered into the system weren't saved in the correct format.

8.0.6
¢ Licensing - Incorrect license requirements when deleting objects

The system incorrectly required licensing for the Personas module when deleting objects with metafiles (for example Manufacturers with a thumbnail image).
8.0.6

¢ Licensing - Publishing of documents with the Base license
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Publishing of documents didn't work for sites using the Base license. The following error occurred: "The license limit for feature SocialMarketing was exceeded.
Please check event log to get more details."
8.0.6

¢ General - Incorrect design of information messages on the live site

Information and warning messages generated by components on the live site contained unwanted markup and were displayed incorrectly.

8.0.6
o General - Right Alt + S keyboard input triggered the Ctrl + S action

When using certain keyboard input languages (for example Czech or Polish), pressing 'right Alt + s' triggered the 'Ctrl + s' save action.

8.0.6
¢ General - Loading indicator in Internet Explorer 10

When viewing the administration interface in Internet Explorer 10, the loading indicator remained on the page even after the content was loaded.

8.0.6
¢ Form engine - Form controls (selectors) not working correctly on the live site

Certain form controls (for example selectors) didn't work correctly in forms displayed on the live site, such as in user contribution editing dialogs or on-line forms.

8.0.6
¢ Form engine - Validation error when saving documents via user contributions

Document editing forms couldn't be saved via user contributions if the used alternative form contained hidden fields that were visible in the main document type
form.

8.0.6
¢ Form controls - Form controls not working when editing documents via user contributions

Certain form controls (for example File upload, Calendar) didn't work correctly in the document editing forms used for user contributions.

8.0.6
e Form controls - Incorrect Text CAPTCHA validation

When using the 'Text CAPTCHA' form control, the field always evaluated the input as invalid in the resulting form.

8.0.6
¢ Form controls - Empty button in the 'Upload file' control

The 'Upload file' form control rendered an empty button in forms used on the live site.

8.0.6
¢ E-commerce - OrderItemUnitPrice not reflecting customizations of the GetSKUPrice method

The 'OrderltemUnitPrice' column of the 'COM_Orderltem' table always contained the SKUPrice value of the purchased product, ignoring custom overrides of the
'SKUInfoProvider.GetSKUPrice' method.

8.0.6
¢ Documents - Underscore in document type’s ‘ClassName’ caused documents to be queried incorrectly

Documents based on document types with an underscore in their ‘ClassName’ were not queried correctly.

8.0.6
¢ Documents - Synchronizing a document to a target server led to data inconsistency in certain cases

Synchronizing a document to a target server led to data inconsistency when a document with the same name was created in the same location on the target server
before. This scenario is not supported.

8.0.6
¢ Deployment mode - Saving virtual objects to the disk failed

Saving of virtual objects to the disk failed on certain license editions.

8.0.6
e Code generation - Invalid code generated for module classes

The Info code generated for custom module classes couldn't be compiled if the class contained certain types of fields with default values.

8.0.6
o General - Possible stack overflow when processing long-running tasks

Long-running scheduled tasks whose execution took longer than the task interval caused inefficiencies and potentially a stack overflow in certain cases. This
problem could occur when logging of page view activities was enabled under heavy load.

8.0.6
¢ General - Memory consumption on sites with heavy traffic

Sites with a lot of traffic didn't free up memory correctly in some cases, leading to heavy memory consumption on the server.

8.0.6
¢ On-line Marketing - Creating an A/B test variant page led to an error in certain cases

Creating an A/B test variant under a document that did not have its type allowed as a child type led to an error.
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8.0.6
e Web parts - Default values missing for system properties of custom web parts imported from older ver

Custom web parts imported from older versions didn't contain the default values entered for system properties.

8.0.5
* Web analytics - Macros for recognizing returning visitors didn’t work correctly in certain cases

Macro methods for recognizing returning visitors did not work correctly when using JavaScript logging in Web Analytics.

8.0.5
o Transformations - Specific errors caused by transformations weren't handled correctly

Calling obsolete code in transformations resulted in an error that was not handled correctly and threw an exception.

8.0.5
¢ Social networking - Validation error when using Facebook or Twitter autopost in required fields

Using the Facebook or Twitter autopost form control in combination with the 'Required' field setting caused the field to fail during form validation.

8.0.5
¢ Social networking - Error when saving Twitter channels

Certain Twitter channels couldn't be saved due to changes in the Twitter API. The hotfix updates the LinqToTwitter library to resolve the issue.

8.0.5
¢ Security - Object versioning permissions

Versioning permissions weren't evaluated correctly for certain types of objects, which prevented users from rolling back versions.

8.0.5
o Scheduler - Scheduled tasks not working with the Windows service

The Windows service for scheduling tasks stopped working under certain circumstances. To fix the issue, you need to reinstall the scheduling service after applying
the hotfix.

8.0.5
o Newsletters - The ‘Custom subscription form’ web part did not work correctly

When subscribing to newsletters using a form displayed by the 'Custom subscription form' web part, an error was thrown and no subscription was made.

8.0.5
¢ Import/Export - Error when importing a site with cross-site document relationships

Importing a site that had document relationships to a different site resulted in an error.

8.0.5
¢ Hotfix - Applying a hotfix manually didn't update the hotfix version number

Applying a hotfix manually on the setup files did not update the hotfix version number.

8.0.5
¢ Hotfix - Path to setup files in the Hotfix utility

When running the Hotfix utility from KIM, users were prompted to manually enter the path to the Kentico setup files. The tool now automatically loads the path
from KIM.

8.0.5
¢ General - Errors on machines with only .NET 4.0 installed

When running in an environment with only .NET 4.0 installed, errors occurred in certain parts of the system (for example when creating new document types).

8.0.5
¢ E-mail engine - E-mails with a blank recipient address blocked the e-mail queue

E-mails with a blank recipient address blocked the e-mail queue, preventing the system from sending other e-mails.

8.0.5
¢ E-commerce - Custom invoice number resets when billing information is changed

If a user generated an invoice with a custom invoice number and changed order billing details, the order's invoice number reset to default value.

8.0.5
o E-commerce - GetProduct.aspx always does 302 redirects

The page GetProduct.aspx did not reflect the 'Allow permanent (301) redirection' SEO setting.

8.0.5
¢ E-commerce - The back button did not work when editing a product option category

If a user clicked the Tax classes tab when editing a product option category, the Back button in the left tab menu stopped working.
8.0.5

¢ Documents - Workflow e-mail notifications couldn't be disabled on the 'Page' tab
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When performing a document workflow action the 'Page' tab, the workflow e-mail notifications could not be disabled using the 'Send notification e-mails' check-
box.
8.0.5

¢ Documents - Document ‘Listing mode’ incorrectly queried the database for all documents

Document ‘Listing mode’ did not use paged query to retrieve documents from the database. This resulted in all documents from the current level being queried
regardless of the number of documents displayed in the grid.

8.0.5
¢ Documents - Changing the ‘Analytics’ tab settings required a check-out

Making changes on the ‘Analytics’ tab of a document incorrectly required the document to be checked-out first.

8.0.5
e Web parts - Performance for map web parts has been improved

Performance of the 'Google maps' and 'Bing maps' web parts has been improved.

8.0.4
¢ Validators - Not all parts of CSS stylesheets were validated

CSS styles included through "WebResource' links were not validated. The validation caused a 'Page not found' warning in the event log.

8.0.4
o User interface - UI elements were saved under a wrong parent element in some cases

When a parent UI element was moved to a new location, the children elements had old values stored in cache. After an update, the cached values were saved to the
database.

8.0.4
¢ Membership - Invalid logon attempts not reset when the users log in via the screen lock dialog

Invalid logon attempts weren’t reset when the users successfully logged in via the screen lock dialog.

8.0.4
¢ Membership - Users were not filtered correctly based on their roles

If two roles with the same code name were created and assigned to different sites, a user who was assigned only to one role was always filtered based on code name
of their role and it appeared in filter results as if they were in both of the roles.

8.0.4
o Groups - Empty 'View' tab when editing forum groups in community groups

The "View' tab didn't work when editing forum groups under a community group.

8.0.4
¢ Forums - Posting with attachments on moderated forums didn’t display approval notifications

When the users added posts with attachments to moderated forums, the system didn’t inform them about the need of the forum moderator’s approval.

8.0.4
¢ E-commerce - Order shipping address could not be edited

Order shipping address could not be edited if tax calculation was based on shipping address.

8.0.4
¢ Documents - Document couldn't be created under a workflow with content locking turned on

Document could not be created under a document that had both workflow and content locking applied to it.

8.0.4
¢ Documents - Managing documents led to database deadlocks in certain cases

Managing documents, especially inserting documents, under a heavy load led to database deadlocks. The deadlocks were caused by updating child node count,
updating tags or by computing default node order.

8.0.4
¢ On-line Marketing - A/B test 'Overview' tab displayed no data in certain cases

The 'Overview' tab of the ‘A/B tests’ application displayed no data in certain cases.

8.0.4
¢ Code generation - Generated code for binding classes was invalid in some cases

When a binding class was created for a class that had a special character in its friendly name, the generated code had this special character in method names. This
made the code syntactically incorrect.

8.0.4
¢ Contact management - The ‘Country’ and ‘State’ fields in “‘User’ to ‘Contact’ mapping didn’t work

The ‘Country’ and ‘State’ fields did not provide any options when changing ‘User’ to ‘Contact’ mapping.

8.0.4
* Widgets - Autocomplete didn’t work when editing widgets in certain cases
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When editing widgets in Internet Explorer 11, the autocomplete of the 'Category’ field did not work. A ‘No data found’ message was shown instead.
8.0.3
o Installation - Error when modifying existing installations

An error occurred when using the installer to modify or uninstall Kentico web projects with hotfix 8.0.2 applied.

8.0.3
« Hotfix - Unable to hotfix projects running on .NET 4.5.1

The Hotfix utility failed to recognize projects running on .NET 4.5.1, resulting in errors.

8.0.3
¢ Hotfix - KIM and Hotfix utility errors when detecting the .NET version

When using <location> elements to limit the path and override options of settings in the web.config, the KIM and Hotfix utilities weren't able to detect the NET
version of the application, resulting in errors.

8.0.3
e Forums - Posting on a moderated forum prevented the user from using attachments

When the user posted on a moderated forum, they could not use attachments because the 'Attach file(s)' checkbox was hidden.

8.0.3
o Field editor - Incorrect options in the field editor for custom classes

When editing the fields of custom classes, the field editor incorrectly contained options intended for document type fields.

8.0.3
e API - Document type specific classes didn’t initialize the ‘NodeClassID’ field

Instance constructors in document type specific classes did not initialize the ‘NodeClassID’ field, which led to an exception.

8.0.3
¢ Windows Azure - Deployment of an Azure project from KIM didn't work properly

When deploying a Windows Azure project from KIM, the process failed on building the Azure solution.

8.0.2
* Windows Azure - Enabling SQL debug in a windows Azure project required saving the settings twice

SQL debug settings in a Windows Azure project were not set after saving the settings once - another save action was required.

8.0.2
e WebDAV - A specific scenario in the ‘Insert image or media’ dialog resulted in an exception

On the ‘Content’ tab of the ‘Insert image or media’ dialog, when changing a site and selecting a node whose children were editable in the WebDav edit mode, an
exception was logged.

8.0.2
e Web parts - Document type selector in the ‘Repeater’ web part didn’t work correctly

It was not possible to select multiple document types in the ‘Show for document types’ property of the ‘Repeater’ web part.

8.0.2
e Web parts - The ‘CSS List Menu’ web part didn't behave correctly in certain scenarios

Using the ‘CSS List Menu’ web part with the ‘Hide if no record found’ property set to false and leaving the ‘No record found text’ property empty resulted in an
error.

8.0.2
e Scoring - Recalculating contact macros consumed large amounts of memory

Recalculating contact macros consumed too large an amount of system memory while recalculating a big number of contacts.

8.0.2
¢ Media library - Image URL wasn't changed correctly after its dimensions were updated in some cases

Image URL was not changed correctly after its dimensions were updated in some cases.

8.0.2
e Macros - Open macro condition not resolved correctly for different cultures

Culture context was not correctly passed to inner macros within an open condition macro.

8.0.2
e Macros - Incorrect encoding of special characters inserted via macro tree

Items inserted using the macro tree of the ‘Insert macro’ dialog that contained certain special characters were not encoded correctly.

8.0.2
o Installation - KIM did not check new web projects' file structure correctly

KIM allows registering new web projects in an incomplete directory structure (i.e., the content of the CMS folder only) causing the selected path to be trimmed and
point to a wrong directory.
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8.0.2
o Import toolkit - Import Toolkit failed to overwrite existing documents in some cases

When importing documents using Kentico Import Toolkit, the tool failed to overwrite existing documents if the custom where condition identifying the existing
documents contained columns specific for the particular document type.

8.0.2
« Hotfix - Hotfixing a source code installation didn't work in some cases

When trying to hotfix a source code installation without a connection string in the web.config file, the process failed with an error "Connection string must not be
empty".

8.0.2
¢ General - Missing using directive in code generator output

The code generator for classes generated code without the ‘System.Collections.Generic’ using directive and with the ‘true’ and ‘false’ keywords in wrong letter
casing.

8.0.2
¢ Form controls - Some form controls didn't work properly in the 'On-line form' web part

Radio buttons and drop-down list form controls caused a validation error when displayed on a page by the 'On-line form' web part.

8.0.2
¢ Controls - The ‘CMSListMenu’ control didn’t work correctly in certain scenarios

Setting the ‘DisplayOnlySelectedPath’ property to ‘true’ did not display the selected document. Setting ‘Path’ to ‘/{0}/%’ resulted in an error.

8.0.2
¢ Blogs - 'Post archive' web part

The 'Post archive' web part didn't display blog months related to the Blog document if used directly on the Blog document page (not on a subpage).

8.0.2
* Win Services - Error after starting a Windows service under IIS Express and LocalDB

A ‘Login failed for user’ error message was logged when a Windows service was started on an application installed under IIS Express with a LocalDB.

8.0.1
o Widgets - The 'Editable text' widget lost its content when moved

The content in the 'Editable text' widget was lost after moving the widget to a different location.

8.0.1
¢ Transformations - Creating a hierarchical transformation via a web part did not work

Creating a hierarchical transformation via a web part did not work.

8.0.1
¢ Staging - Wrong URL was generated after document synchronization in certain cases

When a document was synchronized to the production server, the document URL was not generated correctly if the 'Use name path for URL path' setting was
enabled.

8.0.1
¢ Staging - The 'DocumentGUID' field value was changed after document staging

The 'DocumentGUID!' field value of staged documents differed after synchronization to a target server.

8.0.1
o Settings - The menu frame scrollbar in the Settings application wasn't visible after a postback

The menu frame scrollbar in the Settings application was not visible after a postback.

8.0.1
o Security - The on-site editing toolbar did not check UI permissions correctly

The on-site editing toolbar did not check UI permissions for the ‘CMS’ and ‘CMS On-site editing’ UI elements.

8.0.1
¢ Scoring - Recalculation failed when contact was deleted

Recalculation of scores or personas failed when a contact that was to be recalculated had been deleted.

8.0.1
¢ On-line forms - Certain tabs in the 'Forms' application used incorrect field names

The fields on the ‘Autoresponder’, ‘E-mail notification’, and ‘Layout’ tabs of the ‘Forms’ application used automatically generated field names instead of field
captions.

8.0.1
¢ Newsletters - Deleting a newsletter didn’t remove its scheduled tasks

Deleting a newsletter did not remove the tasks responsible for sending scheduled issues.
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8.0.1
o Newsletters - The send button wasn't displayed properly in some scenarios

With the 'Enable resending' option set to false and scheduling an issue to be sent later, the 'Send' button was not displayed anymore.

8.0.1
e Newsletters - Certain subscriber macros weren't resolved in sent newsletters

The 'FirstName', 'LastName' and 'Email' macros were not resolved in sent newsletters.

8.0.1
e Membership - Bad description in Role editing UI

Field indicating that role is domain role didn't have correct label.

8.0.1
¢ Media library - The ‘Media libraries’ application was not available under the Base license

The ‘Media libraries’ application was not available under the Base license.

8.0.1
¢ Licensing - The Ultimate license was incorrectly named

The Ultimate license for Kentico 8 was displayed in the user interface as 'Ultimate v7'.

8.0.1
e Licensing - Global administrator account was also counted as an editor account, which caused problem

In the free edition, a user with the global administrator privilege level was also included in the number of editors, which prevented creating another user with the
editor privilege level (due to license limitations).

8.0.1
o Installation - Testing database rows were present in the installation

Testing "Workflow', "Reporting' and 'UIElement' rows have been removed from the database.

8.0.1
* Geomapping - Geolocation didn't work on a site published from Visual Studio

Geolocation didn't work properly when using the 'Publish’ function in Visual Studio to publish the website to a server (including Windows Azure). Set Build Action
to 'Content' for 'CMS/App_Data/CMSModules/WebAnalytics/MaxMind/GeoLiteCity.dat' file.

8.0.1
¢ General - The 'Live site' button container was visible even if the 'Live site' button was not presen

The 'Live site' button container was visible even if the 'Live site' button was not present.

8.0.1
o General - Incorrect behavior of a drop-down list in the ‘Smart search’ application

The drop-down list on the ‘Tasks’ tab of the ‘Smart search’ application did not display web farm server names correctly.

8.0.1
¢ General - UI templates weren't visible in the 'Select page template' dialog

When creating a new element in the ‘Modules’ application, UI templates were not visible in the ‘Select page template’ dialog.

8.0.1
¢ E-commerce - Order address was not exported after selection in export tree

If order address was selected under site export tree, it was not exported. Order address export moved under global part of the export tree.

8.0.1
¢ E-commerce - YSOD while deleting a country used in an order

If a country was used in an order, deleting the country led to an un-captured error returned to the user's browser.

8.0.1
¢ Documents - Moving document across sites didn't work in some cases

Moving document across sites did not work in some cases.

8.0.1
¢ Documents - Moving or renaming documents failed with licences other than EMS

On licenses other than EMS, moving or renaming a document failed with a "License for feature 'ABTesting' is not found" error being logged.

8.0.1
e Documents - Extra column in the export of linked documents

A redundant column was exported when using general export in the grid of the ‘Linked docs’ properties tab.
8.0.1

¢ Documents - Wrong information shown after removing a related document
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“The relationship was added’ info message was shown after removing a related document.
8.0.1
Documents - Adding a cross-site related document didn't work

Related document from a different site could not be added to a document.

8.0.1
Custom tables - Custom tables couldn't be created from an existing table

Existing database tables were not offered in the 'Database table name' drop-down list when creating a new custom table.

8.0.1
Contact management - The 'All contacts' option in Contact groups disregarded applied filters

Performing an action on ‘All contacts’ in the ‘Contact groups’ application did not take the filters applied to the contacts into consideration.

8.0.1
Chat - The Chat application not working when using MooTools

The Chat application didn't work when using the MooTools JavaScript framework.

8.0.1
Attachments - Moving documents across sites caused binary data loss in special cases

Moving documents from a site that had the ‘Store files in file system’ setting turned on to a site had the ‘Store files in database’ setting turned on led to attachment

binary data loss.

8.0.1

Hotfixes for 7.x

Download latest hotfix

7.0.105

Download older hotfix

7.0.1057.0.1047.0.1037.0.1027.0.1017.0.1007.0.997.0.987.0.977.0.967.0.957.0.947.0.937.0.927.0.917.0.907.0.897.0.887.0.877.0.867.0.857.0.847.0.837.0.827.0.817.0.807.(

Fixed Bugs
Type to filter

Bug DescriptionFixed in version
Security - Security improvements
Added security improvements to the application.

7.0.105
Security - Security improvements

Added security improvements to the application.

7.0.104
REST - JSON requests with binary data not processed correctly

Binary data wasn't processed correctly for requests using the JSON format. For JSON requests, binary data must be submitted as a byte array value.

7.0.103
Contact management - Merging two contacts into each other in the administration interface

When merging contacts in the administration interface, it was possible to merge two contacts into each other in a circular reference in some cases.

7.0.103
Documents - Group edit contribution web part not displaying selected categories

When editing documents containing a field with the 'Multiple categories selector' form control using the 'Group edit contribution' web part, any categories
previously selected in the field weren't loaded.

7.0.103
Dialogs - Image preview in the media selection dialog not working on Microsoft Azure

The image preview in the media selection dialog didn't work when running in a Microsoft Azure environment.

7.0.103
Staging - Unpublished documents under workflow published on the target server

Creating a document under workflow with check-in/out functionality enabled automatically published the document on the target staging server after
synchronization (even if the document wasn't published on the source server).

7.0.103
Web analytics - Query strings can now be preserved in Referrals and Referring sites
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You can now preserve query string parameters in the Referrals and Referring sites statistics. The 'CMSWebAnalyticsRemoveReferralQuery' web.config key has
been added and enables this behavior when set to 'false’.
7.0.102

¢ E-commerce - PayPal IPN failed when using a comma as a decimal mark

The verification of the PayPal IPN notification failed when the default UI culture was set to a culture using a comma as a decimal mark.

7.0.102
* ASPX templates - Incorrect link resolving with enabled CSS minification

Image link tags in ASPX templates were incorrectly resolved when the 'Allow CSS minification' setting was enabled.

7.0.102
e E-commerce - Error logged and invoice generating failed when submitting an order

When a user's session expired before submitting an order in the last step of the checkout process, an unhandled error occurred and invoice generating failed.

7.0.101
e Web parts & controls - Google Sitemap always generated URLs with a language prefix

Google Sitemap incorrectly generated URLs with a language prefix when the 'Use language prefix for URLSs' setting was disabled.

7.0.101
¢ General - Error when starting the application under heavy load

When processing a large number of requests directly after an application restart, errors occurred in special cases ("InfoObjectRepository.AddCollection: The
collection with name 'cms_userculture' is already registered.").

7.0.101
o Scheduler - Scheduler not running after application restart

In special cases, the scheduler didn't start after an application restart, resulting in scheduled tasks not being executed.

7.0.101
¢ API examples - Discount level

The API example code showcasing how to create a customer (with a user) and assign a site Discount level was incorrect.

7.0.100
o Import/Export - Incorrect merging of fields with changed names when importing system tables

When importing existing system tables containing fields with changed names (different than the same field on the target instance), the fields were merged
incorrectly, resulting in multiple fields in the form definition.

7.0.100
o General - Threading errors under high website load

Unhandled threading errors occurred during heavy website load in special cases.

7.0.99
e E-commerce - SKU stock information was not excluded from workflow

If a product was under a workflow, data in the product UI was taken from the version history table (CMS_VersionHistory), causing inconsistencies in stock
information when the product document was published.

7.0.99
e Microsoft Azure - Document crawler smart search indexes didn't work on Microsoft Azure

Document crawler smart search indexes didn't work when the application was hosted on Microsoft Azure.

7.0.98
e Documents - Performance issue when generating document aliases

Renaming a document with a large number of child documents could lead to timeout issues when the 'Remember original URLs when moving documents' setting
was enabled.

7.0.98
¢ General - Multiple page placeholders didn't work correctly with layout web parts and widgets

Pages with multiple page placeholder web parts did not work correctly with layout web parts and widgets.

7.0.97
¢ E-commerce - Changing order item's price after adding to new order caused the actual SKU to be modified

When an administrator changed the price of some item in the shopping cart during making an order, the price of the actual SKU was modified also.

7.0.97
e E-commerce - The Cartltem.Bundleltems property was empty for bundle products when used in shopping cart content life cycle

The CartItem.Bundleltems property was empty when used in the OnPreRender handler of the CMSCheckoutWebPart class.

7.0.97
o Newsletters - Macros in hyperlinks and images not resolved correctly

Macros inside '<a>' and '<img>' tags weren't resolved in newsletter issues.
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7.0.97
¢ Newsletters - Opening an issue incorrectly created a new contact in certain cases

When a contact assigned to a visitor was sent a newsletter and then merged into a different contact before opening the newsletter, a new contact was incorrectly
created upon opening the newsletter.

7.0.97
¢ Banner management - Banner clicks limitation changed to unlimited in certain cases

The 'Clicks left' property in a banner incorrectly changed to 'Number of clicks is not limited' when visitors clicked more than the allowed number of times.

7.0.97
¢ Forums - Forum post subscription not working under certain circumstances

If a user subscribed to a post in a forum and later wanted to subscribe to another post within the same forum thread but under a different branch of replies, the
system informed them that they’d already subscribed.

7.0.97
o Tags - Wrong tag group when displaying tags in transformations

When using the 'BlogFunctions.GetDocumentTags' method in transformations to display document tags as links on a multilingual site, the tag group IDs in the link
URL were incorrect for non-default languages.

7.0.96
¢ On-line Marketing - Incorrect widget variants were displayed on documents with shared page templates

A cached document ID was incorrectly used in widget variant selection on pages that shared the same page template. This resulted in certain variants displaying
incorrect content.

7.0.96
¢ Newsletters - Sending issues that contained links with long description failed

An exception was thrown when sending newsletter issues that contained links with description longer than 400 characters.

7.0.96
¢ Avatars - User avatar selector validation error for required fields

When using the 'User avatar selector' form control for fields with a required value, validation failed if the field was empty and a new avatar image was uploaded.

7.0.96
o Newsletters - Editing an issue with too large an editable region threw an exception

An exception was thrown when editing an issue that had an editable region with too large dimensions.

7.0.96
* Web analytics - Browser type statistics when logging analytics using JavaScript

If the 'Log via JavaScript snippet' setting was enabled for web analytics, logging of the browser type statistics didn't work correctly.

7.0.96
¢ Chat - Support chat user online status

When a user left or closed a support chat window, their online status wasn't updated correctly for the support staff on the other side of the conversation.

7.0.95
¢ Chat - Reopening the support chat window in IE9

When using support chat in Internet Explorer 9, it wasn't possible to reopen the chat window after closing until the page was refreshed.

7.0.95
o Integration bus - Integration tasks weren't logged when documents were reordered or sorted

Integration bus tasks weren't logged for documents that were reordered or sorted.

7.0.95
« Content editing - Content editing actions fired validators in custom controls

Content editing actions fired validators in custom controls in certain cases.

7.0.95
¢ Newsletters - The ‘ConvertToAbsolute’ method resolved absolute links as ‘http’ links

The ‘ConvertToAbsolute’ method did not take protocol into account and incorrectly converted absolute links to the ‘http’ protocol.

7.0.95
* Widgets - Editable text content lost when moving widgets to other zones

After moving an 'Editable text' widget from one zone to another, the content was lost in certain cases when the page was saved.

7.0.94
¢ Staging - Published documents not published on the target staging server

When a workflow was applied to an existing document and this document was then synchronized to staging server, it wasn't published on the target even though it
was published on the source server.
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7.0.94
¢ Staging - Error when creating synchronization tasks for documents if the parent document's alias was changed

Synchronizing a document with a modified alias could result in an error when creating synchronization tasks for child documents.

7.0.94
* Widgets - Disabling viewstate for inline widgets didn't work

The 'Disable viewstate' system property did not work in inline widgets.

7.0.94
e Web parts - Google Sitemap web part generated an incorrect set of documents in certain cases

When the Google Sitemap web part was set to generate documents from all cultures using the ##ALL## macro, all the resulting documents had the default culture
prefix instead. This happened when the 'Use language prefix for URLSs' setting was enabled.

7.0.94
¢ Message boards - Incorrect author of edited messages

When an existing message on a board was modified, the editor was saved as the author of the message.

7.0.94
¢ Multilingual content - Caching in language selector web parts didn't work correctly

Language selector web parts did not cache query string parameters correctly in some specific scenarios.

7.0.93
e Groups - Custom fields in community groups not displayed

Community group custom fields weren't displayed when editing a group.

7.0.93
o Staging - Data loss on the target server after renaming custom table fields

When synchronizing custom tables, renaming a custom table field resulted in data loss of the field's values on the target server.

7.0.93
o Widgets - Content in the Tabs layout widget disappeared in certain cases

Content inserted into the Tabs layout widget disappeared when the value of the “Tabs’ property was increased.

7.0.93
e Documents - Child document alias path wasn't updated in certain scenarios

Child document alias paths were not updated when a non-default culture parent document was created before the default culture version of the document.

7.0.93
e Win Services - Missing Health monitoring and Scheduler executables in the Microsoft Azure hotfix

The executable files of the Health monitoring and Scheduler Windows services weren't included in the hotfix files for Microsoft Azure projects.

7.0.93
e REST - IN and NOT IN keywords in REST where conditions

When loading multiple objects using the REST service, the 'where' URL parameter didn't work with values containing the 'IN' or 'NOT IN' keywords if the user
account used for authorization wasn't a global administrator.

7.0.93
¢ Attachments - Documents with a large amount of attachments couldn't be published

Documents with a large amount of attachments could not be published due to an SQL error.

7.0.93
¢ Documents - Redundant query calls in the Pages application UI

Redundant query calls were made when displaying documents in the Pages application.

7.0.93
¢ Dialogs - Dialog position 'absolute' in IE10 and later

Dialogs opened in IE10 (and later) had position 'absolute’ instead of position 'fixed'.

7.0.93
¢ Social Marketing - Facebook permissions changed according to the Facebook 2.0 API

Facebook permissions changed according to the Facebook 2.0 API.

7.0.93
e Chat - Occasional display of support chat error messages

The system occasionally displayed the ‘GetSupportEngineersOnlineCount’ failed." and "The server method ‘SupportPing’ failed." support chat error messages.
7.0.93

e Documents - Document URL generated incorrectly for child documents when the parent document was renamed
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When using the 'Use name path for URL path' setting, the URL of child documents was updated incorrectly after a parent document was renamed.
7.0.92
e Documents - Document aliases not created for child documents in non-default cultures

Document aliases weren't created for child documents in non-default cultures when the parent document's name was modified with the 'Remember original URLs
when moving documents' and 'Use name path for URL path' settings enabled.

7.0.91
e Search - Document crawler indexes showing deleted documents

Document crawler smart search indexes weren't updated when documents were deleted from the indexed content.

7.0.91
o Marketing automation - Triggers not fired correctly when logging multiple activities at once

Marketing automation triggers weren't fired correctly in some cases when logging multiple activities at once.

7.0.90
o E-commerce - 'ShowWishlistLink' property of the 'ShoppingCartItemSelector' control

Setting the 'ShowWishlistLink' property didn't affect the behavior of the 'ShoppingCartItemSelector' control.

7.0.90
o Widgets - Inserting a layout widget into another layout widget caused an error in certain cases

Inserting a layout widget into another layout widget caused 'Service unavailable (503)' error on the Page tab in certain cases.

7.0.90
o Widgets - YouTube widget didn't work correctly when the URL contained an underscore

YouTube widget did not work correctly when the URL contained an underscore character.

7.0.90
¢ Documents - Document list widget didn't allow path selection in certain cases

When the 'Document list' widget was set to display documents from the current site, the path selector under the site selector did not work.

7.0.90
¢ Documents - The value of 'TreeNode.HasChanged' property was misleading

The value of the 'HasChanged' property was set to 'true’ even when there was no change made to the "TreeNode' instance.

7.0.90
e Macros - String representations of object collections ended with an empty line

Strings returned by object collection macros, such as {% CurrentDocument.Categories |(user)danielak|
(hash)b0023cf5232636e9e1afd363f3b11047d673d01bd0e9f9422cbdb2076da29dbd%}, ended with an empty line, resulting in an invalid value for certain scenarios.

7.0.90
* Widgets - Error when importing widgets with a layout

When importing widgets with a selected custom layout, an error occurred in some cases.

7.0.89
* Web analytics - Macros for recognizing returning visitors didn’t work correctly in certain cases

Macro methods for recognizing returning visitors didn't work correctly when using JavaScript logging for Web analytics.

7.0.89
o Translation services - The list of submission items didn't display a filter in certain cases

The list of submission items didn't display a filter when more than one page was available. Also, the 'File type' column was not necessary as only one file type is
supported.

7.0.89
¢ Data.com - Implementation of changes in the Data.com API

The Data.com implementation has been updated to correspond with the new Data.com API.

7.0.89
e Web analytics - Conversion data couldn't be deleted in certain cases

Data from a conversion with an underscore in its 'code name' could not be deleted.

7.0.89
e Web parts - Custom registration form error

When a new user registered via a 'Custom registration form' web part placed inside a layout web part, the system attempted to create the user twice, resulting in a
"User already exists" error.

7.0.89
¢ E-commerce - Rounding issues in the shopping cart

Large numbers of units in the shopping cart caused rounding errors in special cases.
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7.0.88
¢ E-commerce - OrderltemUnitPrice not reflecting customizations of the GetSKUPrice method

The 'OrderItemUnitPrice' column of the 'COM_Orderltem' table always contained the SKUPrice value of the purchased product, ignoring custom overrides of the
'SKUInfoProvider.GetSKUPrice' method.

7.0.88
o Licensing - Incorrect license expiration format

When using a user interface culture or environment regional format different than en-US, licenses entered into the system weren't saved in the correct format.

7.0.88
o Scheduler - Scheduled tasks not working with the Windows service

The Windows service for scheduling tasks stopped working under certain circumstances. To fix the issue, you need to reinstall the scheduling service after applying
the hotfix.

7.0.87
« Banner management - Personalization variants for the 'Banner rotator' web part weren't loaded

Using the personalization dropdown menu of the 'Banner rotator' web part did not show any options.

7.0.87
¢ E-commerce - Custom invoice number resets when billing information is changed

If a user generated an invoice with a custom invoice number and changed order billing details, the order's invoice number reset to default value.

7.0.87
¢ E-commerce - GetProduct.aspx always does 302 redirects

The page GetProduct.aspx did not reflect the 'Allow permanent (301) redirection' SEO setting.

7.0.87
¢ Documents - Changing the ‘Analytics’ tab settings required a check-out

Making changes on the ‘Analytics’ tab of a document incorrectly required the document to be checked-out first.

7.0.87
¢ E-mail engine - E-mails with a blank recipient address blocked the e-mail queue

E-mails with a blank recipient address blocked the e-mail queue, preventing the system from sending other e-mails.

7.0.87
e Web parts - Performance for map web parts has been improved

Performance of the 'Google maps' and 'Bing maps' web parts has been improved.

7.0.86
¢ Documents - Managing documents led to database deadlocks in certain cases

Managing documents, especially inserting documents, under a heavy load led to database deadlocks. The deadlocks were caused by updating child node count,
updating tags or by computing default node order.

7.0.86
e Web parts - Partial cache of web parts not removed after changing web part files

The partial cache of web part instances wasn't cleared correctly after changes to the given web part's code files.

7.0.86
e Forums - Posting with attachments on moderated forums didn’t display approval notifications

When the users added posts with attachments to moderated forums, the system didn’t inform them about the need of the forum moderator’s approval.

7.0.86
¢ Membership -Invalid logon attempts not reset when the users log in via the screen lock dialog

Invalid logon attempts weren’t reset when the users successfully logged in via the screen lock dialog.

7.0.86
¢ Membership - Users were not filtered correctly based on their roles

If two roles with the same code name were created and assigned to different sites, a user who was assigned only to one role was always filtered based on code name
of their role and it appeared in filter results as if they were in both of the roles.

7.0.86
e UniGrid - UniGrid columns rendered with doubled CSS class names

If the 'CssClass' property was set for a UniGrid column via code, the CSS class name was doubled in the rendered HTML.

7.0.85
e Forums - Posting on a moderated forum prevented the user from using attachments

When the user posted on a moderated forum, they could not use attachments because the 'Attach file(s)' checkbox was hidden.
7.0.85
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Import toolkit - Import Toolkit failed to overwrite existing documents in some cases

When importing documents using Kentico Import Toolkit, the tool failed to overwrite existing documents if the custom where condition identifying the existing

documents contained columns specific for the particular document type.

7.0.84
On-line Marketing - DB separation changed contact fields to the default 'Field size'

Performing an on-line marketing database separation changed the 'Field size' of contact fields to their default value.

7.0.84
Media library - Image URL wasn't changed correctly after its dimensions were updated in some cases

Image URL was not changed correctly after its dimensions were updated in some cases.

7.0.84
E-commerce - Files for product options of type e-product were not exported

When exporting a site, the metafile record associated with an e-product product option was missing in the export package.

7.0.83
Membership - 'Logon' web part caused an error if 'ResetPasswordURL' property was not set

If the 'ResetPasswordURL' property value of the 'Logon' web part was not set, the web part caused an error.

7.0.83
Chat - The Chat module not working when using MooTools

The Chat module did not work when using the MooTools JavaScript framework.

7.0.83
Staging - Wrong URL was generated after document synchronization in certain cases

When a document was synchronized to the production server, the document URL was not generated correctly if the 'Use name path for URL path' setting was

enabled.

7.0.83
Staging - The 'DocumentGUID' field value was changed after document staging

The 'DocumentGUID' field value of staged documents differed after synchronization to a target server.

7.0.83
Newsletters - Dynamic issue that wasn’t yet sent appeared as sent in certain cases

After sending a draft of a dynamic issue, the issue appeared as already sent to subscribers.

7.0.83
Documents - Moving document across sites didn't work in some cases

Moving document across sites did not work in some cases.

7.0.82
Media library - Searching for a file using a file extension did not work correctly

Searching for a file in media libraries using a file extension in the search query did not work correctly.

7.0.82
Documents - Adding a related document via textbox didn’t work correctly

Adding a related document via textbox did not work correctly.

7.0.81
Banner management - Clicking on a global banner caused an error

User was not redirected correctly after clicking on a global banner.

7.0.81
Staging - Last published date and time missing when staging documents

When staging published documents, the date and time information indicating when the document was last published wasn't transferred to the target server.

7.0.81
Search - Document crawler 404 errors in the event log

Document crawler indexes logged '404 Not found' errors into the system event log when indexing unpublished documents.

7.0.81
Content editing - The ‘Prompt to save changes on exit’ setting didn’t work correctly

The ‘Prompt to save changes on exit’ setting did not work correctly on all document properties tabs.

7.0.80
E-mail engine - In some cases e-mails got stuck in the e-mail queue

Bad connection to the SMTP server could block e-mails from being sent until the sending thread was killed or the application pool was recycled.
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7.0.80
¢ Form controls - 'URL selector' form control didn't work in custom settings

If a custom setting was created using the 'URL selector' form control, an error occurred when trying to set the setting.

7.0.80
* Widgets - Widget actions on inherited pages

The 'Widget actions' web part didn't work correctly when inherited by a page without widget zones.

7.0.80
* Widgets - Missing special characters when editing inline widgets

When editing inline widgets, special characters in the widget's fields weren't loaded correctly (for example the + symbol).

7.0.80
o Files - Incorrect image caching when using the ‘Watermark image’ setting

Images were cached incorrectly when using the ‘Watermark image’ setting.

7.0.80
o Installation - Database object installation failed under certain circumstances

Special characters in database schema caused syntax error in SQL scripts, which resulted in a failed database installation.

7.0.79
¢ Import/Export - Incorrect default field value when importing objects that change the database schema

When importing objects that changed the database schema (for example document types with modified fields), integer type fields with default values set to 0 were
set to 1 instead.

7.0.79
e E-commerce - PayPal payment failed if the name contained accented characters

Verification of the PayPal IPN notification failed if some fields (e.g. name) contained symbols from a national alphabet.

7.0.79
e Search - Failed indexing tasks when storing search index files on external storage providers

When storing smart search index files using an external storage provider (e.g. Azure blob storage), processing of indexing tasks failed in some cases due to file locks
(timeout errors).

7.0.78
e Search - Smart search tasks processed multiple times when running on Windows Azure

When running on Windows Azure with search tasks processed by a separate worker role, smart search tasks were created for all web farm servers (instances). As a
result, tasks were processed multiple times. The system now only creates each task once (for all servers).

7.0.78
¢ Contact management - The ‘Page visit’ activity didn’t contain the correct ‘Activity URL’ value in certain cases

The ‘Activity URL’ value in the ‘Page visit’ activity was not saved correctly when using the ‘Log via JavaScript snippet’ setting.

7.0.78
« Form engine - Field categories with special characters in their captions weren't accepted

When creating new field categories with captions containing Unicode characters, the system did not allow more than one category to be saved.

7.0.78
e Media library - Group media library image teaser wasn't stored correctly

Uploading a new group media library teaser image did not update the ‘LibraryTeaserPath’ and ‘LibraryTeaserGUID’ fields correctly.

7.0.78
¢ Documents - The content tree node expand icon wasn’t displayed in certain cases

When using API to copy a node with its children and to update the node afterwards, the content tree did not display the expand icon next to the copied parent node.

7.0.78
o Web farms - Product price issues in Webfarm/Azure environment

If the system was running in a Webfarm/Azure environment, the prices in the shopping cart weren’t updated correctly after editing the product price in CMS Desk.

7.0.77
¢ Document types - Timeout when saving document types

If a very large number of document types inherited fields from another document type, a database transaction timeout error occurred when saving the parent
document type.

7.0.77
¢ E-commerce - CurrentUser.Wishlist macro not resolved correctly

The 'CurrentUser.Wishlist' macro didn't return the collection of wishlist items correctly in some cases.
7.0.77
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o Avatars - Gravatar - default images were not generated
Generated Gravatars assigned to users appeared as broken images

7.0.77
¢ Form engine - Couldn't insert a NULL value in a form control filled by an SQL query

It wasn't possible to save a NULL value in a form control filled by an SQL query.

7.0.77
¢ E-commerce - Invoices in My account -> Orders printed on two pages

When printing invoices on the live site from the Orders tab of the 'My account' web part, the resulting document had two pages (with the second one blank).

7.0.77
e API - URLHelper.RemoveApplicationPath method in external applications

The 'URLHelper.RemoveApplicationPath' method didn't work correctly when called from an external application.

7.0.77
¢ Documents - Changes in the date field were not saved in certain situations

Publishing a document without saving it first did not store the value added using the ‘Now’ button in the ‘Calendar’ form control.

7.0.77
o Newsletters - Deleting an issue caused an error in certain scenarios

Deleting a newsletter issue caused an error in certain scenarios when the online marketing database was separated.

7.0.77
e On-line forms - Cloning of forms didn't work in special cases

Letting the system automatically create a ‘Form code name’ based on a ‘Form display name’ containing dashes resulted in problems when cloning the form.

7.0.76
¢ On-line Marketing - The ‘Contact.SubscribedToNewsletter’ macro did not work correctly

The ‘Contact.SubscribedToNewsletter’ macro didn't take unsubscription activities into account.

7.0.76
¢ Scoring - Rule settings for certain activity types were not saved correctly

Filter settings for the ‘Page visit’, ‘Landing page’, ‘External search’ and ‘Internal Search’ activities weren’t saved correctly. After reloading the form, the default
filter setting (Contains) was shown instead.

7.0.76
e Web parts & controls - Deleted content of editable regions

When modifying page content through the 'Edit regions & Web parts' dialog on the 'Properties -> General' tab of documents, the content of regions was deleted in
some cases.

7.0.76
¢ E-commerce - Exception after logging out during checkout

Logging out on another browser tab if the customer was in the address selection step of the checkout process led to an exception.

7.0.76
e Scoring - Rule type recalculation speed was improved

The Page visit, Landing page, Internal and External search rule type recalculation speed was improved.

7.0.75
¢ Newsletters - Macro method 'Contact.SubscribedToNewsletter' did not work correcty in certain cases

The 'Contact.SubscribedToNewsletter' macro method didn't return correct results for contacts subscribed manually through the user interface.

7.0.75
* Blogs - Double opt-in always enabled for blog subscriptions

When a blog used the value of the 'Enable double opt-in for blog post comments' setting, subscription confirmation e-mails were always sent regardless of the
setting's value.

7.0.75
« Integration bus - Incorrect values for objects created as a result of outgoing integration tasks

When processing outgoing integration tasks, incorrect values were saved into the fields of the resulting objects in special cases (if tasks processed in sequence didn't
all contain values for the same set of object fields).

7.0.75
¢ Reporting - The 'Traffic' report didn't work correctly in certain cases

The crawlers section of the "Traffic' report didn't work correctly in certain cases.

7.0.75
e Membership - Incorrect permission check when editing a user from the 'Customers' section.
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When trying to edit a registered user through the 'Customers' section, access was incorrectly denied.
7.0.75
e Macros - Null result for the SiteContext.CurrentUser macro

The 'CurrentUser' property is not available in the context of the 'SiteContext' macro. Use the 'SiteContext.CurrentUserQuery' macro instead to get the user object
specified within the page context (through a query string parameter or URL wildcard).

7.0.74
¢ WYSIWYG editor - Image properties changed the image’s link URL in certain cases

Modifying the properties of an image that had an anchor link changed the link URL as well.

7.0.74
o Search - Field search not working for 'Subset' and 'Starts with' analyzers

Smart search indexes using 'Subset' or 'Starts with' analyzers didn't work correctly for data fields marked as 'Searchable'.

7.0.74
e Polls - Poll content displayed incorrectly after voting

The 'Poll' web part didn't display poll content correctly after submitting a vote if the 'Use update panel' property was enabled.

7.0.74
¢ Staging - Timeout when synchronizing the website root document

When synchronizing the root document of a website using content staging, a timeout exception occurred for sites with a very large number of documents.

7.0.74
¢ E-mail engine - Error when viewing items in the 'E-mail queue' widget

An error occurred when viewing the details of items displayed by the 'E-mail queue' dashboard widget.

7.0.74
¢ Reporting - Some reports did not work correctly when using SQL Azure

Some reports, such as the 'campaign conversions' report, did not work correctly on SQL Azure, because they were using unsupported statement.

7.0.73
¢ Documents - Workflow actions discarded document changes in certain situations

Changes done to documents with dependent fields were not saved correctly after applying a workflow action. The same issue appeared if a partial postback occurred
in the editing form.

7.0.73
o Files - The 'CMSGetFileAcceptRanges' web.config key did not work correctly

Files weren't correctly downloaded from the live site when the ‘CMSGetFileAcceptRanges’ web.config key was set to false.

7.0.73
* Web analytics - The 'LogHits' service did not work correctly in certain cases

While visiting a site for the first time or with a disabled referrer, logging web analytics via a JavaScript snippet did not work correctly for visitors who accessed the
site directly.

7.0.73
e Macros - Accessing the 'Queries' collection via indexing by name

When accessing items in the 'Queries' collection via indexing by name (Queries["query_code_name"]), the system didn't resolve the macro correctly in some cases.

7.0.73
¢ Widgets - Empty documentation for inline widgets

The help link in the widget properties dialog didn't work correctly for inline widgets.

7.0.72
¢ Translation services - Document translation causing errors when using Windows Azure or Amazon S3 storages

When using Windows Azure or Amazon S3 storages, submitting documents for manual translation caused errors.

7.0.72
e Web analytics - File downloads were not logged correctly in certain cases

Downloading a file in chunks (via Range requests) caused too many web analytics hits and activities to be logged in certain cases.

7.0.72
e REST - REST service and banned IPs

Users with a banned IP were allowed to access the REST service.

7.0.72
o Newsletters - Sending of newsletter issues failed for very large numbers of subscribers

When sending newsletter issues to a very large number of subscribers, the process could fail due to command timeouts.
7.0.72
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e Web farms - Newly created web farm tasks not being processed
When using the DB updater for synchronizing web farm servers, newly created tasks were not processed until another set of tasks was created.

7.0.71
o Salesforce - Unsupported user 'locale’ caused integration failure

Salesforce integration failed when access to the application was granted by a user with unsupported 'locale'.

7.0.71
¢ Documents - Creating documents using the API led to exception in specific cases

Creating documents using API without workflow, applying a workflow and then using API to update the documents led to exception.

7.0.71
e REST - Errors for JSON POST requests to the REST service

When submitting JSON POST requests to the REST service, an error occurred if the charset was specified in the 'Content-Type' request header.

7.0.71
o Cultures - Language selector web parts didn't display the selected culture correctly

Language selector web parts didn't display the selected culture correctly after switching to an untranslated version of a document, if the 'Combine with default
culture' setting was enabled.

7.0.71
¢ Windows Azure - Large media files not imported from Azure blob storage

When importing media files from an Azure blob storage, large files (around 2GB) weren't imported successfully. Now you can increase the timeout for file transfer
using the 'CMSDownloadBlobTimeout' web.config key.

7.0.70
* Windows Azure - System not processing web farm synchronization tasks

The database web farm updater wasn't correctly notified about new synchronization tasks, which resulted in tasks not being processed. Additionally, the database
updater started under the context of the IP address instead of the domain name in special cases, leading to errors during task processing.

7.0.70
e Membership - E-mail confirmation for the 'LinkedIn required data' web part did not work correctly

When a user registered using the 'LinkedIn required data web part', e-mail confirmation didn't work correctly.

7.0.70
« E-mail engine - Recipient addresses could not contain special characters in the display name part

If a recipient address contained special characters in its display name part (DisplayName <<a href="mailto:User@Host">User@Host</a>>), the e-mail could not be
sent.

7.0.70
¢ WYSIWYG editor - Images weren't loaded correctly in CKEditor if the site was installed to the root

Images weren't loaded correctly in CKEditor if the site was installed to the root directory.

7.0.70
¢ Documents - New document notifications did not work correctly in certain cases

New document notifications weren't sent for documents under a workflow with the 'Automatically publish changes' option selected.

7.0.70
e Web analytics - Error in web analytics reports

An error occurred when viewing certain types of web analytics reports (caused by incorrectly commented code in a stored procedure).

7.0.69
o Workflow - Disabling workflow e-mail notifications on the 'Page' tab did not work

Selecting the 'Send notification e-mails' check-box on the 'Page' tab of a document didn't disable sending of workflow e-mail notifications.

7.0.68
¢ Media library - Nodes in the 'Group media libraries' web part tree did not expand

Expanding the 'Group media libraries' web part tree on Live site caused a JavaScript error, due to which the tree didn't expand.

7.0.68
¢ On-line Marketing - Certain features did not work correctly after upgrading to Kentico EMS 7

Certain 'On-line marketing' features didn't work correctly after performing a database separation on a Kentico EMS 7 instance that was upgraded from an older
version.

7.0.67
* Widgets - Google maps widget not working in special cases

The 'Google maps' widget didn't work in special cases (when used on templates with multiple page placeholders).
7.0.67
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¢ Social networking - Importing the 'Facebook like box' web part from hotfix 7.0.56 on web site projects

The import package containing the updated 'Facebook like box' web part in hotfix 7.0.56 didn't work for web site projects. Both versions of the package were in the
web application format.

7.0.67
¢ Documents - Timeout during certain operations on a document with multiple child documents

Updating or creating a new language version of a document with a large amount of child documents led to connection timeout in certain cases.

7.0.67
¢ Reporting - SQL error in 'Page views - Yearly report'

Displaying the 'Page views - Yearly report' caused an SQL error.

7.0.67
e Search - Document crawler indexing of pages that require authentication

Document crawler indexing didn't work correctly for pages that required authentication.

7.0.67
e Membership - Forgotten password retrieval not working with the 'Use site prefix for user names' setting

Forgotten password retrieval didn't work correctly when the 'Use site prefix for user names' setting was enabled.

7.0.66
o WYSIWYG editor - Editor not loading correctly in IE11

The 'X-UA-Compatible' meta tag wasn't added to pages when using Internet Explorer 11 in some cases, which caused the WYSIWYG editor to load incorrectly.

7.0.66
¢ Dashboards - Sorting not working in the 'Documents' widget on dashboards

Sorting by columns didn't work correctly for the list displayed by the 'Documents’ widget on dashboards.

7.0.66
¢ Caching - GetResource.ashx not clearing client cache correctly for outdated files

When loading files using the GetResource.ashx system page, the client-side caching mechanism didn't identify modified files correctly.

7.0.66
o Import toolkit - Import Toolkit failed during the import process due to value conversion errors

Value conversion errors occurred during the import process using the Import Toolkit when it was not possible to convert source values to the target data types. Now
the invalid values are replaced with default values of respective data types prior to the import.

7.0.66
o Avatars - Avatar gallery paging didn't work correctly

When browsing pages in the Avatars gallery, users sometimes got stuck on the first page.

7.0.66
¢ Media library - Copying and moving folders using the 'Group media library' web part did not work

Copying and moving folders using the 'Group media library' web part didn't work.

7.0.66
« Integration bus - User settings weren't updated by synchronization tasks for users

When processing synchronization tasks for creating or updating users, the integration bus didn't update the corresponding 'UserSettings' objects correctly.

7.0.66
¢ WYSIWYG editor - Editor issues in Internet Explorer 10 and 11

The editor didn't behave correctly in the latest versions of Internet Explorer. The system now sets the 'X-UA-Compatible' meta tag to 'IE=9' when rendering system
pages to resolve the issues. You can change the IE compatibility value by adding the 'CMSXUACompatibleValue' key to the appSettings section of your web.config.

7.0.65
¢ Social networking - Twitter autopost caused a JavaScript error when not visible

When a Twitter Autopost form control was present on a form, but was not displayed due to a visibility condition or a setting, a JavaScript error occurred.

7.0.65
e Custom tables - Custom table data not ordered correctly

Changing the order of custom table data did not change the order displayed via the 'Custom table repeater' web part when 'Cache dependency' was set.

7.0.65
o Translation services - Duplication of attachments translated via a translation service

Using a translation service to translate attachments under a workflow created a duplicate of the attachments due to a wrong GUID.
7.0.65

* Windows Azure - Media library files were not deleted correctly
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Media library files weren't deleted from 'Blob storage' on the first try in certain cases.
7.0.65
¢ E-commerce - Documents with SKUs were not restored correctly

Documents with assigned SKUs weren't restored from the Recycle bin correctly.

7.0.65
* Widgets - Error when using the 'Uni selector' form control in widget properties

An error occurred when working with widget properties that used the 'Uni selector' form control.

7.0.65
¢ Media library - Media file versions were not deleted after removing a media library

Media file versions were not deleted after removing a media library because of a missing stored procedure

7.0.65
e Macros - Special characters were replaced incorrectly in path macros.

Special characters were replaced incorrectly in path macros.

7.0.65
* Windows Azure - Web farm server name was the same for staging and production slots on Windows Azure

The web farm server name was the same for staging and production instances on Windows Azure. This caused problems when redeploying or rebooting the staging
instance.

7.0.64
¢ Web farms - Multiple threads were started when using the web farm DB updater

In some cases, the web farm database updater was running in multiple threads.

7.0.64
¢ Licensing - Full licenses not working on Windows Azure staging domains

Full licenses for production domains didn't work on Windows Azure staging domains.

7.0.64
o Avatars - 'User avatar selector' form control exception

An error (Foreign key violation) occurred in forms containing the 'User avatar selector' form control if an avatar image wasn't selected.

7.0.64
¢ Field editor - Modifying the primary key field wasn't possible in the Simple mode of the Field editor

It wasn't possible to modify the primary key field in the Simple mode of the Field editor.

7.0.64
¢ Form controls - 'Allow empty value' option not working correctly in 'Text CAPTCHA' form control

When the 'Allow empty value' option in 'Text CAPTCHA' form control wasn't checked, the form control displayed 'Please enter a value' message even if a value was
entered and valid.

7.0.64
« Document types - Categories in document types not being rendered as collapsed

If a document type had a category collapsed by default, the category did not stay collapsed when adding a document using the 'User contributions' web part.

7.0.64
e Search - Unnecessary creation of search indexing tasks for user objects

Indexing tasks were created for users even if there were no User type search indexes in the system.

7.0.64
e Documents - 'Insert.After' event not affecting displayed child documents correctly

Child documents in the content tree weren't displayed correctly when inserted using the 'Insert. After' event.

7.0.64
* Web parts - Code behind changes not affecting web parts with layouts

Changes made to the code behind of web part files didn't affect web part instances that had alternative layouts assigned (until the application cache was cleared).

7.0.64
¢ Social networking - Google+ Activity feed web part now supports new profile URL format

Google+ Activity feed web part now supports the URL format (https://plus.google.com/+MyName/posts) introduced by Google+ in October 2013

7.0.63
e On-line forms - Incorrect number of entries shown for restored forms

Forms restored from the ‘Bin’ were incorrectly shown as having the number of entries they contained before deletion.

7.0.63
¢ Form engine - Macros in dependent fields were not resolved correctly in certain cases
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Macro expressions specified as a default value of dependent fields weren’t resolved after a postback.
7.0.63
e On-line forms - Cloning form data did not increase the number of entries correctly

Cloning form data didn't increase the number of entries shown in the UI correctly.

7.0.63
* Workflow - Viewing pending documents caused an exception in certain cases

Viewing pending documents in a different culture than the database one caused an exception.

7.0.63
¢ Blogs - URL encoding of blog document tag links

The 'GetDocumentTags' blog function didn't encode tag names correctly when generating links for blog document tags. As a result, the URLs were invalid for tags
whose name contained forbidden URL characters.

7.0.62
+ Windows Azure - Displaying permission reports for users didn't work correctly on Windows Azure

Displaying permission reports for users in Site Manager -> Administration -> Permissions didn't work correctly on Windows Azure. Kentico used SQL queries
which are not supported in SQL Azure.

7.0.62
e Search - Boolean operators in smart search syntax

When submitting smart search queries with advanced syntax allowed, boolean operators (AND, OR, NOT) didn't work and were considered as search terms instead.

7.0.62
« Contact management - External search activity wasn't logged

'External search' activities weren't logged if the web analytics were configured to use logging via JavaScript.

7.0.62
¢ Newsletters - The 'Captcha control' in the 'Newsletter subscription' web part contained two labels

The 'Captcha control' in the 'Newsletter subscription' web part contained two labels.

7.0.62
o Translation services - Translation submission processing failed in certain cases

Translation submission processing failed when one of the documents didn't exist in system anymore.

7.0.62
¢ Tags - Tag names were not handled correctly

Tag names differing only by a whitespace weren't handled as one tag.

7.0.62
¢ Documents - Document security settings were not inherited correctly

Parent document’s ACL settings weren’t correctly inherited by child documents in certain cases.

7.0.62
¢ URL rewriting & SEO - Missing values of URL wildcards

After applying hotfix 7.0.61, the values of URL wildcards weren't available on the page (the system didn't convert wildcards to query string parameters).

7.0.62
¢ Security - The CMSXFrameOptionsExcluded web.config key caused a null reference exception

When excluding pages from clickjacking protection using the CMSXFrameOptionsExcluded web.config key, the system sometimes threw a null reference
exception.

7.0.61
¢ Caching - Incorrect Page not found HTTP status when using output caching

Page not found error pages defined as documents incorrectly returned the 200 HTTP status code when using full-page output caching. The HTTP status code is now
part of the cached data.

7.0.61
¢ Reporting - Report graphs didn't work when loading data using stored procedures

Report graphs displayed an error message if the source data was loaded using a stored procedure.

7.0.61
¢ On-line forms - Cloned forms had an incorrect PrimaryID 'Field name'

The PrimaryID 'Field name' in cloned forms was incorrectly based on the original form.

7.0.61
¢ Reporting - Banner reporting did not work correctly

Banner report graphs weren't rendered correctly for banners with a certain number of impressions but no clicks.
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7.0.61
¢ Document types - Wrong positioning of inherited document type fields

New fields inserted into a parent document type were in a wrong position in the inherited document types.

7.0.61
e Documents - Certain document actions caused redirection to the root node

Users with 'Starting alias path' that didn't exist on the current site were redirected to the root node after performing certain document actions.

7.0.61
¢ Form controls - 'Media selection' form control didn't trigger postback

The 'Media selection' form control didn't trigger post back in On-line forms when the 'Has depending fields' property was set

7.0.61
¢ Form controls - Validation of the 'Multiple categories selector' form control didn't work properly

The 'Multiple categories selector' form control displayed an empty field validation error even if a category was selected.

7.0.60
o AD Import - Kentico AD Import Utility failed to validate the profile when launched from Windows Start menu

When Kentico AD Import Utility was launched from the Windows Start menu, the utility failed to validate a previously created XML import profile.

7.0.60
o Workflow - The 'WorkflowStepInfoProvider.GetStepRoles' API method did not work

The "WorkflowStepInfoProvider.GetStepRoles' API method did not work due to incorrect syntax.

7.0.60
« Installation - It was not possible to install a database after applying the 7.0.59 hotfix

It was not possible to install a database after applying the 7.0.59 hotfix due to an error.

7.0.60
¢ On-line Marketing - A wrong field caption was used in the Custom registration form web part

The 'ConversionValue' property of the 'Custom registration form' web part contained 'Conversion name' as the 'Field caption' value.

7.0.60
e Scheduler - The Sheduler module was not able to recover from failures

If an error occurred during scheduled task execution, the Scheduler module did not handle recovery from the failure and a manual application restart was required to
enable the scheduled tasks again.

7.0.60
« Reporting - Reporting subscription e-mails failed to be sent in the configured intervals

E-mails for subscriptions in the Reporting module were not sent in the configured intervals. The e-mails were sent only when there was activity in CMS Desk or
Site Manager.

7.0.59
¢ Mobile development - Device detection library upgraded to version 2.1.19.4

The device detection library was upgraded to version 2.1.19.4. The upgrade solves the issue with the scrollbar position not being maintained after postbacks.

7.0.59
e Documents - Requests to non-existing pages caused redundant query calls

Requests to non-existing pages resulted in redundant query calls, which caused performance issues under heavy load.

7.0.59
e Web analytics - EMS license downgrade prevented some analytics logs from being processed

Downgrading from the EMS license to a lower license prevented some analytics logs from being processed.

7.0.59
¢ General export - Incorrect encoding for Chinese characters when exporting to CSV files

Chinese characters weren't encoded correctly when exporting data to CSV files.

7.0.59
¢ Deployment mode - Virtual files couldn't be saved to the file system under Medium trust

Saving virtual files deployed to the file system caused an error when running in a Medium trust environment.

7.0.59
e Search - Smart search index files weren't deleted in the file system

Deleting a smart search index in the administration interface didn't delete the corresponding index file in the file system.
7.0.58

o Custom tables - Incorrect permission filtering for custom tables
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Custom tables weren't displayed correctly in CMS Desk. This happened for users who didn't have permissions to view all tables on the first page of the list. The
system now filters the custom tables according to permissions before setting up the paging.
7.0.58

« Categories - Incorrect localization strings assigned when editing categories

The ‘Display name’ and ‘Description’ localization strings assigned to nested categories were replaced by the string from the parent category in certain cases.

7.0.58
* Windows Azure - Web farm servers were not created correctly when running Windows Azure projects

Database web farm updater wasn't the default option for Windows Azure websites. This caused problems with web farm synchronization on Windows Azure
websites.

7.0.58
e Documents - Content of a document wasn't displayed correctly when using preview URL

In special cases the content of a document wasn't displayed correctly when viewed through a preview URL.

7.0.58
¢ Macros - The 'CurrentUser.IsAuthenticated' macro stopped working after a period of time

The 'CurrentUser.IsAuthenticated' macro stopped working after some time.

7.0.58
+ Windows Azure - Enabling Health monitoring on Azure projects caused an exception

An exception occurred when enabling Health monitoring on Azure projects. The 'HealthMonitoring' folder was missing from the deployment package. To fix this
issue, locate the 'AppData\CMSModules\HealthMonitoring\Counters.xpc' file in Visual Studio and set its 'Build action' preference to 'Content'. Create and deploy a
new package.

7.0.57
e Web parts - The layout of the 'Logon form' web part has changed

To ensure that the 'Logon form' web part is displayed correctly, import an appropriate 'LogonForm_WebPart' package with fixed web part layout and enable using of
viewstate for parent web part zones and web parts.

7.0.57
o Web parts - The 'Reset password page URL' setting in 'Logon form' web part was not working properly

If a specific reset password page URL was set in the 'Logon form' web part settings, the full URL was incorrectly generated.

7.0.57
¢ On-line Marketing - Campaign tracking with domain root redirection

Campaigns set for a 'Document alias' of a default (home) page were not tracked when the page was visited.

7.0.57
e Web parts - Export of web part properties didn't work in Site Manager

The 'Export web part properties' link didn't work when configuring web parts on the Design tab of a page template in Site Manager.

7.0.57
¢ Social networking - The "Border color" property of the "Facebook like lox" web part didn't work.

Facebook no longer supports the "Border color" property for the "Like box" web part. The property was replaced with "Show border" and "Force wall" properties.
We recommend that you import the appropriate ‘FacebookLikeBox_WebPart’ package with the fixed web part into your web projects using Site Manager -> Sites ->
Import site or objects.

7.0.56
e Media library - Media library folders weren't displayed properly when stored in a custom location

Folders in a media library weren't displayed properly when the media library was set to use a custom storage provider.

7.0.56
¢ Membership - Sign out button didn't work correctly when using Facebook authentication.

When users authenticated using Facebook authentication signed out using the "Sign out button" web part, they weren't redirected to the page specified in the
"Redirect URL" property.

7.0.56
o Search - Document crawler search indexes on web farm servers

On web farm servers, document crawler smart search indexes incorrectly used the server root URL to read document content. By default, search crawlers on web
farm servers now use the main domain of the site where the indexed documents belong.

7.0.56
¢ Membership - New user e-mail notifications for administrators weren't sent correctly.

If "Registration form" or "Custom registration form" web part was set to notify administrators about newly registered users, and confirmation of newly registered
users was required to finish the registration process, the administrator notification e-mails weren't sent.

7.0.56
¢ Message boards - Content rating submitted via message boards allowed more than one vote per message

When moderators approved messages with content rating, the message's rating was added again to the total rating.
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7.0.56
¢ Documents - Changes not saved for 'Document selector' fields when checking in documents

When editing a document property using the Document selector form control, the system didn't save the change upon check-in.

7.0.56
¢ AD Import - AD Import behavior wasn't consistent with automatic AD user import

User groups created by the AD Import tool had names inconsistent with groups created automatically when a new user logged in to a site.

7.0.55
e Security - Password policy tooltip contained wrong information

The tooltip description for the "Use password policy" setting did not reflect the actual behavior of the setting.

7.0.55
e Web parts - The Logon form web part didn't support remembering passwords in Internet Explorer

Internet Explorer didn't offer users to remember their password when they logged in using the Logon form web part.

7.0.55
¢ Documents - Split view in document properties didn't work in some cases

Split view in document properties caused an exception after a culture change because the system used an absolute URL

7.0.55
¢ Documents - Rolling back a document version in On-site editing caused an error

Rolling back a document version using the On-site editing properties dialog caused an error.

7.0.55
e Avatars - The "Select user avatar" form control did not preserve the selected value

The "Select user avatar" form control did not preserve the selected value after doing a postback.

7.0.54
¢ Social networking - Automatic posting to Facebook and Twitter didn't process macros correctly

When using the {% GetDocumentURL() %} macro in the Facebook and Twitter autopost fields, the resulting URL led to the site's default page instead of the current
document.

7.0.54
¢ Messaging - The MessagelsRead property was set to true by default

The Messagelnfo.MessagelsRead property was set to true even if the message had not yet been read.

7.0.54
e Web parts - Unable to save the web part properties dialog with two HTML editor fields

The Ok and Apply buttons didn't work in the web part properties dialog for web parts that contained multiple properties with an HTML editor interface.

7.0.53
o Attachments - Attachments of documents under workflow weren't checked for uniqueness

It was possible to rename attachments of documents under workflow to names that weren't unique.

7.0.53
« Content editing - Content removed for hidden editable regions

When saving pages, content was cleared for editable regions hidden due to dynamic conditions (for example on pages with different regions for specific device
profiles).

7.0.53
¢ Newsletters - Adding event fired when resolving macros in newsletters

User can now handle events fired when macro in newsletter is being resolved.

7.0.53
* Windows Azure - Document type import failed on Windows Azure

The last step of the document type import process - copying document types icons - failed when running on Windows Azure.

7.0.52
* Windows Azure - Deployment to Windows Azure using KIM did not work

The built-in Powershell script for deploying to Windows Azure did not work because the script was not compatible with the latest Powershell cmdlets.

7.0.52
¢ Staging - Document categories weren't staged

Staging of document categories didn't work correctly when changes to the categories were made after the document was created.
7.0.52

o Web parts - Tooltips in web part properties did not display macro expressions
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Example macro expressions were incorrectly resolved in the tooltips of web part properties, instead of being displayed as text.
7.0.52
e Search - Search box/dialog watermark text error on "Page not found" pages

Smart search box and dialog web parts didn't display watermark text on "Page not found" pages created in the content tree (JavaScript errors occurred on the page).

7.0.52
o Controls - Direct uploader throws an exception for a public user

Uploading file via direct uploader as public user throws an exception.

7.0.52
¢ Workflow - Updating non-versioned document properties published the current document version

Updating document properties on the General, URLs and Template tabs published the current version of the document.

7.0.51
o Search - Incorrect paging of search results connected to a filter

Paging didn't work correctly for search results connected to a Smart search filter with auto postback enabled.

7.0.51
e Web parts - Failed to load viewstate error on the Design tab

Certain web parts caused a "Failed to load viewstate." error when a postback occurred on the Design tab.

7.0.50
¢ Dialogs - Link Properties dialog didn't work correctly with formatted links

When editing formatted links (for example “<a ... ><u>link</u></a>") in WYSIWYG areas, the link properties dialog behaved as if inserting a new link.

7.0.50
o Import toolkit - Import Toolkit failed to automatically publish created documents

When creating documents under workflow, the Import Toolkit left these documents checked out. Therefore, if Import Toolkit was configured to automatically
publish these documents, it failed to do so.

7.0.50
* Workflow - Publishing of imported product documents didn't work properly in some cases

Imported product documents couldn't be published under workflow if the foreign keys from the previous site didn't exist in the current site.

7.0.50
¢ Forums - Bad date displayed for empty forums in the Group forum list web part

When viewing an empty forum in a forum list, the date of last post appeared as 01/01/0001 12:00 AM.

7.0.50
¢ Dialogs - FTP and news protocols were not handled correctly when changing link protocol

When editing a link to another website in a WYSIWYG area, the dialog duplicated protocols other than http and https in the URL.

7.0.50
o Web parts & controls - Universal pager didn't work with the Custom table repeater

The 'Universal pager' web part didn't work when connected to a 'Custom table repeater'.

7.0.50
o Widgets - Widgets locked after clicking 'Create new version'

The actions for managing editor widgets were disabled immediately after clicking 'Create new version' for documents under advanced workflow.

7.0.50
¢ Hotfix - Could not back up the localDB database using the Hotfix Utility

Creating a back up of a localDB database during a hotfix installation threw an error: "Error creating the specified directory. Original exception : Invalid database
name " specified for backup or restore operation. BACKUP DATABASE is terminating abnormally."

7.0.50
* Workflow - Transition between two steps in workflow process was processed twice in special cases

If there was a wait step right after an action step in a workflow process, the transition between these two steps was processed twice.

7.0.50
¢ Banner management - Banner category filter didn't work properly

Filtering banners in CMS Desk based on the 'Enabled banners' and 'Total banners' fields caused an SQL exception.

7.0.50
e Web parts & controls - CSS list menu not applying the 'Last item CSS class' to single items

The 'CSS list menu' web part (and CMSListMenu control) didn't apply the 'Last item CSS class' for menu levels containing only one item. Both the 'First item' and
'Last item' CSS classes are now rendered for single items.

7.0.49
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« Hotfix - Hotfix utility failed to create hotfixed files for remote installation
The hotfix utility failed to create hotfixed files for the remote installation after our refactoring and it also was not possible to hotfix separate databases.

7.0.49
¢ Social networking - Twitter Feed web part didn't reflect the "Number of tweets" and "Theme" properties correctly

The "Number of tweets" property was ignored, the "Theme" property used Twitter settings if it was set to "light".

7.0.49
¢ Windows Azure - IE did not display full images on Windows Azure

Images served from a website hosted on Windows Azure were missing the content-length header.

7.0.49
e Web analytics - Dynamic creating of campaigns

Creating campaigns via query strings caused an exception when the length of the query exceeded the maximum length for a campaign name.

7.0.49
¢ Dialogs - Links with Anchor tag couldn't be edited

When selecting the web link with anchor in WYSIWYG editor, the Anchor tab comes up instead of the Web tab and the link can't be edited.

7.0.49
o Hotfix - Part of the hotfix SQL script wasn't compatible with certain SQL server culture settings

The hotfix SQL script for adding the missing 'Create' document type permission wasn't compatible with certain culture settings of SQL servers.

7.0.49
o Newsletters - Newletter attachments were opened in modal window

After clicking on a non-image newsletter attachment, the file opened in a modal window instead of showing a standard browser file (open/save) dialog.

7.0.49
¢ Newsletters - Multiple newsletters sending

When the system was set not to require unique user emails and user roles were subscribed to newsletters, multiple newsletters were sent to the same email address.

7.0.49
¢ Contact management - Inactive contact deletion deletes all contact from contact groups

The scheduled task for deleting inactive contacts deleted all contacts in contact groups as well.

7.0.49
e Web parts - AJAX update panel not working correctly for layout web parts

If the 'Use update panel property' was enabled for layout web parts, the AJAX update didn't wrap around the content inside the layout.

7.0.49
¢ Membership - The Logon web part didn't return to the previous page after a user logged in

When the "returnurl” query string parameter contained other query parameters, these parameters were trimmed from the URL, causing the user to be sometimes
redirected to a wrong page.

7.0.48
¢ Widgets - Macros not resolved in the titles of widget containers

Macros entered into the Widget container title property weren't resolved. Web part containers now resolve macros recursively, which allows macros in widget
container titles (resolving of macros is still disabled for widget properties in general).

7.0.48
¢ Integration bus - Incorrect integration task data when calling 'ProcessExternalTask' multiple times

When calling the 'IntegrationHelper.ProcessExternal Task' method multiple times within a single request, the data of integration tasks was generated incorrectly in
some cases for objects without IDs.

7.0.48
o Newsletters - Error when unsubscribing from newsletters

When a visitor subscribed to a newsletter by providing only an e-mail address, and a registered user in the system had the same e-mail, an error occurred if the user
attempted to unsubscribe from the newsletter.

7.0.48
¢ E-commerce - SKUs not handled correctly when copying product documents under versioning without workflow

When a product document under versioning without workflow was copied and then published, the cloned SKU record obtained the same GUID as the SKU of the
original document.

7.0.47
e Web farms - Web farm thread-safety

In some cases, web farm threads were created more than once, which wasn't thread-safe.
7.0.47
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Widgets - Maximizing not working for user widgets
Minimized user widgets couldn't be maximized in some cases.

7.0.47
Field editor - Switching fields from a Text area to a Text box form control

After changing the form control of a field from a 'Text area' to a 'Text box', the field remained as a text area.

7.0.47
User interface - Missing CSS class for the label in the list of forum subscriptions

Forums - The label in the list of forum subscriptions was missing the 'InfoLabel' CSS class if the current user had no forum subscriptions.

7.0.47
Event management - Events missing in the calendar

When navigating in the event calendar, events weren't displayed in some cases due to an incorrectly calculated date range.

7.0.46
Windows Azure - Site import log not working on Windows Azure

The progress log stopped working when importing sites on Windows Azure under certain circumstances.

7.0.46
Licensing - Renewal of rented licenses not working correctly

An error occurred when renewing rented licenses using the 'Rented license updater' scheduled task.

7.0.46
URL rewriting & SEO - Wrong redirect back parameter name in the URL of the access denied page

When users without the required permissions were redirected to the access denied page, the URL contained a parameter named 'url' instead of 'returnurl'.

7.0.46
E-commerce - Customer.Orders collections interchanged between customers in special cases

The content of the 'Customer.Orders' collection was interchanged between different customers in special cases.

7.0.46
On-line Marketing - Event 'ActivityInfo. TYPEINFO.Events.Insert' not triggered for all activities

API - Activities that were logged using the ActivityLogProvider class didn't trigger the 'ActivityInfo. TYPEINFO.Events.Insert' event. You can now handle the new
'ActivityEvents.ActivityLogged' event, which the system fires immediately when any type of activity occurs.

7.0.46
Upgrade - 'Create' permission missing for original document types

Document types created before upgrading to version 7.0 didn't have the 'Create' permission (only 'Create anywhere')

7.0.46
Documents - New culture versions of documents not published automatically

When creating a new culture version of a document with the 'Save the new document before editing' option enabled, the culture version wasn't automatically
published if versioning without workflow was applied to the document.

7.0.46
User interface - Modified content confirmations

When editing objects in Site Manager, a confirmation informing about unsaved changes appeared when leaving the page, even if the changes were already saved.

7.0.45
Social networking - Hash symbols converted to URLSs in Twitter/Facebook auto posts

When publishing Twitter or Facebook messages using auto post fields with URL shortening enabled, hash symbols (#) were converted to shortened URLs.

7.0.45
General - Exception when requesting media files through the GetFile system pages

An exception occurred when retrieving media files through the GetFile system pages, if the upper limit specified in the request's 'Range' HTTP header field was
greater than the size of the file.

7.0.45
API - SearchIndexInfoProvider.GetSearchIndexSites() returning empty SiteInfo objects

The 'SearchIndexInfoProvider.GetSearchIndexSites()' method returned a collection of empty SiteInfo objects.

7.0.45
WYSIWYG editor - Inserting links containing multiple http protocols

Links weren't inserted correctly if the URL contained multiple http protocols (for example in the values of query string parameters). The editor removed all
occurrences except for the initial protocol.

7.0.45
AD Import - Error when importing existing roles
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An error occurred when re-importing existing roles in some cases (the role code name uniqueness check failed).
7.0.45
e Web parts & controls - UniPager not working in special cases

The UniPager didn't work when placed above the connected listing control or web part in certain cases.

7.0.45
e Data.com - Data.com modifications to satisfy their license agreement

Data.com - The Data.com service has been changed, so that each user has to provide his or her account credentials instead of using a shared account. Please add
field 'UserDataComUser' (type: Text, size: 200) and field 'UserDataComPassword' (type: Text, size: 200) into the 'User — Settings' system table and add the
'~\CMSModules\ContactManagement\FormControls\DataCom\DataComLogin.ascx' and '"~\CMSModules\ContactManagement\Pages\Tools\DataCom\Login.aspx'
files into your web project.

7.0.44
¢ Documents - The document event DocumentEvents.LogChange.After wasn't raised after the tasks were logged.

The document event 'DocumentEvents.LogChange.After' wasn't raised after the tasks were logged.

7.0.44
¢ Blogs - Saving Blog post caused exception in special cases

Saving Blog post caused exception when 'BlogPostTitle' attribute type was set to Long text.

7.0.44
* Membership - UserInfo object gets too many SQL queries on every request.

The Memberships property of 'UserInfo' object has not been serialized correctly into the session. Because of that, the sites, roles and memberships were retrieved
from the database on every request.

7.0.44
o Attachments - Attachment link properties did not preselect attachments correctly

Displaying the properties of an attachment link in the WYSIWYG editor did not preselect a correct link.

7.0.44
e Documents - Query string parameters weren't available for the preview page

Query string parameters were not available for custom preview pages.

7.0.44
¢ Newsletters - Duplicated newsletter e-mails

Newsletter emails got duplicated when a user belonged to multiple roles which were subscribed to the newsletter.

7.0.44
¢ URL rewriting & SEO - Invalid page for combined script requests when using custom script manager controls

When using components with a custom script manager, combined script requests caused the system to return an invalid page in some cases.

7.0.43
¢ E-commerce - Price displayed with tax applied twice during checkout

The shopping cart displayed the price with tax applied twice if the user logged in during the checkout process and returned back to the shopping cart content.

7.0.43
e Macros - Empty 'Customer.Orders' and 'Customer.Wishlist' collections

The 'Customer.Orders' and 'Customer.Wishlist' collections in macro expressions were always empty.

7.0.43
e Search - Documents assigned to sub-categories ignored by full-text search

Documents assigned to sub-categories weren't included in the results when searching for the main categories. The category search now checks for all ancestors in
the category hierarchy.

7.0.43
¢ E-mail engine - Changing the e-mail transfer encoding

The 'CMSEmailTransferEncoding' web.config key wasn't applied when sending e-mails. The transfer encoding was always Base64. You can now set the value to
'base64', 'queotedprintable’ or 'sevenbit'.7

7.0.43
e Forums - Forum unsubscription not working correctly

The 'Forum unsubscription' web part didn't work if double-opt in was disabled for the website's forums.

7.0.43
¢ Translation services - Target tag missing for translation submissions

The XLIFF documents of translation submissions were missing the 'target' tag in some cases (this tag is required by Translations.com).

7.0.43
e On-line forms - Error in the form field editor after moving a category to the first position
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An error occurred in the field editor after moving a category to the first position in the list of fields.
7.0.43
¢ AD Import - Error 1301 on Windows Server 2012

When importing user roles (groups) on Windows Server 2012, an error occurred in certain scenarios: "An error (1301) occurred while enumerating the groups. The
group's SID could not be resolved."

7.0.43
¢ Translation services - Translation not handled correctly for published culture versions of documents

When importing translation data for culture versions of documents in published or archived workflow steps, a new document version wasn't created correctly.

7.0.43
e Documents - Search settings not saved correctly for documents under workflow

The document search settings weren't saved correctly in Properties -> Navigation for documents under workflow with check-in/check-out functionality enabled.

7.0.42
¢ Documents - Improved performance for permission checks

When loading documents with the 'Check permissions' option enabled, the permissions were validated for all documents without regard to the 'Top N' filtering
option (resulting in lowered performance).

7.0.42
* Workflow - Users incorrectly allowed to reject published documents

Any users with the 'Modify' permission for a document could reject this document from published workflow steps. Now only global administrators or users with the
'Manage workflow' permission for the Content module are allowed to reject such documents.

7.0.42
o Widgets - User widgets - Title localization, Moving widgets with check in/check out

The default widget titles based on widget Display names weren't localized when displaying instances in user personalization zones. When using content locking
(check in/out for documents), user widgets could only be moved on pages that were checked out.

7.0.42
¢ Macros - Path level macros not working correctly

Path expressions for retrieving parts of the current path (such as {0}) weren't resolved correctly when combined with path wildcards (%).

7.0.42
o Search - Incorrect CSS classes for the Smart search filter

The CSS classes applied by the 'Smart search filter' web part in radio button and checkbox filter modes were reversed (‘ContentRadioButtonList' and
'ContentCheckboxList'). You need to edit your stylesheets if your design relies on the incorrect CSS class names.

7.0.42
¢ On-line Marketing - Database separation timeout

A timeout occurred when separating very large on-line marketing databases.

7.0.42
¢ Installation - Missing .NET version option in KIM

If automatic .NET version detection failed when registering instances in the Kentico Installation Manager, the version selector didn’t offer all available options.

7.0.41
o Import/Export - Document aliases contained forbidden characters after import

Forbidden characters weren't replaced in document aliases when importing (or staging) documents. This caused badly formed document URLs.

7.0.41
¢ URL rewriting & SEO - URLs containing the IIS application name resolved incorrectly

Link URLs that started with the name of the IIS application were rewritten incorrectly.

7.0.41
o Transformations - CSS styles of transformations disappearing when using object locking

When using object locking (check-in / check-out), checking out a transformation deleted the transformation's custom CSS styles.

7.0.41
¢ WYSIWYG editor - Tables in the WYSIWYG editor disappearing when adding images

Tables of size 1x1 in the WYSIWYG editor disappeared after adding an image into the table.

7.0.41
¢ MVC - Clearing the system cache removed custom ASP.NET routes

Clearing the system cache also removed custom ASP.NET routes (cleared the 'System.Web.Routing.RouteTable.Routes' collection).

7.0.41
¢ Amazon S3 - Caching problem on Amazon S3

Metadata caching didn't work correctly for files stored on Amazon S3.
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7.0.40
e Web farms - Incorrect Server root URL for automatically generated web farm servers

When automatically generating web farm servers, the system created the Server root URL using the site visitor's IP address instead of the web server address.

7.0.40
o Chat - Chat web part always loading the default stylesheet

The Chat web part generated a request for the default CSS stylesheet even if the stylesheet file didn't exist.

7.0.40
* Windows Azure - Web farm synchronization of physical files on Windows Azure

Web farm synchronization of files wasn't available for installations hosted on Windows Azure (separate installations with separate blob storage). File
synchronization is still disabled by default on Azure installations, but you can enable it by setting the 'CMSWebFarmSynchronizeFiles' web.config key to true.

7.0.39
¢ Social networking - Default values not working for auto post fields

Default values and empty value validation didn't work correctly for fields using the 'Facebook auto post' and "Twitter auto post' form controls.

7.0.39
¢ AD Import - AD Import from the command line with an unavailable domain controller

When running the AD Import utility from the command line, the import process caused data inconsistencies if the domain controller was unavailable.

7.0.39
¢ On-line Marketing - Activity macro rules incorrectly displayed in unrelated contexts

The condition builder displayed activity macro rules in unrelated contexts. The activity rules now only appear when creating conditions for 'Activity performed'
Marketing automation triggers.

7.0.39
¢ Security - Captcha not refreshing correctly

CAPTCHA controls in forms weren't generated correctly after a postback occurred on the page.

7.0.39
¢ Caching - Files returning an incorrect file type when using client caching (Not Modified 304 response)

Files returned an incorrect content type when client caching was used, leading to a Not Modified (304) response.

7.0.38
o Newsletters - Newsletter issues with A/B test variants sent to incorrect subscribers for cloned newsletters

A/B test variants of newsletter issues under cloned newsletters were sent to the subscribers of the original newsletter.

7.0.38
e Web parts & controls - Special characters in document aliases not escaped correctly when resolving path expressions

Special characters (such as underscores) in document aliases weren't escaped correctly when resolving path expressions for listing controls or web parts.

7.0.38
o Web farms - Database deadlocks caused by web farm tasks

In heavy load scenarios, database deadlocks could occur when logging web farm synchronization tasks. To solve this issue, set the new web.config key
'CMSInsertTasksAtEndRequest' to true (default false). In this case, the system creates web farm tasks all at once at the end of each request.

7.0.38
o UI cultures - Errors in the event log when creating documents in non-default UI cultures

The system generated errors in the event log when creating documents if the UI culture used a different date format than the EN-US culture.31

7.0.38
¢ Form engine - Editing the fields of inherited document types in alternative forms

The fields of inherited document types couldn't be edited in alternative forms.

7.0.38
¢ Project management - Task descriptions not updating correctly on the live site

Task descriptions weren't updated correctly when editing tasks on the live site.

7.0.38
¢ Social networking - Twitter feed web part using obsolete API

The 'Twitter feed' web part uses deprecated Twitter API (leading to errors in the JavaScript console of browsers). To update the web part, import the appropriate
"TwitterFeed_WebPart' package and overwrite the original web part. Applying the hotfix creates the package in the default import folder.

7.0.38
e Documents - Document aliases couldn't be modified with certain UI personalization settings

Document aliases couldn't be modified by users who only had access to the 'Alias' UI element in the Properties > URLSs section (wrong Ul element permission
check).
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7.0.38
e Web parts - Editable image displaying the HTML envelope when empty

The 'Editable image' web part displayed the HTML envelope even when no image was selected.

7.0.37
¢ URL rewriting & SEO - Conflicts when creating document aliases containing wildcards

The system didn't allow the creation of document aliases containing wildcards if the wildcard matched the path of an existing document.

7.0.37
o Attachments - Duplicated document attachments when copying documents under workflow

When copying documents under workflow that had a published version, document attachments were duplicated.

7.0.37
¢ Translation services - Error when translating document sections with at least one document that didn't exist in the source culture

A null reference exception occurred when translating a section of documents where at least one of the documents didn't exist in the source culture.

7.0.37
o WYSIWYG editor - Links to anchors containing special characters

Links to anchors in editable text regions didn't work if the anchor name contained special characters.

7.0.37
¢ Form controls - Localizable textbox returning the resolved resource string if invisible

The "Localizable text box' form control returned the resolved resource string as its value if the control wasn't displayed in the form.

7.0.37
o Field editor - Field properties overwritten in the field editor

When saving fields that originally had 'Display attribute in the editing form' disabled, the field properties were overwritten by the values of the previously selected
field.

7.0.37
» Workflow - Workflow e-mails not using the subject of the selected e-mail template

Workflow notification e-mails didn't use the subject of the selected e-mail template.

7.0.37
¢ Document types - New document type wizard returning to the first step

The New document type wizard incorrectly returned to the first step in special cases.

7.0.37
e Membership - Preferred content culture not saved for users registered using the 'Custom registration form' web part

The 'Custom registration form' web part didn't save the value of the 'Preferred content culture' field for users.

7.0.36
¢ General - File uploaders not working in Chrome

File uploaders (Silverlight-based) didn't work correctly in the Chrome browser.

7.0.36
o General - Deadlocks when deleting/updating users from multiple threads

Simultaneous deletion/update of users from multiple threads caused deadlocks in some cases.

7.0.36
» Installation - Hotfix utility not working correctly if the .NET version detection failed

The Hotfix utility didn't behave correctly if the .NET version detection failed.

7.0.36
o Import/Export - Error when importing document attachments

An error occurred when importing document attachments in special cases.

7.0.36
¢ Scheduler - Error when setting tasks to run with a monthly interval

An error occurred after setting scheduled tasks to run once per month (with certain day selection options).

7.0.36
o Scheduler - Monthly tasks executed every minute

Tasks scheduled with monthly intervals were executed every minute after two months of existence.

7.0.36
¢ Staging - Manual synchronization of document with attachments under workflow
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Manually synchronizing documents using the 'Synchronize current document' button didn't transfer attachments correctly for documents under workflow, if the
document didn't exist on the target server.
7.0.36

e Amazon S3 - Incorrect storage of custom document type icons

Document types couldn't use custom icons when storing files externally, such as on Amazon S3 or Azure Blob storage.

7.0.36
¢ Documents - Permissions not checked correctly when copying documents

Document permissions weren't checked correctly when copying documents.

7.0.36
e Web parts & controls - Universal viewer not displaying hierarchical data when using non-integer relation columns

The Universal viewer didn't display hierarchical data if the relation columns used a non-integer data type (such as long integer).

7.0.36
¢ URL rewriting & SEO - URLs with illegal characters causing an exception

URLs with illegal characters in the query string caused an exception in special cases.

7.0.36
o API - Generic variants of the 'CustomTableltem.New' and 'BizFormItem.New' methods not working correctly

The generic variants of the 'CustomTableltem.New' and 'BizFormItem.New' methods didn't work correctly.

7.0.35
¢ Form engine - Min length of fields not validated without a Max. length

Field input wasn't validated if only the 'Min length' was specified without the 'Max. length'.

7.0.35
¢ Documents - Deleting the latest version of documents

It is no longer possible to delete or roll back to the latest version of documents. To reverse document changes, you need to roll back to one of the previous versions.

7.0.35
« Categories - 'Multiple categories selector' fields not saving categories added using document event

When saving documents on the Form tab, the 'Multiple categories selector' form control removed categories that were added using handlers of the
'Document_Update_After' event.

7.0.35
e Web farms - Incorrect IPv6 address in the root URL of automatically generated web farm servers

Automatically generated web farm servers incorrectly used the IPv6 format for the IP address in the 'Server root URL'.

7.0.35
o Newsletters - Localization in the Newsletter subscription web part

The 'Newsletter subscription' web part didn't resolve localization expressions correctly.

7.0.35
* Staging - Staging tasks not generated for custom fields in the User - settings system table

Synchronization tasks weren't generated for custom fields in the 'User - settings' system table.

7.0.34
* Widgets - Error when adding inline widgets to document fields

A JavaScript error occurred when inserting inline widgets into HTML area document fields if the editing form also contained a 'Document attachments' type field.

7.0.34
e Documents - Login of users with a limited Starting alias path causing the application to shut down

The application shut down if a user logged in to CMS Desk using a URL that contained a nodeID parameter identifying a document outside of the website section
specified by the user's 'Starting alias path' setting.

7.0.34
e API - Generic variant of the TreeNode.New method not working correctly

Documents - The generic variant of the 'TreeNode.New' method didn't work correctly.

7.0.33
* Windows Azure - Site import error "Import settings has been lost"

When importing sites on Windows Azure deployments running on multiple instances, the "Import settings has been lost" error occurred in some cases.

7.0.33
e Security - Password textbox in screen lock dialog when using Windows authentication

The screen lock dialog incorrectly displayed the password textbox in Internet Explorer when using Windows authentication.
7.0.33
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Translation services - Widget properties containing rich text (HMTL formatting) not processed correctly during the translation import

Widget properties containing rich text (HMTL formatting) weren't decoded when importing translation data, resulting in pages displaying encoded text.

7.0.33
General - Custom filters not applied to certain web parts

Custom filters added through the 'Filter' web part weren't applied correctly when connected to certain web parts (e.g. Grid with custom query).

7.0.33
Social networking - YouTube video web part not working for certain video URLs

The "YouTube video' web part didn't work for video URLs in format 'http://youtu.be/VIDEO_ID' if the video ID contained the '-' or'_' character.

7.0.32
General - Clone global objects to site objects with only one site

Global objects couldn't be cloned to site objects if only one site was available in the system.

7.0.32
Metafiles - Maxsidesize arithmetic exception for GIF images

When loading GIF images as metafiles (getmetafile), the 'maxsidesize’ parameter caused an arithmetic exception in some cases.

7.0.32
Reporting - Exception message after submitting the report filter with invalid values

An exception message was displayed in the report view after submitting the report filter with invalid values.

7.0.32
General - Custom filters not applied to query data sources

Custom filters added through the 'Filter' web part weren't applied when connected to query data sources.

7.0.32
General - CMSModules\Content\CMSDesk\Edit\Edit.aspx.designer.cs generated incorrectly

The 'CMSModules\Content\CMSDesk\Edit\Edit.aspx.designer.cs' designer file was generated incorrectly (missing control declarations).

7.0.32
URL rewriting & SEO - Incorrect collision detection for document aliases

In some cases, document aliases containing URL wildcards couldn't be created due to an incorrect uniqueness check (collision detection).

7.0.32
Security - Default logon page always used after a screen lock

After a screen lock, users were always redirected to the default logon page instead of the logon page specified in the website's settings.

7.0.32
Reporting - Report chart web part exception when hidden by the Display to roles property

The 'Report chart' web part caused an exception when hidden by the 'Display to roles' visibility property.

7.0.32
Web parts - Duplicate property descriptions in the web part documentation

Web part documentation appended the property descriptions multiple times when reloading the tab.

7.0.32
Translation services - Editor widgets not processed when importing translation submissions

The properties of editor widgets weren't translated when importing translation submissions.

7.0.31
Widgets - Inline widgets resolved incorrectly in transformations

Inline widgets weren't resolved correctly in special cases when displaying text fields using transformations.

7.0.31
Categories - Empty field error when using the 'Multiple categories selector'

The 'Multiple categories selector' form control produced an empty field validation error even if a category was selected.

7.0.31
Media library - Changes not saved correctly when editing images in media libraries

When editing images in media libraries, the final result wasn't saved correctly after performing multiple modifications.

7.0.31
E-commerce - SKU description not keeping its value when mapped to a document field

The 'SKUDescription' field didn't keep its value if it was mapped to a document field.

7.0.31
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o Search - Paging not working correctly for smart search results in postback mode
Paging of smart search results didn't work correctly in postback mode.

7.0.30
¢ URL rewriting & SEO - Excluding custom route URLSs from the rewriting engine (e.g. /SignalR)

It is no longer necessary to exclude custom route URLSs (such as '/SignalR") from the CMS rewriting engine. Excluding the URLSs is still recommended for optimal
performance.

7.0.30
o Workflow - Advanced workflow designer in IE10

The advanced workflow designer didn't function correctly when viewed in Internet Explorer 10.

7.0.30
e API - Error when using the 'CategoryInfoProvider.GetDocumentCategories' method

Categories - The 'CategoryInfoProvider.GetDocumentCategories(where, orderby, topn)' method used an incorrectly formed query to get the category data, resulting
in an SQL error.

7.0.30
¢ General - File uploaders not working in Chrome 26

File uploaders (Silverlight based) didn't work in Chrome version 26.

7.0.30
e On-line forms - Private fields displayed on the live site when using a custom form layout

In some cases, private fields of on-line forms were incorrectly displayed on the live site when using a custom form layout.

7.0.29
o Translation services - Editable regions not translated correctly for pages using ASPX templates

The content of editable regions (CMSEditableRegion and CMSEditableImage controls) wasn't processed correctly when translating pages using ASPX templates.

7.0.29
e Output filter - HTML5 and Table conversion filters incorrectly converting tags with multiple attributes

Tags containing both width and height attributes were incorrectly converted to CSS styles by the ' HTML5' and 'Table to Div conversion' output filters. Only the first
attribute was converted.

7.0.29
e CSS - Stylesheets not applied correctly in Chrome 26

CSS stylesheet weren't applied correctly on pages viewed in Chrome 26 browsers (when the page request response had the 304 Not modified status).

7.0.29
¢ Reporting - Report graph "Display item value" property not displaying the correct state

The "Display item value" checkbox in the properties of report graphs didn't display the correct value after a user changed the value and saved the configuration.

7.0.29
e Search - Empty highlighting tags generated in the search results for empty search queries

The highlighting procedure generated empty tags in the search results for empty search queries.

7.0.29
o Widgets - Default values of system properties not applied to widgets

The default values set through the System properties of widgets weren't applied correctly to all types of widgets.

7.0.29
o Import/Export - Blog post subscriptions not importing

Blog post subscriptions of users weren't imported into the system even if they were included in the import package.

7.0.28
e CSS - Incorrect MIME type for CSS resources

When using CSS minification, CSS resources were returned with the wrong MIME type in special cases.

7.0.28
e Macros - Incorrect escaping for backslashes in string constants

Backslashes in string constants within macro expressions were escaped incorrectly in some cases.

7.0.28
o Newsletters - New feature: No limit on the number of imported newsletter subscribers

New feature: The newsletter subscriber import now works asynchronously, so you can import any number of subscribers. The system also displays the progress of
the import and the process can be canceled.

7.0.28
¢ E-commerce - Product options not deleted from the database after removing items from the shopping cart
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Certain types of product options weren't deleted from the 'COM_ShoppingCartSKU' database table after removing items during the checkout process using the
Remove checkbox and Update button.
7.0.28

e Macros - Wrong data in the 'DocumentsOnPath’ macro property of documents

The 'DocumentsOnPath’ macro property of documents didn't work correctly.

7.0.28
e Avatars - Error on the "My profile' page after removing a custom avatar

An error occurred when saving the 'My profile' page in My Desk after removing a custom avatar.

7.0.28
o URL rewriting & SEO - Exceptions for requests without context

Requests without context caused exceptions in special cases, even for URLs excluded from the rewriting engine.

7.0.28
o Import/Export - Site export error due to campaigns with identical names on different sites

An error occurred when exporting sites if there were two campaigns with identical names on different sites in the system, and at least one of the campaigns was
assigned to a document alias.

7.0.28
e CSS - Incorrect absolute URLSs in minified CSS stylesheets

Minified CSS stylesheets generated incorrect absolute URLS in special cases.

7.0.28
« Translation services - Widget properties not translated

Widget properties weren't updated correctly when importing translations.

7.0.28
o Widgets - Values not saved correctly for dynamically hidden properties

The values of certain types of widget properties weren't saved correctly for properties hidden by visibility conditions.

7.0.28
e Media library - Error in the media selection dialog when Community modules weren't installed

An error occurred in the media selection dialog if the Community modules weren't installed.

7.0.27
¢ E-commerce - Email and phone not transferring from customers to user accounts

When registering new user accounts for customers, not all data was properly transferred to the user account (Email, Phone).

7.0.27
¢ E-commerce - Missing SKU data when publishing new product documents after upgrading to v7

After upgrading to version 7, publishing documents that were never published in the previous version could cause the loss of some of the SKU data ("Edited object
no longer exists" on the Form tab).

7.0.27
¢ E-commerce - Product option category code names validated incorrectly

The code names of product option categories were validated incorrectly. The '-' character was not supported in the code names.

7.0.27
¢ General - Skipped worker processes

The system skipped worker processes when too many processes were run from a single request. For example, this could lead to incorrect behavior of Marketing
automation processes.

7.0.27
e Output filter - 'colspan’ and 'rowspan' table attributes incorrectly converted to classes

The 'colspan' and 'rowspan' table attributes were incorrectly converted to classes by the HTMLS5 output filter, even if table tags weren't configured for conversion to
DIV tags.

7.0.27
e Macros - 'DataltemIndex' macro not working in open IF statements

The 'DataltemIndex' macro didn't work inside open IF statements in transformations.

7.0.27
» Staging - Incorrect synchronization task order when using "Process selected"

The "Process selected" action in the staging Ul incorrectly ran synchronization tasks according to the selected grid order, which could lead to synchronization
problems in the target environment.

7.0.27
¢ Custom tables - Item search not working in the Custom table item selector
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When selecting 'more items' from the 'Custom table item selector' form control, the item search didn't work correctly.
7.0.27
¢ Document types - Error when creating new document types

When creating new document types, an exception occurred in the first step of the wizard (after applying hotfix 7.0.25).

7.0.26
o Transformations - Error when editing transformations for document types

An error occurred when editing transformations for document types (after applying hotfix 7.0.25).

7.0.26
¢ Controls - Error when setting watermark text for multiple controls

Setting the 'WatermarkText' property for multiple controls on the same level caused an exception.

7.0.25
¢ Forums - Thread and post counts not recalculated correctly for forums with subscribers

Thread and post counts in forums weren't recalculated correctly if the forum had subscribers.

7.0.25
o User interface - Code editor overlapping dialog buttons

The code editor overlapped the dialog buttons when expanded to fit-to-window mode in certain dialogs.

7.0.25
e Output filter - Corrupted script tag attributes when using the XHTML filter

The XHTML output filter corrupted the attributes of script tags in special cases.

7.0.25
¢ Staging - Category IDs stored by the Category selector didn't translate correctly during staging

The Category selector stored category IDs in document fields. The IDs didn't translate correctly during staging. The Category selector now uses the binding records
between documents and categories instead.

7.0.25
« Event management - Event Management widget not working

The 'Event management' widget causes an error when added to a dashboard. ("An error occurred processing the controls. The page is now in safe mode. Close the
safe mode and try to reload the page content. See event log for the error details.")

7.0.25
e Web analytics - Search engines no longer logged in URL referral statistics

The 'Referrals' and 'Referring sites' statistics included traffic from search engines, which made it harder to monitor referrals from other websites. Visits incoming
from sites recognized as search engines are no longer logged as referrals. You can view search engine statistics using the dedicated 'Search engines' and 'Search
keywords' reports instead.

7.0.25
¢ E-commerce - Document type E-commerce field mappings after upgrading

The E-commerce field mappings of document types didn't work correctly after upgrading to version 7 (when using a different document name and SKU name).

7.0.25
¢ General - Query string parameters lost in return URLs

Return URLSs didn't carry over all query string parameters if the original URL contained multiple parameters.

7.0.24
e Message boards - Message list widget not displaying messages correctly from other sites

The 'Message list' widget displayed messages from the current site even if all sites were selected. Additionally, the message board selector wasn't refreshed correctly
according to the site selection.

7.0.24
e REST - Too long WHERE conditions generated for site-related objects

The WHERE conditions generated for site-related objects were too long in special cases.

7.0.24
¢ Output filter - XHTML table to div conversion generating double end quotes

The XHTML table to div conversion process generated double end quotes if the table tag contained the style attribute.

7.0.24
¢ General - Queries loading paged data returned incorrectly ordered results when using nested queries

Queries loading paged data returned incorrectly ordered results when using nested queries.

7.0.24
¢ Dashboards - Error when adding custom dashboard pages

Custom dashboard pages caused an error when added to certain locations in the user interface (if the parent page used a tab control to display child pages).
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7.0.24
e Search - Incorrect 'GetSearchImageUr!' results for empty string values

The 'GetSearchImageUr!' transformation method returned incorrect results for empty string values.

7.0.24
¢ Form engine - Form control settings loaded incorrectly when creating system attributes

The default Form control and Editing control settings were loaded incorrectly when creating new system attributes.

7.0.24
e Multilingual content - Content not copied when creating new document language versions

When creating new language versions of documents, content wasn't copied if the 'Save the new document' option was checked.

7.0.24
¢ Macros - Backward compatibility custom macro handlers not called

The system didn't call backward compatibility custom macro handlers (CMS.Compatibility.MacroResolverCompatibility.OnResolveCustomMacro).C. Perras

7.0.23
¢ Custom tables - Cloning entries in custom tables without the ItemOrder column

Cloning didn't work for data entries in custom tables without the 'ItemOrder' column.

7.0.23
o WYSIWYG editor - Incorrect YouTube video URLs when using https

When inserting YouTube videos into editable text regions, the video URLs were generated incorrectly if the https protocol was used.

7.0.23
¢ General - Alt+S shortcut on Polish keyboards

The 'Alt + s' keyboard shortcut triggered the save action (like Ctrl+s) when using Polish keyboard settings.

7.0.23
¢ Validators - (X)HTML validation not working

The (X)HTML validator didn't work due to changed communication requirements with the validation service.

7.0.23
o Transformations - Error when displaying inline widgets through a transformation with an UpdatePanel

When using transformations to display fields containing inline widgets (or other dynamic controls), an error occurred if the transformation also contained an
UpdatePanel.

7.0.23
¢ On-line forms - Macros in default values of private fields not resolving

Macros in default values of private fields weren't resolved correctly under special circumstances.

7.0.23
¢ Portal engine - Hidden editable web parts didn't keep their content after saving

Editable web parts didn't keep their content if the page was saved while the web part was hidden (for example through visibility conditions).

7.0.23
o Attachments - Document attachments not copied when creating new language versions of documents based on existing languages

Creating a new language version of a document based on a different language version didn't copy document attachments in special cases (combination of document
state and applied workflow).

7.0.23
o API - RequestStockHelper.Clear() not removing upper case keys

The Clear() method, which removes items from various collections (such as RequestStockHelper or ContextStockHelper), didn't work correctly when clearing items
with uppercase key names.

7.0.23
* Staging - Synchronization of documents reporting an error

Synchronization of documents not under workflow reported an error, even though it was successful.

7.0.22
¢ Polls - Group poll widget not offering polls from the current group

The 'Group poll' widget didn't offer polls from the current community group.

7.0.22
o Import/Export - Exporting media libraries with conflicting code names

If multiple media libraries in the system had the same code name and contained files with identical names, the files with conflicting names weren't exported
correctly.

7.0.22
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¢ E-mail engine - Saving e-mail templates failed if the subject exceeded the allowed length
Saving of e-mail templates failed if the subject exceeded the maximum allowed length due to entered macro expressions.

7.0.22
e Membership - Users with passwords in SHA1 format couldn't login

Users with passwords stored in SHA1 format couldn't log into the system. Other users (with different password formats) were not affected.

7.0.21
e Macros - ClassNames macro method not working correctly

The 'ClassNames' macro method (called for 'TreeNodeCollection' collections of documents) didn't work correctly.

7.0.21
¢ Portal engine - Conditional layouts with the 'ActiveInDesignMode' property disabled

Conditional page layouts didn't reflect the 'ActiveInDesignMode' property correctly in special cases.

7.0.21
¢ Portal engine - Master page exceptions when using a root without a page template

Some master page actions caused errors when using a root document without a page template.

7.0.20
¢ Form engine - Error when saving the Form tab of documents

An error ("Failed to load viewstate") occurred in special cases when saving the Form tab of documents with multiple field categories.

7.0.20
e Documents - Preview link - Images not displayed correctly for unpublished documents

Preview link - In some cases, images weren't displayed correctly when viewing unpublished documents through a preview link.

7.0.20
o Import/Export - Forum post attachments not exporting correctly

Forum post attachments of standard forums weren't exported correctly if the export package also included community groups.

7.0.20
o Import/Export - Media files not exporting correctly

Standard media library files weren't exported correctly if the export package also included community groups with media libraries.

7.0.20
¢ ASPX templates - Editable region control not validating the length of input text

The 'CMSEditableRegion' control didn't validate the maximum/minimum length of input text on ASPX page templates that used the 'CMSPortalManager' control.

7.0.20
* Widgets - Macros not resolved in System properties of widgets

Macros weren't resolved correctly when placed into the default values of widget System properties.

7.0.20
« Installation - Error: [dbo] prefix in hotfix 7.0.19 SQL script

The SQL script in Hotfix 7.0.19 contained the [dbo] prefix, which caused a failure if a different database owner was used.

7.0.20
o General - Resource files ignored in certain locations in the web project

Resource files were ignored in certain locations within the web project (when placed in the CMSWebpart, CMSPages or CMSFormControls folders).

7.0.20
¢ Project management - HTML editor not loaded correctly when editing tasks on the live site

The HTML editor in the task editing dialog wasn't loaded correctly on the live site.

7.0.20
e Custom tables - Radio button list fields not storing values (1)

When editing Custom table forms based on an alternative form with a custom layout, fields using the 'Radio buttons' form control didn't store the selected value.

7.0.20
¢ General - Multifile uploader temporary file folder disappearing

The folder storing temporary files for the multifile uploader (/App_Data/CMSTemp/MultiFileUploader) was automatically deleted when empty, which caused the
uploader to stop working.

7.0.20
o Time zones - Incorrect Event calendar dates for custom time zones

The 'Event calendar' web part displayed event start times incorrectly if the web part's custom time zone caused a date shift.
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7.0.19
¢ General - Copying the web part placeholder from web part containers to other locations

If the web part placeholder element from the code of web part containers was copied to a different type of code editor, it couldn't be removed.

7.0.19
e Documents - Cloning of document types failed after applying HF 7.0.18

Cloning of document types failed after applying Hotfix version 7.0.18.

7.0.19
e Web parts & controls - Paging didn't work in the Universal viewer

The pager integrated into the 'Universal viewer' didn't work.

7.0.19
¢ URL rewriting & SEO - Robots.txt access denied when using secured pages

Robots.txt files provided through a page containing a 'Custom response' web part returned an access denied error when using secured pages.

7.0.19
o Cultures - Error when deleting cultures used in a workflow scope

It wasn't possible to delete cultures that were used in a Workflow scope.

7.0.19
e Custom tables - Radio button list fields not storing values

When editing Custom table forms based on an alternative form with a custom layout, fields using the 'Radio buttons' form control didn't store the selected value.

7.0.19
¢ Web analytics - Mobile devices and Traffic sources reports moved to the Visitors category

The "Mobile devices" and "Search crawlers" reports are now placed under the "Visitors" section in the web analytics interface.

7.0.19
e API - 'UserInfoProvider.EnsureRolesAndSites' not removing roles correctly

Membership - The 'UserInfoProvider.EnsureRolesAndSites' method onlyu removed domain roles.

7.0.18
e Macros - GetUrlReferrer() macro method exception

The 'GetUrlReferrer()' macro method logged an exception into the Event log on requests where the browser didn't send a referrer.

7.0.18
« Cookie consent - Exception for first time visitors

The 'Cookie law consent' web parts caused an exception for first time visitors in special cases.

7.0.18
« Event log - Performance issues when logging certain types of events

Logging of Marketing automation step transitions and sent newsletter issues may cause performance issues when done for very large numbers of events. You can
now disable logging of these events through the 'CMSLogMATransitions' and 'CMSLogNewsletterIssueEvents' web.config keys.

7.0.18
o Scheduler - Scheduler service not reporting an error after failed recovery

The Scheduler Windows service didn't report an error if it failed to recover from the database being unavailable.

7.0.18
¢ Social networking - Autopost to Twitter not working (API 1.0 deprecated)

Autoposting to Twitter didn't work, since API 1.0 is now deprecated. The Twitter integration now uses API 1.1.

7.0.18
¢ Tags - BlogFunctions.GetDocumentTags method incorrectly parsing tags containing commas

The 'BlogFunctions.GetDocumentTags' method didn't correctly parse tags containing commas.

7.0.17
¢ Salesforce - Empty attributes weren't replicated to Salesforce leads

If a contact's field was set to an empty value, the matching attribute of the corresponding Salesforce lead wasn't updated.

7.0.17
¢ Forums - Incorrect forum post and thread counters for cloned forum groups

Forum post and thread counters didn't work correctly for cloned forum groups.

7.0.17
¢ Marketing automation - Actions steps missing for new automation processes

Newly created marketing automation processes didn't provide the list of action steps on the designer toolbar.

https://devnet.kentico.com/download/hotfixes 175/230



4/23/26, 10:04 PM Hotfixes

7.0.17
¢ Macros - Removal of leading zeroes in text parameters of macro rules

Text type parameters in macro rules removed leading zeroes from values.

7.0.17
« Controls - Multiple CMSUpdatePanel controls with ShowProgress enabled

The 'CMSUpdatePanel' control couldn't be used more than once on the same page with the 'ShowProgress' property enabled.

7.0.17
¢ Social networking - Publishing failed for documents with fields using the 'autopost' suffix

Publishing of documents didn't work correctly if the document type contained a field with the 'autopost' suffix that wasn't used for auto-posting to social networks
(i.e. using the appropriate auto-post form controls).

7.0.17
e Chat - Unable to access password protected rooms created in CMS Desk

Password protected chat rooms created in CMS Desk weren't accessible by users on the live site even if they entered the correct password.

7.0.17
¢ API - 'CMSContext.CurrentUser' error in scheduled tasks running in a separate thread

Using 'CMSContext.CurrentUser' in the code of scheduled tasks caused an exception when running the task in a separate thread ("'Server cannot modify cookies
after HTTP headers have been sent").

7.0.17
e Chat - 'Clean old chat records' scheduled task error

The 'Clean old chat records' scheduled task caused an error when deleting old anonymous users that had chat notifications stored.

7.0.17
¢ Event manager - Event calendar ordering when using multiple document types

The 'Event calendar' web part didn't order events correctly when using multiple document types and an ORDER BY clause.

7.0.17
o Salesforce - Scrollbar missing in the SalesForce field mapping dialog (IE)

The Salesforce field mapping dialog didn't display a scrollbar in Internet Explorer when using a large number of custom fields.

7.0.17
o Salesforce - Contact campaign field missing when mapping Salesforce.com fields

It wasn't possible to map the 'Contact campaign' field to custom fields of Salesforce.com leads.

7.0.17
¢ Web parts - QR code web part with Unicode input text

The 'QR Code' web part didn't handle Unicode input text correctly.

7.0.17
» Workflow - Synchronize document action didn't work correctly

The 'Synchronize document' advanced workflow action didn't process the document synchronization tasks correctly.

7.0.17
o Installation - Incorrect file modification warnings in the Hotfix installation

The Hotfix installation utility announced file modification warnings even for files that weren't modified.

7.0.17
e Macros - User field macros not resolved in notification e-mails

Macros for retrieving values from user fields weren't resolved correctly in e-mails based on the 'Membership - Notification - Waiting for approval' and 'Membership
- Notification - New registration' templates.

7.0.17
o Field editor - Error when saving fields of the Blog document type

An error occurred in special cases when saving fields of the Blog (CMS.Blog) document type.

7.0.17
¢ Web analytics - New feature: Web Analytics logging via JavaScript

New feature: The system can now log web analytics via JavaScript. JavaScript logging ignores all browsers and devices that do not support JavaScript or have it
disabled. This can improve the accuracy of the analytics, since JavaScript logging filters out statistics generated by non-human tools such as RSS readers and web

crawlers.

7.0.17
¢ Import/Export - Compilation error after importing old packages

Importing packages from old versions of Kentico CMS caused a compilation error in some cases ('Compatibility55.cs' file).
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7.0.16
¢ General - Custom queries not working before application restart

Custom queries were overwritten in the application memory by the default queries when changes were made to the field definitions of the related object (table).

7.0.16
e Web parts & Controls - Wildcards in the 'Document types' property of navigation web parts

Navigation web parts didn't work correctly if the 'Document types' ('ClassNames') property contained an entry with a wildcard ("*') together with another class
name.

7.0.16
e Web parts - QR code web part and characters with diacritics

The 'QR Code' web part didn't render the code correctly if the source text contained characters with diacritics.

7.0.16
¢ Staging - Documents under versioning without workflow not published after using Synchronize current

The 'Synchronize current subtree' operation didn't publish documents using versioning without workflow on the target server.

7.0.16
¢ Form engine - Saving forms with required fields hidden by enabled/visible conditions

It wasn't possible to save forms containing a field that didn't allow empty values, if the field was hidden using an enabled or visible condition.

7.0.16
* Badges - GetBadgelmage transformation method

The 'GetBadgelmage' transformation method didn't work correctly.

7.0.16
e Amazon S3 - Amazon S3 storage didn't work correctly for specific paths

Data wasn't transferred correctly if only a specific part of the file system was mapped to Amazon S3 storage.

7.0.16
¢ AD Import - Error when importing to multiple databases

An import error occurred in some cases when switching between multiple target databases. The AD Import utility no longer stores its connection string in an
app.config file.

7.0.16
¢ Social networking - Twitter post URL shortening

Twitter posts didn't use URL shortening for messages shorter than 140 characters. Bit.ly didn't apply shortening to URLs without a protocol.

7.0.15
¢ Widgets - Widgets containing the 'UniPager' control

The editing interface wasn't rendered correctly for widgets whose parent web part contained the 'UniPager' control.

7.0.15
¢ Windows Azure - Incorrect absolute URLs when using SSL

Absolute resource URLs were generated incorrectly when using SSL if a port was specified through the 'CMSUrlPort' web.config key. You can now enter a different
port for https requests using the 'CMSSSLUrlPort' key.

7.0.15
e URL rewriting & SEO - Incorect resource URLs when enabling 'URLHelper.IsSSL'

When using the 'URLHelper.IsSSL' property to manually enable SSL, the URLs generated for resources (e.g. CSS stylesheets) didn't use the https protocol.

7.0.15
e API - Missing API support for obtaining full datasets from LinkedIn

LinkedIn - The API didn't include support for obtaining full datasets from Linkeln (it wasn't possible to specify the data scope).

7.0.15
e Membership - User custom fields not saving values

In certain cases, it wasn't possible to save values into custom user fields added through the 'User - Settings' system table.

7.0.15
e Settings - Using the 'Tmage selection' form control for custom settings

Using the 'Tmage selection' form control for custom settings caused an exception on the settings page.

7.0.15
e On-line forms - Underscores not saved to the full class names of forms

When a new form was created with an underscore character in its code name, the form's full class name didn't contain the underscore. Underscores are now carried
over to the class name.

7.0.15
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e Security - Failed Captcha verification
CAPTCHA validation failed for correct input text when used with certain form combinations (forms containing the country selector).

7.0.15
¢ Field editor - 'Failed to load viewstate' exception (1)

An exception occurred in the field editor ("Failed to load viewstate") in special scenarios.

7.0.15
¢ Installation - Hotfix - file modification warning for 'WebAnalyticsService.asmx'

A file modification warning came up when applying hotfixes due to an incorrect checksum for the 'WebAnalyticsService.asmx' file.

7.0.15
e Macros - The user password expiration macro wasn't resolved correctly

The user password expiration macro '{ % CurrentUser.UserPasswordExpiration % }' wasn't resolved correctly (returned the same value for different users).

7.0.15
¢ Form engine - Failed to load viewstate error when editing 'User" alternative forms

An error occurred when editing certain fields in alternative forms of the 'User' system table ("Failed to load viewstate").

7.0.14
o WYSIWYG editor - Inline editor toolbar displayed incorrectly in On-site editing dialogs.

The toolbar wasn't displayed properly in On-site editing dialogs if the toolbar was set to inline displaying mode. The toolbar was hidden under the dialog header.

7.0.13
o General - The system could log an exception into the Event log when serving a file.

Files served by the system (attachments, avatars, media files, meta files) could cause the following exception to be logged into the Event log: Server cannot set
status after HTTP headers have been sent.

7.0.13
e Security - Screen lock did not work properly for Active directory users.

When mixed authentication was set Active directory users couldn't unlock their screen with their password.

7.0.13
« Portal engine - Widget controls were not loaded correctly after a document was checked out.

When a document was checked out, editors couldn't add and edit widgets until they refreshed the page.

7.0.13
e Documents - Documents API didn't reflect the Document name source field setting.

When creating documents using the API, the system ignored the Document name source field setting for the particular document type and required to specify the
DocumentName property manually.j.hoppe@thehealthedgroup.com

7.0.13
e Web parts - Editable web parts didn't work with the Select only published property enabled.

When an editable web part had its Select only published property enabled, it didn't display any content.

7.0.13
e CSS - Bookmark panel on the CSS stylesheet editing page did not refresh.

Editor bookmarks were not refreshed when the stylesheet was saved.

7.0.13
¢ On-line forms - Cloning a form didn't clear the number of entries in the new form.

When cloning an on-line form with existing entries, the cloned form reflected the number of records in the original form even if the Clone form data setting was set
to false.

7.0.13
¢ On-line forms - Custom file upload form controls used in forms changed their attribute type.

When editing an attribute that used a custom form control for uploading files, the field editor changed the attribute type from File to Text.

7.0.13
o Import toolkit - Unable to import XLSX files created by the general export

The Import toolkit was unable to import data from XLSX files created using the general export feature (unless the files were first re-saved in Microsoft Excel).

7.0.12
o Installation - Old hotfix versions offered in the Kentico Installation Manager

Older hotfix versions were offered in the 'Check for updates' section of the Kentico Installation Manager even if a newer hotfix was already applied.
7.0.12

o Translation services - Translation of documents existing in the target language
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Translation didn't work correctly if the document already existed in the target language.
7.0.12
e Documents - Linked document URLs changed after saving

Saving a linked document also unintentionally modified the Document alias (URL) by adding "-(1)".

7.0.12
e Multilingual content - Language version comparison error

After changing the culture using the drop-down on the language comparison toolbar (split view), an error occurred in the secondary frame in special cases.

7.0.12
o Workflow - Advanced workflow designer improvements

The graphical step designer used for advanced workflow and marketing automation is now more responsive. Users can re-attach step transitions directly without
needing to select them first. Dropping a new node onto an existing transition automatically inserts it between the connected steps.

7.0.11
e API - Missing XML documentation file for CMS.DocumentEngine

The XML documentation file (API comments) for the 'CMS.DocumentEngine' library wasn't included in the installation.

7.0.11
¢ Geomapping - Google maps didn't use the https protocol on SSL secured pages

The Google maps web parts didn't generate links using the 'https' protocol on pages secured by SSL.

7.0.11
¢ Attachments - Duplicated attachments when creating new language versions of documents

Document attachments were duplicated when creating new language versions of documents in special cases.

7.0.11
e Localization - Turkish content culture combined with a different UI culture

An error occurred when editing websites in the Turkish content culture if the user had a different UI culture set.

7.0.11
o User interface - Exception on the Site Manager -> System page

After applying HF 7.0.9, an error occurred on the Site Manager -> System header page if the "Hide unavailable user interface" setting was enabled.

7.0.11
o WYSIWYG editor - Special character encoding in link tooltips

Special characters placed in link tooltips weren't encoded correctly when using the 'Insert/Edit link' function of the editor.

7.0.11
¢ Staging - Document deletion staging tasks in multi-server staging scenarios

Document deletion staging tasks weren't carried over correctly in multi-server staging scenarios (development -> testing -> production). When deleting documents
on the testing server based on staging from the development server, the system didn't log synchronization tasks for the production server.

7.0.11
e Web parts - Editable web part - Use parent content property

The 'Use parent content if not set' property of the 'Editable text' web part didn't work correctly in special cases.

7.0.11
* Message boards - Multiple content ratings per document

It is no longer possible for a single user to rate documents multiple times if the 'Enable content rating' property is enabled for the 'Message board' web part.

7.0.11
e CMS Desk - Master page keyword line wrapping

Text wrapping was disabled for the meta keyword output in the master page editing interface (resulting in a horizontal scrollbar on pages with a long list of
keywords).

7.0.11
e Macros - Error when using macros in SQL properties of web parts

An error occurred when using macros directly in the 'Where condition’, 'Order by' or 'Columns' properties of web parts.

7.0.11
e On-line forms - Event log error when submitting forms

Submitting an on-line form caused the system to log an error in the Event log in some cases.

7.0.10
¢ Localization - Exception on websites using the Turkish culture

In special cases, an exception occurred on websites using the Turkish culture (if specified with a lower case culture code).
7.0.10
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e Macros - DataltemIndex not resolved in ApplyTransformation
The 'DataltemIndex’ and 'DataltemCount' macro objects weren't resolved in transformations applied using the 'ApplyTransformation' method.

7.0.10
¢ Form controls - Incorrect value preselected in drop-down lists

In special cases, the assigned value of the 'Drop-down list' form control wasn't preselected when the form was loaded.

7.0.10
e Newsletters - Bounced e-mail detection

Certain types of bounced e-mails weren't recognized correctly. The detection process for bounced e-mails was improved.

7.0.10
o API - AttachmentManager.EnsurePhysicalFile() method - infinite loop

Calling the 'AttachmentManager.EnsurePhysicalFile()' method caused an infinite loop in certain cases.

7.0.10
¢ UniGrid - Site selector filtering options

The '(more items...)' option didn't work correctly in the site selector filter above object lists.

7.0.10
¢ Documents - Publishing documents under workflow

Documents under workflow weren't published correctly if the 'Publish from' field contained a date in the past.

7.0.10
¢ Localization - Dialog errors when using the French UI culture

JavaScript errors occurred in the web part properties and other dialogs when using the French UI culture.

7.0.9
o Web parts - SQL data source - failed connection

The 'SQL data source' web part didn't work if the database connection credentials were specified through the web part properties.

7.0.9
¢ Form controls - Field label accessibility issues

Certain form controls (e.g. HTML area) incorrectly generated <span> elements instead of <label> tags in the output code of field labels.

7.0.9
e WYSIWYG editor - The editor didn't work in Firefox 17

The editor didn't work in Firefox 17 due to changed user agent strings.

7.0.9
¢ Documents - Collision between custom field names and system field names

If the column name of a custom document field collided with a system field (e.g. 'MenultemImage' for the CMS.Menultem document type), the field priority wasn't
resolved correctly. As a result, the field's value couldn't be loaded in ASCX transformations using the 'Eval' method.

7.0.9
¢ Dialogs - File system selector didn't work correctly in IE8

A JavaScript error occurred in the file system selector dialog when using Internet Explorer 8.

7.0.9
¢ Newsletters - Decoding "&" in tracked links

Tracked links in newsletters didn't decode the "&amp;" entity, which caused invalid links if the URL contained query string parameters.

7.0.9
¢ ASPX templates - Manager control errors (CMSPageManager, CMSPortalManager)

Pages based on ASPX templates didn't display the editing menu actions on the Page tab when using the CMSPageManager control. Templates using the
CMSPortalManager control caused an exception in some cases.

7.0.9
¢ Banner management - Banner category code name conflicts in the Banner rotator

If multiple banner categories with the same code name existed on different sites, the 'Banner rotator' web part didn't work correctly when displaying banners from
the given categories.

7.0.9
¢ Dialogs - Encoding of characters with diacritics in link text

Special characters with diacritics were displayed as encoded HTML entities in the text of links added via the 'Insert/Edit link' dialog.
7.0.9

¢ On-line Marketing - A/B or MVT test conversions shared across sites

https://devnet.kentico.com/download/hotfixes 180/230



4/23/26, 10:04 PM Hotfixes

If multiple sites contained A/B or MVT tests with an identical code name and test page, the logged conversions were combined for the matching tests.
7.0.9
e Form controls - Incorrect 'Drop-down list' control selection for empty values

The 'Drop-down list' form control always preselected the first item when an empty value was entered manually (when using the 'Allow edit value' setting for the
form control).

7.0.9
¢ Newsletters - Bounced e-mails licensing exception

The 'Check bounced e-mails' scheduled task logged a licensing exception if the '‘Block subscribers globally' setting was enabled.

7.0.9
e Web parts - Cloning web parts with a full virtual path to the code file

When cloning web parts, the 'File name' path wasn't set correctly if the code file was specified using a full virtual path starting from the root of the web project.

7.0.8
o Installation - Missing XML documentation files

The XML documentation files for libraries (API comments) weren't included in the installation.

7.0.8
« AD Import - Role code name conflicts not detected correctly

Importing multiple roles with the same code name caused the application to crash.

7.0.8
e Web parts & controls - Editable region - 'Use parent content if not set' property

Enabling the 'Use parent content if not set' property of a 'Editable text' web part placed on a document with an inherited page template caused an application crash.

7.0.8
¢ Import/Export - Errors when importing sites with customer-contact relationships

Errors occurred when importing sites containing contact-customer relationships.

7.0.8
« Installation - Hotfix utility error due to missing Documentation folder

An error occurred in the Hotfix utility when fixing setup files if the 'Documentation’ folder was missing from the setup directory.

7.0.8
e Web parts - QR code web part

The 'QR code' web part didn't work correctly due to an invalid assembly version.

7.0.7
¢ Deployment mode - Special character encoding in deployment mode

When using deployment mode to store virtual objects in the file system, the BOM character wasn't included in the UTF8 encoded files, which caused special
characters to be displayed incorrectly.

7.0.7
« Form engine - System attribute error for document types

Adding system attributes for the 'Publish from date' or 'Publish to date' fields to a document type caused an error when creating new documents of the given type.

7.0.7
« Notifications - Content subscription notifications with relative path expressions

The 'Content subscription' web part didn't send notifications if its 'Path' property contained relative path expressions (for example "./%").

7.0.7
¢ API - Object collection Remove method exception

The 'Remove' method of object collections threw a null reference exception for 'TEnumerable' input.

7.0.7
¢ Form engine - 'Make new fields hidden' in alternative forms

The 'Make new fields hidden' setting wasn't applied correctly in the case of alternative forms that combined fields from both the 'User' and 'User settings' system
tables.

7.0.7
« Form engine - User settings system table - Custom field error

When using alternative forms with combined fields from both the 'User' and 'User settings' system tables, an error occurred in some cases if the 'User settings' table
contained custom fields.

7.0.7
e Web parts - MVT Variants of the web part were not deleted when entire web part was removed.

Multivariate testing and personalization variants of web parts weren't deleted correctly when the parent web part was removed.
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7.0.7
e Membership - Logout after changing the name of the current user

Users were logged out of the administration interface if they changed their own user name.d

7.0.7
e Attachments - Metadata editor with documents under workflow

The Metadata editor didn't work correctly for attachments uploaded into the fields of documents under workflow.

7.0.7
¢ General - Errors when compiling the project

An error occurred when compiling the project in some cases due to invalid control references.

7.0.7
¢ Staging - Moved documents couldn't be staged

Moved documents couldn't be staged to the target server if their original parent document was deleted before the start of the synchronization process.

7.0.7
¢ Contact management - Incorrectly localized activity titles

The titles of activities in the activity log were localized into different languages in some cases. Activity titles are now always created according to the default user
interface culture.

7.0.7
¢ Dialogs - Ordering documents in the Select document dialog

When selecting related documents, the 'Select document' dialog didn't allow ordering based on the "Type' column of the listed documents.

7,0,7
e Localization - Widgets interface in the 'fr-fr' UI culture

The Site Manager -> Development -> Widgets interface wasn't displayed correctly when using the French (fr-fr) user interface culture.

7.0.7
e API - UserInfoProvider.GetPolicyViolationMessage exception

Membership - Calling the 'UserInfoProvider.GetPolicyViolationMessage' method caused an unhandled exception in special cases.

7.0.7
¢ Workflow - Document versioning when cloning attachments

Cloning a document attachment didn't create a new document version when under workflow.

7.0.6
¢ Documents - Outdated content tree after document actions in List mode (IE9)

The content tree wasn't updated after performing document actions in List mode when using the IE9 browser.

7.0.6
¢ Form engine - Disabled form fields didn't display their value

Form fields that were disabled as a result of a false 'Enable condition' didn't display their original value.

7.0.6
o E-commerce - Exchange rates not applied to the "You save" value

The value showing the difference between the list price and current price wasn't recalculated based on the shopping cart currency.

7.0.6
¢ Localization - Page template display names

Page template display names weren't localized when editing documents on the 'Properties -> Template' tab in CMS Desk.

7.0.6
e Dialogs - Invalid media file URLs

When inserting media files from media library folders containing spaces in their name, the URLs were invalid due to double encoding.

7.0.6
¢ E-commerce - Document type default page template not applied for products

The default page template set in the document type definition wasn't applied when creating new product documents.

7.0.6
e Web parts - Incorrect 'File name' path for web part files in custom folders

The 'File name' path wasn't generated correctly when creating web parts with a code file located outside of the ~/CMSWebParts directory.

7.0.6
e REST - Incorrect character encoding in XML responses

The XML data retrieved by multiple object requests contained a header with an incorrect character encoding specification.
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7.0.6
o API - The CreateUser() method saved passwords in unhashed format

The CMSMembershipProvider.CreateUser() method saved passwords in unhashed format.

7.0.6
* Windows Azure - Loading PDF files from blob storage in Chrome

Files uploaded to Windows Azure Blob storage always had their MIME type set to 'application/octet-stream'. This caused issues when loading PDF files in the
Chrome browser.

7.0.6
¢ Social networking - Twitter autopost

The Twitter autopost feature didn't work (posting to Twitter caused a 404 page not found error).

7.0.5
¢ Document types - Document field autocompletion in non-ASCX transformations

Document fields weren't displayed in the autocompletion help when editing non-ASCX transformations.

7.0.5
¢ Portal engine - Moving web parts to empty zones

Web parts couldn't be moved into new empty zones using the 'Move web parts to ..." action.

7.0.5
* Widgets - System properties for widgets

The values defined on the 'System properties' tab weren't applied to widgets correctly in special cases.

7.0.5
¢ E-mail engine - Macro resolving in the 'Forgotten password' e-mail template

User related macros ({ %User.UserName% } etc.) weren't resolved in the 'Membership - Forgotten password' e-mail template.

7.0.5
¢ Web analytics - Average time on page statistics

Average time on page statistics were not logging when site-domain was set with 'www'

7.0.5
o Installation - Missing files after publishing a web application

Several dll and script files were missing after publishing a web application project.

7.0.5
¢ AD Import - Domain name import

The domain name wasn't imported correctly for users when using the "Use current domain controller and current user account" option in the 3rd step of the import
utility.

7.0.4
¢ Document types - Duplicate SQL queries

The system generated duplicate SQL queries if the document type code name was changed.

7.0.4
¢ Documents - New language versions of linked documents

The user interface wasn't refreshed correctly after creating new language versions of linked documents.

7.0.4
¢ URL rewriting & SEO - Custom physical files weren't displayed

Custom physical pages or files stored in the file system could only be accessed if their URL was excluded from the URL rewriting engine (otherwise a 404 Page not
found error was displayed).

7.0.4
¢ Field editor - 'Failed to load viewstate' exception

An exception occurred in the field editor (Failed to load viewstate) under special circumstances.

7.0.4
¢ Documents - Images on preview link pages

Images in document content weren't displayed correctly when viewing pages using the preview link (in special cases).

7.0.4
¢ Reporting - Public user data export and paging

When viewing reports published on the live site, public users couldn't use the data export feature and paging in the 'Report table' web part.

7.0.4
e REST - New feature - Localization support
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New feature: The new 'localize' URL parameter allows you to resolve localization expressions, such as { $general.ok$ }, inside the data retrieved by REST requests.
For example, appending ?localize=fr-fr to the request URL resolves all localization expressions into their French value.
7.0.4

o Categories - Parent category selector

The 'Parent category' selector displayed only the root item instead of the full category list.

7.0.4
¢ Staging - Document synchronization

An error occurred when synchronizing documents in certain scenarios.

7.0.4
e Web parts & controls - 'Logon form' inside layout web parts

The 'Logon form' web part sent forgotten password e-mails twice if placed inside a zone defined by a layout web part.

7.0.4
» Installation - Wrong designer file (for VS2010) was used in media library for .NET 4.5

Wrong designer file (for VS2010) was used in media library for .NET 4.5

7.0.4
e Staging - Staging Ul required the 'Log staging changes' setting

The staging Ul required the 'Log staging changes' setting to be enabled even though it is not necessary for the staging functionality.

7.0.4
o Attachments - Uploading attachments for new document language versions

Document attachments weren't handled correctly by the 'Upload file' form control if they were uploaded during the creation of a new document language version.

7.0.3
e WYSIWYG editor - Insert/Edit YouTube video in IE9

Clicking the 'Insert/Edit YouTube video' action caused the browser to freeze when using IE9.

7.0.3
¢ Reporting - Creating new report values

The field values entered when creating a new report value disappeared after clicking Apply.

7.0.3
o Import/Export - New site wizard scrollbar

The scrollbar didn't work correctly in the New site wizard.

7.0.3
e Web analytics - Left menu not minimized correctly

The left menu of the Web analytics interface in CMS Desk behaved incorrectly when minimized.

7.0.3
e URL Rewriting & SEO - Page not found for physical file URLs

URLSs of physical files that weren't excluded from the URL rewriting engine returned a page not found error instead of regular content.

7.0.3
¢ Validators - Link checker applied to commented out HTML

The link checker incorrectly validated links in commented out HTML code.

7.0.3
¢ Staging - Synchronization of documents created by console applications

The system didn't create staging tasks for documents added through the API by external console applications.

7.0.3
¢ Portal engine - Double clicking the template header

Double clicking the template header on the Design tab didn't open the 'Edit layout' dialog.

7.0.3
o Import toolkit - Importing container document types

Container document types (e.g. folders) couldn't be imported.

7.0.3
e Web parts & controls - Google analytics web part didn't work correctly

The 'Google analytics' web part didn't work on websites with multiple subdomains in their domain name.
7.0.3

e API - CMS.AmazonStorage assembly was unsigned
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The 'CMS.AmazonStorage' assembly wasn't signed and therefore couldn't be added to the General Assembly Cache.
7.0.3
e Caching - Incorrect Favicon caching

Cached file output data for CMS.File documents was shared across multiple sites if the documents were stored under the same alias path (e.g. Favicons).

7.0.3
¢ Attachments - Loading PDF attachments in the Chrome PDF viewer

Range requests weren't processed correctly in certain cases, which caused the Chrome PDF viewer plugin to fail when loading PDF documents.

7.0.3
¢ WYSIWYG editor - YouTube video links without the URL protocol

YouTube video links weren't processed correctly if the protocol (http://) wasn't specified in the URL.

7.0.3
¢ Contact management - Contact status selector

The contact status selector in the contact list filter displayed statuses from different sites.

7.0.2
e Custom tables - 'Custom table item selector' form control

The 'Custom table item selector' form control didn't work correctly.

7.0.2
¢ Device profiles - Assigning all devices to a device profile

An error occurred when assigning all devices to a device profile.

7.0.2
¢ Dialogs - 'Insert image or media' dialog

The 'Insert image or media' dialog incorrectly inserted images with hard-coded width and height.

7.0.2
¢ Documents - New language version + File attachments

File attachments weren't created correctly if they were uploaded while creating a new language version of a document.

7.0.2
¢ Groups - Group members were displayed multiple times

Group members were displayed multiple times if they were assigned to multiple sites.

7.0.2
e Chat - Users couldn't switch between sites

Users couldn't switch between sites when logged into the support chat.

7.0.2
¢ Import/Export - Package from older versions vs. permission check

Importing a package from older versions caused a permission check error in special cases.

7.0.2
e Media library - Community module needed

Files couldn't be inserted into content from media libraries if the Community module wasn't installed.

7.0.2
¢ Modules - Deleting modules

An SQL exception occurred when deleting the Newsletters, On-line marketing, Staging, or Contact management module.

7.0.2
o Newsletters - The bounced e-mail count of contacts

The bounced e-mail count of contacts wasn't reset when the contact e-mail address was changed.

7.0.2
¢ On-site editing - Mode

In special cases, on-site editing mode displayed the root document instead of the document under the default alias path.

7.0.2
e REST - Incorrect object type in the URL

Requests with an incorrect object type in the URL weren't handled correctly.

7.0.2
e Screen lock - Settings validation

Certain combinations of screen lock settings caused a screen lockout.
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7.0.2
e Source control - Page templates data

Changes made in the layout code of page templates checked out to external files were overwritten if the configuration of a web part on the given template was
modified.

7.0.2
e Staging - User-site bindings

User-site bindings weren't synchronized correctly when assigning/removing users to/from multiple sites.

7.0.2
¢ Syndication - Facebook and Twitter RSS feeds

Facebook and Twitter RSS feeds weren't processed correctly by the 'RSS data source' web part.

7.0.2
e User interface - French UI culture

Certain dialogs couldn't be opened when using the French user interface culture.

7.0.2
o User interface - The page template editing dialog

The page template editing dialog had a duplicate footer on the 'Versions' tab.

7.0.2
o User interface - UniSelector pager

The pager disappeared in some cases when using many-to-many selectors.

7.0.2
¢ Windows Azure - AppFabric session provider

An error occurred when running sites with the AppFabric session provider enabled (session content wasn't deserialized correctly).

7.0.2
* Windows Azure - The CMS.IO provider generated incorrect file URLs

The CMS.IO provider generated incorrect file URLs when mapped to a specific container name.

7.0.2
o A/B Testing — Adding a new variant from the content tree

Adding a new test page variant from the context menu did not work.

7.0.1
e Web parts & Controls - OpenID web part exception

Logging out of a web part with Hide for no OpenlD set to false resulted in an exception.

7.0.1
¢ Contact management — Macro rules

Accessing the Macro rules page Site Manager -> Contact management -> Configuration could result in an error.

7.0.1
¢ Documents — New language version with field attachments

When creating a new language version of a document with a field attachment, the resulting document had same attachmentGuid as the original one.

7.0.1
¢ Ecommerce — Shopping cart items

Adding certain products into a shopping cart resulted in a new item being added into the cart instead of the quantity of the current one being increased.

7.0.1
o Ecommerce — Price of text product option

Price of text product option was included in total price even when no text was entered.

7.0.1
¢ Form engine — Preselecting default value in UIForm

Loading data to UIForm from a database resulted in preselecting the default value.

7.0.1
¢ Form engine — Macros in field tooltip

Macros in field tooltip were not resolved correctly.

7.0.1
¢ General — Override for the CurrentUserInfo.UserImpersonate

Override for the CurrentUserInfo.UserImpersonate method was added to facilitate better usability.
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7.0.1
¢ General — Connection string with incorrect login details

Using a connection string with incorrect login details resulted in an exception.

7.0.1
¢ General — Page size in UniGrid

Many-to-many selection grids didn’t offer the page size option.

7.0.1
¢ General — Language selectors

Language selectors did not display any content if <em>Hide current culture</em> was set and current site had two cultures.

7.0.1
e General — Live site mode in CMS Desk

Live site mode in CMS Desk didn’t work if the web site wasn’t installed in application folder.

7.0.1
¢ On-line Marketing — Windows Authentication

Application crashed when using On-line marketing together with Windows Authentication.

7.0.1
¢ Image editor — Editing a read-only image

Editing a read-only image resulted in an exception in certain cases.

7.0.1
e Macros — "Only current category"

Choosing to view ‘Only current category’ when editing macro resulted in no macros being displayed in certain cases.

7.0.1
* Marketing automation — Change account action

The Change account action did not change an account for the same contact more than once.

7.0.1
o Newsletters — Newsletter subscription action

The Newsletter subscription action did not subscribe the same contact to more than one newsletter.

7.0.1
e Newsletters — Subscriber name

Newsletter subscriber created by Send newsletter issue action had Subscriber name in incorrect format.

7.0.1
o Newsletters — Dynamic URL in newsletter configuration

Dynamic URL in newsletter configuration was shown as resolved after sending a draft e-mail.

7.0.1
¢ Portal engine — New master page with an empty template

Creating a new master page with an empty template resulted in an exception.

7.0.1
¢ Syntax highlighter — Paste with insert key enabled was overwriting the underlying text.

Syntax highlighter — Paste with insert key enabled was overwriting the underlying text.

7.0.1
¢ Team Development — Checked-out objects

- Edit action for e-mail template was missing in the list of checked-out objects.<br /> - It was not possible to clone a template checked-out by a different user.<br />
- Rollback with children context menu action on object versions was disabled on a checked-out object.<br /> - Rollback in version comparison was disabled for
objects that don’t support locking.<br /> - New device layout was not checked out after creation when the Keep new object checked out setting was enabled.

7.0.1
e Web analytics — Report table and report graph widgets

Widget report table and report graph didn’t show data properly when time properties were set.

7.0.1
¢ Web parts & Controls — Drag & Drop actions in Design mode

Drag & Drop actions did not work in the Design tab when a layout web part was present.
7.0.1

¢ Windows Azure — Deployment using powershell script
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Deployment using powershell script needed Windows Azure SDK 1.6.
7.0.1
Wireframes — Wireframing area resizing

Wireframing area was automatically extending its size even when empty.

7.0.1
Workflow — Publish to Twitter action

Text length error for Publish to Twitter action was displayed twice.

7.0.1

Hotfixes for 6.x

Download latest hotfix

6.0.58

Download older hotfix

6.0.586.0.576.0.566.0.556.0.546.0.536.0.526.0.516.0.506.0.496.0.486.0.476.0.466.0.456.0.446.0.436.0.426.0.416.0.406.0.396.0.386.0.376.0.366.0.356.0.346.0.336.0.326.0.

Fixed Bugs
Type to filter

Bug DescriptionFixed in version

Online marketing - Collision dialog

Online marketing - Collision dialog for merging contacts didn't load some fields correctly.
WYSIWYG editor - The editor wasn't loaded in Firefox 17

The CKEditor wasn't loaded when using Firefox 17.

6.0.58
API - UserInfoProvider.GetPolicyViolationMessage exception

Membership - Calling the 'UserInfoProvider.GetPolicyViolationMessage' method caused an unhandled exception in special cases.

6.0.57
Dialogs - Ordering documents in the Select document dialog

When selecting related documents, the 'Select document' dialog didn't allow ordering based on the "Type' column of the listed documents.

6.0.57
Notifications - Content subscription notifications with relative path expressions

The 'Content subscription' web part didn't send notifications if its 'Path' property contained relative path expressions (for example "./%").

6.0.56
URL rewriting & SEO - Redirection to the main URL for Route document aliases

Redirection to the main document URL didn't work for document aliases that used a Route path.

6.0.56
Dialogs - Invalid media file URLs

When inserting media files from media library folders containing spaces in their name, the URLs were invalid due to double encoding.

6.0.56
Documentation - Help files referenced an incorrect jQuery library

The contextual help files (CMSHelp) referenced an older version of jQuery than was actually present in the project.

6.0.55
E-commerce - Inventory not updated after deleting items from orders

The inventory wasn't updated if an administrator removed an item from an order.

6.0.54
Staging - Document synchronization

An error occurred when synchronizing documents in certain scenarios.

6.0.54
E-mail engine - Macro resolving in the 'Forgotten password' e-mail template

User related macros ({ %User.UserName% } etc.) weren't resolved in the 'Membership - Forgotten password' e-mail template.

6.0.54
REST - Custom table & Form data permissions
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Only users designated as global administrators were able to use REST to read/change data stored in custom tables and forms. The appropriate module permissions
now apply.
6.0.54
e AD Import - AD import utility field mapping settings
The AD import utility didn't preserve the field mapping settings when switching between steps or after importing a profile.

6.0.54
¢ AD Import - Domain name import

The domain name wasn't imported correctly for users when using the "Use current domain controller and current user account” option in the 3rd step of the import
utility.

6.0.54
¢ Caching - Incorrect Favicon caching

Cached file output data for CMS.File documents was shared across multiple sites if the documents were stored under the same alias path (e.g. Favicons).

6.0.53
e Web parts & controls - Google analytics web part didn't work correctly

The 'Google analytics' web part didn't work on websites with multiple subdomains in their domain name.

6.0.53
o Attachments - Loading PDF attachments in the Chrome PDF viewer

Range requests weren't processed correctly in certain cases, which caused the Chrome PDF viewer plugin to fail when loading PDF documents.

6.0.53
* Staging - Synchronization of documents created by console applications

The system didn't create staging tasks for documents added through the API by external console applications.

6.0.53
¢ API - CMS.AmazonStorage assembly was unsigned

The 'CMS.AmazonStorage' assembly wasn't signed and therefore couldn't be added to the General Assembly Cache.

6.0.53
e URL Rewriting & SEO - Document alias exception for undefined URL extensions

Accessing documents through a document alias with an undefined URL extension caused an exception instead of a 404 page not found response.

6.0.53
o Attachments - Uploading attachments for new document language versions

Document attachments weren't handled correctly by the 'Upload file' form control if they were uploaded during the creation of a new document language version.

6.0.53
e Web parts & Controls - Universal viewer (UniView) web parts vs. Hierarchical data

Universal viewer (UniView) web parts and controls didn't work correctly for hierarchical data that included the root item.

6.0.52
¢ Dialogs - "Insert image or media" dialog

The "Insert image or media" dialog incorrectly inserted images with hard-coded width and height.

6.0.52
* Staging - User-site bindings

User-site bindings weren't synchronized correctly when assigning/removing users to/from multiple sites.

6.0.52
¢ UserInfoProvider.SendPassword -> exception

UserInfoProvider.SendPassword resulted in an exception in special cases.

6.0.51
¢ Email engine - Email attachments

Email attachments were not resent correctly in special cases.

6.0.51
e Web parts & Controls - Documents data source

Documents data source web part did not work correctly with the "Combine with default culture" option.

6.0.51
e CurrentUserInfo.UserImpersonate method

Override for the CurrentUserInfo.UserImpersonate method was added to facilitate better usability.

6.0.50
e Full text search in document attachments
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Full text search in document attachments did not work properly.
6.0.50
o Tags - Tag count vs. importing/restoring documents

The tag count wasn't updated correctly in the CMS_Tag table when importing or restoring documents.

6.0.49
e Membership - 'Password with confirmation' form control

The "Password with confirmation' form control didn't save passwords correctly in special cases.

6.0.49
¢ Attachment gallery - The lightbox effect

The lightbox effect didn't work correctly for attachment gallery web parts.

6.0.49
e Localization - The 'Reset password' system page

The 'Reset password' system page wasn't localized according to the preferred content culture.

6.0.49
¢ Image watermark - Dynamically resized images

The watermark was applied to dynamically resized images smaller than the watermark minimum size limits.

6.0.49
* Image watermark - Simultaneous access to an image with a watermark

An exception occurred when multiple clients requested an image with a watermark at the same time.

6.0.48
e CSS stylesheets - Relative URLs in links weren't resolved correctly

Relative URLs in CSS stylesheet links weren't resolved correctly in specific cases.

6.0.48
o Forms - Decimal fields with a default value

When using certain UI cultures, the field editor in simple mode displayed an error when saving decimal fields with a default value.

6.0.48
¢ Media library - Media files with the same name

Media files weren't correctly saved to the file system if the target directory already contained a file with the same name, but different letter case.

6.0.48
e WYSIWYG editor - HTML-invalid code

WYSIWYG editor - An error occurred if certain types of HTML-invalid code were entered into the editor.

6.0.48
« Form engine - Date & time values when using certain UI cultures

Forms didn't store and display Date & time values correctly when using certain UI cultures.

6.0.48
e Document categories - Removing categories

Parent categories weren't removed correctly when removing sub-categories from documents.

6.0.48
¢ Forms - Multiple dynamic controls of the same type in a custom form layout

An error occurred if multiple dynamic controls of the same type were entered into a custom form layout.

6.0.47
e Scoring - Rules expiration

Scoring rules with limited validity didn't expire correctly.

6.0.47
¢ Kentico Installation Manager - Hotfix setup

The hotfix setup didn't behave correctly in cases where the hotfix file was downloaded only partially.

6.0.47
e Localization - Form control names

Form control names weren't localized in the field editor.

6.0.46
« Contact management (activites) - "User login" activity vs. "Facebook connect logon" web part in I[E

The "User login" activity was logged twice for users signing in through the "Facebook connect logon" web part in Internet Explorer.
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6.0.46
¢ Staging - Permissions for global roles

Permissions weren't synchronized for global roles.

6.0.46
¢ Smart search - Images in search results

Images weren't displayed correctly in search results for items found on different sites than the current one.

6.0.46
¢ Forms - Dynamic controls in custom form layouts

Dynamic controls weren't resolved in custom form layouts.

6.0.46
e AD import - NetBIOS names

NetBIOS names weren't correctly retrieved for subdomains

6.0.46
e Categories - Multiple category selector vs. check-in/check-out enabled

The multiple category selector didn't display its value after publishing a document with check-in/check-out enabled.

6.0.46
¢ URL rewriting - Redirection to a language prefix URL

The "lang" query string parameter was redirected to a language prefix URL even for cultures not assigned to the website.

6.0.45
e Web parts & Controls - "Lightbox gallery" web part

The "Lightbox gallery" web part didn't display custom images set for its navigation buttons (previous, next, close).

6.0.45
¢ Import/Export - Transformations - Object version history

The object version history was lost for transformations during the import process.

6.0.45
e E-commerce - Importing paid orders into a stopped site

An error occurred when importing paid orders into a stopped site.

6.0.45
¢ Categories - Document category selector

In some cases, changes made in the document category selector weren't saved correctly when checking-in documents.

6.0.45
¢ Code editor - Search/Replace functionality

The Replace function didn't work unless the Search function was used before it.

6.0.45
¢ Form engine - Date and time default values in non-english cultures

The default value of date and time fields wasn't formatted correctly when the form was viewed in non-english cultures.

6.0.44
o Smart search - The "Subset" index analyzer vs. special characters

The "Subset" index analyzer didn't work correctly for words containing special characters.

6.0.44
¢ Document relationships - Custom relationship data

Custom relationship data couldn't be loaded from the database.

6.0.44
« Context menus - Disabling context menus

Context menus in the UI weren't always properly disabled if their parent control was disabled.

6.0.44
e Membership - web.config + special characters

Authorization rules specified through allowed roles in the web.config file didn't work correctly for usernames containing special characters.

6.0.43
e Form engine - Default values + non-English UI culture.

The default values set for fields in the field editor were lost in special cases when using a non-English UT culture.
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6.0.43
e AD Import - The "IsEditor" flag is now only set for newly imported users.

The "IsEditor" flag is now only set for newly imported users.

6.0.43
¢ Documents - Relationship custom data in XML format

Relationship custom data in XML format wasn't handled correctly.

6.0.43
e Document listing - "The page parameters are not consistent"

An error occurred when deleting documents in the List mode of CMS Desk ("The page parameters are not consistent").

6.0.43
o General export - Advanced export for polls

When using the advanced export for polls, selecting the "PollLogActivity" column caused an error.

6.0.43
¢ Content validation - "View source" and "Show results in new windows" dialogs.

An error occurred when loading the "View source" and "Show results in new windows" dialogs.

6.0.43
o Newsletters - "Out of range" exceptions

"Out of range" exceptions occurred in special cases when sending out newsletter issues with open e-mail tracking enabled.

6.0.43
¢ Contact management - Missing database index

The "ContactLastName" column in the "OM_Contact" table was missing from the index.

6.0.43
¢ E-commerce - The "Product datalist" web part

The "Product datalist" web part caused an error when the "Select top N" property was set.

6.0.43
o Direct file uploader - Invalid CSS style

An invalid CSS style was assigned to the direct file uploader control.

6.0.43
e System classes - Available columns

Certain system classes didn't provide correct lists of their available columns.

6.0.43
¢ Facebook Connect - "Facebook Connect logon" web part.

It was impossible to sign in using the "Facebook Connect logon" web part.

6.0.42
o File import - "The page parameters are not consistent”

An error occurred in the file import dialog ("The page parameters are not consistent").

6.0.42
o Tags - Tags weren't removed from the system

Tags - Tags weren't removed from the system after deleting all documents to which they were assigned.

6.0.41
e Media library - Permanent links vs. 304 HTTP status code

Permanent links leading to media files didn't return the 304 HTTP status code (not modified) when appropriate.

6.0.41
e Scoring - Score recalculation

The performance of the score recalculation process was optimized.

6.0.41
¢ Form engine - HTML entities

Form engine - Entering certain HTML entities into form field settings caused an exception in some cases.

6.0.41
¢ Web parts & Controls - The "GoogleSitemap" and "CMSSiteMap" controls

The "GoogleSitemap" and "CMSSiteMap" controls displayed incorrect results in some cases if multiple document types were specified in the "ClassNames"
property.
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6.0.41
¢ Contact management - Spaces in the full name of contacts

The full name of contacts was created with two spaces between the first and last name in some cases.

6.0.41
¢ Dialogs - Inconsistent dialog parameters

An error ("The dialog parameters are not consistent') occurred when editing theme files and in the copy/move folder dialog.

6.0.41
e Macros - The "ResolveBBCode" macro method didn't work correctly.

Macros - The "ResolveBBCode" macro method didn't work correctly.

6.0.40
e Tags - The "Proc_CMS_DocumentTag_RemoveTags" stored procedure was unnecessarily called when creating documents.

Tags - The "Proc_CMS_DocumentTag_RemoveTags" stored procedure was unnecessarily called when creating documents.

6.0.40
o AD Import utility - It wasn't possible to import empty values into user fields.

AD Import utility - It wasn't possible to import empty values into user fields.

6.0.40
¢ The "Google analytics" web part didn't work correctly due to changes in the Google API.

The "Google analytics" web part didn't work correctly due to changes in the Google API.

6.0.40
« Contact management - Splitting contacts

Splitting contacts with the "Copy activities created after merge" option enabled caused an error in certain Ul cultures.

6.0.38
¢ Form engine - "Multiple choice" form control

The label tag generated in the output of the "Multiple choice" form control used the "for" attribute, which incorrectly associated it with the first checkbox.

6.0.38
o Newsletters - "Newsletter subscription" web part

Newsletter display names weren't localized when shown by the "Newsletter subscription" web part.

6.0.37
¢ Contact Management - The mass delete action (1)

The mass delete action didn't work correctly for all contacts if the filter was set to show merged contacts.

6.0.37
o Contact Management - Contact and account filters

Contact and account filters didn't show items with empty values for the "NOT LIKE" and "<>" options in some cases

6.0.37
¢ Contact Management - "My account" web part

Contact data wasn't updated correctly for users who updated their details via the "My account" web part.

6.0.37
e Scoring - Attribute rules

Attribute rules didn't work properly with the "NOT LIKE" and "<>" operators for contacts with empty values in the corresponding fields.

6.0.37
e Ecommerce - Invoices vs. Ul cultures

When viewing invoices under certain UI cultures, price values were displayed as zeros.

6.0.37
¢ Staging - Community group roles

Community group roles weren't synchronized.

6.0.37
e Staging - Document creation staging tasks

Document creation staging tasks weren't always logged in the correct order.

6.0.37
¢ Portal engine - Shared layouts

It was possible to modify the text of shared layouts when editing a page template, even though the changes could not be saved.
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6.0.37
¢ Custom tables - "Custom table data source" web part

Items provided by the "Custom table data source" web part weren't cleared from the cache correctly in special cases.

6.0.37
¢ Dialogs - "Quickly insert image"

The URLs of images inserted through the "Quickly insert image" dialog were handled as absolute instead of relative.

6.0.37
o E-mail engine - The priority of e-mail messages

The priority of e-mail messages wasn't reflected when sending from the e-mail queue.

6.0.36
¢ Localization - Site Manager pages

The titles of certain Site Manager pages weren't translated according to the current preferred UI culture.

6.0.36
¢ Page templates - "Clone template as ad-hoc" action

The "Clone template as ad-hoc" action didn't work correctly for inherited documents when used on the Design tab.

6.0.35
e Document tags - TagID

The primary key values stored in the "TagID" column were changed when modifying document tags.

6.0.35
e Output filter - HTML tags placed within conditional comments

HTML tags placed within conditional comments weren't closed correctly by the XHTML filter.

6.0.35
e Forms - Attachments with non-ASCII characters in e-mail notifications

When using form e-mail notifications with file attachments, submitting a form with an uploaded file containing non-ASCII characters in its name caused an error
when running on .NET 4.0.

6.0.34
¢ Dialogs - Link to an unpublished CMS.File

Creating a link to an unpublished CMS.File document using the "Insert link" dialog resulted in an error.

6.0.34
¢ Cookies - Output caching and cookie consent level

Output caching wasn't handled properly for cookie levels. Some cookies were sent even when their level was higher than the user's cookie consent level.

6.0.34
e Web parts & Controls - Event calendar with a filter

When connected to a filter, the "Event calendar" incorrectly returned data even in cases where all results should have been filtered out.

6.0.34
¢ Object recycle bin - Mass actions

In special cases, the user selected in the object recycle bin filter wasn't reflected when performing mass actions.

6.0.34
¢ User contributions - "Edit contribution" web part

Users weren't correctly redirected to the parent document after deleting a document via the "Edit contribution" web part.

6.0.34
e Media library - "Editable image" web part vs. custom media library folder

Selecting an image from a media library for the "Editable image" web part didn't work correctly if a custom media library folder was used.

6.0.34
¢ Messaging - Selection of the user recipient

When sending new messages, the selection of the user recipient didn't work correctly.

6.0.34
¢ Reporting - Exporting data

Exporting data from a report published on the live site didn't work correctly in some cases.

6.0.32
e Smart search - Searching in attachments (1)

Searching in attachments didn't work correctly if the search expression contained diacritics.
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6.0.33
e User contributions - Deleting a document vs. extensionless URLs with trailing slashes

Deleting a document caused issues when using extensionless URLs with trailing slashes.

6.0.33
¢ Macros - Case sensitivity

The names of properties used to access object data via the macro engine were incorrectly case sensitive.

6.0.33
e Web parts & Controls - The "Calendar" web part didn't support filter web parts.

The "Calendar" web part didn't support filter web parts.

6.0.33
¢ Layout widgets

Widgets placed into a layout widget weren't loaded correctly if the page template previously contained a similarly configured layout web part that was deleted.

6.0.33
e Staging - Attachments of documents linked from a different site

Attachments of documents linked from a different site weren't synchronized correctly.

6.0.33
e Menu web parts - Exception

Menu web parts caused a null reference exception in special cases.

6.0.33
¢ URL rewriting - Document aliases and cultures

Document aliases didn't process the document culture correctly in special cases.

6.0.32
e E-commerce - Product list UniGrid

An error occurred while loading the list of products in the administration UI of the E-commerce module. (caused by changes in the 6.0.31)

6.0.32
e Media library - "Clear" button of the "Media selection" form control

Under special circumstances, the "Clear" button of the "Media selection" form control reloaded the form instead of clearing the input field.

6.0.32
o Attachments - The metadata of document attachments

The metadata of document attachments wasn't saved correctly if changed while creating a new document.

6.0.32
e Import/Export - The inheritance configuration for document permissions

The inheritance configuration for document permissions wasn't imported correctly.

6.0.32
¢ Multilingual content - The language version comparison split view

The language version comparison split view caused an exception if the output code of the page contained a very short link pointing above the application folder.

6.0.32
e New feature - EU Cookie law

Added support for cookie levels and user consent according to the EU cookie law.

6.0.32
e CMS Desk - Request timeout issues

Request timeout issues could occur on the CMS Desk logon page if the system contained a large number of users with UI personalization enabled.

6.0.32
o Newsletters - "My subscriptions" web part

The "My subscriptions" web part didn't work correctly for users with an existing newsletter subscription.

6.0.32
o Contact management - Contact group

When editing a contact in Site Manager, the data displayed on the "Contact group" was incorrect if the contact belonged to a different site than the one running on
the current domain.

6.0.32
e Membership - Default data in "CMS_Role" table

The "CMS_Role" table generated invalid default data in special cases, which could lead to issues during migration.
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6.0.32
¢ Blogs - Lists of comments

Lists of comments didn't work correctly for sites containing an underscore in their codename.

6.0.32
e Form controls - "E-mail" -> "Control CSS class"

If the "Control CSS class" property was set for the "E-mail" form control, the class was applied twice to the resulting field.

6.0.32
¢ URL rewriting - Document aliases

Document aliases weren't processed correctly for non-existing culture versions of documents (when using the Combine with default culture setting).

6.0.31
o URL rewriting - Upper case characters in the query string

The query string in wildcard URLs was always converted to lower case characters.

6.0.31
e Membership - 'Users delete non activated user' scheduled task

Manually disabled users could be removed by the "Users delete non activated user' scheduled task.

6.0.31
e Web parts & Controls - 'Universal viewer' -> 'Use default hierarchical order'

The 'Use default hierarchical order' property of web parts and controls based on the '‘Universal viewer' didn't work correctly.

6.0.31
¢ Booking system - Outlook and Time zones

When using specific time zone settings, the event time was incorrect when importing events to Outlook.

6.0.31
¢ Multifile uploader - Progress percentage

In special cases, the progress percentage was shown incorrectly in the uploader.

6.0.31
¢ Form engine - Control IDs

The prefixes added to the IDs of field Label controls were too simple, which could lead to collisions with custom field names.

6.0.31
¢ Form controls - 'Slider' and 'Numeric Up/Down selector' controls

The 'Slider' and 'Numeric Up/Down selector' controls didn't work correctly when disabled in the form. Additionally, the 'Numeric Up/Down selector' didn't allow
certain configuration combinations.

6.0.31
¢ Documents - Document name containing '/'

In some cases, the document name path was stored incorrectly for documents under workflow if the document name contained the '/' character.

6.0.31
« Contact management - Contact system table

Adding a custom category for the fields of the Contact system table caused an error on the field mapping page.Kevin Steer

6.0.31
e AD import utility - The names of Active Directory domains

The names of Active Directory domains were imported incorrectly.

6.0.31
e E-commerce - Invoice culture

Invoices generated in the CMS Desk / E-commerce UI were created in the preferred culture of the current user instead of the site's default culture.

6.0.30
e URL rewriting - Document URLs vs. REST

Document URLs that had a path ending in "/rest" were always redirected to the REST service, even if they weren't REST requests.

6.0.30
e Settings - 'Contact is anonymous'

The 'Contact is anonymous' setting in the On-line marketing section wasn't disabled when inheriting from global settings.

6.0.30
¢ Intranet portal - 'Shortcuts' web part vs. License

The 'Shortcuts' web part caused an unhandled exception when using the professional license type.
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6.0.30
¢ Web parts & Controls - 'Tmage gallery' as an inline widget

If the 'Tmage gallery' was added as an inline widget, it caused an exception in preview and live site mode in special cases

6.0.30
¢ Membership - Logon page when using site prefixes for user names

The logon page for the administration interface didn't work correctly when using site prefixes for user names.

6.0.30
¢ Documents - Live URL when using the split view

The Live URL of documents was displayed in the wrong format on the Properties -> General tab when using the split view of the language version comparison
mode.

6.0.30
e Time zones - Date and time picker

Time zones weren't calculated correctly when using the date and time picker.

6.0.30
o Ul data export - Versions tab

The data export wasn't available on the CMSDesk -> Content -> Properties -> Versions tab in certain situations.

6.0.29
o Ul data export - Document version data

When exporting document version data, the 'Version number' column was listed twice in the column selection.

6.0.29
o Field editor - ID field

The ID field of newly created document types or custom tables was loaded incorrectly in the creation wizard.

6.0.29
¢ Documents - Macros and new language versions

Macros entered as the default value of a document type's fields weren't resolved correctly when creating a new language version.

6.0.29
e Documents - Document fields based on selector form controls

Values of document fields based on selector form controls weren't saved automatically when using workflow actions (e.g. Publish).

6.0.29
e Polls - Accessing poll objects through the REST service

Only global administrators were allowed to access poll and poll answer objects through the REST service.

6.0.29
e Localization (E-commerce) - Country/state names

Country/state names weren't localized correctly in the shopping cart checkout process.

6.0.29
¢ Contact Management - HTML encoding

Contact names added automatically according to blog comment data were HTML encoded.

6.0.29
¢ Macros (business layer) - TreeNodeCollection

TreeNodeCollection didn't allow ordering and filtering according to the custom fields of individual document types. Added a new macro method ClassNames(..) that
may be used for filtering TreeNodeCollections to only include the specified document types.

6.0.29
¢ Registration - Custom user fields

Data from custom user fields couldn't be added into notification and welcoming e-mails.

6.0.28
« Contact management - Log on-line marketing activity

The "Log on-line marketing activity" option for documents could be set to "inherit" even for the root document.

6.0.28
¢ Contact management - Membership

When assigning customers to a contact on the Membership tab, the system only offered customers from the current site.
6.0.28

e Documents - Attachments
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Attachments uploaded during the creation of a new document weren't listed correctly.
6.0.28
¢ Attachments - Combine with default culture

If the default language version was displayed as a replacement for documents unavailable in the currently selected culture, attachments didn't work correctly (i.e.
when using the "Combine with default culture" setting).

6.0.28
¢ Custom settings - Code name validation of setting keys

The error message shown when validating the code names of setting keys was incorrect. The '." character is not allowed.

6.0.28
e Forms - "After the form is submitted" action

The "After the form is submitted" action was triggered even when adding form records in CMSDesk.

6.0.28
¢ Staging - "Content synchronization" scheduled task

The "Content synchronization" scheduled task wasn't processed correctly by the external windows service.

6.0.28
o Widgets - "IsWidget" flag

The "IsWidget" flag was false for instances of inline widgets.

6.0.28
¢ Syndication - "RSS feed" web part

The "RSS feed" web part displayed the time incorrectly when using specific time zone settings.

6.0.28
¢ Dialogs - Insert link dialog

The Insert link dialog didn't store the link type correctly if the "Always use URL with trailing slash" setting was used for the website.

6.0.28
o Tooltips vs. JS minification

Using JavaScript minification caused tooltips to be displayed incorrectly.

6.0.28
e Localization - 'My profile -> Categories' tab of My Desk

The field localization buttons weren't available on the 'My profile -> Categories' tab of My Desk.

6.0.27
¢ Documents - New language version

The default values of a document's fields weren't used when creating a new language version as an empty document.

6.0.27
¢ Documents - Page template

When creating a new language version of a document, the page template wasn't assigned correctly in special cases.

6.0.27
¢ Documents -'Use parent page template' option

When creating a new document, the 'Use parent page template' option in the template selection dialog didn't work correctly in special cases.

6.0.27
e Web parts & Controls - 'Send to friend' web part

The 'Send to friend' web part caused an exception in special cases.

6.0.27
e Web parts - Web part layouts

Web part layouts didn't work correctly for web parts with source files stored outside of the 'CMSWebParts' folder.

6.0.27
e Macros - Concatenating DateTime values

Concatenating DateTime values using the '+' operator caused an error.

6.0.27
¢ Google sitemap - "OrderBy" property

The 'GoogleSitemap' control didn't work correctly if the "NodeName" column was used in the 'OrderBy' property.
6.0.27

e Caching - New cache dependency key is available
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A new cache dependency key is now available. It is touched when a document's relationships change: nodeid|<nodeid>|relationships
6.0.27
¢ ViewState validation exception

A view state validation exception occurred if a user's IP address was changed right before the user sent a POST request to the server.

6.0.27
e VisualStudioll - 'async' keyword

The code contained the keyword 'async' in several places, resulting in a compilation error when using Visual Studio 11.

6.0.27
¢ Contact management - Membership tabs of Global contacts

Data wasn't displayed correctly on the Membership tabs of Global contacts in some cases.

6.0.26
e Import - Linked document leading to another site

The import procedure failed when importing a linked document leading to another site.

6.0.26
¢ Field editor - "CSS styles" section

The 'CSS styles' section of a form field's properties was incorrectly disabled in special cases.

6.0.26
« AD Import - 'Read all properties' permission

An error occurred ("The specified directory service attribute or value does not exist.") when connecting to the domain controller under a user without the 'Read all
properties’ permission.

6.0.26
o Import Toolkit - New culture version

The toolkit didn't support insertion of documents as a new culture version of an existing node.

6.0.26
o Import Toolkit - Updating existing documents

An exception occurred when updating existing documents if the NodeGUID column wasn't supplied.

6.0.26
* Content (Workflow) - Restoring document permissions

Restoring document permissions of unpublished documents didn't work correctly.

6.0.26
e Macros - Nested macros in the (default) parameter

Expressions containing a macro nested in the (default) parameter weren't resolved correctly.

6.0.26
¢ Event log - Deadlocks

In special cases, deadlocks occurred when clearing the event log.

6.0.26
¢ Dialogs - Special characters

Special characters with diacritics were encoded incorrectly when added into the image tooltip in the Insert image dialog.

6.0.26
e REST - Culture settings

The REST service always used the culture settings of the server. It is now possible to override this culture using the 'CMSRESTCulture' web.config key.

6.0.26
e WebDAV - Deleting and renaming objects in Media library

Deleting and renaming objects in Media library folders with specific names didn't work correctly when using WebDAV.

6.0.25
o User Contributions - General export

The General export feature was unintentionally available on the live site.

6.0.25
o Workflow - Mass actions

Using mass actions on the 'Documents' tab of a workflow caused an error in some cases.
6.0.25
o Workflow - Publish.After event
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The Publish.After event didn't provide the correct published status of documents. In hotfix 6.0.25 or newer, the WorkflowEventArgs.PublishedDocument property is
available. It contains an object representing the newly published version of the document.
6.0.25

e Newsletters - unsubscription: Send confirmation e-mail

The "Send confirmation e-mail" property of the "Newsletter unsubscription" web part didn't work properly under certain circumstances.zd

6.0.25
* Blogs - Recent posts from other sites

The "Recent posts" web part didn't provide a way to specify the site name of the source content. Please note that after applying HF you will have to add SiteName
property in SiteManager -> Development -> Webparts -> Recent posts webpart -> Properties

6.0.25
¢ Contact management - Membership and IP address checkboxes

The Membership and IP address checkboxes were always enabled, even for contacts that didn't have any membership relation or assigned IP address.

6.0.25
e Localization - Field editor

Localized information in the field editor was replaced by other localized values in some cases when switching between fields.

6.0.25
e Web parts and controls - "CSS list menu" and "CMSListMenu"

The "CSS list menu" web part and "CMSListMenu" control didn't show documents in special cases when used with multiple document types together with the
"Order by" property.

6.0.25
¢ Layout web parts - Child web parts

Child web parts inside a layout web part couldn't be modified if safety mode was triggered by incorrect property settings.

6.0.25
« Layout web parts - unhandled exception

Improper loading of a layout web part when a property had an invalid value caused an unhandled exception that affected the entire Design tab, including safety
mode.

6.0.25
e E-commerce - Mapping of SKU image fields to documents

Mapping of SKU image fields to documents didn't work correctly if the 'CMSUseMetaFileForProductImage' key was set to false.Ricardo Fiel

6.0.25
¢ MVC - "CMSUseLiveURLForEditing" key + multilingual websites

With the 'CMSUseLiveURLForEditing' key enabled, Compare and Live site mode didn't work properly on multilingual websites.

6.0.25
e Bad words - Culture selector context menu

The culture selector context menu didn't work correctly in certain situations.

6.0.25
¢ E-mail engine - Low importance flag

If newsletter issues were sent directly, not via the e-mail queue, the e-mails contained a low importance flag in their headers.Anthony Marchesini

6.0.24
e Newsletters - Doubled slashes

URLs in newsletter issues were sent out with doubled slashes in special cases when click through tracking was enabled.

6.0.24
e Permissions - Localized fields

Values in localized fields were saved even if the current user didn't have the modify permissions for the particular object.

6.0.24
e Document types - The field order of an inherited document type

The field order of an inherited document type was overwritten if the parent document type was modified.

6.0.24
¢ MVC - Edit/Design/Preview (new functionality)

A new web.config key was added: "CMSUseLiveURLForEditing". If set to true, live site content will also be displayed in Edit, Design and Preview modes, so it is
possible to work with the content of MVC or Routed pages.

6.0.23
e Medium Trust - File system permissions

File system permissions weren't checked correctly when running in a medium trust level environment.
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6.0.23
e Web analytics - Page views vs. MVC

Page views weren't logged for pages accessed via MVC paths.

6.0.22
e Web analytics - External storage

Collecting analytics data on high traffic sites using external storage (Windows Azure blob, Amazon S3) and web farms caused exceptions.

6.0.22
¢ Code Minification on external storage

JavaScript minification didn't work correctly when using external storage (Windows Azure blob , Amazon S3). It is now disabled in these cases.

6.0.22
e Windows Azure - Smart search

Using the Smart search caused "timeout" exceptions on Windows Azure.

6.0.22
¢ Code editor - JavaScript errors

If syntax highlighting was disabled via the web.config, editing of content caused JavaScript errors in some locations.

6.0.22
e Macros - DateTime

There was insufficient support for working with DateTime values (new methods added).

6.0.22
o URL rewriting - SSL

Secured pages (SSL) didn't work correctly if the port wasn't set to the default port number (443).

6.0.22
e Web parts & Controls - Drop-down menu: CSS classes

The "Drop-down menu" web part generated incorrect CSS classes for sub menus if the CSS Prefix property was set.3/

6.0.22
e Document attachments - Preview mode

Web parts used to display document attachments didn't work in Preview mode for documents set to be published in the future.

6.0.22
¢ Bad words - Abuse report list

The "Abuse report list" web part or widget didn't offer any status options for bad words submitted through the Report abuse action.

6.0.22
e API - "Dashboard" and "Personalization" collections

The "Dashboard" and "Personalization" collections of user objects contained items from both groups, which resulted in errors in the object recycle bin.

6.0.22
¢ Staging - Scheduled tasks

Scheduled tasks weren't synchronized through content staging.

6.0.23
e Staging - Creating a new staging server

Staging - Creating a new staging server incorrectly triggered an access denied error in special cases.

6.0.21
o WYSIWYG editor - Toolbar position

WYSIWYG editor - The toolbar position was incorrect in Internet Explorer browsers.

6.0.21
e Web parts & Controls - Tab menu : Order by

The "Order by" property of the "Tab menu" web part didn't work correctly when displaying multiple document types.

6.0.21
¢ Windows Azure - VIP swap

Performing a VIP swap in the Windows Azure environment caused web farm synchronization to stop working (for multiple instances).

6.0.21
¢ E-commerce - Donation products

It wasn't possible to add donation products to orders in CMS Desk if the Price, Minimum donation and Maximum donation values were the same.
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6.0.21
e E-commerce - Discount level vs. Dontation

Discounts based on a customer's discount level were also applied to the customer's donations.

6.0.21
¢ Newsletters - Contact group subscribers unsubscription

Contact group subscribers couldn't be unsubscribed via links in subscription confirmation e-mails.

6.0.21
* Kentico Service Manager - Turkish culture

Parsing values of command line arguments didn't work correctly when using the Turkish culture.

6.0.21
¢ Content personalization - "Variants" item

The "Variants" item was missing in the context menu of documents in the CMS Desk content tree.

6.0.21
e MVT - Web analytics log files processing

Moving a document with a running MVT test stopped processing of the web analytics log files.

6.0.21
¢ MVT - Importing of MVT widget variants

Importing of MVT widget variants didn't work correctly when using a license different than EMS.

6.0.21
¢ Departments - Department sections manager vs. Publish to/from

The "Department sections manager" form control caused the "Publish to" and "Publish from" document fields to work incorrectly.

6.0.21
o Localization - Title and Description fields of media library

The Title and Description fields of media library files weren't localized correctly.

6.0.21
e CMS Desk Search - Language filter

The "Language" filter wasn't applied correctly when using the content search in CMS Desk.

6.0.21
e Copy Group Document

The "UserInfo" parameter of the "CopyGroupDocument" method in the "GroupInfoProvider" didn't work correctly (this method used always the current user instead
of the user used as a parameter).

6.0.21
¢ Object versioning - Managing versions

An exception occurred in special cases when managing an object's versions on its "Versions" tab.

6.0.20
o URL rewriting - "Redirect invalid case URLSs to their correct versions"

The "Redirect invalid case URLSs to their correct versions" setting didn't work in certain cases when using the Turkish culture.

6.0.20
e Web parts & Controls - Repeater with effect

The "Repeater with effect”" web part didn't render the effect envelope (Content before/after) in special cases.

6.0.20
e Web parts & Controls - CSS list menu

The "CSS list menu" web part didn't sort documents in the correct order when multiple document types were defined.

6.0.20
e Web parts & Controls - Editable image

Changing the width and height of an image in the "Editable image" selector didn't work after an image was selected and saved.

6.0.20
¢ Dialogs - Resizing images in the Media selection dialog

The settings used for resizing images in the Media selection dialog were incorrectly hidden.

6.0.20
¢ Form engine -"Drop-down list" form control

The "Drop-down list" form control didn't load items with empty value or text fields in the Options definition.
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6.0.20
o Widgets - Widgets for editors

Widgets for editors couldn't be edited if an incorrect value was entered into certain properties.

6.0.20
¢ Form engine - System attributes in the Field editor

It was possible to change the attribute type of system attributes in the field editor.

6.0.20
e E-commerce - Order item properties vs. Out-of-process session state

An error occurred when editing order item properties if the session state was not set to InProc.

6.0.20
e E-commerce - Macros vs. Custom data in orders

It wasn't possible to use macros to get values from OrderCustomData property of OrderInfo and from OrderltemCustomData property of OrderltemInfo.

6.0.20
e External utilities

There was an unresolved resource string in the installation dialog when using the Turkish culture (web installer, KIM etc.).

6.0.20
¢ Binary data of attachments and meta files

Updating the binary data of attachments and meta files didn't work in special cases.

6.0.20
e Virtual objects stored in the file system

Virtual objects stored in the file system with special characters in their name were displayed incorrectly in some cases due to encoding issues.

6.0.20
¢ Contact management - Optimization

1. The mass delete action for contacts was optimized to improve performance. 2. Web crawlers are no longer logged as contacts. The CMSEnableContactBots
web.config key may be used to enable this behavior.

6.0.19
¢ Contact management - "Add stamp" button

The "Add stamp" button on the contact/account edit page didn't work if the "Notes stamp format" setting contained a single quote character.

6.0.19
« Contact management - Splitting merged contacts

Splitting merged contacts didn't work in some cases.

6.0.19
¢ Scoring - Multiple e-mail addresses for notifications

Notification e-mail address setting didn't allow multiple e-mail addresses.

6.0.19
o Subscriptions - "Subscription" tab

When managing users, the "Subscription" tab displayed only subscriptions related to the current site (authorized users can now select other sites).

6.0.19
¢ Membership - Site selector on Languages tab

The site selector on the "Languages" tab of the user management interface had an incorrect initial value.

6.0.19
e URL rewriting - Require SSL

The Require SSL status of pages wasn't recognized correctly in special cases.

6.0.19
¢ URL rewriting - Site culture

Automatic loading of the site culture according to the browser settings of new visitors didn't work properly.

6.0.19
¢ URL rewriting - Document URL path (/")

The Document URL path couldn't be set to "/" if the "CMSLimitUrlReplacements" key was enabled.

6.0.19
¢ Localization - Display names of objects

Display names of objects weren't localized in certain places.
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6.0.19
¢ Polls - "Modify" permission

The "Modify" permission was checked incorrectly for editing polls on the Sites tab.

6.0.19
e MVT - Zone variant + Web part => Exception

MVT - An exception occurred when adding a new web part to a zone variant under specific circumstances.

6.0.19
e Web parts and controls - Editable region - Enabled property

The "Enabled" property of the "Editable region" control didn't work correctly.

6.0.19
e REST - Empty data set => 404

The 404 status was returned instead of an empty xml when an empty data set was returned as the result of a document REST query.

6.0.19
e REST - Result format inconsistency

There was an inconsistency in the result format between REST document queries with and without the "classnames" parameter.

6.0.19
e REST - The "coupleddata” parameter

The "coupleddata" parameter didn't work correctly in combination with the "classnames" parameter in REST document queries.

6.0.19
e REST - Update REST requests for documents

Update REST requests for documents didn't work correctly after applying Hotfix 18.

6.0.19
e REST - Delete REST requests

Delete REST requests for documents always deleted the default culture version.

6.0.19
e Macros - Autocompletion for "Transfromation" and "Math" namespaces.

The K# autocompletion help displayed an incorrect number of parameters for methods from the "Transfromation" and "Math" namespaces.

6.0.19
o API examples - Creating product options

Some required properties weren't set when creating product options using the API examples.

6.0.19
o Categories - Greek special characters

Entering Greek special characters into the display name of a category caused incorrect behavior.

6.0.19
e On-line forms - Field validation

Fields weren't validated if there wasn't a validaztion message label in the custom form layout.

6.0.19
¢ Code editor - Current cursor position

If syntax highlighting was disabled, the text area control didn't remember the current cursor position and rendered the autocompletion script even though it wasn't
used.

6.0.19
e Macros - Coupled data in collection

The "CMSContext.Current.Documents.WithAllData" collection didn't include coupled data when returning documents.

6.0.19
¢ MVC - RedirectToAction bug in ASP.NET MVC

Added a fix for the RedirectToAction bug in ASP.NET MVC. It is now recommended to inherit your MVC controllers from the CMSController class which fixes a
Microsoft bug in the RedirectToAction method. See www.eworldui.net/blog/post/2008/06/02/RedirectToAction-Nasty-Bug-in-ASPNET-MV C-Preview-3.aspx for
details.

6.0.19
e Scheduled tasks - Clean e-mail queue

The "Clean e-mail queue" task didn't work properly for websites with default content cultures different than English - United states.

6.0.18
« Contact management - Unnecessary information
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Unnecessary information was displayed to global administrators when editing a contact merged with a global contact in CMS Desk if the "Allow global contacts"
setting was disabled.
6.0.18

¢ Contact management - Custom registration form

New users registered via the "Custom registration form" web part had activity logging disabled.

6.0.18
« Contact management (Activities) - Loading the activity list

Loading the activity list of a contact was inefficient (performance now optimized).

6.0.18
e On-line forms - Macros

Macros entered as values into form fields were incorrectly resolved in notification and confirmation e-mails.

6.0.18
¢ Message boards - Filter

The Board name filter above board lists didn't work correctly.

6.0.18
e Localization - Content cultures

The Culture name value of content cultures wasn't localized correctly in several places.

6.0.18
¢ URL rewriting - Custom URL paths

The Custom URL paths of documents weren't processed correctly if language prefixes for URLs were enabled.

6.0.18
o Ul personalization - E-commerce permissions

Permissions weren't checked correctly for some Ul elements of the E-commerce module.

6.0.18
¢ Code editor - Selecting text

Selecting text didn't work correctly in some cases.

6.0.18
e Document recycle bin - "Destroy document" permission

The "Destroy document" permission wasn't checked correctly when performing bulk actions.

6.0.18
¢ E-commerce - Global departments

Global departments were offered in filters even if they were not allowed.

6.0.18
e Smart search - Searching in attachments

Searching in attachments sometimes caused an unhandled exception if a permission check was required.

6.0.18
¢ Form engine - Option definitions of form fields

Option definitions of form fields (Radio buttons, Multiple choice fields etc.) didn't work correctly if the first character was the "less than" symbol (<).

6.0.18
e Form controls - Text filter control

The "Text filter" control caused an exception if the "less than" (<) or "greater than" (>) operators were used.

6.0.18
« Notifications - Macros

Notifications - Macros weren't resolved correctly in notification templates.

6.0.18
¢ Media dialogs - Special characters

Files weren't loaded from folders with special characters in their name on the Media library tab.

6.0.18
e WYSIWYG editor - Toolbar

The toolbar wasn't fixed to the top of the page when using scroll bars.

6.0.18
o WYSIWYG editor - CTRL+S in web part or widget properties
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A JavaScript error occurred after pressing CTRL + S when editing a HTML area in the web part or widget properties dialog.
6.0.18
e REST - Case sensitivity

XML requests for creating objects via the REST service were incorrectly case-sensitive.

6.0.18
e REST - RSS/Atom format

Document query requests in RSS/Atom format containing documents of various document types returned documents of only one document type.

6.0.18
e HTMLS - Page headers

HTMLS5 page headers contained an invalid meta element.

6.0.18
o Culture settings of worker threads

Culture settings weren't correctly passed to worker threads in some situations.

6.0.18
e REST - Retrieving bindings and child objects

Retrieving bindings and child objects using the REST service didn't work correctly for objects with multiple TypelInfos.

6.0.17
e REST - Inconsistency

There was an inconsistency between multiple object retrieval requests and single object retrieval requests.

6.0.17
¢ Form controls - Toggle button

The "Toggle button" form control caused rendering issues in some cases.

6.0.17
o Form controls - Password with confirmation

The "Password with confirmation" form control didn't reflect the selection made in the "Show password strength" property.

6.0.17
o Output filter - Relative URLs

Relative URLs containing single quotes weren't resolved correctly by the output filter.

6.0.17
o File import - Silverlight

The import Ul was hidden if the Silverlight plug-in wasn't installed in the browser.

6.0.17
¢ Web analytics - Conversion values

Conversion values weren't logged correctly in certain cases.

6.0.17
e Web analytics - Excluded file extensions

The "Excluded file extensions" setting wasn't properly taken into account when logging file downloads.

6.0.17
e Registration - Custom registration form

The user e-mail address entered for the "Custom registration form" web part wasn't resolved in the welcome e-mail.

6.0.17
¢ Contact Management - Object dependencies

Object dependencies were set incorrectly for contacts.

6.0.17
¢ Abuse report - Report title

The report title disappeared after it was saved.

6.0.17
e Macros - Nested macros in the "Page title format" setting

Nested macros didn't work properly in the "Page title format" setting.

6.0.17
* Windows Azure - "Prepare for import" action (files in media libraries).

The "Prepare for import" action didn't work correctly for files in media libraries.
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6.0.17
¢ E-commerce - Deleting customers

It wasn't possible to delete customers that had a shopping cart assigned.

6.0.17
o Installation - Case sensitive collation

It was impossible to install certain database objects if a case sensitive collation was set as the default collation on the SQL server.

6.0.17
o Ul Data export - Performance optimization

Performance was optimized for exporting a very large number of records (100k+ rows).

6.0.17
¢ WebDAV editing - "Edit in client application" button

The "Edit in client application" button was incorrectly enabled for attachments of checked in documents under workflow.

6.0.17
o Loading the binary data of objects

Loading the binary data of objects caused issues if they were stored only in the file system.

6.0.17
¢ Form controls - Filter properties

Form controls - The filter properties of the "Text box" and "Text area" form control behaved incorrectly in some cases.

6.0.17
¢ URL Rewriting - Redirect to main extension

The "Redirect to main extension" setting caused a Page not found error in special cases.

6.0.16
¢ Contact management - Indexes

Indexes were missing for certain contact management database tables (performance was optimized).

6.0.16
¢ Forms - Autoresponder e-mails

It wasn't possible to disable the sending of autoresponder e-mails.

6.0.16
e Permissions - Localization

The names and descriptions of permissions created for new document types and custom tables were saved according to the current user's UI culture rather than as
localization expressions.

6.0.16
¢ Scheduled tasks - "Content synchronization" task

Scheduled tasks - The Assembly and Class name of the "Content synchronization" task was obsolete after upgrading to version 6.0 using KIM.

6.0.16
e Documents - Preview links

Preview links weren't generated correctly for "CMS.File" documents.

6.0.16
¢ Attachments - Editing metadata

The binary data was lost if the metadata of an attachment was edited for a document under workflow.

6.0.16
¢ Output caching - File system output cache

Files weren't locked by the file system output cache, so multiple threads could collide when accessing a file.

6.0.16
o Newsletters - E-mails for merged contacts

Newsletter e-mails were also sent to contacts merged with the contacts in the subscribed contact group.

6.0.16
¢ AD Import - Maximum field length

Maximum field length wasn't checked during the import, which lead to an exception in some cases.

6.0.16
o Categories - Categories Ul

The Categories Ul didn't work correctly after creating a new category.
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6.0.16
¢ Membership - Global vs. Site-specific role code names

Having a global role with the same code name as a site-specific role caused role selectors to behave incorrectly in some cases.

6.0.16
¢ WYSIWYG editor - Internet Explorer 8 on Windows XP.

In some cases, the editor panel wasn't loaded on the Form tab when using Internet Explorer 8 on Windows XP.

6.0.16
« Javascript error in forms (FF 3.6)

A Javascript error sometimes occurred in forms in Firefox 3.6

6.0.16
e Advanced filters above grids in Internet Explorer

Some of the advanced filters above grids didn't work properly in Internet Explorer.

6.0.16
e Macros - Security signature vs. database field length

New feature: It is now possible to specify that a macro expression should not have a security signature added automatically. This is done by adding the "@"
character to the end of the macro, e.g. { % CurrentDocument.DocumentName @%}. Such macros do not take up more characters than the visible length (useful for
fields with a limited size) and are evaluated according to the permissions of a public user.

6.0.16
¢ Object versioning - "All data" checkbox

The value of the "All data" checkbox in the object version comparison dialog wasn't carried over correctly after using the Rollback action.

6.0.20
e REST - Bad request errors

Bad request errors are now logged to the event log.

6.0.15
¢ REST - Encoding

The encoding used for multiple object retrieval requests ignored the Accept-Charset header of the request.

6.0.15
e Web parts & Controls - UniPager + QueryRepeater

The "Universal pager" (UniPager) didn't work together with the "Repeater with custom query" (QueryRepeater) when using post back paging mode.

6.0.15
¢ Booking system - Event registration

Event registration was allowed even if the Event capacity was 0 and Allow registration over capacity was disabled.

6.0.15
¢ Code editor - Syntax highlighting

Syntax highlighting didn't work properly for @ definitions in CSS code.

6.0.15
¢ Contact management - The "Landing page" activity

The "Landing page" activity was logged repeatedly when requesting attachments.

6.0.15
« Contact management - "Activities" widget

The Delete action was incorrectly visible in the "Activities" widget.

6.0.15
« Contact management - A trailing ellipsis

A trailing ellipsis wasn't added if the title (or URL) of an activity exceeded the maximum allowed length.

6.0.15
¢ E-mail engine - Metafile images

Metafile images weren't displayed in e-mails if they were sent in a separate thread.

6.0.15
¢ Macros - Auto completion in IE8

The auto completion function didn't work properly in the IE8 browser.
6.0.15
¢ Field editor - Ctrl+S in IE9
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The Ctrl+S shortcut didn't work after clicking the "Display attribute in the editing form" option in IE9.
6.0.15
¢ Portal engine - Page template selector

Using the page template selector incorrectly required permissions for the "Design" UI element.

6.0.15
* Windows Azure - Hashed links to media library files

Hashed links to media library files were bound to the currently active user (they are now generated without user-specific data).

6.0.15
¢ Media library - Media gallery web part

The "Media gallery" web part always uploaded files into the root of the media library.

6.0.15
¢ Caching - Serialization exceptions

Serialization exceptions were generated if the "Cache output in file system" setting was enabled.

6.0.15
¢ Staging - Resource strings synchronization

Resource strings couldn't be manually synchronized in the staging UI.

6.0.15
e User contributions - Hidden field with WYSIWYG editor

Editing a document that had a hidden field with WYSIWYG editor support caused an error in some cases.

6.0.14
o Settings - The "Inherit from global settings" checkbox

The "Inherit from global settings" checkbox didn't work correctly when the value contained a signed macro.

6.0.14
o Transformations - Unwanted new line characters

Unwanted new line characters were added between listed transformation items in special cases.

6.0.14
e REST - Low level objects

Low level objects didn't properly track their changed state.

6.0.14
¢ Media library - Image resizing

Image resizing of uploaded images incorrectly maintained the aspect ratio even if both the width and height was specified.

6.0.14
e Security - Password reset confirmation e-mails

Expired links in password reset confirmation e-mails were generated with an incorrect URL.

6.0.14
« Contact management (activities) - Landing page activity

Contact management (activities) - The "Landing page" activity was logged even in CMS Desk (caused by hotfix 6.0.13).

6.0.14
o UI cultures - Preferred Ul Culture in user settings

UI cultures - Deleted UI cultures remained in the "Preferred user interface culture" setting of users.

6.0.14
e Web parts - Mobile device redirection

The "Mobile device redirection” web part's "Other small/large device (User agent)" properties were case sensitive.

6.0.14
e Web parts - Documents data source and Basic viewers after a postback

When used together with the "Documents data source" web part, the "Basic data list" web part (and other basic data viewers) used the wrong transformation after a
postback.

6.0.14
¢ Dialogs - Insert link dialog encoding

The Insert link dialog encoded link text twice for characters with diacritics.
6.0.14

¢ Dialogs - Media selection - Attachments tab
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Dialogs - The Attachments tab was missing in the Media selection dialog.
6.0.14
¢ Booking system - Exporting event attendees

Exporting event attendees from the list page didn't work correctly.

6.0.14
¢ Object versioning - "Report" objects

"Report" objects restored from the Object recycle bin didn't work correctly.

6.0.14
¢ Object versioning - Alternative forms under system tables

The versioning UI was missing for Alternative forms under system tables.

6.0.14
e Macros - DateTime with the "|(culture)" parameter

DateTime values in macros ignored the "|(culture)" parameter.

6.0.14
¢ Staging - Synchronizing document types

The allowed child classes and parent classes of document types weren't synchronized correctly.

6.0.14
» Staging - Synchronization of page templates

Synchronization of page templates didn't work correctly if the Online Marketing module wasn't installed.

6.0.14
e Web analytics - Visitors

Visitors weren't logged correctly in certain cases.

6.0.14
¢ Documents - Deleting document attachments

Documents - The "File uploader" form control couldn't be used to delete document attachments.

6.0.14
¢ Object versioning - Restoring users

Users with forum favorites couldn't be restored from the object recycle bin.

6.0.14
¢ Reporting - "New posts" forum reports

Reporting - The values shown in the "New posts" forum reports were incorrect in some cases.

6.0.14
¢ Design - Document properties dialog

There were errors in the design of the document properties dialog in CMS Desk when viewed in Internet Explorer.

6.0.14
¢ Checking in/out external files

Changes made in external checked out files (e.g. page template layouts) weren't reflected in the CMS.

6.0.14
e Media library - Creating a media library folder

If an error occurred while creating a media library folder, no record was created in the database.

6.0.13
e REST - Site bindings

Site bindings weren't automatically created when adding site-specific objects with an M:N site binding.

6.0.13
e REST - Updating cms.attachment objects

Updating cms.attachment objects without specifying the binary data caused an exception.

6.0.13
e REST - Support for various types of response encoding.

New functionality - Support for various types of response encoding was added.

6.0.13
¢ Booking system - Time zones

All day events added to Outlook had the wrong event date when time zones were enabled and notification e-mails also displayed an incorrect event date.
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6.0.13
¢ Staging - Custom tables

The default queries of custom tables weren't synchronized correctly.

6.0.13
e Localization - Editing a category

The field localization button was visible on the live site when editing a category.

6.0.13
e Localization - Localization textbox

The localization textbox displayed an exception if the default UI culture code was in upper case.

6.0.13
e Language prefixes - URL paths

URL paths starting with the same prefix as the requested culture weren't processed correctly.

6.0.13
e Scheduler - Start/End time validation

Tasks with an hour long scheduling interval allowed a later start time than end time.

6.0.13
¢ Contact management (activities) - File downloads

Downloads of files (cms.file documents) weren't logged as a page visit activity.

6.0.13
« Contact management (activities) - Output cache

Activities weren't logged when using full page (=output) cache.

6.0.13
« Contact management (activities) - Content rating

The "Content rating" activity didn't have the name of the associated document in its title.

6.0.13
e Web analytics - Partially downloaded files

Partially downloaded files were incorrectly logged as multiple events.

6.0.13
e Web analytics - Page views

Page views weren't logged when using full page (=output) cache.

6.0.13
¢ Polls - Modify permissions

The wrong modify permission was checked on the Security page of the poll management interface.

6.0.13
¢ Media library - Media library tree

The media library tree didn't expand the location of the selected file.

6.0.13
¢ Media library - Bulk actions

If a selected file was removed from the media library and no new selection was made, it was still possible to use move/copy bulk actions.

6.0.13
* Web parts - Sign out button

The "Sign out button" web part generated incorrect redirection URLs in special cases.

6.0.13
¢ Dialogs - Image selection dialog

The image selection dialog was opened in a very small window from the "Editable image" web part in IE9.

6.0.13
¢ Import - Blank site

Importing a blank site failed due to queries with untranslated class foreign keys.

6.0.13
e Forms - BasicForm.Data

BasicForm.Data wasn't updated after a file was uploaded to a form.
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6.0.13
e UI Cultures - Editing a resource string

Editing a resource string in a non-default UI culture caused an exception in some cases.

6.0.13
e CSS stylesheets - Site details dialog

Asite's CSS stylesheets couldn't be edited from the site details dialog in special cases.

6.0.13
¢ Dialogs - English culture in the media selection dialog

Uploaded files/images were always uploaded into the English culture in the media selection dialog.

6.0.13
¢ Document types, Custom tables and System tables - Renaming queries

Renaming a query under a Document type, Custom table or System table and then creating another one with the original code name caused an exception.

6.0.12
o Transformations - Missing resource string

The resouce string used for the selection of jQuery type transformations was missing.

6.0.12
e Macros - Page title property of documents

Context macros weren't resolved correctly in the Page title property of documents (Document Properties -> Metadata -> Page title).

6.0.12
e Macros - GetDocumentUrl() macro method

The "GetDocumentUrl" macro method required parameters which shoud have been passed automatically.

6.0.12
» Categories - Code names of global categories

The code names of global categories weren't properly checked for uniqueness during the import process.

6.0.12
¢ Dialogs - Localization problems

Dialogs - The display names of document types weren't localized in dialogs.

6.0.12
¢ Dialogs - Documents in the Link selection dialog

The content tree in the Link selection dialog contained documents from the wrong culture in some cases.

6.0.12
¢ Media library - Media selector

The media selector didn't expand the selected path correctly if the selected folder was deeper than the first level.

6.0.12
¢ Contact management - Activity detail dialog

The "Activity value" field used for custom activities wasn't displayed in the activity detail dialog.

6.0.12
¢ Staging - Synchronization of the Container document types

ueries under container document types weren't synchronized correctly.
d t d t ty] 't synch d tly.

6.0.12
* Staging - Object versions

The synchronization process created object versions in the context of a public user.

6.0.12
e Form controls - Field selector

The "Field selector" form control didn't work correctly when used multiple times in the same form.

6.0.12
¢ Windows Azure - CDN storage support

Support for storage CDN didn't work properly. If you wish to use CDN for your blob storage account, it is necessary to specify the CDN endpoint using the
"CMSAzureCDNEndpoint" application setting. This is in addition to the blob service connection endpoint, which must still be set as the value of the
"CMSAzureBlobEndPoint" setting.

6.0.12

¢ Document categories - Adding categories
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Document categories - Adding categories didn't work in special cases.
6.0.11
Staging - Community group media library

Staging - Synchronizing folder actions in a community group media library caused an error.

6.0.11
Web parts - Conversion selector

Web parts - An error occurred in the web part properties dialog if a conversion selector was filled with data under an insufficient license.

6.0.11
Web parts - CSS list menu + more document types

Web parts - The "CSS list menu" web part didn't work correctly when two or more document types were defined together with a where condition.

6.0.11
Form controls - The filter settings of "Text box"

Form controls - The filter settings of the "Text box" control didn't work correctly.

6.0.11
Contact management - Create/update events

Contact management - An excessive amount of create/update events were logged in the event log for contact management objects.

6.0.11
Contact management (Activities) - Logging activities

Contact management (Activities) - In special cases, logging activities failed due to limited text length in the database.

6.0.11
URLs - Document URL path + Document name with colon

URLs - The Document URL path wasn't generated correctly if the document name contained the colon character (":").

6.0.11
Web parts - Macros + Layout web parts

Web parts - Macros weren't resolved in the specific properties of Layout web parts.

6.0.11
WYSIWYG editor - CTRL + S

WYSIWYG editor - The CTRL + S shortcut didn't save the content when in source mode.

6.0.11
Media library - File thumbnails

Media library - Managing file thumbnails on the live site didn't work correctly for media libraries under community groups.

6.0.11
Notifications - "Document created" and "Document deleted" notification

Notifications - "Document created" notification wasn't sent if the document used versioning without workflow. "Document deleted" notification wasn't sent if the

document was checked out.

6.0.11
REST - Forms authentication

REST - Users were unable to authenticate using forms authentication in the REST service.

6.0.10
REST - Disabling the service

REST - Disabling the service on one site caused the service to be disabled on other sites as well.

6.0.10
Import toolkit - Importing from CSV files

Import toolkit - When importing from CSV files, quotation marks prevented the data from being loaded properly in specific cases.

6.0.10
AD Import - UserName

AD Import - It was possible to bind an AD attribute to the UserName field of User objects (this is no longer the case).

6.0.10
Settings - "Service enabled for" in the Integration -> Rest

Settings - The "Service enabled for" setting in the Integration -> Rest category wasn't disabled/enabled correctly when the value of the "Inherit from global settings"

checkbox was changed.

6.0.10
Contact management - Sorting
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Contact management - Sorting didn't work properly for some columns in contact management object listings.
6.0.10
¢ Contact management - Adding multiple users to a contact

Contact management - Adding multiple users to a contact didn't work correctly for merged contacts.

6.0.10
¢ Contact management - The mass delete action

Contact management - The mass delete action didn't work correctly for certain amounts of contacts/accounts.

6.0.10
¢ Contact management (Activities) - The "Internal search" activity

Contact management (Activities) - The "Internal search" activity was logged twice for searches performed by the "SQL search dialog" web part in special cases.

6.0.10
¢ Import/Export - Media physical files and forums posts under community groups

Import/Export - Media physical files and forums posts under community groups weren't imported correctly.

6.0.10
¢ Import/Export - Thumbnails of media library files

Import/Export - Thumbnails of media library files weren't imported and exported correctly.

6.0.10
¢ Email engine - An exception

Email engine - An exception sometimes occurred during e-mail sendout if the SMTP server wasn't functional.

6.0.10
¢ Newsletters - Bounced e-mail checking

Newsletters - Bounced e-mail checking didn't work properly with the Ultimate license.

6.0.10
¢ Document library - The attachment icon

Document library - The attachment icon wasn't properly refreshed after updating attached content in the "Document library" web part.

6.0.10
e Localization - "Watermark text"

Localization - The form control property "Watermark text" suggested incorrect resource string keys.

6.0.10
¢ Localization - The localization button panel

Localization - The localization button panel was visible on the live site under certain conditions.

6.0.10
o Event handlers - TreeProvider.UseCustomHandlers

Event handlers - New event handlers weren't disabled according to the TreeProvider.UseCustomHandlers property.

6.0.10
¢ Group polls - Live site management

Group polls - Live site management didn't work properly in certain cases.

6.0.10
e Content - "Save" + [E8 + XP

Content - The "Save" action didn't work in a specific environment (IE8 browser on Windows XP).

6.0.10
¢ License checking

License checking didn't work correctly in certain places.

6.0.10
o Campaigns - Campaign selector

Campaigns - The campaign selector incorrectly offered campaigns from all sites.

6.0.9
¢ Blogs - Blog month + Versioning

Blogs - The Blog month documents which are created automatically with Blog post documents weren't published by default when using versioning.

6.0.9
e REST Service - Hash authentication

REST Service - Hash authentication failed when the URL contained a WHERE condition parameter with encoded special characters.
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6.0.9
e REST Service - Direct access to RESTService.svc

REST Service - Direct access to RESTService.svc was incorrectly allowed (direct access caused only the global settings of the service to be reflected).

6.0.9
e Web parts -Web part client IDs + Turkish culture

Web parts - Web part client IDs weren't stored correctly in the Turkish culture.

6.0.9
¢ Smart search - Searching for decimal numbers

Smart search - Searching for decimal numbers didn't work correctly. You have to rebuild your indexes if you are using filtering based on decimal values for smart
search results.

6.0.9
e E-commerce - VolumeDiscountInfo serialization

E-commerce - An error occurred during VolumeDiscountInfo serialization in special cases.

6.0.9
e CSS stylesheets - SSL + non SSL URLs

CSS stylesheets - Image addresses in stylesheets weren't resolved correctly when combining SSL and non SSL URLs.

6.0.9
¢ Groups - "Group registration"

Groups - The "Group registration" web part didn't save the tag group correctly if there was already another tag group with the same code name in the database.

6.0.9
o Files - Corrupted files

Files - If the size of a requested file was smaller than or equal to the value of the "Maximum file size to cache" setting and "Store files in database" was enabled,
files were corrupted on consecutive requests.

6.0.9
e Scoring - Scoring results (

Scoring - Scoring results (score values for contacts) couldn't be exported to Excel.

6.0.9
¢ Field Editor - "Regular expression" and "Min/Max length" properties

Field Editor - Certain form controls weren't validated by their "Regular expression" and "Min/Max length" properties.

6.0.9
¢ LINQ - TreeNode properties

LINQ - Some TreeNode properties weren't properly mapped to database columns.

6.0.9
¢ Maps - Latitude and longitude

Maps - Latitude and longitude fields weren't properly rendered if the server culture was different than English.

6.0.9
¢ Hotfix - Missing file

Hotfix - There was a file missing in a previous hotfix causing a build failure.

6.0.9
¢ Hotfix - Unregistered UI culture

Hotfix - The hotfix script failed if an unregistered Ul culture was set as the default culture in the web.config file.

6.0.9
e Macros (API) - ContextResolver

Macros (API) - The ContextResolver didn't prioritize explicitly set CurrentUser and CurrentSite properties while resolving context macros.

6.0.9
e Transformation selector

The transformation selector didn't allow selection from custom tables.

6.0.9
o Workflow - No custom event handler for Archive action

Workflow - There was no custom event handler for the document Archive action (now added).
6.0.8

¢ Layout web parts - Resizing + Chrome
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Layout web parts - Resizing zones by dragging their borders didn't work properly in the Chrome browser.
6.0.8
¢ Routing - URL path

Routing - It wasn't possible to set a unique Route type URL path for specific culture versions of a document.

6.0.8
¢ Contact management - Multiple contact/account mass delete

Contact management - Multiple contact/account mass delete running at the same time could result in error.

6.0.8
¢ Localization - Descriptions for web part properties

Localization - The descriptions for web part properties didn't store changes after being saved.

6.0.8
¢ Windows Azure - Synchronization in Full IIS

Windows Azure - Data wasn't synchronized between instances properly if the application ran in Full IIS mode.

6.0.8
¢ Related documents - Info label in document properties

The info label was placed incorrectly in the Related documents section of the document properties in CMS Desk.

6.0.8
¢ Contact Management - Contact and account statuses

Contact Management - Contact and account statuses were loaded improperly in contact and account list filters.

6.0.8
e Form engine - Macros

Form engine - Only boolean and string type fields accepted macros.

6.0.8
¢ Documents - Copying/moving documents from one site to another

Documents - When copying/moving documents from one site to another, permissions weren't checked properly in specials cases.

6.0.8
e Macros - Custom method

Macros - If a custom method was registered with "object" type parameters, then it was shown twice in the Auto completion hints.

6.0.8
* BrowserHelper + InProc

The BrowserHelper was stored in the session, but wasn't marked as serializable, which caused an exception when the session wasn't set to the InProc setting.

6.0.8
e Scoring - Forum activities

Scoring - Rules for forum activities couldn't be saved if the "ad-hoc forum" option was selected.

6.0.8
o WYSIWYG editor - Editor value + postback

WYSIWYG editor - The editor content wasn't preserved after a postback on the page.

6.0.8
¢ Contact management - Activity details page

Contact management - The Activity details page displayed an incorrect text and label for the forum post activity.

6.0.8
¢ Code editor - Tab key in IE

Code editor - The Tab key only added a single space indentation in Internet Explorer.

6.0.8
¢ Windows Azure - Initialization of export

Windows Azure - The export action caused a time out exception.

6.0.8
¢ Layout web parts - "Display to roles"

Layout web parts - The "Display to roles" property of layout web parts was incorrectly reflected by the web part header on the Design tab.

6.0.8
e KIM - Several issues (1)

Installation - Several issues were fixed in KIM.
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6.0.8
e Installation - Turkish collation

Installation - An error occurred during the database installation if a Turkish collation was used on the server.

6.0.8
e Web parts - Custom registration form

Web parts - The "Custom registration form" didn't work property in special cases.

6.0.8
e Web parts - Editable text + Inherited content

Web parts - Inherited content wasn't displayed by the "Editable text" web part on the Page tab when the property "InheritContent=true" was set for the master page.

6.0.8
e Web parts - Repeater + Documents data source + Document filter

Web parts - If the "Repeater" web part was used together with a "Documents data source" and "Document filter", it was incorrectly hidden after the filter was
applied in certain cases.

6.0.8
e Web parts - "Add new" button

Web parts - The "Add new" button of the "Repeater" web part was hidden if a "Selected Item" transformation wasn't set.

6.0.8
* Document types - Inheritance + update

Document types - All changes weren't distributed properly to inherited document types if the parent was updated.

6.0.8
e Validation - The CSS validator and link checker

Validation - The CSS validator and link checker didn't work correctly in thelatest version of webkit browsers (e. g. Chrome).

6.0.8
¢ Dialogs - "Show larger size on mouse-over"

Dialogs - Images using the "Show larger size on mouse-over" option weren't resized correctly.

6.0.8
e CSS minification - Media queries

CSS minification - Media queries weren't handled correctly during minification.

6.0.8
¢ Inline widgets + upgrade

Inline widgets didn't work if the site was upgraded via the upgrade procedure from an older version.

6.0.8
« Help topic link in Site Manager -> Administration -> System -> File

There was a dead help topic link in Site Manager -> Administration -> System -> Files.

6.0.8
¢ Hotfix + Compilation the source code

To compile the source code after applying this hotfix, please add a reference to System.ServiceModel.Web and System.Runtime.Serialization (.NET 4.0 only) to the
CMSMembershipProvider. If you wish to ensure backward compatibility with Windows Live ID users created in versions older than 6.0, you can change the
authentication mode by adding the following key into your web.config file: <add key="CMSUseServerSideLiveIDAuthentication" value="false" /> Please note that
new Live ID users registered under version 6.0 will not be recognized in this mode.

6.0.8
o Import toolkit - The application crash when "Do not import anything"

Import toolkit - The application crashed when the "Do not import anything" option was selected in step 7 of the import wizard.

6.0.7
o Import toolkit - FK mapping files

Import toolkit - The application couldn't read some of the FK mapping files used in step 6.

6.0.7
e KIM - Several issues

KIM - Several issues were fixed (the instance list wasn't refreshed after applying a hotfix/upgrade, hotfixes weren't applied to selected instances only, the
registration form didn't check for the protocol).

6.0.7
¢ Web installer - Modifying a hotfixed installation

Web installer - Modifying a hotfixed installation caused an exception in some cases.
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6.0.7
¢ Web installer - Win7 64 bit + Health monitoring

Web installer - Web Installation failed on Win7 64 bit when using Health monitoring.

6.0.7
¢ Newsletters - The unique clicks statistics

Newsletters - The unique clicks statistics didn't include clicks made by individual users subscribed through a contact group (i.e. contacts).

6.0.7
o Newsletters - Contact group members unsubscription

Newsletters - Contact group members couldn't unsubscribe from a newsletter.

6.0.7
¢ Integration bus - Creating multiple documents

Integration bus - Creating multiple documents within one request didn't work correctly.

6.0.7
o Integration bus (new functionality) - Mass actions

Integration bus (new functionality) - Added support for mass actions.

6.0.7
¢ Contact Management - Missing account statuses

Contact Management - Certain account statuses were missing in the account filter on the Account -> Merge -> Split tab.

6.0.7
¢ Contact management (new functionality) - Scheduled task

Contact management (new functionality) - Contacts can now automatically be deleted using a scheduled task (added new settings in Site Manager -> Settings -> On-
line marketing).

6.0.7
e Events - Calendar + VisibleDate

Events - The calendar didn't display events from future or past months if the displayed month was set via the VisibleDate property.

6.0.7
e Output filter - Filter for resolving URL

Output filter - The filter for resolving URLs wasn't properly optimized and thus slower than in previous version.

6.0.7
¢ Syntax highlighting - Search & Replace

Syntax highlighting - The Search & Replace function didn't highlight items found in macros.

6.0.7
¢ E-commerce - Custom data

E-commerce - The Custom data property of order item objects wasn't saved in the database.

6.0.7
e Smart search - Search filtering conditions containing diacritics

Smart search - Search filtering conditions containing diacritics didn't work correctly.

6.0.7
* Windows Azure - The file system selector

Windows Azure - The file system selector didn't display the tree structure properly.

6.0.7
¢ MVT - The combination panel + localization

MVT - The combination panel didn't localize resource strings according to the preferred UI culture.

6.0.7
¢ Social networking - Facebook web parts + cultures

Social networking - Facebook web parts didn't correctly convert certain culture codes to the Facebook format.

6.0.7
e Web parts - Cloning web parts

Web parts - Cloning web parts on web application installations didn't work correctly because the codebehind path wasn't updated.

6.0.7
e Documents - InsertAsNewCultureVersion()

Documents - The InsertAsNewCulture Version() method of the TreeNode class didn't reflect the document culture correctly.
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6.0.7
e The "Grid" web part - empty data set

The "Grid" web part didn't work correctly when displaying an empty data set.

6.0.7
¢ Some grids and selectors + CMS_Class

Some grids and selectors that loaded data from the CMS_Class table (custom tables, doc. types, system tables...) didn't work correctly.

6.0.7
o The general export feature - Grids in the Ul

The general export feature wasn't available in all grids in the UL

6.0.7
¢ Changing the username of the currently active

Changing the username of the currently active user didn't work.

6.0.7
¢ Web application project - "ContactIsAnonymous.ascx"

If you are using a web application project or the source code, it is necessary to manually include the "ContactIsAnonymous.ascx" form control file into the
"CMSApp" project after you apply the hotfix. The file can be found in the ~/CMSModules/Settings/FormControls/ directory.

6.0.7
¢ "Attachments Carousel", "Attachments Lightbox", "Repeater with Carousel", and "Repeater with Lightbox" - Scripts

The "Attachments Carousel", "Attachments Lightbox", "Repeater with Carousel", and"Repeater with Lightbox" web parts didn't work correctly when used together
with Mootools or Prototype scripts: Change the web part properties in the following way: 1) Check "Include jQuery script" 2) Remove the following line from
"Script files" (if present): ~/CMSWebParts/Viewers/Effects/jQueryFancyBox_files/scripts/jquery-1.4.3.min.js 3) Change "Initialization script" in the following way:
remove: $=jQuery; modify: $("a[rel=lightbox[group]]") to $j("al[rel=lightbox]") Note the changes: $->$j, rel=[lightbox[group]]->rel=[lightbox] 4) Clone the
transformation (do not edit the current one) and replace the "rel=lightbox" expression with "rel=lightbox[group/attachments]"

6.0.7
¢ Staging - Running complete synchronization + integration connector

Staging - Running complete synchronization from the UI failed when an integration connector was present in the system.

6.0.6
e Scoring - The "Poll voting" activity

Scoring - The "Poll voting" activity rule didn't offer global polls, even if they were allowed for the given site.

6.0.6
e Scoring - The newsletter issue selector

Scoring - The newsletter issue selector didn't work properly if the "(none)" item was selected.

6.0.6
e Scoring - activity type change

Scoring - It wasn't possible to save a scoring rule after the activity type had been changed (only for certain combinations).

6.0.6
« Contact management - Deleting a state

Contact management - Deleting a state (SM->Development->Countries) caused an exception due to foreign key restrictions.

6.0.6
» Contact management - Global administrators + new activities

Contact management - Global administrators who weren't assigned to a site couldn't create new custom activities.

6.0.6
¢ Contact management (Activities) - The "Newsletter unsubscription" activity

Contact management (Activities) - The "Newsletter unsubscription" activity log didn't include the issue ID.

6.0.6
¢ Layout web parts - Localization strings in headers

Layout web parts - The "Tabs layout", "Accordion layout" and "Collapsible panel" web parts didn't resolve localization strings in their headers.

6.0.6
e Messaging - The "Add to contact list" and "Add to ignore list" shortcuts

Messaging - The "Add to contact list" and "Add to ignore list" shortcuts on the community site didn't work in some browsers.

6.0.6
e REST service - Custom tables

REST service - When requesting custom tables (or system tables), the response contained all objects from the CMS_Class table.
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6.0.6
e REST service - Object filter

REST service - The ~/rest service document showed all object types even if only some of them were allowed in the "Allowed object types" setting in Site Manager.

6.0.6
* Windows Azure - The hotfix SQL script

Windows Azure - The hotfix SQL script used the sys.syscomments system table which isn't supported by SQL Azure.

6.0.6
e Windows Azure - Web farm servers deletion

Windows Azure - Web farm servers weren't deleted properly when running Kentico CMS in full IIS mode.

6.0.6
¢ Windows Azure - Importing system tables

Windows Azure - Importing system tables on SQL Azure caused an error in special cases.

6.0.6
¢ Syntax highlighter - Cursor position

Syntax highlighter - The cursor wasn't set to the correct position after using an Auto completion code snippet.

6.0.6
o Newsletters - The opened e-mail statistic

Newsletters - The opened e-mail statistic didn't work correctly for issues opened by users subscribed through a contact group (i.e. contacts).

6.0.6
e Events - 'Add event to Outlook' + Outlook 2003

Events - The 'Add event to Outlook' action caused an error with Outlook 2003.

6.0.6
¢ Reporting - Code names + validation

Reporting - The code names of graphs, tables and values weren't properly validated.

6.0.6
e Form controls - "Localizable text box" + watrmark

Form controls - The "Localizable text box" control behaved unexpectedly in the field editor (watermark text property) and an exception was displayed when it was
used.

6.0.6
¢ Media library - The media selector

Media library - The media selector didn't expand the selected path if the selected folder was deeper than the first level.

6.0.6
¢ Drag-and-drop functionality of the Visual Studio Toolbox

The drag-and-drop functionality of the Visual Studio Toolbox didn't work with some of the CMS controls.

6.0.6
e Web analytics + Session State service

Web analytics caused an error when running with a Session State service.

6.0.6
¢ EnsureImageDimensions() method

The old resizing logic of the EnsureImageDimensions() method was rolled back. It is now possible to enable the new/fixed resizing logic using the <add
key="CMSUseFixedEnsurelmageDimensions" value="true"/> application setting in the web.config if needed.

6.0.6
o Abuse report dialog - Design issues

There was a minor design error in the Abuse report dialog.

6.0.6
« Contact management (Activities) - Activity log files processing

Contact management (Activities) - It is now possible to have activity log files processed more frequently than once per minute.

6.0.5
¢ Localization - Creating a new resource string

Localization - Creating a new resource string under a Ul culture caused an error in certain cases.
6.0.5

o Newsletters - Issues sent as draft e-mails
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Newsletters - Issues sent as draft e-mails contained incorrect image URLSs in special cases.
6.0.5
e Documents - Document comparison

Documents - In special situations, data was missing in the document comparison output.

6.0.5
e Document validation - View source

Document validation - In some cases, the "View source" dialog treated javascript code as a macro and therefore highlighted it incorrectly.

6.0.5
o Widgets - Inline widgets

Widgets - Some inline widgets weren't resolved properly.

6.0.5
* Widgets - My account

Widgets - The My account widget didn't work properly in some cases.

6.0.5
¢ Macros - Comparing

Macros - Comparing enumeration values with their string representation didn't work correctly.

6.0.5
« Handlers - Security handlers

Handlers - Security handlers were fired only if a custom handler library was enabled.

6.0.5
¢ Web parts - Editable text or image web parts + custom web part

Web parts - Using Editable text or image web parts in the code of a custom web part caused an error.

6.0.5
¢ Document types - Inheritance (1)

Document types - Field inheritance was incorrectly allowed for container document types, which caused an error.

6.0.5
¢ Membership - SelectMembershipUserRoles

Membership - The SelectMembershipUserRoles query didn't work with the TOP clause.

6.0.5
o Import/Export - A Delete task for the current user

Import/Export - A Delete task for the current user could be executed during the import process, which caused an error.

6.0.5
e Enter + Localizable textbox

Pressing Enter launched the localizable textbox dialog instead of submitting the current form.

6.0.5
¢ Media library - The media selector + resizing

Media library - The media selector dialog didn't correctly handle the settings for image resizing after upload.

6.0.5
¢ Minor design issues

There were minor design issues in the UL

6.0.5
e Output filter - XHTML output filter + Comments

Output filter - XHTML output filter didn't work correctly for conditional HTML comments.

6.0.4
e Import + Azure

Import - Fixed several problems in importing older version packages on the Azure platform.

6.0.4
e Windows Azure - Timeout

Windows Azure - CMS Site Manager -> System -> Files page threw a timeout error after clicking the Test files button.

6.0.4
e Field Editor - Name source fields

Field Editor - Name source fields didn't get refreshed when a field was edited.
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6.0.4
e Documents - The Items collection of TreeNodeDataSet

Documents - The Items collection of TreeNodeDataSet didn't work properly.

6.0.4
¢ Transformations - TransformationHelper

Transformations - TransformationHelper did not return correct document URL.

6.0.4
« Form controls - The State drop-down lis

Form controls - The State drop-down list in the Country selector displayed all states on first initialization

6.0.4
e CSS List Menu - unique item ids

The CSS List Menu web part didn't render unique item ids correctly.

6.0.4
e Ul-Ctul+S

UI - When changing tabs, the Ctrl + S shortcut for saving an object didn't work if the tageted frame didn't have focus.

6.0.4
¢ Document types - Inheritance

Document types - Some of the predefined document types didn't provide correct fields in case of inheriting them.

6.0.4
e Hierarchical transformations + Cultures

Hierarchical transformations list didn't work in localizations other than English.

6.0.4
¢ Caching - no-store

Caching - User controls including transformation set the client cache to no-store settings.

6.0.4
¢ CMS.Menultem transformation - Typing error

Fixed a typing error in a CMS.Menultem transformation.

6.0.4
¢ Widgets - Permissions

Widgets - an error could occur when the user didn't have sufficient permission to edit widget properties.

6.0.4
¢ Categories - Remove all

Categories - The UniSelector's Remove all context menu in document properties did not work.

6.0.4
¢ Document types - General tab error

Document types - The general tab threw an error if the edited document type no longer existed.

6.0.4
e E-commerce - Notification + import

E-commerce - Attempt to send an Order status changed notification emails during import resulted in an error.

6.0.4
¢ E-commerce - Product image + department permissions

E-commerce - users could edit product images and conversions even if they didn't have permissions for the department the product belonged to.

6.0.4
¢ E-commerce - Macro backward compatibility

E-commerce - backward compatibility of some old macros used in e-mail templates was broken.

6.0.4
e Form controls - CSS + validation

Form controls - Label control didn't keep its assigned CSS class when a form validation error occurred.

6.0.4
e Link checker - Sorting

Link checker - Sorting by the Line column didn't work correctly.
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6.0.4
e Macros - "+="

Macros - The "+=" assignment operator did not work properly with variable names not in lower case.

6.0.4
* Object versioning - Minor issues with the recycle bin filters

Object versioning - Minor issues with the recycle bin filters.

6.0.4
e Universal viewer - First/Last/Alternating transformations

Universal viewer - First/Last/Alternating transformations didn't work for hierarchical data.

6.0.4
e Upgrade - A query for the recycle bin

Upgrade - A query for the recycle bin didn't work properly after applying the upgrade procedure.

6.0.4
o Widgets - Scrolling

Widgets - Widget properties displayed from the live site did not allow scrolling.

6.0.4
¢ Localizable textbox + in-place localization macros

Localizable textbox did not work correctly with in-place localization macros.

6.0.4
e Forms - Site code name with dots

Forms - Site code name, which contained dots, caused an error when a new form was created.

6.0.4
e Hierarchical transformations - The Close button didn't work

The Close button didn't work properly when editing a hierarchical transformation from CMS Desk.

6.0.3
e Web analytics - When using a resx file in Russian

When using a resx file in Russian, some Web analytics reports containing tables weren't displayed correctly.

6.0.3
o Integration bus - There was a problem with reinitialization

There was a problem with reinitialization of sys. integration bus connectors when a change was made.

6.0.3
e Macros - ignored case sensitive setting

Some of the string methods (e.g. Contains) ignored the case sensitive setting of the MacroResolver.

6.0.3
e JS & CSS compression - The CSS minification

The CSS minification sometimes failed and returned only a portion of the CSS. In such case, the unminified CSS is now returned.

6.0.3
e Localization - The Development section

The Development section in the left menu didn't change language after changing UI culture for the current user.

6.0.3
¢ Staging - The creation of a document

The creation of a document wasn't synchronized correctly. Also movement of a document under a workflow scope wasn't synchronized correctly.

6.0.3
« Staging - Copying or creating a new document

Copying or creating a new document with the same document name in the target location didn't ensure a unique document name correctly.

6.0.3
¢ Newsletter - Minor design issues.

Newsletter - Minor design issues.

6.0.3
¢ The Abuse report and Bad words modules

The Abuse report and Bad words modules weren't reflecting the custom language parameter correctly.
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6.0.3
e E-commerce - An exception is thrown

An exception is thrown if Organization ID or Tax registration ID in the checkout process is too long.

6.0.3
¢ Contact Management - Customer selection

Customer selection on the Contact -> Membership tab didn't display the company name.

6.0.3
e CSS Stylesheets - CSS for components

CSS for components wasn't able to correctly combine CSS's with more charset definitions.

6.0.3
o Custom tables - A list of data displays detailed information

A list of data displays detailed information about the user who created or modified the item, instead of only the user ID.

6.0.3
¢ MVT - MVT and Content personalization modules

MVT and Content personalization modules were available for sites which didn't have these modules assigned.

6.0.3
e MVT - MVT and Content personalization variants

MVT and Content personalization variants of the layout web parts didn't load their content on the Design tab.

6.0.3
o UI Personalization - Backward compatibility of UI permissions

Backward compatibility of UI permissions was not ensured if importing a package from an older version.

6.0.3
¢ Newsletters - Merged contacts

Merged contacts were displayed in Newsletter - > Subscribers -> Contact group subscriber -> Contacts.

6.0.3
e Polls - 5.5R2 users with the Read and Modify permissions

5.5R2 users with the Read and Modify permissions didn't have global permissions in 6.0 after import.

6.0.3
¢ Web analytics - Improved asynchronous deletion.

Improved asynchronous Web Analytics deletion.

6.0.3
¢ Booking system - The list didn't work properly

The list didn't work properly due to newly added fields/columns to the Booking system document type.

6.0.3
¢ Email engine - The Publish web site operation failed on EmailQueue.

Email engine - The Publish web site operation failed on EmailQueue.

6.0.3
¢ On-line marketing - The same contact was used on different sites

The same contact was used on different sites running on the same domain.

6.0.3
e Web analytics - Campaign compare - the yearly report couldn't be printed.

Campaign compare - the yearly report couldn't be printed.

6.0.3
* Windows Azure - Document type icons

Document type icons which had been changed weren't displayed in the UL

6.0.3
e Form controls - Some of the form controls had a wrong type.

Form controls - Some of the form controls had a wrong type.

6.0.3
o Installation - DB installation for a schema different from dbo failed.

Installation - DB installation for a schema different from dbo failed.
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6.0.3
¢ Import/Export - The inherited web parts weren't exported

The inherited web parts weren't exported in the correct order, which resulted in error upon the import process.

6.0.3
o Installation - In some cases, macros weren't resolved

In some cases, macros weren't resolved if default values were entered.

6.0.3
« Contact management - Logging to CMS Desk failed

Logging to CMS Desk failed when Windows authentication was activated.

6.0.3
¢ Routing - Paths with a wildcard mapping

Paths with a wildcard mapping multiple segments (e.g. { *something}) weren't registered properly.

6.0.2
e CSS minification

CSS minification didn't work properly for stylesheets that contained a charset directive.

6.0.2
e Macros - Macro expressions

Macro expressions from the Documents section of the macro object tree were inserted with encoded special characters.

6.0.2
e Macros - The Documents collection

The Documents collection wasn't resolved correctly when accessed through the macro engine.

6.0.2
¢ Licensing - Cloning of page templates

Cloning of page templates didn't work in the Free edition.

6.0.2
* Blogs - Tags were sorted before whitespace trimming

Tags were sorted before whitespace trimming, which resulted in a different order than expected.

6.0.2
¢ Import - Sites based on the Blank site

Sites based on the Blank site sample template weren't imported correctly in special cases.

6.0.2
* Windows Azure - The multi-file uploader

The multi-file uploader didn't work correctly in special cases when running on Windows Azure.

6.0.2
¢ Dashboards - unhandled exception

In some cases, dashboards generated an unhandled exception if their page template couldn't be found.

6.0.2
¢ Contact management - A wrong type

A wrong type of selection dialog was shown when adding customers to a contact.

6.0.2
« Contact management - Contact information wasn't updated

Contact information wasn't updated when the customer data was changed in the shopping cart.

6.0.2
« Contact management - The My Contacts and My Accounts widgets

The My Contacts and My Accounts widgets displayed objects from all sites.

6.0.2
¢ Contact management - The collision dialog

The collision dialog didn't display complete tooltips for the country and state fields.

6.0.2
« Contact management (Activities) - information message

The information message shown when activity logging (or on-line marketing) is disabled was incorrect in the Site manager Activities UI.
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6.0.2
¢ Contact management (Activities) - The Add stamp button

The Add stamp button was missing on the New custom activity page.

6.0.2
¢ MVT - The combination panel

The combination panel didn't switch between combinations.

6.0.2
¢ MVT - Combinations weren't generated correctly

Combinations weren't generated correctly if the document contained widget variants.

6.0.2
e MVT - Import/Export

Import/Export didn't work correctly for page templates containing MVT variants in some cases.

6.0.2
¢ Dashboards - Moving widgets

Moving widgets in dashboards didn't work.

6.0.2
¢ Licensing - Cloning of page templates (1)

Cloning of page templates didn't work in the Free edition.

6.0.2
¢ Staging - Staging of users

Staging of users didn't work correctly

6.0.2
¢ Staging - The assignment of a document

The assignment of a document into a site category wasn't synchronized correctly.

6.0.2
o Import - The (all) page size

The (all) page size option in the import wizard didn't work correctly.

6.0.2
o Install - The import process and the object version creation

The import process and the object version creation during the installation was executed in the context of a public user.

6.0.2
¢ Portal engine - security requirements

The security requirements for the edit template dialog on the Master page tab were incorrect.

6.0.2
e E-commerce - Sorting

Sorting was incorrectly allowed for shipping costs.

6.0.2
e URL rewriting - Page not found errors

Page not found errors weren't logged into the event log in some cases.

6.0.2
e Form controls - The Password and User Name controls

The Password and User Name controls didn't reflect some of the field settings on the live site.

6.0.2
* Layout web parts - The Table layout web part properties

The Table layout web part properties couldn't load the form control for editing the number of columns.

6.0.2
¢ Forms - Sending a notification

Sending a notification for a form with an empty file uploader field caused an exception.

6.0.2
¢ Documents - Moving documents

Moving documents using the drag&drop functionality didn't work in special cases.
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6.0.2
¢ Widgets - The header of editor widgets

The header of editor widgets was hidden when dragging in Firefox.

6.0.2
e Web analytics - Deleting of web analytics

Deleting of web analytics data didn't work correctly

6.0.2
¢ Image uploader - image dimensions

All image dimensions weren't verified correctly after resizing.

6.0.2
¢ Minor design issues in the on-line marketing Ul

There were minor design issues in the on-line marketing UI and the Site Manager -> Administration -> System section.

6.0.2
« Contact management - Contact information

Contact information wasn’t updated from several locations, such as message board or blog post comments.

6.0.1
¢ Contact management - Billing address mapping

Billing address mapping from a customer to a contact didn’t work correctly in CMS Desk.

6.0.1
¢ Contact management - Filtering contacts and accounts

Filtering contacts and accounts according to their status didn’t work correctly.

6.0.1
¢ Contact management - Deleting a large amount of contacts or accounts

Deleting a large amount of contacts or accounts resulted in a timeout in some cases.

6.0.1
« Contact management - Merging a site contact into a global contact

Merging a site contact into a global contact resulted in a data inconsistency if the given contact belonged to a site-specific contact group.

6.0.1
¢ Contact management - The Activities dashboard

The Activities dashboard widget didn't display any data.

6.0.1
¢ Contact management - The Score tab

The Score tab of the contact editing interface incorrectly redirected to the permission denied page if the current site wasn’t running.

6.0.1
¢ Activities (Contact management) - Blog comment and blog post subscription

Blog comment and blog post subscription activities didn’t log the ID of the related blog document.

6.0.1
e Scoring - an update panel was missing

an update panel was missing around the validity section on the edit rule page.

6.0.1
¢ E-commerce - The values of the Company, Organization ID and Tax registration ID fields

The values of the Company, Organization ID and Tax registration ID fields weren’t saved when the "Continue as anonymous customer" option was chosen during
checkout.

6.0.1
¢ E-commerce - Product options weren’t cached correctly.

Product options weren’t cached correctly.

6.0.1
e E-commerce - The total price shown in the product detail

The total price shown in the product detail didn’t include the price of selected product options after the “Add to shopping cart” option was clicked in cases where
redirection to the shopping cart was disabled.

6.0.1
e Ecommerce - recalculation of the global "Minimal amount for free shipping"
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recalculation of the global "Minimal amount for free shipping" setting didn’t work correctly when the global main currency was changed.
6.0.1
¢ E-commerce - Some e-commerce reports

Some e-commerce reports didn’t work correctly after import from an older version.

6.0.1
e Ecommerce - A customer’s country/state

A customer’s country/state was not prefilled correctly when creating a new address during the checkout process.

6.0.1
e Macros - The condition builder

The condition builder threw an unhandled exception when a condition couldn’t be parsed.

6.0.1
e Macros - The CurrentUser.IsMale and CurrentUser.IsFemale

The CurrentUser.IsMale and CurrentUser.IsFemale macros didn’t return correct results.

6.0.1
e Macros - Entering the “@”

Entering the “@” character into the macro condition field caused the autocompletion help to stop working.

6.0.1
o A/B testing - Several minor issues

There were several minor issues related to A/B testing.

6.0.1
e MVT - The variant properties dialog

The variant properties dialog didn't show any data after the Apply button was clicked.

6.0.1
¢ MVT - Layout web parts

Layout web parts caused a JavaScript error in special cases when used in combination with MVT or Content personalization.

6.0.1
o Widgets - The headers of widgets

The headers of widgets in editor zones weren’t displayed correctly in IE9.

6.0.1
¢ Widgets - The Editable text widget

The Editable text widget didn’t keep its content when moved to another zones.

6.0.1
¢ Portal engine - The Ctrl+S save command didn't work

The Ctrl+S save command didn't work correctly when creating a new page with a blank layout.

6.0.1
« Portal engine - The page layout editing dialog

The page layout editing dialog displayed an unnecessary scrollbar in IE9 if the code was long.

6.0.1
¢ Portal engine - The master page layout editor

The master page layout editor didn’t save changes in some cases when using IE9.

6.0.1
o Portal engine - The breadcrumb navigation for campaigns

The breadcrumb navigation for campaigns didn't work properly on the On-line marketing tab.

6.0.1
e Forms - The Ctrl+S save command didn't work

The Ctrl+S save command didn't work in the form field editor.

6.0.1
e Localization - Localized display names

Localized display names weren’t handled correctly for document types.

6.0.1
e Localization - Localizable textboxes

Localizable textboxes didn’t work in Site Manager if the site running on the current domain was stopped or had only one culture assigned.
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6.0.1
Localization - The page layout interface in CMS Desk

The page layout interface in CMS Desk displayed strings based on the current CMSPreferredCulture instead of the current CMSPreferredUICulture.

6.0.1
Newsletters - Clicking the unsubscription or approval links

Clicking the unsubscription or approval links in a newsletter resulted in an exception in special cases.

6.0.1
Newsletters - The (un)successful approval confirmation message

The (un)successful approval confirmation message wasn’t displayed by the Subscription approval web part.

6.0.1
Windows Azure - Media file links

Media file links weren’t generated correctly in special cases.

6.0.1
Project management - The My projects web part

The My projects web part could display projects from groups that the current user was not a member of.

6.0.1
Controls - The CMSEditablelmage, CMSEditableRegion and CMSDocumentValue

The CMSEditableImage, CMSEditableRegion and CMSDocumentValue controls weren't displayed in the Visual Studio Toolbox.

6.0.1
File import - The message containing

The message containing the result of the import was lost during postback.

6.0.1
Dashboards - The minimized status

The minimized status of widgets wasn’t saved on dashboard pages.

6.0.1
Form controls

Controls didn't keep their assigned CSS class when a form validation error occurred.

6.0.1
Document recycle bin - Global administrators

Global administrators were unable to restore or destroy documents deleted by other users in the CMS Desk document recycle bin.

6.0.1
The On-line marketing module

The On-line marketing module wasn't initially assigned to sites imported from an older version.

6.0.1
The asynchronous log

The asynchronous log contained unnecessary information when copying documents in some cases.

6.0.1
Several minor issues related to the UI design were fixed

Several minor issues related to the UI design were fixed

6.0.1
Corporate Site - The Send to friend web part

The Send to friend web part on the sample Corporate site didn’t work correctly for CMS.Smartphone documents in the Products section.

6.0.1
Some database views incorrectly contained the 'dbo’ schema.

Some database views incorrectly contained the 'dbo’ schema.

6.0.1
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