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Are vendors and contractors the weakest link in your privileged access strategy? Join the free
webinar on April 8 and find out!

Security & compliance

Upholding the highest standards to protect your data and ensure trust.
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® DEVO-2026-0006

PowerShell Universal is affected by a cleartext storage vulnerability.

Affected Products Change Log

®

PowerShell Universal Initial publication - 2026-02-27
2026.1.2 and earlier

™ 6.8 Medium - CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UL:P/VC:H/VIN/VA:N/SC:N/SIN/SAN
OpenlID Connect configuration stored in cleartext

The OpenlD Connect (OIDC) authentication configuration in PowerShell Universal before 2026.1.3 stores the
OIDC client secretin cleartextin the .universal/authentication. ps1l script, which allows an attacker with
read access to that file to obtain the OIDC client credentials.
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Upgrade to PowerShell
Universal 2026.1.3 or later.

@lutions

ENGLISH FRANCAIS DEUTSCH

Solutions

Solution packages

Starter Pack

Remote desktop management & IT operations
Workforce password management

Privileged access management

Remote access management

IT automation with PowerShell Universal
Integration center

Proof of concept

Products

Devolutions Remote Desktop Manager
Devolutions PowerShell Universal
Devolutions Workspace

Devolutions PAM

Devolutions free products
UniGetUI

Roadmap 2026

Companion tools

https://devolutions.net/security/advisories/DEVO-2026-0006/



https://devolutions.net/
https://devolutions.net/solutions/
https://devolutions.net/solutions/starter-pack/
https://devolutions.net/solutions/remote-connection-management/
https://devolutions.net/solutions/password-management/
https://devolutions.net/solutions/privileged-access-management/
https://devolutions.net/solutions/remote-access-management/
https://devolutions.net/powershell-universal/
https://devolutions.net/integration-center/
https://devolutions.net/guided-poc/
https://devolutions.net/remote-desktop-manager/
https://devolutions.net/powershell-universal/
https://devolutions.net/workspace/
https://devolutions.net/privileged-access-management/
https://devolutions.net/free/
https://devolutions.net/unigetui/
https://devolutions.net/blog/2026/02/devolutions-2026-roadmap/
https://devo-inc.net/4seSgej
https://devo-inc.net/4seSgej
https://devo-inc.net/4seSgej
https://devo-inc.net/4seSgej
https://devo-inc.net/4seSgej
https://devo-inc.net/4seSgej
https://devo-inc.net/4seSgej
https://devo-inc.net/4seSgej
https://devolutions.net/
https://devolutions.net/contact/?contactReason=schedule-a-call

3/30/26, 9:36 PM DEVO-2026-0006 - Advisory - Security

Are vendors and contractors the weakest link in your privileged access strategy? Join the free
webinar on April 8 and find out!

Vaults

Devolutions Hub Business (Cloud)

Devolutions Server

Buy

Online store
Pricing
Request quote

Find a reseller

Resources

Support center

Devolutions Documentation
Devolutions Forum
Devolutions Academy
Devolutions Blog
Devolutions Force
On-demand Lab

Success stories

Reports & white papers

Status page

Company

Contact information
About Devolutions
Careers

Reseller program
Tax documents
Legal & Privacy

Trust Center
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Join our Newsletter

Join our mailing lists to receive industry news, product updates, quick tips, special offers, and more.

Submit

Contact us

¥ ¢ OO & X o @ 6 ©

H Proudly founded in Québec, Canada. Built by experts around the world.

Helping organizations control the IT chaos by providing highly-secure password, remote connection
and privileged access management solutions.

DEVOLUTIONS

Legal & privacy | infos@devolutions.net
All rights reserved © 2026 Devolutions
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