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DEVO-2026-0006

PowerShell Universal is affected by a cleartext storage vulnerability.

Affected Products

PowerShell Universal

2026.1.2 and earlier

Change Log

Initial publication - 2026-02-27

6.8 Medium - CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UI:P/VC:H/VI:N/VA:N/SC:N/SI:N/SA:N

OpenID Connect configuration stored in cleartext

The OpenID Connect (OIDC) authentication configuration in PowerShell Universal before 2026.1.3 stores the

OIDC client secret in cleartext in the .universal/authentication.ps1 script, which allows an attacker with

read access to that file to obtain the OIDC client credentials.
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Join our Newsletter

Join our mailing lists to receive industry news, product updates, quick tips, special offers, and more.

Enter your email address

Join our mailing list to receive industry news, product updates, quick tips, special offers, and more. You agree to be added to the mailing list
described above by subscribing. To learn more about how we handle your personal data, please see our Privacy Policy.

Contact us

Proudly founded in Québec, Canada. Built by experts around the world.

Helping organizations control the IT chaos by providing highly-secure password, remote connection

and privileged access management solutions.

DEVOLUTIONS

Legal & privacy infos@devolutions.net
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