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Bulletin ID: HCSEC-2026-05
Affected Products / Versions:
Vault Community Edition 0.10 up to 1.21.4, fixed in 2.0.0
Vault Enterprise 0.10 up to 1.21.4, 1.20.9, and 1.19.15; fixed in 2.0.0, 1.21.5, 1.20.10, and 1.19.16.
Publication Date: April 16th, 2026

Summary
An authenticated user with access to a kvv2 path through a policy containing a glob may be able to delete
secrets they were not authorized to read or write, resulting in denial-of-service. This vulnerability did not
allow a malicious user to delete secrets across namespaces, nor read any secret data. This vulnerability,
CVE-2026-3605, is fixed in Vault Community Edition 2.0.0 and Vault Enterprise 2.0.0, 1.21.5, 1.20.10, and
1.19.16.

Background
Vault’s kv (Key Value) v2 secrets engine stores and versions arbitrary static secrets. The kvv2 API
provides data and metadata paths.

Details
Due to the separate request flows for metadata and data, read access to secret data was not possible. Vault
will now enforce the use of canonical paths by clients when requesting access to kvv2 data and metadata.

Remediation
Customers should evaluate the risk associated with this issue and consider upgrading to Vault Community
Edition 2.0.0 or Vault Enterprise 2.0.0, 1.21.5, 1.20.10, and 1.19.16. Please refer to Upgrading Vault for
general guidance.
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