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= Enterprise administrators / Release notes

Enterprise Server 3.16.17 Download GitHub Enterprise Server 3.16.17
April 21, 2026

&\ This is not the latest release of Enterprise Server. Please use the latest release for the latest
security, performance, and bug fixes.

3.16.17: Security fixes ¢

o HIGH: An attacker could gain unauthorized access to private repositories by abusing scoped
user-to-server ( ghu_ ) tokens after their associated GitHub App installation was revoked or
deleted. In certain cases, the authorization layer could incorrectly fall back to a global
installation context instead of rejecting the request, allowing the token to access resources
outside its intended installation or repository scope. This issue could be chained with
weaknesses in token revocation timing and SSH push attribution to obtain a victim-scoped
token and read private repository contents without victim interaction. GitHub has requested
CVE ID CVE-2026-5845 for this vulnerability, which was reported via the GitHub Bug Bounty
program.

o HIGH: An attacker could extract sensitive environment variables from a GitHub Enterprise
Server instance through a timing side-channel attack against the notebook rendering service.
When private mode was disabled, the notebook viewer followed HTTP redirects without
revalidating the destination host, enabling an unauthenticated Server-Side Request Forgery
(SSRF) to internal services. By measuring response time differences, an attacker could infer
secret values character by character. GitHub has requested CVE ID CVE-2026-5921 for this
vulnerability, which was reported via the GitHub Bug Bounty program.

o HIGH: A Management Console administrator could inject shell metacharacters into
configuration fields via the Management Console configuration API, leading to arbitrary
command execution on the appliance as the admin OS user. GitHub has requested CVE ID
CVE-2026-4821 for this vulnerability, which was reported via the GitHub Bug Bounty program.
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o HIGH: An attacker with knowledge of a target application's registered OAuth callback URL could
gain unauthorized access to user accounts by exploiting incorrect regular expression matching
in callback URL validation. GitHub has requested CVE ID CVE-2026-4296 for this vulnerability,
which was reported via the GitHub Bug Bounty program.

o MEDIUM: An attacker with permission to manage secret scanning push protection settings in
one repository could add or remove delegated bypass reviewers in a different repository by
exploiting an incorrect authorization check in the

/settings/security_analysis/bypass_reviewers endpoints. Authorization was checked
against the repository in the URL route, but the action was applied to a different repository
specified in the request body. The impact is limited to assigning existing trusted users as
bypass reviewers. GitHub has requested CVE ID CVE-2026-3307 for this vulnerability, which
was reported via the GitHub Bug Bounty program.

o MEDIUM: An authenticated attacker could determine the names of private repositories by their
numeric ID through the mobile upload policy API endpoint, which returned repository names in
validation error messages without verifying the caller's access. GitHub has requested CVE ID
CVE-2026-5512 for this vulnerability, which was reported via the GitHub Bug Bounty program.

o LOW: GitHub Enterprise Server included React versions 19.0, 19.1, and 19.2 in its package,
which contain vulnerabilities in the React Server Components protocol (CVE-2025-55182, CVE-
2025-66478). GitHub Enterprise Server does not use React Server Components and was not
vulnerable to exploitation. React has been updated to version 19.2.3 to address findings from
security scanning tools.

3.16.17: Bug fixes ¢

» Dependabot security update jobs failed silently when dependency groups with applies-to:
security-updates were configured.

e On an instance with GitHub Actions enabled, diagnostic log files for storage connectivity checks
did not persist to disk when site administrators clicked Test storage settings in the
Management Console or ran ghe-config-apply to apply configuration changes. This made
storage connection failures difficult to troubleshoot because logs were unavailable in support
bundles.

» During initial setup of a new instance, site administrators saw an "Oops! A configuration run is
already in progress" error message in the Management Console even though ghe-config-
apply had not been run.

» When Consul replication failed to start, a misleading error message exit:

check_consul_replication: numeric argument required was emitted to ghe-config.log .
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Consul replication would sometimes fail to start and would repeatedly display an error message
WARNING: Consul KV Replication Error before terminating.

e On instances with Dependabot enabled, hotpatch upgrades could lock the Nomad jobs queue.

e On instances connected to GitHub Enterprise Cloud with data residency, the "GitHub.com
actions” setting appeared in the GitHub Connect configuration despite this feature not being
available for data residency deployments.

e On instances with GitHub Actions enabled, errors appeared in logs related to missing
Elasticsearch field mappings for workflow runs. The workflow run data included an archived
field that was not defined in the Elasticsearch index mapping.

e The site admin bar displayed debugging information used by GitHub.
e Suspended users were listed in an organization's list of members.

¢ On an instance with busy databases, online schema migrations using gh-ost failed because the
cut-over lock timeout defaulted to 3 seconds, which was insufficient to acquire an exclusive
table lock under continuous traffic.

3.16.17: Changes ¢

e Administrators can now set mysql.innodb-online-alter-log-max-size with ghe-config SO
the value persists when a configuration is applied or upgraded.

3.16.17: Known issues ¢

 First time setups of GitHub Actions with OpenID Connect (OIDC) fail with an error on the
Update Servicing Resources step. This problem does not affect instances where GitHub
Actions is already enabled.

As a workaround, you can enable Actions without OIDC, then enable OIDC immediately once
the process completes. You should do this immediately because enabling OIDC will remove all
access to existing Actions logs and artifacts.

» During an upgrade of GitHub Enterprise Server, custom firewall rules are removed. If you use
custom firewall rules, you must reapply them after upgrading.

» During the validation phase of a configuration run, a No such object error may occur for the
Notebook and Viewscreen services. This error can be ignored as the services should still
correctly start.
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If the root site administrator is locked out of the Management Console after failed login
attempts, the account does not unlock automatically after the defined lockout time. Someone
with administrative SSH access to the instance must unlock the account using the
administrative shell. For more information, see Troubleshooting access to the Management

Console.

On an instance with the HTTP X-Forwarded-For header configured for use behind a load
balancer, all client IP addresses in the instance's audit log erroneously appear as 127.0.0.1.

In some situations, large .adoc files stored in a repository do not render properly in the web
Ul. The raw contents are still available to view as plaintext.

Admin stats REST API endpoints may timeout on appliances with many users or repositories.
Retrying the request until data is returned is advised.

When following the steps for Replacing the primary MySQL node, step 14 (running ghe-
cluster-config-apply ) might fail with errors. If this occurs, re-running ghe-cluster-config-

apply is expected to succeed.

Running a config apply as part of the steps for Replacing a node in an emergency may fail with
errors if the node being replaced is still reachable. If this occurs, shutdown the node and repeat
the steps.

If a hotpatch upgrade requires the haproxy-frontend service to be restarted, the restart will
hang if there are existing long-lived connections, such as browser web sockets or Git
operations. No new connections will be accepted for up to 5 minutes. Any existing unfinished
connections at this time will be disconnected.

When restoring data originally backed up from a 3.13 or greater appliance version, the
Elasticsearch indices need to be reindexed before some of the data will show up. This happens
via a nightly scheduled job. It can also be forced by running

/usr/local/share/enterprise/ghe-es-search-repair .

An organization-level code scanning configuration page is displayed on instances that do not
use GitHub Advanced Security or code scanning.

When enabling automatic update checks for the first time in the Management Console, the
status is not dynamically reflected until the "Updates" page is reloaded.

When restoring from a backup snapshot, a large number of mapper_parsing_exception errors
may be displayed.

When initializing a new GHES cluster, nodes with the consul-server role should be added to
the cluster before adding additional nodes. Adding all nodes simultaneously creates a race
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Enterprise Server 3.16.16

condition between nomad server registration and nomad client registration.

Admins setting up cluster high availability (HA) may encounter a spokes error when running
ghe-cluster-repl-status if a new organization and repositories are created before using the
ghe-cluster-repl-bootstrap command. To avoid this issue, complete the cluster HA setup

with ghe-cluster-repl-bootstrap before creating new organizations and repositories.

In a cluster, the host running restore requires access the storage nodes via their private IPs.

On an instance hosted on Azure, commenting on an issue via email meant the comment was
not added to the issue.

After a restore, existing outside collaborators cannot be added to repositories in a new
organization. This issue can be resolved by running /usr/local/share/enterprise/ghe-es-
search-repair on the appliance.

After a geo-replica is promoted to be a primary by running ghe-repl-promote , the actions
workflow of a repository does not have any suggested workflows.

Unexpected elements may appear in the Ul on the repo overview page for locked repositories.
Audit log entries for pre-receive hooks that have been rejected may not be recorded.

When applying an enterprise security configuration to all repositories (for example, enabling
Secret Scanning or Code Scanning across all repositories), the system immediately enqueues
enablement jobs for every organization in the enterprise simultaneously. For enterprises with a
large number of repositories, this can result in significant system load and potential
performance degradation. If you manage a large enterprise with many organizations and
repositories, we recommend applying security configurations at the organization level rather
than at the enterprise level in the Ul. This allows you to enable security features incrementally
and monitor system performance as you roll out changes.

GitHub Enterprise Server releases shipped with mismatched Git versions between containers.

Download GitHub Enterprise Server 3.16.16

March 12, 2026
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&\ This is not the latest patch release of this release series, and this is not the latest release of
Enterprise Server. Please use the latest release for the latest security, performance, and bug fixes.

3.16.16: Security fixes ¢

o HIGH: An attacker with push access to a repository could execute arbitrary code on the
instance by injecting malicious values into Git push options. The push options were not properly
sanitized before being included in internal headers used for Git operations, allowing the attacker
to override internal metadata fields and achieve remote code execution. GitHub has requested
CVE ID CVE-2026-3854 for this vulnerability, which was reported via the GitHub Bug Bounty
program.

o MEDIUM: An attacker could use the REST API endpoints /search/commits or
/search/issues Wwith a personal access token (classic) that lacks the repo scope to retrieve
results from private or internal repositories by using the repo:0wNER/REPO qualifier. GitHub has
requested CVE ID CVE-2026-3582 for this vulnerability, which was reported via the GitHub Bug
Bounty program.

 MEDIUM: An attacker with read access to a repository and write access to a project could
bypass repository write permissions to modify issue and pull request labels, assignees, and
other metadata by adding duplicate items to the project. GitHub has requested CVE ID CVE-
2026-3306 for this vulnerability, which was reported via the GitHub Bug Bounty program.

3.16.16: Bug fixes ¢

e The Git version included in the release did not match the version used by the gitrpcd service
due to incorrect version determination during the build process.

» Users experienced delays or failures when performing Git operations over HTTP. The
operations could hang indefinitely due to a deadlock in the babeld service.

o After an upgrade, ghe-config-apply could fail to remove some pre-upgrade Docker images

and report Error response from daemon: conflict: unable to delete <id>.

» Administrators for instances using the collectd metrics stack saw empty git fetch caching
graphs on the Management Console monitoring page.

 After upgrading, ghe-config-apply failed to start services including HAProxy and Redis.
Docker images were incorrectly removed during the upgrade process, preventing services from
starting.
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On the dependency graph page, users saw a banner promoting automatic dependency

submission despite the feature being unavailable on GitHub Enterprise Server. The banner also

linked to documentation that was inaccessible.

On instances with GitHub Actions enabled, Actions workflow runs could be silently skipped
when creating many issues rapidly via the API. Previously, some "issue opened" webhooks
were processed before the new issue was saved to the database, causing the event to be
dropped and the workflow not to start.

Users experienced failures when migrating repositories with releases using GitHub Enterprise
Importer. Migrations failed to import release assets that were incompletely uploaded at the time
of export, as the export archive referenced assets without including the corresponding files.

3.16.16: Changes ¢

To improve performance on large instances, HAProxy automatically scales its thread count
based on available CPUs and uses higher connection limits for high-traffic backend services
including GitHub Actions, database connections, job queues, and package registry.
Administrators can override the thread count using ghe-config haproxy-nbthread if needed.

On instances with a license for GitHub Advanced Security, code scanning-specific rate limits
have been lifted and aligned with the default GitHub rate limits. Users can access higher limits
through an exemption mechanism.

3.16.16: Known issues ¢

During an upgrade of GitHub Enterprise Server, custom firewall rules are removed. If you use
custom firewall rules, you must reapply them after upgrading.

During the validation phase of a configuration run, a No such object error may occur for the
Notebook and Viewscreen services. This error can be ignored as the services should still
correctly start.

If the root site administrator is locked out of the Management Console after failed login
attempts, the account does not unlock automatically after the defined lockout time. Someone
with administrative SSH access to the instance must unlock the account using the
administrative shell. For more information, see Troubleshooting access to the Management
Console.

On an instance with the HTTP X-Forwarded-For header configured for use behind a load
balancer, all client IP addresses in the instance's audit log erroneously appear as 127.0.0.1.
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In some situations, large .adoc files stored in a repository do not render properly in the web
Ul. The raw contents are still available to view as plaintext.

Admin stats REST API endpoints may time out on appliances with many users or repositories.
Retrying the request until data is returned is advised.

When following the steps for Replacing the primary MySQL node, step 14 (running ghe-

cluster-config-apply ) might fail with errors. If this occurs, re-running ghe-cluster-config-
apply is expected to succeed.

Running ghe-config-apply as part of the steps for Replacing a node in an emergency may
fail with errors if the node being replaced is still reachable. If this occurs, shutdown the node
and repeat the steps.

If a hotpatch upgrade requires the haproxy-frontend service to be restarted, the restart will
hang if there are existing long-lived connections, such as browser web sockets or Git
operations. No new connections will be accepted for up to 5 minutes. Any existing unfinished
connections at this time will be disconnected.

When restoring data originally backed up from a 3.13 or greater appliance version, the
Elasticsearch indices need to be reindexed before some of the data will show up. This happens
via a nightly scheduled job. It can also be forced by running

/usr/local/share/enterprise/ghe-es-search-repair .

An organization-level code scanning configuration page is displayed on instances that do not
use GitHub Advanced Security or code scanning.

When enabling automatic update checks for the first time in the Management Console, the
status is not dynamically reflected until the "Updates" page is reloaded.

When restoring from a backup snapshot, a large number of mapper_parsing_exception errors
may be displayed.

When initializing a new cluster, nodes with the consul-server role should be added to the
cluster before adding additional nodes. Adding all nodes simultaneously creates a race
condition between nomad server registration and nomad client registration.

Admins setting up cluster high availability (HA) may encounter a spokes error when running
ghe-cluster-repl-status if a new organization and repositories are created before using the
ghe-cluster-repl-bootstrap command. To avoid this issue, complete the cluster HA setup

with ghe-cluster-repl-bootstrap before creating new organizations and repositories.

In a cluster, the host running restore requires access to the storage nodes via their private IPs.
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Enterprise Server 3.16.15

On an instance hosted on Azure, commenting on an issue via email means the comment is not
added to the issue.

After a restore, existing outside collaborators cannot be added to repositories in a new
organization. This issue can be resolved by running /usr/local/share/enterprise/ghe-es-
search-repair on the appliance.

After a geo-replica is promoted to be a primary by running ghe-repl-promote , the Actions
workflow of a repository does not have any suggested workflows.

Unexpected elements may appear in the Ul on the repository overview page for locked
repositories.

Audit log entries for pre-receive hooks that have been rejected may not be recorded.

When applying an enterprise security configuration to all repositories (for example, enabling
secret scanning or code scanning across all repositories), the system immediately enqueues
enablement jobs for every organization in the enterprise simultaneously. For enterprises with a
large number of repositories, this can result in significant system load and potential
performance degradation. If you manage a large enterprise with many organizations and
repositories, we recommend applying security configurations at the organization level rather
than at the enterprise level in the Ul. This allows you to enable security features incrementally
and monitor system performance as you roll out changes.

Download GitHub Enterprise Server 3.16.15

March 10, 2026

&\ This is not the latest patch release of this release series, and this is not the latest release of
Enterprise Server. Please use the latest release for the latest security, performance, and bug fixes.

Warning: GitHub Enterprise Server 3.16.15 has been unpublished due to mismatched Git
versions between containers. Please use the most recent available patch release of 3.16.

[Updated: 2026-03-13]
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3.16.15: Security fixes ¢

o HIGH: An attacker with push access to a repository could execute arbitrary code on the
instance by injecting malicious values into Git push options. The push options were not properly
sanitized before being included in internal headers used for Git operations, allowing the attacker
to override internal metadata fields and achieve remote code execution. GitHub has requested
CVE ID CVE-2026-3854 for this vulnerability, which was reported via the GitHub Bug Bounty
program.

o MEDIUM: An attacker could use the REST API endpoints /search/commits or
/search/issues Wwith a personal access token (classic) that lacks the repo scope to retrieve
results from private or internal repositories by using the repo:0WNER/REPO qualifier. GitHub has
requested CVE ID CVE-2026-3582 for this vulnerability, which was reported via the GitHub Bug
Bounty program.

o MEDIUM: An attacker with read access to a repository and write access to a project could
bypass repository write permissions to modify issue and pull request labels, assignees, and
other metadata by adding duplicate items to the project. GitHub has requested CVE ID CVE-
2026-3306 for this vulnerability, which was reported via the GitHub Bug Bounty program.

3.16.15: Bug fixes ¢

» Users experienced delays or failures when performing Git operations over HTTP. The
operations could hang indefinitely due to a deadlock in the babeld service.

e After an upgrade, ghe-config-apply could fail to remove some pre-upgrade Docker images

and report Error response from daemon: conflict: unable to delete <id>.

» Administrators for instances using the collectd metrics stack saw empty git fetch caching
graphs on the Management Console monitoring page.

o After upgrading, ghe-config-apply failed to start services including HAProxy and Redis.
Docker images were incorrectly removed during the upgrade process, preventing services from
starting.

e On the dependency graph page, users saw a banner promoting automatic dependency
submission despite the feature being unavailable on GitHub Enterprise Server. The banner also
linked to documentation that was inaccessible.

e On instances with GitHub Actions enabled, Actions workflow runs could be silently skipped
when creating many issues rapidly via the API. Previously, some "issue opened" webhooks
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were processed before the new issue was saved to the database, causing the event to be
dropped and the workflow not to start.

o Users experienced failures when migrating repositories with releases using GitHub Enterprise
Importer. Migrations failed to import release assets that were incompletely uploaded at the time
of export, as the export archive referenced assets without including the corresponding files.

3.16.15: Changes ¢

e To improve performance on large instances, HAProxy automatically scales its thread count
based on available CPUs and uses higher connection limits for high-traffic backend services
including GitHub Actions, database connections, job queues, and package registry.
Administrators can override the thread count using ghe-config haproxy-nbthread if needed.

¢ On instances with a license for GitHub Advanced Security, code scanning-specific rate limits
have been lifted and aligned with the default GitHub rate limits. Users can access higher limits
through an exemption mechanism.

3.16.15: Known issues ¢

e The Git version included in the release did not match the version used by the gitrpcd service
due to incorrect version determination during the build process. [Updated: 2026-03-13]

e During an upgrade of GitHub Enterprise Server, custom firewall rules are removed. If you use
custom firewall rules, you must reapply them after upgrading.

» During the validation phase of a configuration run, a No such object error may occur for the
Notebook and Viewscreen services. This error can be ignored as the services should still
correctly start.

« If the root site administrator is locked out of the Management Console after failed login
attempts, the account does not unlock automatically after the defined lockout time. Someone
with administrative SSH access to the instance must unlock the account using the
administrative shell. For more information, see Troubleshooting access to the Management
Console.

e On an instance with the HTTP X-Forwarded-For header configured for use behind a load
balancer, all client IP addresses in the instance's audit log erroneously appear as 127.0.0.1.

e In some situations, large .adoc files stored in a repository do not render properly in the web
Ul. The raw contents are still available to view as plaintext.
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o Admin stats REST API endpoints may timeout on appliances with many users or repositories.
Retrying the request until data is returned is advised.

» When following the steps for Replacing the primary MySQL node, step 14 (running ghe-
cluster-config-apply ) might fail with errors. If this occurs, re-running ghe-cluster-config-

apply is expected to succeed.

e Running ghe-config-apply as part of the steps for Replacing a node in an emergency may

fail with errors if the node being replaced is still reachable. If this occurs, shutdown the node
and repeat the steps.

« If a hotpatch upgrade requires the haproxy-frontend service to be restarted, the restart will
hang if there are existing long-lived connections, such as browser web sockets or Git
operations. No new connections will be accepted for up to 5 minutes. Any existing unfinished
connections at this time will be disconnected.

e When restoring data originally backed up from a 3.13 or greater appliance version, the
Elasticsearch indices need to be reindexed before some of the data will show up. This happens
via a nightly scheduled job. It can also be forced by running

/usr/local/share/enterprise/ghe-es-search-repair .

¢ An organization-level code scanning configuration page is displayed on instances that do not
use GitHub Advanced Security or code scanning.

e When enabling automatic update checks for the first time in the Management Console, the
status is not dynamically reflected until the "Updates" page is reloaded.

e When restoring from a backup snapshot, a large number of mapper_parsing_exception errors
may be displayed.

o When initializing a new cluster, nodes with the consul-server role should be added to the
cluster before adding additional nodes. Adding all nodes simultaneously creates a race
condition between nomad server registration and nomad client registration.

o Admins setting up cluster high availability (HA) may encounter a spokes error when running
ghe-cluster-repl-status if a new organization and repositories are created before using the
ghe-cluster-repl-bootstrap command. To avoid this issue, complete the cluster HA setup

with ghe-cluster-repl-bootstrap before creating new organizations and repositories.

 In a cluster, the host running restore requires access the storage nodes via their private IPs.
e On an instance hosted on Azure, commenting on an issue via email means the comment is not

added to the issue.
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After a restore, existing outside collaborators cannot be added to repositories in a new
organization. This issue can be resolved by running /usr/local/share/enterprise/ghe-es-
search-repair on the appliance.

After a geo-replica is promoted to be a primary by running ghe-repl-promote , the Actions
workflow of a repository does not have any suggested workflows.

Unexpected elements may appear in the Ul on the repository overview page for locked
repositories.

Audit log entries for pre-receive hooks that have been rejected may not be recorded.

When applying an enterprise security configuration to all repositories (for example, enabling
secret scanning or code scanning across all repositories), the system immediately enqueues
enablement jobs for every organization in the enterprise simultaneously. For enterprises with a
large number of repositories, this can result in significant system load and potential
performance degradation. If you manage a large enterprise with many organizations and
repositories, we recommend applying security configurations at the organization level rather
than at the enterprise level in the Ul. This allows you to enable security features incrementally
and monitor system performance as you roll out changes.

Enterprise Server 3.16.14 Download GitHub Enterprise Server 3.16.14
February 10, 2026

&\ This is not the latest patch release of this release series, and this is not the latest release of
Enterprise Server. Please use the latest release for the latest security, performance, and bug fixes.

3.16.14: Features ¢

o Administrators can configure advanced SMTP settings for improved email delivery performance

and reliability. These settings map to Postfix configuration parameters as documented in the
Postfix documentation. New options include:
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o IPv4-only relay: Route email to addresses at a specific email domain through an IPv4-only
relay host. Setting smtp.ipv4-only to true configures Postfix to route all email to the
domain specified in smtp.relay-domain through smtp.relay-host On port smtp.relay-
port using IPv4 only.

o Connection caching: Control connection reuse and caching ( smtp.connection-cache-
time-1limit , smtp.connection-reuse-count-limit , smtp.connection-cache-on-
demand ).

o Delivery concurrency: Tune parallel email delivery limits ( smtp.destination-concurrency-
limit , smtp.initial-destination-concurrency , smtp.destination-concurrency-

positive-feedback ).
o Queue management: Configure retry timing and queue processing ( smtp.maximal-
backoff-time , smtp.queue-run-delay )

o Connection limits: Set maximum inbound SMTP connections ( smtp.client-connection-

count-limit ).

3.16.14: Security fixes ¢

« MEDIUM: By supplying the migration identifier, an attacker could upload unauthorized content
to another user’s repository migration export due to a missing authorization check. This could
cause victims to download attacker-controlled migration archives, potentially impacting the
integrity of downstream repository imports. GitHub has requested a CVE ID CVE-2026-1355 for
this vulnerability, which was reported via the GitHub Bug Bounty program.

o HIGH: An authenticated attacker could exploit a URL redirection vulnerability in GitHub
Enterprise Server to leak privileged authorization tokens by redirecting requests to an attacker-
controlled domain. This could allow exfiltration of the Actions.ManageOrgs JWT and potential
remote code execution. This vulnerability was reported via the GitHub Bug Bounty program.

3.16.14: Bug fixes ¢

e Running ghe-config-apply could fail if Redis experienced transient connectivity issues during
the configuration process.

e When administrators would apply configuration changes via the management console, the state
shown would occasionally briefly flicker to a failure before being marked as successful causing
confusion as to whether the configuration had succeeded.

e On an instance configured behind a load balancer, users received unexpected secondary rate
limit warnings during authentication when the X-Forwarded-For header included port
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numbers. This occurred because the system incorrectly ignored the header values containing
ports, preventing proper client IP address identification.

o Push rejections due to custom pre-receive hooks were not visible in the audit log.

o Users could only view webhook deliveries from the previous three days.

3.16.14: Changes ¢

¢ Administrators can configure database connection pool limits for the authentication and
authorization services to improve performance on instances experiencing high concurrent
request volumes. The limits can be adjusted using ghe-config keys: app.authnd.mysql-max-
open-conns , app.authnd.mysqgl-max-idle-conns , app.authzd.db-resolver-max-open-
conns , and app.authzd.db-resolver-max-idle-conns . The default values remain unchanged
(authnd: 100 max open and 100 max idle connections; authzd: 100 max open and 15 max idle
connections). These settings should only be adjusted with guidance from GitHub Support.

3.16.14: Known issues ¢

» During an upgrade of GitHub Enterprise Server, custom firewall rules are removed. If you use
custom firewall rules, you must reapply them after upgrading.

» During the validation phase of a configuration run, a No such object error may occur for the
Notebook and Viewscreen services. This error can be ignored as the services should still
correctly start.

« If the root site administrator is locked out of the Management Console after failed login
attempts, the account does not unlock automatically after the defined lockout time. Someone
with administrative SSH access to the instance must unlock the account using the
administrative shell. For more information, see Troubleshooting access to the Management
Console.

e On an instance with the HTTP X-Forwarded-For header configured for use behind a load
balancer, all client IP addresses in the instance's audit log erroneously appear as 127.0.0.1.

e In some situations, large .adoc files stored in a repository do not render properly in the web
Ul. The raw contents are still available to view as plaintext.

o Admin stats REST API endpoints may timeout on appliances with many users or repositories.
Retrying the request until data is returned is advised.
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e When following the steps for Replacing the primary MySQL node, step 14 (running ghe-

cluster-config-apply ) might fail with errors. If this occurs, re-running ghe-cluster-config-
apply is expected to succeed.

¢ Running a config apply as part of the steps for Replacing a node in an emergency may fail with
errors if the node being replaced is still reachable. If this occurs, shutdown the node and repeat
the steps.

 If a hotpatch upgrade requires the haproxy-frontend service to be restarted, the restart will
hang if there are existing long-lived connections, such as browser web sockets or Git
operations. No new connections will be accepted for up to 5 minutes. Any existing unfinished
connections at this time will be disconnected.

e When restoring data originally backed up from a 3.13 or greater appliance version, the
Elasticsearch indices need to be reindexed before some of the data will show up. This happens
via a nightly scheduled job. It can also be forced by running

/usr/local/share/enterprise/ghe-es-search-repair .

¢ An organization-level code scanning configuration page is displayed on instances that do not
use GitHub Advanced Security or code scanning.

e When enabling automatic update checks for the first time in the Management Console, the
status is not dynamically reflected until the "Updates" page is reloaded.

e When restoring from a backup snapshot, a large number of mapper_parsing _exception errors
may be displayed.

e When initializing a new GHES cluster, nodes with the consul-server role should be added to
the cluster before adding additional nodes. Adding all nodes simultaneously creates a race
condition between nomad server registration and nomad client registration.

» Admins setting up cluster high availability (HA) may encounter a spokes error when running
ghe-cluster-repl-status if a new organization and repositories are created before using the
ghe-cluster-repl-bootstrap command. To avoid this issue, complete the cluster HA setup

with ghe-cluster-repl-bootstrap before creating new organizations and repositories.

 In a cluster, the host running restore requires access the storage nodes via their private IPs.

e On an instance hosted on Azure, commenting on an issue via email meant the comment was
not added to the issue.

o After a restore, existing outside collaborators cannot be added to repositories in a new
organization. This issue can be resolved by running /usr/local/share/enterprise/ghe-es-
search-repair on the appliance.
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After a geo-replica is promoted to be a primary by running ghe-repl-promote , the actions
workflow of a repository does not have any suggested workflows.

Unexpected elements may appear in the Ul on the repo overview page for locked repositories.

Audit log entries for pre-receive hooks that have been rejected may not be recorded.

When applying an enterprise security configuration to all repositories (for example, enabling
Secret Scanning or Code Scanning across all repositories), the system immediately enqueues
enablement jobs for every organization in the enterprise simultaneously. For enterprises with a
large number of repositories, this can result in significant system load and potential
performance degradation. If you manage a large enterprise with many organizations and
repositories, we recommend applying security configurations at the organization level rather
than at the enterprise level in the Ul. This allows you to enable security features incrementally
and monitor system performance as you roll out changes.

Enterprise Server 3.16.13 Download GitHub Enterprise Server 3.16.13
January 06, 2026

4\ This is not the latest patch release of this release series, and this is not the latest release of
Enterprise Server. Please use the latest release for the latest security, performance, and bug fixes.

3.16.13: Security fixes ¢

o HIGH: An authenticated attacker with permission to configure webhooks could perform SSRF to
access internal-only services on the instance, potentially disrupting background job processing.
Exploitation required webhook configuration privileges and the ability to craft valid service
requests. GitHub has requested CVE ID CVE-2026-1999 for this vulnerability, which was
reported via the GitHub Bug Bounty program.

3.16.13: Bug fixes ¢
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e On instances with GitHub Actions enabled, when administrators deleted a self-hosted runner
from the service, the runner process continued running on the host and did not exit
automatically.

 In the "Password and authentication policies" section of the Management Console,
administrators could specify invalid values for the "Login attempt limit for all users" and "Lockout
time for Management Console users" settings, because inputs were not correctly validated.

o The highlighted section on the sidebar of the Management Console settings page did not
always accurately reflect the content currently scrolled into view.

o After selecting "local storage" for migration storage in the Management Console, administrators
would find that the setting appeared to be cleared when the settings page refreshed.

» Site administrators could not easily identify when a configuration run for their instance failed in
the Management Console. Failed runs were indicated only by a header and steps could remain
in a "pending" state.

o Administrators could encounter inaccurate free disk space calculations when setting
Elasticsearch watermarks, as incorrect methods were used for determining root and data disk
sizes.

o Administrators who set the ELASTOMER_INDEX LOCK_BACKOFF_ATTEMPTS environment variable to
configure Elasticsearch index lock backoff attempts saw no effect, as the instance required the
ENTERPRISE_ prefix for this variable.

o Commit authors who ignored notifications from a repository did not receive secret scanning
alert emails when their credentials were detected in that repository.

o When administrators enabled GitHub Advanced Security features in bulk, enablement progress
was not always tracked accurately. As a result, subsequent bulk scans for GitHub Secret
Protection could be triggered or grouped incorrectly.

3.16.13: Changes ¢

o Administrators can capture distributed tracing data for Nomad job allocations using the
usr/local/share/enterprise/ghe-capture-trace-data command to help diagnose
performance issues. This feature is available only on standalone instances and should be run
with guidance from GitHub Support.

e To help large instances run more efficiently, enterprise administrators can more easily opt out of
the behavior where GitHub generates a rebase commit every time we check whether a pull
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request can be merged. This change consolidates prior handling of multiple repository rule
variables and backend feature flags.

Now, if an administrator sets the instance's
skip_rebase_commit_generation_from_rebase_merge_settings configuration variable to
true , the "Allow rebase merging" option in a repository's pull request settings becomes the

source of truth for whether rebase commits are generated when mergeability is checked.

3.16.13: Known issues ¢

o When applying an enterprise security configuration to all repositories (for example, enabling
Secret Scanning or Code Scanning across all repositories), the system immediately enqueues
enablement jobs for every organization in the enterprise simultaneously. For enterprises with a
large number of repositories, this can result in significant system load and potential
performance degradation. If you manage a large enterprise with many organizations and
repositories, we recommend applying security configurations at the organization level rather
than at the enterprise level in the Ul. This allows you to enable security features incrementally
and monitor system performance as you roll out changes.

e During an upgrade of GitHub Enterprise Server, custom firewall rules are removed. If you use
custom firewall rules, you must reapply them after upgrading.

» During the validation phase of a configuration run, a No such object error may occur for the
Notebook and Viewscreen services. This error can be ignored as the services should still
correctly start.

« If the root site administrator is locked out of the Management Console after failed login
attempts, the account does not unlock automatically after the defined lockout time. Someone
with administrative SSH access to the instance must unlock the account using the
administrative shell. For more information, see Troubleshooting access to the Management
Console.

e On an instance with the HTTP X-Forwarded-For header configured for use behind a load
balancer, all client IP addresses in the instance's audit log erroneously appear as 127.0.0.1.

e In some situations, large .adoc files stored in a repository do not render properly in the web
Ul. The raw contents are still available to view as plaintext.

o Admin stats REST API endpoints may time out on appliances with many users or repositories.
Retrying the request until data is returned is advised.

» When following the steps for Replacing the primary MySQL node, step 14 (running ghe-
cluster-config-apply ) might fail with errors. If this occurs, re-running ghe-cluster-config-
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apply is expected to succeed.

e Running a config apply as part of the steps for Replacing a node in an emergency may fail with
errors if the node being replaced is still reachable. If this occurs, shut down the node and repeat
the steps.

« If a hotpatch upgrade requires the haproxy-frontend service to be restarted, the restart will
hang if there are existing long-lived connections, such as browser web sockets or Git
operations. No new connections will be accepted for up to 5 minutes. Any existing unfinished
connections at this time will be disconnected.

e When restoring data originally backed up from a 3.13 or greater appliance version, the
Elasticsearch indices need to be reindexed before some of the data will show up. This happens
via a nightly scheduled job. It can also be forced by running

/usr/local/share/enterprise/ghe-es-search-repair .

¢ An organization-level code scanning configuration page is displayed on instances that do not
use GitHub Advanced Security or code scanning.

e When enabling automatic update checks for the first time in the Management Console, the
status is not dynamically reflected until the "Updates" page is reloaded.

e When restoring from a backup snapshot, a large number of mapper_parsing_exception errors
may be displayed.

e When initializing a new cluster, nodes with the consul-server role should be added to the
cluster before adding more nodes. Adding all nodes simultaneously creates a race condition
between nomad server registration and nomad client registration.

o Administrators setting up cluster high availability (HA) may encounter a spokes error when
running ghe-cluster-repl-status if a new organization and repositories are created before
using the ghe-cluster-repl-bootstrap command. To avoid this issue, complete the cluster
HA setup with ghe-cluster-repl-bootstrap before creating new organizations and
repositories.

« In a cluster, the host running restore requires access to the storage nodes via their private IPs.

e On an instance hosted on Azure, commenting on an issue via email meant the comment was
not added to the issue.

o After a restore, existing outside collaborators cannot be added to repositories in a new
organization. This issue can be resolved by running /usr/local/share/enterprise/ghe-es-
search-repair on the appliance.
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o After a geo-replica is promoted to be a primary by running ghe-repl-promote , the actions
workflow of a repository does not have any suggested workflows.

o Unexpected elements may appear in the Ul on the repository page for locked repositories.

Enterprise Server 3.16.12 Download GitHub Enterprise Server 3.16.12
December 09, 2025

4\ This is not the latest patch release of this release series, and this is not the latest release of
Enterprise Server. Please use the latest release for the latest security, performance, and bug fixes.

3.16.12: Security fixes ¢

o HIGH: An attacker could inject HTML elements with IDs that collided with server-initialized data
islands due to insufficient sanitization. When a privileged user viewed crafted content in certain
Project views, these injected elements could overwrite critical application state objects, resulting
in unintended server-side POST requests or other unauthorized backend interactions. GitHub
has requested CVE ID CVE-2025-14046 for this vulnerability, which was reported via the
GitHub Bug Bounty program.

3.16.12: Bug fixes ¢

e Add missing nvme_core.io_timeout=240 kernel parameter to Azure GRUB configuration to
ensure NVMe readiness.

e Due to a regression in a recent patch release, Dependabot did not respond to some commands
on pull requests, such as rebases, because webhook deliveries to loopback addresses were
blocked. Webhook deliveries to the Dependabot endpoint now succeed, although deliveries to
other endpoints on loopback addresses are still blocked.

3.16.12: Known issues &

o Custom firewall rules are removed during the upgrade process.
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e During the validation phase of a configuration run, a No such object error may occur for the
Notebook and Viewscreen services. This error can be ignored as the services should still
correctly start.

o If the root site administrator is locked out of the Management Console after failed login
attempts, the account does not unlock automatically after the defined lockout time. Someone
with administrative SSH access to the instance must unlock the account using the
administrative shell. For more information, see "Troubleshooting access to the Management

Console."

e On an instance with the HTTP X-Forwarded-For header configured for use behind a load
balancer, all client IP addresses in the instance's audit log erroneously appear as 127.0.0.1.

¢ In some situations, large .adoc files stored in a repository do not render properly in the web
Ul. The raw contents are still available to view as plaintext.

o Admin stats REST API endpoints may timeout on appliances with many users or repositories.
Retrying the request until data is returned is advised.

* When following the steps for Replacing the primary MySQL node, step 14 (running ghe-

cluster-config-apply ) might fail with errors. If this occurs, re-running ghe-cluster-config-
apply is expected to succeed.

e Running a config apply as part of the steps for Replacing a node in an emergency may fail with
errors if the node being replaced is still reachable. If this occurs, shutdown the node and repeat
the steps.

« If a hotpatch upgrade requires the haproxy-frontend service to be restarted, the restart will
hang if there are existing long-lived connections, such as browser web sockets or Git
operations. No new connections will be accepted for up to 5 minutes. Any existing unfinished
connections at this time will be disconnected.

e When restoring data originally backed up from a 3.13 or greater appliance version, the
Elasticsearch indices need to be reindexed before some of the data will show up. This happens
via a nightly scheduled job. It can also be forced by running

/usr/local/share/enterprise/ghe-es-search-repair .

e An organization-level code scanning configuration page is displayed on instances that do not
use GitHub Advanced Security or code scanning.

» When enabling automatic update checks for the first time in the Management Console, the
status is not dynamically reflected until the "Updates" page is reloaded.
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e When restoring from a backup snapshot, a large number of mapper_parsing_exception errors
may be displayed.

e When initializing a new GHES cluster, nodes with the consul-server role should be added to
the cluster before adding additional nodes. Adding all nodes simultaneously creates a race
condition between nomad server registration and nomad client registration.

o Admins setting up cluster high availability (HA) may encounter a spokes error when running
ghe-cluster-repl-status if a new organization and repositories are created before using the
ghe-cluster-repl-bootstrap command. To avoid this issue, complete the cluster HA setup

with ghe-cluster-repl-bootstrap before creating new organizations and repositories.

 In a cluster, the host running restore requires access the storage nodes via their private IPs.

e On an instance hosted on Azure, commenting on an issue via email meant the comment was
not added to the issue.

o After a restore, existing outside collaborators cannot be added to repositories in a new
organization. This issue can be resolved by running /usr/local/share/enterprise/ghe-es-
search-repair on the appliance.

» After a geo-replica is promoted to be a primary by running ghe-repl-promote , the actions
workflow of a repository does not have any suggested workflows.

o Unexpected elements may appear in the Ul on the repo overview page for locked repositories.

Enterprise Server 3.16.11 Download GitHub Enterprise Server 3.16.11
December 02, 2025

&\ This is not the latest patch release of this release series, and this is not the latest release of
Enterprise Server. Please use the latest release for the latest security, performance, and bug fixes.

3.16.11: Security fixes ¢
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o HIGH: An attacker could execute code within a victim's browser, potentially accessing sensitive
information, by causing malicious HTML to be injected into the DOM when content is rendered
by the Filter component found across GitHub. GitHub has requested CVE ID CVE-2025-13744
for this vulnerability, which was reported via the GitHub Bug Bounty program. [Updated: 2026-
01-06]

o HIGH: A privilege escalation vulnerability was identified in GitHub Enterprise Server that
allowed an authenticated Enterprise admin to gain root SSH access to the appliance by
exploiting a symlink escape in pre-receive hook environments. By crafting a malicious
repository and environment, an attacker could replace system binaries during hook cleanup and
execute a payload that adds their own SSH key to the root user’s authorized keys—thereby
granting themselves root SSH access to the server. To exploit this vulnerability, the attacker
needed to have enterprise admin privileges. This vulnerability has been assigned CVE-2025-
11578 and was reported through the GitHub Bug Bounty program.

o Packages have been updated to the latest security versions.

3.16.11: Bug fixes ¢

o Administrators may have experienced delays with configuration runs after a reboot if ghe-
reconfigure.service was still activating, impacting run performance and stability.

e On instances with a "No Proxy" setting configured for GitHub Actions with MinlO or AWS remote
blob providers, administrators sometimes experienced failures reading or writing Actions logs,
artifacts, or caches because some traffic was incorrectly routed through the instances proxy.

e New Microsoft Teams integrations failed to set up because the required tenant_id field was
missing from the configuration, following Microsoft's deprecation of multi-tenant bot creation.

 Site administrators using the Management Console would see overly verbose error messages
on the maintenance page. These error messages were not cleared when a new request was
made, and no message was displayed when maintenance mode changes were saved
successfully.

¢ An "Invite member" button intended only for GitHub.com was displayed on the enterprise
"People” tab.

e When a pull request was closed and reopened, the merge ref was not recreated.

e Administrators who had upgraded to the previous patch release may have observed a
significant increase in executions of the
SecurityOverviewAnalytics::UpdateFeatureStatusSummaryJob job, causing background job
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