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pfSense-SA-25_03.webgui                                     Security Advisory

                                                                      pfSense

Topic:          Potential XSS in AutoConfigBackup backup list

Category:       pfSense Base System

Module:         webgui

Announced:      2025-05-16

Credits:        Github user NavyTitanium

CVE ID:         CVE-2024-57273

Affects:        pfSense Plus software versions < 25.07

                pfSense CE software versions < 2.8.0

Corrected:      2024-12-12 12:23:41 UTC (pfSense Plus master, 25.07)

                2024-12-12 12:23:41 UTC (pfSense CE master, 2.8.0)

0.   Revision History

v1.1  2025-07-02 Updated pfSense Plus software version numbers

v1.0  2025-05-16 Initial SA draft

I.   Background

pfSense® software is a free network firewall distribution based on the

FreeBSD operating system.  The pfSense software distribution includes third-

party free software packages for additional functionality, and provides most of

the functionality of common commercial firewalls.

pfSense® Plus is the productized version of pfSense software from Netgate®,

previously referred to as pfSense Factory Edition (FE). It is available to

Netgate appliance and CSP customers.

The majority of users of pfSense software have never installed or used a stock

FreeBSD system.  Unlike similar GNU/Linux-based firewall distributions, there

is no need for any UNIX knowledge.  The command line is never used, and there

is no need to ever manually edit any rule sets. Instead, pfSense software

includes a web interface for the configuration of all included components.

Users familiar with commercial firewalls will quickly understand the web

interface, while those unfamiliar with commercial-grade firewalls may encounter

a short learning curve.

II.  Problem Description

The page at services_acb.php displays the "reason" string when listing backup

entries from the server without encoding.

This problem is present on pfSense Plus version 24.11, pfSense CE version 2.7.2,

and earlier versions of both.

III. Impact

If a backup entry on the server contains a "reason" string containing malicious

content, it may be rendered by the browser.

The AutoConfigBackup feature on pfSense software encodes the "reason" string

when creating a backup, but this encoding is performed by the client so it may

not always happen as expected. For example, if a malicious actor uses their own

code to create backup entries on the server for the Device Key of the target.

Due to the lack of encoding on the "reason" content, when services_acb.php lists

remote backups stored on the AutoConfigBackup server can be susceptible to XSS.
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There is a potential that arbitrary JavaScript could be executed in the user's

browser. The user's session cookie or other information from the session may be

compromised.

IV.  Workaround

To help mitigate the problem on older releases, use one or more of the

following:

* Do not allow any untrusted parties to know the AutoConfigBackup Device Key of

  a host running pfSense software.

* Do not log into the firewall with the same browser used for non-

  administrative web browsing.

V.   Solution

Users can upgrade to pfSense Plus software version 25.07 or later, or pfSense CE

software versions after 2.8.0 when available. This upgrade may be performed in

the web interface or from the console.

  See https://docs.netgate.com/pfsense/en/latest/install/upgrade-guide.html

Users on pfSense Plus version 24.11 and pfSense CE version 2.7.2 may apply the

fix from the recommended patches list in the System Patches package.

Users may also manually apply the relevant revisions below using the System

Patches package on earlier versions, or by manually making similar changes to

the affected files if the patches do not apply directly.

  See https://docs.netgate.com/pfsense/en/latest/development/system-patches.html

VI.  Correction details

The following list contains the correction revision commit ID for each affected

item.

Branch/path                                                        Revision

- - -------------------------------------------------------------------------

plus/plus-master                   84d8eddf87607e0f9dcc313bcaad4db67e4f3750

pfSense/master                     84d8eddf87607e0f9dcc313bcaad4db67e4f3750

- - -------------------------------------------------------------------------

VII. References

<URL:https://redmine.pfsense.org/issues/15927>

<URL:https://docs.netgate.com/pfsense/en/latest/install/upgrade-guide.html>

<URL:https://docs.netgate.com/pfsense/en/latest/development/system-patches.html>

The latest revision of this advisory is available at

<URL:https://docs.netgate.com/downloads/pfSense-SA-25_03.webgui.asc>
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