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RESEARCH

Research is one of our By discovering new
founding principles and we  vulnerabilities and attack

invest in it heavily. All of our  techniques, we are

researchers have the constantly improving our
privilege to use 25% of their  capabilities and

time exclusively for self- contributing to the security
directed research. of the digital world.
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allows security researchers to quickly
identify potential security issues in
ElectronJS apps, such as insecure
webPreferences settings, unsafe
preloads, and other common pitfalls.

enclave shipped with Windows, and
chained them to gain code execution
within the enclave in Windows Isolated
User Mode (VTL1). The post explores how
VBS enclaves work and how memory

webpage to bypass the browser's app-
launch protections by leveraging the
trusted shortcuts:// and
workflow:// URL schemes. By supplying
an attacker-controlled x-error to the

the default install of the latest Arch,
Fedora, Debian, Amazon Linux and RHEL
distributions, having unprivileged user
namespaces enabled, “openvswitch”
auto-loadina, and a stock kernel carrvina
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ShietL L. OpeEnratli| ) Arl dld notrejectiie
paths containing embedded null bytes,
allowing string-based path validation (such
as file extension allow-lists) to be silently
bvpassed and a different file to be opened

controlied VAUTn URLS allowed T10r server-
Side Request Forgery (SSRF) on the target
deployment, and a cross-tenant invitation
acceptance vulnerability, leading to
unauthorized access.
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