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New Campaign Weaponizes Microsoft Teams for
Remote Access
Unlike standard commodity malware that aims for quick credential theft, this campaign features a manual, hands-
on-keyboard scheme designed to escalate rapidly from a single compromised workstation to broad, network-wide
access.

By DENNIS FISHER (HTTPS://DECIPHER.SC/AUTHOR/DENNIS/)
SEPTEMBER 3, 2026 | 2 min read
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Microsoft Teams Phishing, a Botnet Takedown 23 Years in the Making, and The Cuckoo’s Egg’s
Lessons (https://decipher.sc/videos/microsoft-teams-phishing-a-botnet-takedown-23-years-in-
the-making-and-the-cuckoos-eggs-lessons/)

SEPTEMBER 4, 2026 | 1 min read

Microsoft (https://decipher.sc/tag/microsoft/) Video (https://decipher.sc/tag/video/)

Cybercrime Disruption: Making a “Real Impact” | Ken Bagnall
(https://decipher.sc/videos/cybercrime-disruption-making-a-real-impact-ken-bagnall/)

SEPTEMBER 1, 2026 | 1 min read

cybercrime (https://decipher.sc/tag/cybercrime/)

TeamPCP Arrests, the QTFY Attacks, and the OpenAI Post-Mortem
(https://decipher.sc/videos/teampcp-arrests-the-qtfy-attacks-and-the-openai-post-mortem/)

AUGUST 28, 2026 | 1 min read

AI (https://decipher.sc/tag/ai/) Video (https://decipher.sc/tag/video/)

The Future of Surveillance and Privacy in the Age of AI | Nicole Ozer (https://decipher.sc/videos/the-
future-of-surveillance-and-privacy-in-the-age-of-ai-nicole-ozer/)

AUGUST 26, 2026 | 1 min read
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Intrusions (https://decipher.sc/category/intrusions/)

Law Enforcement (https://decipher.sc/category/law-enforcement/)

The Latest

(https://decipher.sc/2026/09/02/one-year-of-
decipher-relaunched/)

One Year of Decipher
(Relaunched)
(https://decipher.sc/202
6/09/02/one-year-of-
decipher-relaunched/)
Decipher (https://decipher.sc/author/decipher/) ·
September 2, 2026

It’s been one year since we relaunched
Decipher in September 2025. Here are the
videos, podcasts, and articles that best
reflect our mission statement: Security
without fear.

Read More
(https://decipher.sc/2026/09/02/one-year-of-
decipher-relaunched/)

(https://decipher.sc/2026/09/01/critical-
artifactory-bug-under-attack/)

Critical Artifactory Bug
Under Attack
(https://decipher.sc/202
6/09/01/critical-
artifactory-bug-under-
attack/)
Dennis Fisher
(https://decipher.sc/author/dennis/) ·
September 1, 2026

CVE-2026-82329 is a simple authentication
bypass that can allow an attacker to get
admin privileges quite easily

Read More
(https://decipher.sc/2026/09/01/critical-
artifactory-bug-under-attack/)

(https://decipher.sc/2026/08/25/linux-
foundation-backs-new-trace-ai-security-
standard/)

Linux Foundation Backs
New TRACE AI Security
Standard 
(https://decipher.sc/202
6/08/25/linux-
foundation-backs-new-
trace-ai-security-
standard/)
Lindsey O'Donnell-Welch
(https://decipher.sc/author/lindsey/) ·
August 25, 2026

TRACE aims to help prove that sensitive data
in organizations is being handled “according
to policy” by AI agents and open weight
models.

Read More
(https://decipher.sc/2026/08/25/linux-
foundation-backs-new-trace-ai-security-
standard/)
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(https://decipher.sc/2026/08/25/unauthentica
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sharepoint-cve-2026-55040-and-cve-2026-
63520/)

Unauthenticated RCE
Chain Found For
Microsoft SharePoint
CVE-2026-55040 and
CVE-2026-63520
(https://decipher.sc/202
6/08/25/unauthenticate
d-rce-chain-found-for-
microsoft-sharepoint-
cve-2026-55040-and-
cve-2026-63520/)
Dennis Fisher
(https://decipher.sc/author/dennis/) ·
August 25, 2026

The chain leverages two distinct
vulnerabilities—an authentication bypass
and an unsafe .NET type instantiation flaw—
to provide full server control without valid
credentials.

Read More
(https://decipher.sc/2026/08/25/unauthenticated-
rce-chain-found-for-microsoft-sharepoint-cve-
2026-55040-and-cve-2026-63520/)

(https://decipher.sc/2026/08/20/inside-
exploitgym-how-researchers-are-
measuring-ai-agent-exploitation-
capabilities/)

Inside ExploitGym: How
Researchers Are
Measuring AI Agent
Exploitation
Capabilities 
(https://decipher.sc/202
6/08/20/inside-
exploitgym-how-
researchers-are-
measuring-ai-agent-
exploitation-
capabilities/)
Lindsey O'Donnell-Welch
(https://decipher.sc/author/lindsey/) ·
August 20, 2026

A research collaboration, directed by UC
Berkeley, led to the development of
ExploitGym, a large-scale benchmark for
measuring AI agents’ abilities to develop
exploits. Here’s the story of how ExploitGym
came to be.

Read More
(https://decipher.sc/2026/08/20/inside-
exploitgym-how-researchers-are-
measuring-ai-agent-exploitation-
capabilities/)

(https://decipher.sc/2026/08/18/mlflow-bug-
actively-exploited-to-steal-credentials/)

MLflow Bug Actively
Exploited to Steal
Credentials
(https://decipher.sc/202
6/08/18/mlflow-bug-
actively-exploited-to-
steal-credentials/)
Dennis Fisher
(https://decipher.sc/author/dennis/) ·
August 18, 2026

This flaw allows remote, unauthenticated
attackers to read sensitive data from internal
network services or cloud metadata
endpoints.

Read More
(https://decipher.sc/2026/08/18/mlflow-bug-
actively-exploited-to-steal-credentials/)
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