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Smart Connect Device Pairing Ul Injection
Based Bypass

Motorola Security Advisory: MML-2026-65671
Disclosure Date: September 2026

Potential Impact: Remote device compromise and manipulation given user interacts
with presented phishing link.

Severity: High

CVSS 3.1 Base Score

CVSS 3.1 Temporal
Score

CVSS 3.1 Vector AV:L/AC:H/PR:L/UILIR/S:C/C:H/I:H/A:H/E:F/RL:
O/RC:C/CR:X/IR:X/AR:X/MAV:L/MAC:H/MPR:L/MUI:R/MS:C/MC:
H/MI:H/MA:H

CVSS 4.0 Base Score 7.3 (High)

CVSS 4.0 Vector AV:L/AC:H/AT:N/PR:L/UI:P/NC:H/VI:H/VA:H/SC:H/SI:H/SAH/E:A

CWE CWE-862: Missing Authorization

Scope of Impact: Motorola SmartConnect Android App

CVE Ildentifier. CVE-2026-18058

Summary Description: The mobile Smart Connect dashboard Ul was subject to
manipulation by 3rd party apps. When paired with a phishing attack, this manipulation

could result in escalated privileges of an attacker within the system.

Mitigation Strategy for Customers (what you should do to protect yourself):

https://en-us.support.motorola.com/app/answers/detail/a_id/193303
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Product Impact: The MBG SmartConnect Application
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Motorola Trademark Holdings, LLC. LENOVO is a
trademark of Lenovo. All other trademarks are
the property of their respective owners.

Welcome to Motorola. Shop our Android
smartphones, including the new razr, edge+,
moto g stylus, moto g power, and more.

All mobile phones are designed and
manufactured by/for Motorola Mobility LLC, a
wholly owned subsidiary of Lenovo.

Expedited shipping: Some orders with multiple
products and with anticipated inventory won't be
available for Expedited shipping, if you don't see
the option at checkout, your order will be sent
with normal ground delivery
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