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How to copy Zone.ldentifier information
for malware protection

There is always a possibility that files you downloaded from the Internet may contain corrupted
data or malware. Because of this, Internet browsers store information in NTFS ADS (Alternate Data
Stream) area about where you downloaded the files. The information is called “Zone.ldentifier” and
used by security programs.

You may download Bandizip Portable and type “more < BANDIZIP-PORTABLE-GL-
64BIT.ZIP:Zone.ldentifier” in Command Prompt. Adding the string “:Zone.ldentifier” after the
filename, you may find information about where you downloaded the file as below.

BN C\Windows\system32\cmd.exe — O w0

¢ BANDIZIP-PORTABLE-GL-64BIT.ZIP:Zone.Identifier

Url=https://www.ba Ft.com/bandizip/

ostUrl=https://dl.bandisoft.com/bandizip/BANDIZIP-PORTABLE-GL-64BIT.ZIP

C:\Usersi\park\Downloads>
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© Settings X

General Security Settings

Association

& Copy Zone.Identifier information of an archive downloaded from the Internet during extraction
Context Menu

[Help]
Extraction

Compression [ ] Check malware before extraction

View

Security

Advanced

Language

Reset

OK

“Copy Zone.ldentifier information of an archive downloaded from the Internet during extraction”
feature copies the same information to extracted files. When you attempt to execute one of the
files, if the file is suspected malware, the OS displays a warning.
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© test.zip - Bandizip 6.14
File Edit Find Options View Help

O B0 0 O

Open Extract Mew Delete e Columns Code page
£ testzip MName Compressed or
(0= Mystify.scr 63,873 14
[#5 notepad.exe 166,514 24
£ >

B File: 2, Folder: 0, Archive Size: 227 KB

Ignore the warning and run the file anyway

If a warning message is displayed, it's quite advisable for you NOT to run the file. But if you want to
run the suspected file at your own risk, click “More info” on the warning message and you may run

the file anyway.

Windows protected your PC

Windows Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.
More info
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Note

For efficient operation of the system, Bandizip copies the Zone.ldentifier information only of the
following files:

e .exe.com .msi.scr.bat.cmd .pif .bat .Ink
e .Zip .zipx .rar .7z .alz .egg .cab .bh

e .is0.img .isz .udf .wim .bin .i00

* .js.jse.vbs .vbe .wsf

e .url.reg

e .docx .doc .xls .xIsx .ppt .pptx .wiz

Links

ADS(Alternate Data Stream)

Zone.ldentifier Stream Name

Microsoft SmartScreen

What Causes the "File Downloaded from the Internet" Warning and How Can | Easily Remove It?

BandiView Bandizip Honeycam Honeyview BandiCamera Shutdown8 About Forum GDPR

User translation KB
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