
How to copy Zone.Identifier information
for malware protection

There is always a possibility that files you downloaded from the Internet may contain corrupted data

or malware. Because of this, Internet browsers store information in NTFS ADS (Alternate Data

Stream) area about where you downloaded the files. The information is called “Zone.Identifier” and
used by security programs.

You may download Bandizip Portable and type “more < BANDIZIP-PORTABLE-GL-

64BIT.ZIP:Zone.Identifier” in Command Prompt. Adding the string “:Zone.Identifier” after the

filename, you may find information about where you downloaded the file as below.
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“Copy Zone.Identifier information of an archive downloaded from the Internet during extraction”

feature copies the same information to extracted files. When you attempt to execute one of the files,

if the file is suspected malware, the OS displays a warning.
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Ignore the warning and run the file anyway
If a warning message is displayed, it’s quite advisable for you NOT to run the file. But if you want to
run the suspected file at your own risk, click “More info” on the warning message and you may run

the file anyway.
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Note
For efficient operation of the system, Bandizip copies the Zone.Identifier information only of the

following files:

.exe .com .msi .scr .bat .cmd .pif .bat .lnk

.zip .zipx .rar .7z .alz .egg .cab .bh

.iso .img .isz .udf .wim .bin .i00

.js .jse .vbs .vbe .wsf

.url .reg

.docx .doc .xls .xlsx .ppt .pptx .wiz

Links

ADS(Alternate Data Stream)

Zone.Identifier Stream Name

Microsoft SmartScreen

What Causes the "File Downloaded from the Internet" Warning and How Can I Easily Remove It?

8/8/26, 4:32 AM Bandizip - How to copy Zone.Identifier information for malware protection

https://en.bandisoft.com/bandizip/help/zone-identifier/ 4/4

https://en.bandisoft.com/bandiview/
https://en.bandisoft.com/bandizip/
https://en.bandisoft.com/honeycam/
https://en.bandisoft.com/honeyview/
https://en.bandisoft.com/bandicamera/
https://en.bandisoft.com/shutdown8/
https://en.bandisoft.com/about/
https://en.bandisoft.com/forum/forum.php
https://en.bandisoft.com/about/gdpr/
https://translate.bandisoft.com/
https://en.bandisoft.com/kb/
https://www.bandisoft.com/about/
https://en.wikipedia.org/wiki/NTFS#Alternate_data_streams_(ADS)
https://msdn.microsoft.com/en-us/library/dn392609.aspx
https://en.wikipedia.org/wiki/Microsoft_SmartScreen
https://www.howtogeek.com/70012/what-causes-the-file-downloaded-from-the-internet-warning-and-how-can-i-easily-remove-it/

