4/8/26, 9:35 AM ZKTeco ZKTime.Net privilege escalation undefined Vulnerability Report

IBM X-Force Exchange

BV XeForee EXEtiange

TB® X orce Exchange is a threat intelligence sharing platform

dienlavad hara
qiepayed nere.

Create IBMid

[ il

T S Y A U UL SR | R SRR |
111€ W@ags ai€ Siuici audimaditany insSSit€d vy Ar L wasSca i uic

Detau&or‘s report data or explicitly retrieved from the vquoé'ﬁqter as a Guest 0

community.

zkteco-zktime-net-priv-esc (116487) reported Aug 31,

You must log in () to use that feature

2016

ALL

ZKTeco ZKTime.Net privilege escalation

at you can use to research security threats, to aggregate intelligence, and to collaborate with peers.

0gged in uérd IR RREE TRl SHYaL A LA R BIAH & tte: searching, commenting, Collections and sharing. Guests can search and view reports only.
()1 agree to>t§1e @(gg@@@@ configured third-party sources are also

Log In

ZKTeco ZKTime.Net could allow a local authenticated attacker to gain elevated privileges on the system, caused by improper

permissions with the C flag set for 'Everyone' group. An

atsskier

could exploit this vulnerability to change the executable file with a

binary of choice and gain elevated privileges on the system:

Consequences:

Gain Privileges

Remedy

No remedy available as of August 31, 2016.

CVSS 3.0 Base Score

7.8

Attack Vector Local
Attack Complexity Low
Privileges Required Low

User Interaction None
Scope Unchanged
Confidentiality Impact High
Integrity Impact High
Availability Impact High

CVSS 3.0 Temporal Score

7.1

Exploitability Proof of Concept
Remediation Level Unavailable

Report Confidence Reasonable
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Buy Now (https:/lwww.ibm.com/marketplace/purchasel/configuration/en/us/checkout?editionD=EIDLI38T)

IBM X-Force Exchange is a threat intelligence sharing platform that you can use to research security threats, to aggregate intelligence, and to collaborate with peers.
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Affected Products

Affected Products

ZKTeco ZKTime.Net 3.0.1.6
ZKTeco ZKTime.Net 3.0.1.5 (160622)

ZKTeco ZKTime.Net 3.0.1.1 (160216)

Dependent Products

None found
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