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Many Telnet daemons offer the functionality of transferri ironment variables from one system to another. On systems that
run these daemons and also provide support for shared|olgiecitlibraries, a user could bypass typical authentication mechanisms in

the login program by specifying an alternate location f ndard library. Depending on the system's configuration, either a
local or remote attacker could gain root access on the affected system. The following environment variables are not typically
passed, and could be used to bypass authentication mechanisms: - _RLD_LIST - _RLD_ROOT - ELF_LD_LIBRARY_PATH -
LD_AOUT_LIBRARY_PATH - LIBPATH - LD_PRELOAD - LD_LIBRARY_PATH

Consequences:

Gain Access

Remedy

Determine if your telnet daemon uses the ENVIRON or NEW-ENVIRON options. If your daemon uses these options, your system
may be vulnerable. Immediately disable the telnet daemon or apply the wrapper provided by CERT until you can obtain a patch
from your vendor. See references.

If use of one of these environment variables has been detected, it should be considered suspicious, although it does not
necessarily indicate an attack. Determine if this is in compliance with your system policies. Investigate whether this is part of
normal usage, based on information including the source address, time, and frequency.

CVSS 1.0 Base Score

10

Access Vector Remote
Access Complexity Low
Authentication Not Required

Confidentiality Impact Complete
Integrity Impact Complete

Availability Impact Complete
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Did you know that we have an X-Force Threat Intelligence API?
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r)% Ilﬁe ce is actionable and is available via our APIs (JSON and STIX), which can be ingested into SIEMs. — Read more
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ollaborate with peers.

Logged in users have integrated access to all the functionality of the site: searching, commenting, Collections and sharing. Guests can search and view reports only.
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Compag Tru64
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HP HP-UX
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