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Description
An initial fix in Amazon Linux ca-certificates
package relating to CVE-2022-23491 did not
properly remove root certificates from
TrustCor from the root store.

Severity

I Important

See what this means

(https://alas.aws.amazon.com/faqs.html#explain-
severity)

CVSS v3 Base
Score

7.5
See breakdown

Affected Packages

Platform Package
Release
Date

Advisory Status

Amazon
Linux 1

ca-
certificates

2023-08-08
ALAS-2023-1795
(https://alas.aws.amazon.com/ALAS-2023-

1795.html)

Fixed

Amazon
Linux 2 -
Core

ca-
certificates

2023-08-07
ALAS2-2023-2203
(https://alas.aws.amazon.com/AL2/ALAS2-2023-

2203.html)

Fixed

Amazon
Linux 2023

ca-
certificates

2023-08-09
ALAS2023-2023-281

(https://alas.aws.amazon.com/AL2023/ALAS2023-
2023-281.html)

Fixed

CVSS Scores

Score
Type

Score Vector
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Amazon
Linux

CVSSv3
7.5 (https://nvd.nist.gov/vuln-metrics/cvss/v3-
calculator?

vector=AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N)

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
(https://nvd.nist.gov/vuln-metrics/cvss/v3-
calculator?

vector=AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N)

References
FAQs regarding Amazon Linux ALAS/CVE Severity (https://alas.aws.amazon.com/faqs.html)
Red Hat: CVE-2023-32803 (https://access.redhat.com/security/cve/CVE-2023-32803)

Mitre: CVE-2023-32803 (https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-32803)
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