
Security Bulletins

Zoom does not provide guidance on vulnerability impacts to individual customers due to a Zoom
Security Bulletin or provide additional details about a vulnerability. We recommend users to update
to the latest version of Zoom software in order to get the latest fixes and security improvements.
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Zoom Clients -
Improper
Certificate
Validation

High CVE-2026-
108185

10/13/2026

Zoom Clients for
Windows -
Improper
Certificate
Validation

High CVE-2026-
108184

10/13/2026

Zoom Workplace
Clients - Buffer
Overflow

High CVE-2026-
53420

10/13/2026

Zoom Workplace
for Android -
Improper
Authorization in
Handler for
Custom URL
Scheme

High CVE-2026-53418 10/13/2026

Zoom Clients -
Use After Free
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Zoom Clients -
Buffer Over-write

High CVE-2026-53413 08/11/2026

Zoom VDI - Path
Traversal

High CVE-2026-53416 08/11/2026

Zoom Workplace
for Windows -
Improper Input
Validation

Critical CVE-2026-53412 07/14/2026

Zoom Workplace
VDI Plugin for
Windows -
Improper Input
Validation

High CVE-2026-53411 07/14/2026

Zoom Clients for
Windows - Race
Condition

High CVE-2026-53410 07/14/2026

Zoom Rooms for
Windows -
Improper
Privilege
Management

High CVE-2026-
53409

07/14/2026

Zoom Workplace
Mobile Clients -
Improper
Authorization in
Handler for
Custom URL
Scheme

High CVE-2026-
53407, CVE-
2026-53408

06/09/2026

Remote Control
for Zoom Contact
Center for
Windows -
Insufficient
Verification of
Data Authenticity

High CVE-2026-
53406

06/09/2026

Zoom Rooms for
Windows -
Untrusted Search
Path

High CVE-2026-
30906

05/12/2026
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The official text for Zoom Security Bulletins is English. Translations are provided for your convenience and Zoom
does not make any promises, assurances, or guarantees as to the accuracy of these translations.

Title Severity CVE Date Published

Zoom Workplace
VDI Plugin for
Windows -
External Control
of File Name or
Path

High CVE-2026-
30905

05/12/2026

Zoom Workplace
for iOS -
Protection
Mechanism
Failure

Low CVE-2026-
30904

05/12/2026

Zoom Workplace
for Windows -
External Control
of File Name or
Path

Critical CVE-2026-
30903

03/10/2026

Zoom Clients for
Windows -
Improper
Privilege
Management

High CVE-2026-
30902

03/10/2026

Zoom Rooms for
Windows -
Improper Input
Validation

High CVE-2026-30901 03/10/2026
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Subscribe for updates

Please provide your individual email address to receive notification of future Zoom Security
Bulletins. (Note: Email aliases will not receive these notifications.)
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