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Lecture: SMTP Smuggling — Spoofing E-Mails Worldwide

Introducing a novel Info Speakers

technique for e-mail

spoofing. Day: 2023-12-27

Start time: 22:05 ) .
- u SMTP, the Simple Mail Duration: 00:40 ﬂ Timo Longin

— — Transfer Protocol, allows Room: Saal Zuse

e-mailing since 1982. This Track:

easily makes it one of the Language: en

oldest technologies
amongst the Internet. However, even though it

seems to have stood the test of time, there was still Links:

a trivial but novel exploitation technique just

waiting to be discovered — SMTP smuggling!  iCalendar

In this talk, we’ll explore how SMTP smuggling

breaks the interpretation of Fhe SMTP pr'otocol in Feedback

vulnerable server constellations worldwide,

allowing some more than unwanted behavior.

Sending e-mails as admin@microsoft.com to Click here to let us know
fortune 500 companies — while still passing SPF how you liked this event.

checks — will be the least of our problems!

From identifying this novel technique to exploiting Concurrent
it in one of the most used e-mail services on the
Internet, we’ll dive into all the little details this
attack has to offer. Therefore, in this talk, we’ll
embark on an expedition beyond the known limits
of SMTP, and venture into the uncharted territories
of SMTP smuggling!
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