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Offensive Team, Fluid Attacks

Summary

Full name xmltodict 0.14.2 - XML Injection

Code name mono

State Public

Release date Sep 1, 2025

Affected product xmltodict

Vendor xmltodict

Affected version(s) 0.14.2

Fixed version(s) 0.15.0, 0.15.1

Package manager PyPi
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Vulnerability name XML Injection

Vulnerability type 184. Lack of data validation

Remotely exploitable Yes

CVSS v4.0 vector string CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:

L/VA:N/SC:N/SI:N/SA:N

CVSS v4.0 base score 6.9

Exploit available Yes

CVE ID(s) CVE-2025-9375

Description

A vulnerability in xmltodict version 0.14.2 allows attackers to perform XML Injection by crafting dictionary 

keys that are inserted directly as XML tag names without any validation or sanitization. This enables 

attackers to inject arbitrary and potentially malicious XML markup into the generated output.

Vulnerability

This is a classic XML Injection vulnerability. The core issue is that dictionary keys from user input are 

used directly as XML tag names in the _emit function of xmltodict.py (lines 378-451) without any 

validation or sanitization. This allows attackers to inject arbitrary XML elements or break the structure of 

the generated XML document. Here's the relevant code:

def _emit(key, value, content_handler,

          attr_prefix='@',

          cdata_key='#text',

          depth=0,

          preprocessor=None,

          pretty=False,

          newl='\n',
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The key vulnerability is in the content_handler.startElement() call, where the key parameter (directly 

from user input) is used as an XML tag name without any validation or escaping. This allows an attacker 

to craft dictionary keys that break out of the intended XML structure. For example, a malicious key like m>

<tag>content</tag will be directly inserted into the XML output.

PoC

A minimal Flask server demonstrates the issue. It receives JSON data, passes it to 

xmltodict.unparse(), and renders the result in an HTML template:

Payload

When this payload is sent, the generated XML will be:

          indent='\t',

          namespace_separator=':',

          namespaces=None,

          full_document=True,

          expand_iter=None):

    # ... [previous code] ...

    content_handler.startElement(key, AttributesImpl(attrs))  # <-- Vulnerable:

    # ... [remaining code] ...

from markupsafe import escape

import xmltodict, json

data = {"m><tag>content</tag": "unsafe"}

xml = xmltodict.unparse(data, full_document=False)

print(xml)

{"m><tag>content</tag": "unsafe"}

<m><tag>content</tag>unsafe</m><tag>content</tag>
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Evidence of Exploitation

This vulnerability can be exploited by sending a crafted dictionary with malicious keys to any web 

application that uses xmltodict.unparse().

Our security policy

We have reserved the ID CVE-2025-9375 to refer to this issue from now on.

Disclosure policy

System Information

References

Mitigation

An updated version of xmltodict is available at the vendor page.

xmltodict

Version 0.14.2

Operating System: Any

•

•

•

Github Repository: https://github.com/martinblech/xmltodict

Patch: 

https://github.com/martinblech/xmltodict/commit/f98c90f071228ed73df997807298e1df4f790c33

CHANGELOG: https://github.com/martinblech/xmltodict/blob/v0.15.1/CHANGELOG.md

•

•

•
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Credits

The vulnerability was discovered by Camilo Vera from Fluid Attacks' Offensive Team.

Timeline

Jul 24, 2025

Vulnerability discovered

Aug 22, 2025

Vendor contacted

Sep 4, 2025

Vulnerability patched

Sep 1, 2025

Public disclosure

Does your application use this vulnerable software?

During our free trial, our tools assess your application, identify vulnerabilities, and provide recommendations for 

their remediation.

Start free trial

Fluid Attacks' solutions enable organizations to identify, prioritize, and remediate vulnerabilities in 

their software throughout the SDLC. Supported by AI, automated tools, and pentesters, Fluid Attacks 

accelerates companies' risk exposure mitigation and strengthens their cybersecurity posture.
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AI SAST

SCA

DAST

MAST

CSPM

PTaaS

Secure code review

Reverse engineering

AI products

Integrations

ACSA

ASPM

AI security

Cloud security

RBVM

SSCS

Compliance

DevSecOps

APIs and microservices

Containers

Infrastructure as code

Cloud infrastructure

LLM apps and GenAI
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Partners

Careers

Trust center

Resources
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Blog

Success stories

Downloadables

Cybersecurity essentials

Events

Documentation

Courses on our platform

Tool benchmark

Get an AI summary of Fluid Attacks

Subscribe to our newsletter

Stay updated on our upcoming events and latest blog posts, advisories and other engaging 

resources.
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