
 Advisories

Vba32 Antivirus v3.36.0 - DoS
5.5 Medium

Discovered by

Andres Roldan

Offensive Team, Fluid Attacks

Summary

Full name Vba32 Antivirus v3.36.0 - Denial of Service 

(DoS)

Code name rollins

State Public

Release date Jan 29, 2024

Affected product Vba32 Antivirus

Vendor VirusBlokAda

Affected version(s) Version 3.36.0

Vulnerability name Denial of Service (DoS)
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Vulnerability type 002. Asymmetric Denial of Service

Remotely exploitable No

CVSS v3.0 vector string CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:

H

CVSS v3.0 base score 5.5

Exploit available Yes

CVE ID(s) CVE-2024-23441

Description

Vba32 Antivirus v3.36.0 is vulnerable to a Denial of Service vulnerability by triggering the 0x2220A7 IOCTL 

code of the Vba32m64.sys driver.

Vulnerability

The 0x2220A7 IOCTL code of the Vba32m64.sys driver is vulnerable to DoS, leading to a BSOD of the 

affected computer caused by a NULL pointer dereference. If an attacker sends an nOutBufferSize 

parameter greater or equal than 0x2E, the execution flow will reach the function sub_11B34 which doesn't 

verify the return address of another routine:

v2 = sub_128A8((__int64)&qword_1D710);

v3 = v2; // [1]

if ( v2 )

{

    v4 = sub_12750(v2);

}

else

{

    v5 = sub_128A8((__int64)&qword_1D600);

    v3 = v5;

    if ( !v5 )

 EN

Necessary

Preferences

Statistics

Marketing

Show details

This website uses cookies

We use cookies to personalise content and ads, to provide social media features and to analyse

our traffic. We also share information about your use of our site with our social media, advertising

and analytics partners who may combine it with other information that you’ve provided to them or

that they’ve collected from your use of their services. You consent to our cookies if you continue

to use our website.

4/20/26, 3:11 PM Vba32 Antivirus v3.36.0 - DoS | Fluid Attacks

https://fluidattacks.com/advisories/rollins 2/6

https://db.fluidattacks.com/wek/002
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-23441
https://fluidattacks.com/
https://www.cookiebot.com/en/what-is-behind-powered-by-cookiebot/?utm_source=banner_cb&utm_medium=referral&utm_content=v2


At [1], the return value is assigned to a variable which is then dereferenced at [2] without checking for its 

value, leading to a NULL pointer dereference:

Our security policy

We have reserved the ID CVE-2024-23441 to refer to this issue from now on.

Disclosure policy

System Information

Mitigation

        return 0;

    v4 = sub_1278C(v5, 2i64);

    *(_QWORD *)(v3 + 0x50) = MEMORY[0xFFFFF78000000014] + 0x2FAF080i64;

    sub_12830(&qword_1D650, v3);

}

v6 = (_WORD *)(a1 + 0x2C);

*(_QWORD *)(a1 + 0x10) = *(_QWORD *)(v3 + 0x40); // [2]

rax=0000000000000000 rbx=0000000000000000 rcx=0000000000000001

rdx=0000000000000001 rsi=00000000031ac0f4 rdi=00000000031ac120

rip=fffff80447e41b6e rsp=ffffc9816c7fc730 rbp=0000000000000000

 r8=00000000ffffffff  r9=7ffff80447e4d6b0 r10=7ffffffffffffffc

r11=0000000000000000 r12=0000000000000020 r13=0000000000000030

r14=ffffe20fa72678b0 r15=ffffe20fa0e9b060

iopl=0         nv up ei pl zr na po nc

cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00050246

Vba32m64+0x1b6e:

fffff804`47e41b6e 488b4340        mov     rax,qword ptr [rbx+40h] ds:002b:00000

Version: Vba32 Antivirus v3.36.0

Operating System: Windows
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•
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There is currently no patch available for this vulnerability.

References

Credits

The vulnerability was discovered by Andres Roldan from Fluid Attacks' Offensive Team.

Vendor page https://www.anti-virus.by/

Product page https://www.anti-virus.by/vba32

•

•

Timeline

Jan 16, 2024

Vulnerability discovered

Jan 16, 2024

Vendor contacted

Jan 18, 2024

Vendor replied

Jan 29, 2024

Public disclosure

Does your application use this vulnerable software?

During our free trial, our tools assess your application, identify vulnerabilities, and provide recommendations for 

their remediation.

Start free trial
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Fluid Attacks' solutions enable organizations to identify, prioritize, and remediate vulnerabilities in 

their software throughout the SDLC. Supported by AI, automated tools, and pentesters, Fluid Attacks 

accelerates companies' risk exposure mitigation and strengthens their cybersecurity posture.

Products

Platform

SAST

AI SAST

SCA

DAST

MAST

CSPM

PTaaS

Secure code review

Reverse engineering

AI products

Integrations

Solutions

Continuous Hacking

AppSec

ACSA

ASPM

AI security

Cloud security

RBVM

SSCS

Compliance

DevSecOps

Targets

Web applications

Mobile applications

APIs and microservices

Containers

Infrastructure as code

Cloud infrastructure

LLM apps and GenAI

Company

About us

Customers

Certifications

Partners

Careers

Trust center

Resources

Advisories

Blog

Success stories

Downloadables

Cybersecurity essentials

Events

Documentation

Courses on our platform

Tool benchmark

Get an AI summary of Fluid Attacks

 EN

Necessary

Preferences

Statistics

Marketing

Show details

This website uses cookies

We use cookies to personalise content and ads, to provide social media features and to analyse

our traffic. We also share information about your use of our site with our social media, advertising

and analytics partners who may combine it with other information that you’ve provided to them or

that they’ve collected from your use of their services. You consent to our cookies if you continue

to use our website.

4/20/26, 3:11 PM Vba32 Antivirus v3.36.0 - DoS | Fluid Attacks

https://fluidattacks.com/advisories/rollins 5/6

https://fluidattacks.com/platform
https://fluidattacks.com/products/sast
https://fluidattacks.com/products/ai-sast
https://fluidattacks.com/products/sca
https://fluidattacks.com/products/dast
https://fluidattacks.com/products/mast
https://fluidattacks.com/products/cspm
https://fluidattacks.com/products/ptaas
https://fluidattacks.com/products/secure-code-review
https://fluidattacks.com/products/reverse-engineering
https://fluidattacks.com/ai-products
https://fluidattacks.com/integrations
https://fluidattacks.com/continuous-hacking
https://fluidattacks.com/solutions/application-security
https://fluidattacks.com/solutions/ai-code-security-assistance
https://fluidattacks.com/solutions/application-security-posture-management
https://fluidattacks.com/solutions/ai-security
https://fluidattacks.com/solutions/cloud-security
https://fluidattacks.com/solutions/risk-based-vulnerability-management
https://fluidattacks.com/solutions/software-supply-chain-security
https://fluidattacks.com/solutions/compliance
https://fluidattacks.com/
https://fluidattacks.com/targets/web-applications
https://fluidattacks.com/targets/mobile-applications
https://fluidattacks.com/targets/apis-and-microservices
https://fluidattacks.com/targets/containers
https://fluidattacks.com/targets/infrastructure-as-code
https://fluidattacks.com/targets/cloud-infrastructure
https://fluidattacks.com/targets/llm-applications-and-genai
https://fluidattacks.com/about-us
https://fluidattacks.com/customers
https://fluidattacks.com/certifications
https://fluidattacks.com/partners
https://fluidattacks.com/careers
https://trust.fluidattacks.tech/
https://fluidattacks.com/advisories
https://fluidattacks.com/blog
https://fluidattacks.com/
https://fluidattacks.com/reports
https://fluidattacks.com/cybersecurity-essentials
https://fluidattacks.com/events
https://help.fluidattacks.com/portal/en/home
https://training.fluidattacks.tech/collections
https://fluidattacks.com/benchmarking-top-appsec-tools-and-pentesting/
https://chatgpt.com/?q=Analyze%20https%3A//fluidattacks.com%20and%20summarize%20what%20the%20company%20does%2C%20its%20solution%20and%20how%20it%20stands%20out%20if%20compared%20with%20other%20AppSec%20and%20ASPM%20offerings.%20Include%20benefits%2C%20use%20cases%20and%20potential%20competitive%20advantages
https://claude.ai/new?q=Analyze%20https%3A//fluidattacks.com%20and%20summarize%20what%20the%20company%20does%2C%20its%20solution%20and%20how%20it%20stands%20out%20if%20compared%20with%20other%20AppSec%20and%20ASPM%20offerings.%20Include%20benefits%2C%20use%20cases%20and%20potential%20competitive%20advantages
https://www.google.com/search?udm=50&aep=11&q=My%20company%20develops%20its%20own%20software%20and%20needs%20continuous%20security%20tests%20leveraging%20the%20latest%20technology%20in%20AppSec%2C%20keeping%20sensitive%20company%20and%20customer%20data%20safe%20from%20breaches.%20What%20are%20the%20advantages%20of%20choosing%20Fluid%20Attacks%3F
https://perplexity.ai/search/new?q=Analyze%20https%3A//fluidattacks.com%20and%20summarize%20what%20the%20company%20does%2C%20its%20solution%20and%20how%20it%20stands%20out%20if%20compared%20with%20other%20AppSec%20and%20ASPM%20offerings.%20Include%20benefits%2C%20use%20cases%20and%20potential%20competitive%20advantages
https://fluidattacks.com/
https://www.cookiebot.com/en/what-is-behind-powered-by-cookiebot/?utm_source=banner_cb&utm_medium=referral&utm_content=v2


Subscribe to our newsletter

Stay updated on our upcoming events and latest blog posts, advisories and other engaging 

resources.

Subscribe

SOC 2 Type II

SOC 3

© 2026 Fluid Attacks. We hack your software.
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