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Loomio 2.22.1 - Code injection
7.2 High

Discovered by

Carlos Bello

Offensive Team, Fluid Attacks

Summary

Full name Loomio 2.4.1 - Code injection

Code name Stones

State Public

Release date Feb 29, 2024

Affected product Loomio

Affected version(s) Version 2.22.1

Vulnerability name OS Command Injection

Vulnerability type 404. OS Command Injection

Remotely exploitable Yes
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CVSS v3.1 vector string CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:

H

CVSS v3.1 base score 7.2

Exploit available Yes

CVE ID(s) CVE-2024-1297

Description

Loomio version 2.22.1 allows executing arbitrary commands on the server. This is possible because the 

application is vulnerable to OS Command Injection.

Vulnerability

A command injection vulnerability has been identified in Loomio that allows an attacker to obtain RCE on 

the server. This was made possible by sending a malicious url to the server.

Exploit

A malicious URL is sent to the server.

Evidence of exploitation

https://github.com/loomio/loomio/blob/master/app/views/admin/groups/import.haml#L1•
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Our security policy

We have reserved the ID CVE-2024-1297 to refer to this issue from now on.

Disclosure policy

System Information

Mitigation

An updated version of Loomio is available at the vendor page.

https://github.com/loomio/loomio/blob/master/app/admin/groups.rb#L214•

https://github.com/loomio/loomio/blob/master/app/services/group_export_service.rb#L220•

Version: Loomio 2.22.1

Operating System: MacOS

•

•
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References

Credits

The vulnerability was discovered by Carlos Bello from Fluid Attacks' Offensive Team.

Vendor page https://github.com/loomio/loomio/

CVE addressed | Patch 

https://github.com/loomio/loomio/commit/6bc5429bfb5a9c7c811a4487d97ea54a8b23a0fa#diff-

b9a7e6b3dfb0fd855c11198a7c53e6f6f90945f28c78cc5dbd960d04d5d28203

•

•

Timeline

Feb 12, 2024

Vulnerability discovered

Feb 12, 2024

Vendor contacted

Feb 19, 2024

Vendor replied

Feb 25, 2024

Vendor confirmed

Does your application use this vulnerable software?

During our free trial, our tools assess your application, identify vulnerabilities, and provide recommendations for 

their remediation.

Start free trial

Fluid Attacks' solutions enable organizations to identify, prioritize, and remediate vulnerabilities in 

their software throughout the SDLC. Supported by AI, automated tools, and pentesters, Fluid Attacks 
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accelerates companies' risk exposure mitigation and strengthens their cybersecurity posture.
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Subscribe to our newsletter

Stay updated on our upcoming events and latest blog posts, advisories and other engaging 

resources.

Subscribe

SOC 2 Type II

SOC 3
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