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Reflected XSS in Operation Center

IR Number FG-IR-26-109

Published Date Apr 14,2026

Component GUI

Severity A Medium

Discovered Internal

Attack Type Unauthenticated

Known Exploited No

CVSSv3 Score 4.9

Impact Execute unauthorized code or commands
CVEID CVE-2025-61886
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Version Affected Solution

FortiSandbox 5.0 5.0.0 through 5.0.4 Upgrade to 5.0.5 or above

FortiSandbox 4.4 Not affected Not Applicable

FortiSandbox 4.2 Not affected Not Applicable

FortiSandbox PaaS 5.0 5.0.0 through 5.0.4 Upgrade to 5.0.5 or above

FortiSandbox PaaS 4.4 Not affected Not Applicable

FortiSandbox PaaS 4.2 Not affected Not Applicable
Acknowledgement

Internally discovered and reported by William Hsu from Fortinet InfoSec team.

Timeline

2026-04-14: Initial publication
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