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Heap-based buffer overflow in oftpd
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IR Number FG-IR-26-121

Published Date Apr 14, 2026

Component OTHERS

Severity  High

Discovered Internal

Attack Type Unauthenticated

Known Exploited No

CVSSv3 Score 7.3

Impact Escalation of privilege

CVE ID CVE-2026-22828

Download  CVRF

 CSAF

Summary

A heap-based buffer overflow vulnerability [CWE-122] in FortiAnalyzer Cloud oftpd daemon

may allow a remote unauthenticated attacker to execute arbitrary code or commands via

specifically crafted requests. Successful exploitation would require a large amount of effort in

preparation because of ASLR and network segmentation

This site uses cookies. Some are essential to the operation of the site; others

help us improve the user experience. By continuing to use the site, you consent

to the use of these cookies. To learn more about cookies, please read our

privacy policy.

Accept

4/15/26, 6:30 AM PSIRT | FortiGuard Labs

https://fortiguard.fortinet.com/psirt/FG-IR-26-121 1/2

https://fortiguard.fortinet.com/
https://fortiguard.fortinet.com/psirt
https://fortiguard.fortinet.com/psirt
https://fortiguard.fortinet.com/psirt
https://fortiguard.fortinet.com/psirt
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C&version=3.1
https://fortiguard.fortinet.com/psirt/cvrf/FG-IR-26-121
https://fortiguard.fortinet.com/psirt/cvrf/FG-IR-26-121
https://fortiguard.fortinet.com/psirt/csaf/FG-IR-26-121?csaf_url=https://filestore.fortinet.com/fortiguard/psirt/csaf_heap-based-buffer-overflow-in-oftpd-daemon_fg-ir-26-121.json
https://fortiguard.fortinet.com/psirt/csaf/FG-IR-26-121?csaf_url=https://filestore.fortinet.com/fortiguard/psirt/csaf_heap-based-buffer-overflow-in-oftpd-daemon_fg-ir-26-121.json
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html


Version Affected Solution

FortiAnalyzer Cloud 7.6 7.6.2 through 7.6.4 Upgrade to 7.6.5 or above

FortiManager Cloud 7.6 7.6.2 through 7.6.4 Upgrade to 7.6.5 or above

Thanks to network segmentation, this vulnerability could only be exploited if the attacker has

already access to another cloud component belonging to the same entity.
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