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Severity High

Published Date 21-Apr-2026
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Vulnerabilities CVE-2025-14362

 

Notes

Description

The login limit is not enforced on the SFTP service of Fortra's GoAnywhere MFT prior to 7.10.0 if the Web User
attempting to be logged in to is configured to log in with an SSH Key, making the SSH key vulnerable to being
guessed via Brute Force.

 

Vulnerabilities
 

Severity High

CVE CVE-2025-14362

CWE CWE-307:Improper restriction of excessive
authentication attempts

Discovery Date 17-Nov-2023

CSSv3.1 7.3 (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L)

Affected Products GoAnywhere MFT

Vulnerability Notes

Remediation: Vendor Fix

Upgrade to patched version.
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