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Jizhicms v2.5.4 is vulnerable to SQL injection in the product editing module.

Product Name: Jizhicms

Affected Versions: v2.5.4

Affected Component: app/admin/c/ProductController.php

Affected Function: editproduct()

Affected Endpoint: /index.php/admins/Product/editproduct.html

Discovery Date: 2025-04-24

The application fails to adequately validate and escape user input submitted via the body

parameter to the /index.php/admins/Product/editproduct.html  endpoint, allowing an
authenticated attacker to inject and execute arbitrary SQL statements.

CVE-2025-50229: Jizhicms v2.5.4 SQL
Injection

Vulnerability Overview

Affected Product

Vulnerability Description
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Remote.
The attack requires an authenticated user who can submit content to the vulnerable
endpoint.

Attack Type
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