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1 [CVE ID]

2 CVE-2024-44775

3 [Product]

4 kmqtt v0.2.7

5 [Problem Type]

6 DoS

7 [Description]

8 An issue in kmqtt v0.2.7 allows attackers to cause a Denial of Service.

9 [Affected Component]

10 Directly causing the entire broker to collapse and unable to provide normal services

11 [Attack Vectors]

12 Based on TCP/IP protocol and MQTT protocol, sending the following data packet directly wil

13  b'\x10J\x00\x04MQTT\x05\x06\x00<\x03\x97\x00\n\x00\x17mqttools-f35b79\x18295B811\x00\x00\
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