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1 [CVE ID]

2 CVE-2024-50948

3 [Product]

4 mochi MQTT v2.6.3

5 [Problem Type]

6 DoS

7 [Description]

8 An issue in mochi MQTT v2.6.3 allows attackers to cause a Denial of Service.

9 [Affected Component]

10 Directly causing the entire broker to collapse and unable to provide normal services

11 [Attack Vectors]

12 My experimental environment is i7-9700, memory 16G.Based on this, I created a ubuntu opera

13 Randomly construct MQTT data packets and continuously send a large number of malicious dat

14 Especially when multiple test tools are turned on to send data packets, the crash time of 

15 This may occur because the fuzzer repeatedly generates different client IDs and the sessio
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