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CouchCMS-privilege-Escalation.md

Vulnerability :- Privilege Escalation via
Parameter Tampering in CouchCMS

A normal Admin user can able to make as many SuperAdmin users in CouchCMS, which is
not in the application functionality. By doing so, that user is able to become a SuperAdmin
on the application without any restriction.

Theory :

This application has mainly 4 Types of Users

1. Super Admin

2. Admin

3. Authenticated (special)
4. Only Authenticated

STEPS TO REPRODUCE

1. Open and Setup CouchCMS

Open and setup CouchCMS in any XAMPP or LAMP server:
https://github.com/CouchCMS/CouchCMS

https://gist.github.com/thepiyushkumarshukla/477e2d2bbbe8cc3ec0d640c50f0cf9el 1/9
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™ couchcms X +

& c hps//192.168.1.6/CouchCMS/couch/

=

CouchCMS

A Installation required

2 admin

&= admin@admin.com

+ Install

2. Login with Initial Credentials

Sign in and log in with the first created credentials, which you made during the setup

process.

3. Navigate to the Users Section

T Admin Panel X+

<« c h#ps,//192.168.1.6/CouchCMS/couch/

= COUCH Welcome

1=
MmN CMS UNCOMPLICATED
Hello admin

— TEMPLATES

— ADMINISTRATION

& users <

Download Dump

+] Log Out Q View Site

CouchCMS Version 2.4 (20231006)
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4. Add a Normal Admin User from Here

& c hps://192.168.1.6/CouchCMS/couch/Zo=users&q=list

¥ COUCH

CMS UNCOMPLICATED Users

Hello admin o List
— TEMPLATES
Display Name
—  ADMINISTRATION

admin
S users

Bulk action with selected v «  Apply

<] Log Out Q view Site

CouchCMS Version 2.4 (20231006)

T Admin Panel X+

& (] htps//192.168.1.6/CouchCMS/couch/?o=users&q=list
Omm—

COUCH

CMS UNCOMPLICATED Users

0 admin o List
— TEMPLATES
Display Name
—  ADMINISTRATION

admin
S users

Bulk action with selected v v  Apply

+] Log Out Q View Site

CouchCMS Version 2 4 (20231006)

= Add New

Email Address Role Actions

admin@admin.com Super Admin ’

¥ o« B B3 O , 93 QO

*’ = Add New

Email Address Role Actions

admin@admin.com Super Admin

https://gist.github.com/thepiyushkumarshukla/477e2d2bbbe8cc3ec0d640c50f0cf9el
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™ Admin Panel x o+

< c ktps//192.168.1.6/CouchCMS/couch/?o=users8q=create/ba67a13ce69194b5dd617546a5225a25

1= COUCH Users

CMS UNCOMPLICATED

ello admin & Edit

TEMPLATES
Username (Only Lowercase characters, num en and underscore p

ADMINIS TRATION newuser

fezn (required)

Display Name
newuser

(required)

Email Address
user@user.com

(required)

Role

Adn

Administrator

Auther
Auther

New Password | o 2 leave this blank

(required)

Repeat Password (

5. A Normal Admin User Added

™ Admin Panel X+

& c hps://192.168.1.6/CouchCMS/couch/Zo=users&q=list

S COUCH s

CMS UNCOMPLICATED

Hello admin

— TEMPLATES

Display Name Email Address

— ADMINISTRATION

newuser

Bulk action with selected v  Apply

Administrator

6. Now Login as this newuser into the Application

https://gist.github.com/thepiyushkumarshukla/477e2d2bbbe8cc3ec0d640c50f0cf9el

4 Add New

Actions
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™ couchcms X +

& c h#ps,//192.168.1.6/CouchCMS/couch/login.php?redirect=%2FCouchCMS %2Fcouch%2F

=

Admin Panel

’a & newuser

=lLogn

7. Expected Behavior

Now from here, no Admin user can able to add another Admin user or either Super Admin

user, because the application is made in a way that only one Super Admin will be possible
in the application.

8. Try to Add Any Normal User

Now navigate to the Users section, and try to add any normal user of your choice.

T Admin Panel x o+

& (¢ https,//192.168.1.6/CouchCMS/couch/

7= COUCH

CMS UNCOMPLICATED

Welcome
— TEMPLATES

— ADMINISTRATION

<] Log Out Q view Site
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™ Admin Panel x o+

& c hps://192.168.1.6/CouchCMS/couch/Zo=users&q=list

!M:schEAl;! Users —> + Add New

Hello newuser & List

— TEMPLATES

Name Display Name Email Address Role Actions
—  ADMINISTRATION

& Users admin admin admin@admin.com Super Admin

newuser newuser user@user.com Administrator

Bulk action with selected

<] Log Out Q View site
COUCHCMS Version 2.4 (20231006) =

T Admin Panel X+

= c https://192.168.1.6/CouchCMS/couch/?o=users8q=create/d09e080bd00fd0e7 11512597386 1e2

= COUCH

CMS UNCOMPLICATED Users

ello newuser & Edit

TEMPLATES

Username (Only Lowercase characters, numerals, hyphen and underscore permitted)

ADMINIS TRATION newsuperadmin

ez (required)
Display Name
newsuperadmin
(required)
Email Address
newsuperadmin@newsuperadmin.com

(required)

Role

Authenticated User (Special)

Authenticated User (Special)

Authenticated User

<] Log Out Q View Site
(required)

CouchCMS Version 2 4 (20231006 =
‘ ) = Repeat Password (Type your new password again

There is no option to add any SUPER ADMIN or even ADMIN user.

9. Intercept the Request Using Burp Suite

Before submitting the request, open Burp Suite and turn on interception.
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% Burp Project Intruder Repeater View Help Turbo Intruder
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn WTEditor @) >~ O {é}
Autorize

Intercept HTTP history WebSockets history Match and replace {§} Proxy settings
@ Logging of out-of-scope Proxy traffic is disabled Re-enable

@ Intercept on @ Open browser

Intercept is on

Messages between Burp's browser and your target servers are held here. This enables you to
analyze and modify these messages, before you forward them.

Learn more Open browser

Event log (2) All issues (50) * @ Memory: 240.9MB of 3.96GB

10. Capture the Raw HTTP Request

After clicking on save , you are able to see the raw HTTP request here.

# Burp Project Intruder Repeater View Help Turbo Intruder
Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn JWT Editor @ >~ O {§}

Autorize
HTTP history WebSockets history Match and replace {§} Proxy settings
@ Logging of out-of-scope Proxy traffic is disabled Re-enable

@ Intercept on - Forward Drop v Request to https;//192.168.1.6:443 & @ Open browser

Time Type Direction Method URL Status code
16:48:58 3.. HTTP > Request POST https://192.168.1.6/CouchCMS/couch/?o=users&q=create/d09e080bd 00fd0e7115e12f5973861e2

Request Inspector
Pretty Raw  Hex QS n =
POST /CouchCMs/couch/?o=users&q=create/d09e080bd00fd0e7115e12f5973861e2 HTTP/1l.1
Host: 192.168.1.6
Cookie: couchcms_testcookie=CouchcMs%20test%20cookie;
couchecms_2ed09ff5bedd83243e478220dfe6af9l=
newuser%3A1775042194%3Afc225c2be33261b3ad6a22cd5cf716dc; PHPSESSID=
Omgkj4sttaaulOgqcke9j0282td
Content-Length: 933
Cache-Control: max-age=0
Sec-Ch-Ua: "Chromium";v="143", "Not A(Brand";v="24" Request headers
Sec-Ch-Ua-Mobile: 70
Sec-Ch-Ua-Platform: "windows"
Accept-Language: en-US,en;q=0.9
origin: https://192.168.1.6

Request attributes

jopadsul g

Request query parameters
Request body parameters

Request cookies

S9ION (i)

WebK1tFormBoundarylLwanBNBPEmAaxUvL

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, 1like
Gecko) Chrome/143.0.0.0 Safari/537.36

Accept:

@@ S = L] 0highlights

11. Locate the Parameter

Scroll down to the bottom, and you will find a new parameter: f_k_levels_list
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12. Modify the Parameter Value

This value is 4 , which represents only an authenticated user creation request. Now
simply change this value to 10 .
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13. Forward the Request

And simply forward this request.
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14. Verify the Result
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Now navigate to the Users section again with the same newuser , and you will find that a

new Super Admin user is created, which is never allowed to be created by this
application.
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15. Impact

This way, a normal Admin user is able to fully take over the application by adding a Super
Admin user, which is never intended to be done.
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