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Description

Summary

The nginx-ui application is vulnerable to a Race Condition. Due to the complete absence of
synchronization mechanisms (Mutex) and non-atomic file writes, concurrent requests lead to the severe
corruption of the primary configuration file ( app.ini ). This vulnerability results in a persistent Denial of
Service (DoS) and introduces a non-deterministic path for Remote Code Execution (RCE) through
configuration cross-contamination.

Details

The vulnerability exists because the settings update pipeline does not implement any synchronization
primitives. When multiple requests reach the handler simultaneously:

1. Memory Corruption: Protectedrill() modifies shared global singleton pointers without thread-
safety, leading to inconsistent states in memory.

2. File Corruption: The underlying library ( gopkg.in/ini.v1 ) performs direct overwrites. Concurrent
write operations interleave at the OS level, resulting in app.ini files with empty leading lines,
truncated fields, or partially overwritten configuration keys.

3. State Persistent Failure: Depending on which bytes are corrupted, the application either fails its
"is-installed" check (redirecting to /install ) or encounters a fatal error during boot/runtime that
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prevents the process from responding to any further requests.

Environment:

e OS: Kali Linux 6.17.10-1kalil1 (6.17.10+kali-amd64)
e Application Version: nginx-ui v2.3.3 (513) e5daédd (gol.26.0)

« Deployment: Docker Container

PoC

0. Check original app.ini file valid state:

rootg047dcd55b7df: /etc/nginx-ui# cat app.ini

go0a
debug

= false

false
= false

1. Log into the nginx-ui dashboard.

2. Navigate to Preferences and update settings. Capture a POST /api/settings request and send it
to Burp Suite Intruder.

3. Configure the attack with Null payloads (to test basic concurrency) or a Fuzzing list (to test data-
driven corruption).

4. Set the Resource Pool to 20-50 concurrent requests.
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<) 33.Intruder attack of http://10.0.2.15:8080

Results Pasitions

' Capture filter: Capturing all items

Y View filter: Showing all items

Request A Payload Status code Response received Error Timeout Length Comment
10572 null 502 5 314
‘ 10573 null 502 1 314
10574 null 502 0 314
10575 null 502 o 314
10576 null 502 3 314
10577 null 502 1 314
Request Response b==
Pretty Raw Hex Fo n = Pretty Raw Hex Render I n =

L POST fapi/settings HTTR/1.1 HTTP/1.1 502 Bad Gateway

1
2 Host: 10.0,2,15:8080 2 Server: nainx/1.29.5
3 User-Agent: Mozilla/5.0 (X11: Linux %86 54; rv:140.0) Gecko/20100101 3 Date: Sat, 14 Mar 2026 09:43:02 GMT
Firefox/140.0 4 Content-Type: text/html
4 Accept: #/# 5 Content-Length: 157
5 Accept-Language: en-US,en;g=0.5 & Connection: keep-alive
5 Accept-Encoding: gzip, deflate, br 7
7 Content-Type: application/json & <=html=
3 Authorization: @ <head>
ey JhbGci0iITUzIINATISTINRSCCIETkpXVCIS, ey UYWL T ol YWRtaWdil CI1e2Vy x21kTjoxLCIpc3M <title=
101J0Z21ueCBVSSIsInN1YiI6ImFkbWl uliwi Z¥hwIj oxNzczMNTEzM] MLLCIuYmYi0j E3NzMOM] Y 4HzU S02 Bad Gateway
sInLhdCIEGMTc3MzQyNj gzNSwianRpIjo1MS]9. exEBUCCSwha0dvDECT ouuw7F2RecSd r2VL19B06Go S =/title=
g </head>
2 Content-Length: 1584 10 <body=
3 Origin: http://10.0.2.15:8080 11 <centers=
L Connection: keep-alive <hl=
3 Referer: http://10.0,2,15: 8080/ 502 Bad Gateway
3 Cookie: token= </hl=
ey JhbGc1011IUzI1INATIsINRScCIEIkp VLIS, ey JUYWILI] o1 YWRt aWd1LCI1lc2Vy 21 kIjoxLCIpc3M </centers
101J0Z2LueCBYSSIsInNLIY1ISInFkbWL uliwl Z¥hwI] oxNzezNTEzM) MILCIuYmY1 0] E3NzMOM] Y4HzU 12 <hr=>
sImlhdCIEMTc3MzOyN] gzNSwianRpIjoiMS19, ex6BUCCOwha0dvDECT ouuw7F2RecSd r2VL19B06G0 3 =centers=
8; short_token=bKnFHy8jPZnHugOo nginx/1.29.5
) </centers
EIR 13 =/body>
vapp":{ 14 </html=
"nane size":50000. 15

5. Observation (In-flight corruption): Monitor the app.ini file. You will observe the file being
written with empty leading lines or incomplete key-value pairs.

2026-03-14 ©9:05:08.477 githuh.cnm/ﬂxJck_v,"NginxfuI/settingsfserveLvl.gn:llﬂ setting.init, fail to parse 'app.ini': key-value delimiter not found: er]

“Ccontext canceled

[ ~/Documents/nginx-ui]
kali@kali: /mnt/user/appdata/nginx-ui 238x20

webauthn]
RPDisplayName =
RPID =
RPOrigins

[app]
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githuh.(-)m,-"tiv:r..)- y/Nginx-UI/settings/server_v1.go:118 setting.init, fail to parse 'app.ini': key-value delimiter not found: nginx]

kali@kali: /mnt/user/appdata/nginx-ui 238x20

RecursiveNameserver
TTPChallengePort

6. Observation (Recovery Failure): If the service redirects to /install , attempting to complete the
setup again often fails because the underlying configuration state is too corrupted to be reconciled
by the installer logic.

7. Observation (Total Service Collapse): When the corruption in app.ini becomes so severe, the
Go runtime or the INI parser encounters a fatal error, causing the Nginx-Ul service to stop
responding entirely (Hard DoS).

O | @ NotSecure &2  http://10.0.2.15:8080/%/preference?tab=logrotat

I @ KaliDocs @ Kali Forums @ Kali NetHunter @3 Exploit-DB @ Google Hacking DB @ OffSec

502 Bad Gateway

nginx/1.29.5

8. Observation (Cross-Section Contamination): During testing, it was observed that sometimes INI
sections become interleaved. For example, fields belonging to the [nginx] section (like
ConfigbDir or Reloadcmd ) were erroneously written under the [webauthn] section.

Example of corrupted output observed:

[webauthn] d;
RPDisplayName =
RPID =
RPOrigins =
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gDirWhiteList =
ConfigDir = /etc/nginx
ConfigPath =
PIDPath = /run/nginx.pid
SbinPath =
TestConfigCmd =
ReloadCmd = nginx -s reload
RestartCmd = nginx -s stop
StubStatusPort = 51820
ContainerName =

hnpact

This is a High security risk (CWE-362: Race Condition).

« Integrity: Permanent corruption of application settings and system-level configuration.

« Availability: High. The attack results in a persistent Denial of Service that cannot be recovered via
the web UI.

 Remote Code Execution (RCE) Risk: Since the application allows updating certain fields (like
Node Name) and uses others as shell commands (like ReloadCmd or RestartCmd), the observed
"cross-contamination” of INI values means an attacker could potentially force a user-controlled
string into a command execution field. If ReloadCmd is overwritten with a malicious payload
provided in another field, the next nginx reload will execute that payload. While highly impactful,
this specific exploit path is non-deterministic and depends on the precise interleaving of thread
execution, making targeted exploitation difficult.

Recommended Mitigation

1. Implement Mutex Locking: Wrap the pProtectedFill and settings.Save() callsina
sync.Mutex to serialize access to global settings.

2. Atomic File Writes: Implement a "write-then-rename" strategy. Write the new configuration to
app.ini.tmp and use os.Rename() to replace the original file atomically, ensuring the
configuration file is always in a valid state.

Severity

7.1/10

CVSS v4 base metrics

Exploitability Metrics

Attack Vector Network
Attack Complexity Low
Attack Requirements None
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Privileges Required High
User interaction None

Vulnerable System Impact Metrics

Confidentiality Low
Integrity High
Availability High

Subsequent System Impact Metrics

Confidentiality None
Integrity None
Availability None

Learn more about base metrics

CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UL:IN/VC:L/VI:H/VA:H/SC:N/SI:N/SA:N

CVE ID

CVE-2026-33028

Weaknesses

» CWE-362

Credits

o, dapickle Reporter
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