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[T 1 file changed +46 -1 lines changed

Q Filter files...
v B uilsrc
chat.ts

L] 1 file changed +46 -1 lines changed

Vv ui/src/chat.ts

® Actions () Security and quality 19

-

Q  Search within code

s @@ -12,7 +12,8 @@ import i18n from '@/locales'
12 12 import Components from '@/components’
13 13 import directives from '@/directives’
14 14
15 - import { config } from 'md-editor-v3'

15 + import { getDefaultWhitelList } from 'xss'

16 + import { config, XSSPlugin } from 'md-editor-v3'

16 17 import screenfull from 'screenfull'
17 18
18 19 import katex from 'katex'
: @@ -43,6 +44,50 @@ config({
43 44 instance: mermaid,
44 45 3
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i
markdownItPlugins(plugins) {

return [
...plugins,

{
type:
plugin: XSSPlugin,

'xss',
options: {

xss() {

return {

whitelList: Object.assign({}, getDefaultWhiteList(),

video: ['src', 'controls', 'width', 'height',

'playsinline'],

source: ['src', 'type'],

input: ['class', 'disabled', 'type', 'checked'],

iframe: [

'class’',
'width',
'height',
'src',

'title',
'border',
'frameborder',
'framespacing',
'allow',

'allowfullscreen',

1

1),
onTagAttr: (tag: string, name: any, value:
if (tag === 'video') {
// B BER
if (name === 'autoplay') return "'

// [R#|] preload
if (name === 'preload' && !['none',
'metadata'].includes(value)) {

return 'preload="metadata"'

}

return undefined
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any) => {

'preload’,
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84 + 3,

85 + }

86 + 3

87 + 3,

88 + +

89 + 1

90 + 3,
46 91 1)
47 92 const app = createApp(App)
48 93 app.use(createPinia())
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