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Merge pull request #18236 from Budibase/fix/ssrf-rest

fix: block internal REST targets by default

¥ master (#18236) - (O database-2.1.0 *-- 3.33.4

2 parents 34aa529 + 473bc2c commit 5b0fe83 Ll.j

™ Top

PT) 4 files changed +298 -69 lines changed

Q_ Filter files...

v B packages

v B tests

[I] 4 files changed +298-69 lines changed

A%

blacklist.ts

v [ server/src

v BB backend-core/src/blacklist

blacklist.spec.ts

v [ api/routes/tests/queries
rest.spec.ts
v [ automations/tests

oauth2.spec.ts

Q. Search within code

...ges/backend-core/src/blacklist/blacklist.ts

@@ -3,52 +3,140 @@ import net from "net"

import env from "../environment"
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import { promisify } from "util"

let blackListArray: string[] | undefined
const DEFAULT_BLACKLIST = [
"127.0.0.0/8",
"10.0.0.0/8",
"172.16.0.0/12",
"192.168.0.0/16",
"169.254.0.0/16",
"0.0.0.0/8",
"::1/128",
"fcoo::/7",
"fe80::/10",

] as const

let blackList: net.BlockList | undefined

const performLookup = promisify(dns.lookup)

async function lookup(address: string): Promise<string[]> {

if (!'net.isIP(address)) {

// need this for URL parsing simply
if ('address.startswith("http")) {
address = “https://${address}"

}

address = new URL(address).hostname

function getIpVersion(address: string): "ipv4" | "ipve" {
return net.isIP(address) === 6 ? "ipv6e" : "ipv4"

}

function getMaxPrefixLength(address: string): number | null {

const ipVersion = net.isIP(address)
if (ipVersion === 4) {
return 32
}
if (ipVersion === 6) {
return 128
}
return null
}
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function getValidSubnetPrefix(address: string, prefix: string): number | null {

if (!/M\d+$/.test(prefix)) {
return null

}

const parsedPrefix = Number.parseInt(prefix, 10)

const maxPrefixLength = getMaxPrefixLength(address)

if (maxPrefixLength == null || parsedPrefix > maxPrefixLength) {
return null

}

return parsedPrefix

}

function parseAddress(address: string) {
if (net.isIP(address)) {
return address
}
if (l!address.startswith("http")) {
address = “https://${address}"

}
return new URL(address).hostname.replace(/A\[|\]$/g, "")

async function lookup(address: string): Promise<string[]> {
address = parseAddress(address)
const addresses = await performLookup(address, {
all: true,

1)

return addresses.map(addr => addr.address)

function addEntryToBlacklist(blockList: net.BlockList, entry: string) {
const trimmed = entry.trim()
if ('trimmed) {

return

const segments = trimmed.split("/")

if (segments.length > 2) {
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console.log( Ignoring invalid blacklist entry: ${trimmed} ")

return

const [ip, prefix] = segments
const parsedIp = net.isIP(ip)
if (segments.length === 2) {
const parsedPrefix = getValidSubnetPrefix(ip, prefix)
if (parsedIp && parsedPrefix !== null) {
blockList.addSubnet(ip, parsedPrefix, getIpVersion(ip))

return

console.log( Ignoring invalid blacklist entry: ${trimmed} ")

return

if (parsedIp) {

blockList.addAddress(ip, getIpVersion(ip))

export async function refreshBlacklist() {

const blacklist = env.BLACKLIST_IPS
const list = blacklist?.split(",") || [1]
let final: string[] = []
for (let addr of list) {
const trimmed = addr.trim()
if (!'net.isIP(trimmed)) {
const addresses = await lookup(trimmed)
final = final.concat(addresses)
} else {
final.push(trimmed)
const next = new net.BlockList()
for (const entry of DEFAULT_BLACKLIST) {

addEntryToBlacklist(next, entry)

const configuredBlacklist = env.BLACKLIST_IPS?.split(",") || [1]

for (const entry of configuredBlacklist) {
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const trimmed = entry.trim()
if ('trimmed) {
continue
}
const [ip] = trimmed.split("/")
if (net.isIP(ip)) {
addEntryToBlacklist(next, trimmed)
continue
}
const addresses = await lookup(trimmed)
for (const address of addresses) {
addeEntryToBlacklist(next, address)
}
}
blackListArray = final
blackList = next
}

export async function isBlacklisted(address: string): Promise<boolean> {

if (!'blackListArray) {

if (!'blackList) {
await refreshBlacklist()

}

if (blackListArray?.length ===
return false

}
// no need for DNS

let ips: string[]
if (!'net.isIP(address)) {
ips = await lookup(address)
try {
ips = await lookup(address)
} catch {
return true

}
} else {

0) {
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ips = [address]
}
return !!blackListArray?.find(addr => ips.includes(addr))

return ips.some(ip => blackList!.check(ip, getIpVersion(ip)))

..-core/src/blacklist/tests/blacklist.spec.ts

@@ -1,46 +1,155 @@
import { refreshBlacklist, isBlacklisted } from ".."
import env from "../../environment"

import { setEnv } from "../../environment"

describe("blacklist", () => {
beforeAll(async () => {
env._set(
"BLACKLIST_IPS",
"www.google.com,192.168.1.1, 1.1.1.1,2.2.2.2/something"

)

await refreshBlacklist()
1)
describe("default ranges", () => {

let restoreEnv: (() => void) | undefined

it("should blacklist 192.168.1.1", async () => {
expect(await isBlacklisted("192.168.1.1")).toBe(true)
1)
beforeAll(async () => {
restoreEnv = setEnv({ BLACKLIST_IPS: undefined })

await refreshBlacklist()

1)

it("should allow 192.168.1.2", async () => {
expect(await isBlacklisted("192.168.1.2")).toBe(false)
1)
afterAll(async () => {
restoreeEnv?. ()

await refreshBlacklist()

1)

it("should blacklist www.google.com", async () => {
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expect(await isBlacklisted("www.google.com")).toBe(true)
1)
it("should blacklist localhost", async () => {
expect(await isBlacklisted("127.0.0.1")).toBe(true)

1)

it("should handle a complex domain", async () => {
expect(
await isBlacklisted("https://www.google.com/derp/?something=1")
).toBe(true)
1)
it("should blacklist RFC1918 addresses", async () => {
expect(await isBlacklisted("192.168.1.1")).toBe(true)
expect(await isBlacklisted("10.0.0.1")).toBe(true)

expect(await isBlacklisted("172.16.0.1")).toBe(true)
1)

it("should allow www.microsoft.com", async () => {
expect(await isBlacklisted("www.microsoft.com")).toBe(false)
it("should blacklist link-local addresses", async () => {

expect(await isBlacklisted("169.254.169.254")).toBe(true)
1)

it("should allow public IPs by default", async () => {
expect(await isBlacklisted("8.8.8.8")).toBe(false)

1)

it("should block addresses that fail lookup or parsing", async () => {

expect(await isBlacklisted("http://[")).toBe(true)
1)

it("should block addresses when DNS lookup fails", async () => {
expect(await isBlacklisted("https://budibase-ssrf.invalid")).toBe(true)
1)
1)

it("should blacklist an IP that needed trimming", async () => {
expect(await isBlacklisted("1.1.1.1")).toBe(true)
describe("configured entries", () => {

let restoreEnv: (() => void) | undefined
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beforeAll(async () => {
restoreEnv = setEnv({
BLACKLIST_IPS: "www.google.com,192.168.1.1,1.1.1.1",
1)

await refreshBlacklist()

1)

afterAll(async () => {
restoreEnv?. ()

await refreshBlacklist()

1)

it("should blacklist 192.168.1.1", async () => {
expect(await isBlacklisted("192.168.1.1")).toBe(true)

1)

it("should allow public IPs that are not configured", async () => {

expect(await isBlacklisted("8.8.8.8")).toBe(false)
1)

it("should blacklist www.google.com", async () => {

expect(await isBlacklisted("www.google.com")).toBe(true)

1)

it("should handle a complex domain", async () => {
expect(
await isBlacklisted("https://www.google.com/derp/?something=1")
).toBe(true)
1)

it("should allow www.microsoft.com", async () => {

expect(await isBlacklisted("www.microsoft.com")).toBe(false)

1)

it("should blacklist an IP that needed trimming", async () => {
expect(await isBlacklisted("1.1.1.1")).toBe(true)

1)

it("should blacklist 1.1.1.1/something", async () => {
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expect(await isBlacklisted("1.1.1.1/something")).toBe(true)

1)
1)

it("should blacklist 1.1.1.1/something", async () => {
expect(await isBlacklisted("1.1.1.1/something")).toBe(true)
describe("malformed CIDR entries", () => {

let restoreEnv: (() => void) | undefined

afterEach(async () => {
restoreEnv?. ()
restoreEnv = undefined

await refreshBlacklist()

1)

it("should ignore out of range ipv4 prefixes", async () => {

restoreEnv = setEnv({ BLACKLIST_IPS: "1.1.1.1/33" })

await refreshBlacklist()

expect(await isBlacklisted("1.1.1.1")).toBe(false)

expect(await isBlacklisted("1.1.1.2")).toBe(false)
1)

it("should ignore partially numeric prefixes", async () => {

restoreEnv = setEnv({ BLACKLIST_IPS: "2.2.2.2/1foo0" })

await refreshBlacklist()

expect(await isBlacklisted("2.2.2.2")).toBe(false)

expect(await isBlacklisted("64.0.0.1")).toBe(false)
1)

it("should ignore empty prefixes", async () => {

restoreEnv = setEnv({ BLACKLIST_IPS: "3.3.3.3/" })

await refreshBlacklist()

expect(await isBlacklisted("3.3.3.3")).toBe(false)
1)
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it("should ignore entries with multiple slashes", async () => {

restoreEnv = setEnv({ BLACKLIST_IPS: "4.4.4.4/24/extra" })

await refreshBlacklist()

expect(await isBlacklisted("4.4.4.4")).toBe(false)

expect(await isBlacklisted("4.4.4.5")).toBe(false)

1)
1)

it("should blacklist 2.2.2.2", async () => {
expect(await isBlacklisted("2.2.2.2")).toBe(true)

describe("valid CIDR entries", () => {

let restoreEnv: (() => void) | undefined

afterEach(async () => {
restoreEnv?. ()
restoreEnv = undefined

await refreshBlacklist()

1)

it("should blacklist the full configured ipv4 subnet", async () => {

restoreEnv = setEnv({ BLACKLIST_IPS: "5.5.5.0/24" })

await refreshBlacklist()

expect(await isBlacklisted("5.5.5.1")).toBe(true)
expect(await isBlacklisted("5.5.5.200")).toBe(true)

expect(await isBlacklisted("5.5.6.1")).toBe(false)

1)
1)
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