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README.assets Initial commit 3 months ago

COOLit.sys Initial commit 3 months ago

LenovoPCManagerS… Initial commit 3 months ago

README.md Update vulnerability title in … 3 months ago

poc.c Initial commit 3 months ago

Vulnerability Title:Lenovo Thermal Master Incorrect Access Control

Affected versions:1.3.5

Discovery time:December 21, 2025

Discoverer:ZhouRui

Analysis Report:

Lenovo Thermal Master is a user-friendly computer temperature monitoring software with a
clean interface. The official version of Lenovo Thermal Master can detect the temperature
of your computer's CPU, motherboard, and hard drive. It is an official computer hardware
temperature monitoring manager released by Lenovo, which has functions such as
optimizing power consumption and cleaning up system junk files, easily helping you cool
down your hardware.
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Running this application loads the COOLit.sys driver. An ordinary user can abuse the
driver's IoControlCode 0x9C402040  and 0x9C402084  to read arbitrary MSR register
values.

The driver exposes a symbolic link( \\DosDevices\\WinRing0_1_2_0 ), which allows
application-level programs to call the driver to send IOCTL operations.

First, an IOCTL operation with IoControlCode 0x9C402040  is sent, and the passed
SystemBuffer is 0x0000000000000000 . This ensures that the if statement can be entered,

which allows byte_13114  to be assigned the value 1, which is very important.
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In this way, when an IOCTL operation with IoControlCode 0x9C402084  is sent, the

sub_1136C  function can be executed by checking.

The core of the vulnerability lies in the fact that the readmsr function reads the register
value represented by the passed SystemBuffer.
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After the driver is loaded, running the poc (without administrator privileges) can read the
value of the IA32_LSTAR register, which contains the address of the syscall. This can be
verified by using WinDbg, and of course, it can read any MSR register.
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